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Abstract

Generative image watermarking inserts secret watermarks
into generated images and plays an important role in tracing
the usages of generative models. For watermarking of diffu-
sion models, inversion-based framework emerges as an ef-
fective approach. Such framework employs a robust mech-
anism to embed the watermark into the starting latent be-
fore “forward sampling”, thereby generating images with the
implicit watermark. During watermark detection, inversion
techniques are employed to reverse the process and obtain
the watermarked latent, followed by further extraction. The
robustness of this technique hinges primarily on the embed-
ding mechanism and inversion accuracy. Previous methods
predominantly focused on enhancing the robustness of the
embedding mechanism but overlooked the reduction of the
inversion errors. However, our results show that inversion er-
ror will significantly affect the overall robustness. Therefore,
in this paper, we delve into the inversion error aspect and pro-
pose CoSDA, a compensation sampling and drift alignment-
based approach. The inversion error primarily accumulated
during two stages: the internal error incurred by the algo-
rithm, and the inevitable external noise. We observe that the
main source of internal error comes from the mismatch in
conditions (e.g., prompt, guidance scale) between forward
and backward sampling processes. Therefore, we propose
a compensation-based forward sampling, compensating for
certain mismatch conditions and reducing the inversion error
caused by the mismatch. Addressing external error caused by
inevitable image distortions (e.g., JPEG compression), we in-
troduce a drift-alignment approach, where a neural network
is trained adversarially to restore the original watermarked
latent from the distorted counterpart. Experimental results
show that CoSDA effectively enhances watermark robustness
while maintaining the visual quality of generated images.

Introduction

Advances in diffusion modeling (Ho, Jain, and Abbeel 2020;
Nichol and Dhariwal 2021; Song, Meng, and Ermon 2020;
Rombach et al. 2022) have notably elevated the quality of
generated images, and modern text-to-image latent diffusion
models such as Stable Diffusion (Rombach et al. 2022) fur-
ther provide the remarkable capability in producing high-
quality images based on textual prompts. However, the im-
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Figure 1: The framework of inversion-based generative im-
age watermarking schemes and proposed CoSDA.

mense generative prowess of these systems also brings forth
potential risks. Malicious users may exploit them to create
inauthentic images depicting false events. Consequently, en-
suring the detectability and traceability of generated images
or the underlying generation models has become an urgent
imperative.

Generative image watermarking can play a role in meet-
ing these requirements. By embedding watermarks into the
output of the generated models, one could detect generated
images or trace the source model based on the extracted wa-
termark signal. In practical applications, watermarking must
fulfill two primary criteria: utility and robustness. Utility en-
sures that the watermarking process does not compromise
the visual quality of the generated image, while robustness
ensures that the watermark can still be extracted reliably
even if the generated image undergoes distortions.

To fulfill both utility and robustness requirements, vari-
ous generative image watermarking works (Fernandez et al.
2023; Wen et al. 2023; Yang et al. 2024; Zhang et al. 2024)
for diffusion models have been proposed. Among them, the
inversion-based framework emerges as a prominent and po-
tent approach. The typical framework of inversion-based
watermarking is depicted in Fig. 1. In the embedding stage,
the watermark signal is initially injected or mapped into
the starting point of the diffusion model through a robust
embedding mechanism. Subsequently, the forward sampling
process, starting with the watermarked latent, iterates to gen-
erate images with implicit watermarking. During extraction,
an inversion method is employed on the generated image
to reverse the watermarked latent, facilitating the extraction
of the watermark. In this framework, robustness primarily



stems from the robust embedding mechanism and the accu-
racy of the inversion.

Previous inversion-based watermarking methods have
primarily concentrated on enhancing robustness through
the design of embedding mechanisms. For instance, (Wen
et al. 2023) introduced a Fourier transform-based approach,
while (Yang et al. 2024) devised a spread-spectrum-based
distribution-preserving embedding method. However, our
observation highlights that, despite the presence of robust
embedding mechanisms, the accuracy of the inversion pro-
cess is also a critical factor. Unfortunately, this aspect is of-
ten overlooked in current methods.

Therefore, in this paper, we focus on complementarily re-
ducing the error of the inversion process to enhance over-
all robustness, as illustrated in Fig. 1. The primary causes
of inversion errors mainly rely on two aspects: 1). Inter-
nal accumulated error: Forward generation is based on a
text condition C and a guidance scale w (typically w > 1).
However, due to the lack of information, backward inver-
sion is conducted with a “Null” condition-@) with no guid-
ance scale w = 1. The mismatch of conditions and guidance
scale causes the internal errors. 2). External inevitable error:
Distortions occurring in the watermarked image (e.g. JPEG
compression) will result in inevitable errors.

To reduce these errors, we propose CoSDA, a
Compensation Sampling and Drift Alignment-based
solution. For the internal accumulated error, we introduce a
compensation sampling approach in the forward sampling
process. This involves creating a temporary latent feature
estimated using the () condition, which is then integrated
into the original sampled latent with a weighted parameter
p. By increasing the weight of the (-condition component,
we effectively reduce the condition and guidance scale mis-
match between forward sampling and backward inversion,
thus mitigating the inversion error. For the external distor-
tion error, we propose employing a drift alignment network
to denoise the drifted latent features before extraction. This
network is trained with pairs of “distorted-benign” latent
representations. By introducing various distortions in the
image domain, we generate a diverse set of distorted latent
features, ensuring the network’s generalizability.

Experimental results demonstrate that CoSDA effectively
reduces inversion errors, significantly enhancing robustness
of inversion-based generative image watermarking. Addi-
tionally, the visual quality of the generated images remains
empirically unaffected.

Related Work
Digital Watermarking

Digital watermarking is an effective way to protect the copy-
right and realize leakage source tracing for multimedia con-
tent like images (Kang et al. 2003) and videos (Li et al.
2021, 2022, 2023). Traditional image watermarking often
embeds the watermark into the transform domain such as
DCT, DWT and DFT (Kang, Huang, and Zeng 2010; Fang
et al. 2018). The transform domain offers a better balance
between fidelity and robustness. Recently, deep-learning-
based image watermarking has garnered significant atten-
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tion. These methods primarily follow an “Encoder-Noise
Layer-Decoder” architecture. By incorporating various dis-
tortions into the noise layer, the watermarking system can be
trained to ensure robustness against different types of distor-
tions. Common noise layers include JPEG-Mask (Zhu et al.
2018)and MBRS(Jia, Fang, and Zhang 2021) for JPEG com-
pression, StegaStamp (Tancik, Mildenhall, and Ng 2019) for
print-shooting distortion, and PIMoG (Fang et al. 2022) and
DeNoL (Fang et al. 2023a) for screen-shooting distortion.

Diffusion Models

Diffusion models have emerged as the leading architecture
for computer vision tasks, including image editing, inpaint-
ing, and image generation (Bansal et al. 2022; Dhariwal and
Nichol 2021; Saharia et al. 2022). By iterative denoising in
multi-steps, diffusion models can effectively generate high-
quality images. In practical use, diffusion models are further
accelerated by processing image generation in the latent do-
main with a pre-trained VAE, a method known as latent dif-
fusion. Large-scale latent diffusion models (LDMs), such as
DALL-E 2 and Stable Diffusion, have already demonstrated
strong image generation capabilities in practical applica-
tions. The most prominent sampling algorithm in deploy-
ment is DDIM sampling (Song, Meng, and Ermon 2020),
which significantly reduces the number of steps required for
sampling compared to DDPM (Ho, Jain, and Abbeel 2020).
Additionally, due to the deterministic properties of DDIM
sampling, the noise can even be reversed using DDIM inver-
sion. The success of the diffusion model has sparked grow-
ing research interest in developing watermarks for gener-
ated content. However, traditional image watermarking tech-
niques are not tailored for generative models, leading to the
development of specialized watermarking approaches.

Generative Image Watermarking

Current generative watermarking techniques for diffusion
models (watermarking the output of diffusion models) can
be roughly categorized into three main approaches: 1). Post-
hoc Methods: These methods (Cox et al. 2007; O’Ruanaidh
and Pun 1997; Ma et al. 2022; Fang et al. 2023b) apply tra-
ditional image watermarking techniques directly to the im-
ages generated by the diffusion models. However, embed-
ding watermarks into the images post-generation tends to
degrade their visual quality. 2). Fine-tune-based Methods:
These approaches involve fine-tuning the VAE decoder in la-
tent diffusion models (LDMs) with a pre-trained watermark
extractor. This ensures that the watermark can be extracted
from images produced by the fine-tuned model. Represen-
tative works in this category include Stable Signature (Fer-
nandez et al. 2023) and (Zhao et al. 2023b). Additionally,
(Xiong et al. 2023) introduced a technique that fine-tunes
the decoder while injecting watermarks into the final latent
before the VAE decoding process. While these methods im-
prove the visual quality of the watermarked images com-
pared to post-hoc methods, they still function similarly by
imprinting the watermark signal onto the image during de-
coding. 3). Inversion-based Methods: These methods em-
bed or map the watermark into the starting latent of the dif-
fusion process. The diffusion process is then carried out with
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Figure 2: The framework of the proposed CoSDA, which contains five main parts: a robust embedding mechanism F, a
compensated-sampling-based diffusion model D°S with a corresponding pre-trained VAE — {Eyag, Dvak }» a combined noise
layer N and a drift alignment network ©P”. In the training stage, only ©P? is trained. In testing stage, watermark embedding

and extracting are conducted with different systems.

the watermarked starting point to generate watermarked im-
ages. During extraction, an inversion process is applied to
the watermarked image to reverse the watermarked latent for
further extraction. (Wen et al. 2023) proposed a tree-rings
watermark technique that embeds a 1-bit watermark into the
Fourier domain of a random sample latent. (Yang et al. 2024)
proposed a distribution-preserving sampling method to di-
rectly map multi-bit watermarks into pseudo-random latents
for watermark embedding. Inversion-based methods are cur-
rently the most effective schemes in terms of maintaining vi-
sual quality. Due to the inherent stability of DDIM inversion,
these methods ensure a certain watermark robustness.

Preliminary
Denoising Diffusion Implicit Model (DDIM)

Denoising diffusion models (Ho, Jain, and Abbeel 2020;
Song, Meng, and Ermon 2020) are trained on denoising ob-
jective functions. In forward diffusion process, images (or
latents) x € X are gradually noised in T" steps with Gaussian
noise vector e € N(0,1) according to a monotonic strictly
increasing noising schedule {a; } 7. In a specific step ¢, the
noise adding process is:

e = Jouxr + 1 — oqe €))

The diffusion model €y is trained to minimize a [5-norm
llea(z¢,t) — €]|3 to predict the noise € added in step t. Af-
ter training, a denoising process with ey is applied T-steps
on a random noise to generate the images. As for DDIM
(Song, Meng, and Ermon 2020), the most common sampling
method, the intermediate steps are

Tp—1 = Ve xt + peeg(xe, 1) )

where v, = \/ay—1/a; and @ = —\/Oét—1 (1—ay) /oy +
+/1 — a;_1. In the text-to-image generation process, the es-
timated noise must be biased to align with the given con-
dition C to specific levels. Additionally, to adjust the bi-
ased level toward the condition C, an unconditional predic-
tion (with ()-condition) is applied along with a classifier-
free guidance scale w. Therefore, the final estimated noise
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can be expressed as: gg(x¢,t,C,w) = wegp(x,t,C) + (1 —
w)eg(xy, t,0).

DDIM Inversion

As noted in DDIM, one characteristic of DDIM sampling is
that the denoising process is approximately invertible,

Ti—1 — p1€o (Te, 1) mi—1 — preg (Te—1, 1)
Tt Tt

where the approximation depends on the assumption that
eg (x4,t) = eg (x4-1,t) (Wallace, Gokul, and Naik 2023).
Such an assumption is largely accurate for the unconditional
DDIM generation process, but for conditional generation,
this approximation becomes less accurate due to the exis-
tence of classifier-free guidance w.

t =

Proposed Method
Analysis and Solutions

Recap the goal of this paper is to reduce the inversion er-
rors. We first analyzed the fundamental cause of the internal
accumulated error and the external inevitable error.
Internal accumulated error. The internal accumulated error
arises from the mismatch of conditions and classifier-free
guidance between the forward sampling and backward in-
version processes. During the forward process, the estimated
noise is conditioned on a given prompt C and magnified by
classifier-free guidance w (typically w > 1), where the for-
ward estimated noise is

€ (2,t) = weg(ze, ,C) + (1 — w)eg(z4, £, 0)

However, in the inversion process, without knowledge of
the specific prompt, an empty prompt (§)) with no guidance
scale (w 1) is commonly applied to estimate the inver-
sion noise, denoted as ?g(xt,l,t) = eg(wt_1,t,0,1)
eg(2,_1,t,0). Compared with €j (x;,t), we could observe
that not only C arises the differences between eg(z¢,t,C)
and eg(ws_1,t,0), the existence of w also enlarges them.
This is the main cause of the internal accumulated errors.



Based on this analysis, our intuition is designing a mecha-
nism that can maintain the utility of forward sampling while
making the inversion less sensitive to conditions C and guid-
ance scales w. Due to the lack of information in the inversion
process, we focus our efforts on the forward sampling pro-
cess to increase the weight of the ()-conditioned estimating
component thereby narrowing the difference in conditions
and guidance scales. Specifically, we modify the sampling
process and generate the compensated sampling approach
(CoS) in the following form:

Tio1 = YTt + 0164 (x4,) 3

Ti—1 = Nt + Pt (Pe_g (zt,t) + (1 = plea (Te—1,t,0)) .
3)
where pis aconstantand 0 < p < 1. We first create a tempo-
rary estimation x;_1 with the original sampling conditions,
then we create the balanced component ey (Z;_1, t, ) based
on Z;_1 and condition-(). The final estimation of the noise
becomes a weighted form of a C-conditioned-estimating
component ) (z¢,t) and a (-conditioned-estimating com-
ponent & (Z¢—1,1). In this way, by setting p < 1, the weight
of (-conditioned-estimating component is enlarged, thus re-
ducing the inversion differences caused by the mismatch of
conditions and guidance scales. Note that a smaller value of
p results in greater involvement of the ()-conditioned esti-
mating component, thereby ensuring a more accurate inver-
sion, albeit possibly leading to decreased image quality. By
selecting an appropriate value for p, we can strike a balance
between image quality and inversion error.
External inevitable error. The distortion that occurs in the
image domain will cause drift in the latent domain, which
is unavoidable in sampling process. Hence, besides modi-
fying the sampling scheme, addressing the drift induced by
external distortion is also crucial. To tackle this challenge,
we apply a drift alignment operation (DA) to train a network
that restores the distorted latent features to their original wa-
termarked form. By generating pairs of “distorted-benign”
latent representations with different image distortions, the
network can be trained to handle various types of distortions.

Framework Overview

Combining the aforementioned solutions, we can effectively
construct the proposed framework, as depicted in Fig. 2. The
framework comprises five main components: a robust em-
bedding mechanism F, a diffusion model DC°S with a corre-
sponding pre-trained VAE {Evag, Dvag }, a combined noise
layer N, and a drift alignment network ©P2. The workflow
of the framework can be described as follows: For a water-
mark m, F is first applied to generate the watermarked start-
ing latent 22 = F(m) € RY*H>W 'where F must satisfy
the following requirements:

F(m) ~ N(0,1),

F N Z™ =m
where 7" denotes a set of latent conditioned on m, for all
€eZm € —F(m)||3 < r.risaconstant and r denotes

the robustness radius of F. After acquiring 27", we employ
DCS with the CoS mechanism, condition C, and guidance
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scale w to iteratively generate the diffused latent 2" over T'
steps. Subsequently, z* is passed through Dyag to produce
the watermarked image X™ = Dyag(z{"). In the pixel do-
main, X™ undergoes distortion by N to yield the distorted
image X775, which is then inputted into Eyag to obtain the
distorted latent ZJ* = Eyar(X 7). Following this, DDIM in-
version with () condition is executed V' times on Z{* to gen-
erate the inverted latent z7. The resulting 27 is further pro-
cessed by ©P* to obtain the denoised latent 2 = OPA(Z17).
2y represents the final latent used to extract the watermark
Mey = FL(ZP).

Training stage. The network ©P“ consists of one
“Single-Conv” (the concatenation of “Conv-BN-ReLU”),
three “Res-Block”s (He et al. 2016) and one “Conv” block.
To train ©OPA, we minimize the difference between 2 and
z7'. The loss function £ is set as:

I3 = Pz — 21

L=|& -7 ol @
After training, ©OP* is fixed (OR") in the testing stage for
watermark extraction. Importantly, our approach does not
require training or fine-tuning of the diffusion model itself;
rather, we modify the sampling process using pre-trained
diffusion models. In other words, during the training stage,
only the parameters in ©PA are updated.

Testing stage. In practical scenarios, watermark embed-
ding and extraction are handled by separate systems. JF,
DCS, Dyag, along with a predefined watermark m, are pack-
aged into a text-to-image system for watermarked image
generation. Users simply provide the prompt C, the guidance
scale w, and the diffusion step 7" to the system, which then
outputs a watermarked image. The extraction system com-
prises EvaE, DCoS| @RA, and F~1. Suspicious images can
be fed into this system for watermark extraction, facilitating
further forensic analysis.

Experimental Results and Analysis
Implementation Details

Experimental settings. In this paper, we focus on text-to-
image latent diffusion models, selecting Stable Diffusion
(SD) (Rombach et al. 2022) provided by Hugging Face for
our experiments. We evaluate using two commonly used ver-
sions: SD-v1.4 and SD-v2.1. The generated images are sized
at 512x512x 3, with latent features of size 4 x 64 x 64. Dur-
ing inference, we employ prompts from the Stable-Diffusion
Prompt(Gustavosta 2022). The sampling step and guidance
scale are set to 50 and 7.5, respectively. For training and
testing with ©P4, we conduct DDIM inversion with (-
condition and 10 steps. The distortions in the combined
noise layer include Gaussian noise, median filtering, JPEG
compression, and dropout. As for the robust embedding
mechanism F, we directly utilize the methods proposed by
Gaussian Shading (GS) (Yang et al. 2024) for embedding
256 bits binary sequences and Tree-Rings (Wen et al. 2023)
for embedding 1-bit message to intuitively demonstrate the
robustness enhancement of CoSDA. All experiments are
performed using PyTorch 1.12.1 and a single NVIDIA-A40
GPU.
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Figure 3: The influence of p in visual quality and inversion errors.

Evaluation metrics. To assess the robustness of CoSDA,
we adopt the evaluation settings from (Yang et al. 2024),
encompassing both the detection and traceability scenarios.
In the detection scenario, we measure the true positive rate
(TPR) corresponding to a fixed false positive rate (FPR), set
at 10710, For traceability, we utilize extraction bit accuracy
as the metric. We evaluate the quality of watermarked im-
ages using FID (Heusel et al. 2017) and CLIP-Score (Rad-
ford et al. 2021) (larger is better), comparing them with
watermark-free images. All results are obtained from the
testing on 50 watermarked images generated with randomly
sampled prompts from Stable-Diffusion Prompt.

Baseline and benchmark. The performance is compared
with 6 state-of-the-art model watermarking frameworks: 3
image watermarking-based frameworks including 2 offi-
cially used (by Stable Diffusion) methods, namely DwtD-
ctSvd (Cox et al. 2007) and RivaGAN (Zhang et al. 2019),
and FIN (Fang et al. 2023b); 1 fine-tune-based method, Sta-
ble Signature (Fernandez et al. 2023); and 2 inversion-based
methods, Tree-Rings (Wen et al. 2023) and Gaussian Shad-
ing (GS) (Yang et al. 2024). It should be noted that Tree-
Rings is a 1-bit watermark, so we only evaluate the TPR.

Influence and Selection of p

We assess the impact of the compensation sampling mech-
anism on both visual quality and inversion errors by vary-
ing the weight parameter p from 0.5 to 1. For visual qual-
ity evaluation, we compute the FID and CLIP-Scores of the
generated images across different p values. Additionally, we
present one visual example for each p. To quantify inversion
errors, we calculate the Mean Squared Error (MSE) distance
between the starting latent and the inverted latent. The re-
sults are visualized in Fig. 3.

It’s evident that compensated sampling with p > 0.8
doesn’t significantly impact generation quality/sematic con-
sistency compared to baseline sampling (p = 1), maintain-
ing FID and CLIP-Score at similar levels. Subjectively, im-
ages generated with p > 0.8 exhibit minimal distortion in
quality. Conversely, inversion error decreases with decreas-
ing p, aligning with our design. Considering both visual
quality and inversion error, we set p = 0.8 for subsequent
comparison experiments.
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Comparison to Baselines

In this section, we assess the robustness and visual quality
performance of CoSDA. For robustness evaluation, we adopt
the distortion settings from (Yang et al. 2024) and select 9
representative types of noise, as illustrated in Fig. 4. Results
are presented in Table 1.

(@) (b) (©

. t “

® €)

Figure 4: The watermarked images as well as the tested 9
different kinds of distortions. (a) Original image; (b)JPEG
compression, QF=10; (c) Resize (25%); (d) Median filter-
ing, k = 15; (e) Gaussian blur, r = 8; (f) Gaussian noise,
o = 0.1; (g) Salt&Pepper noise, p = 0.15; (h) Cropout, r =
70%; (i) Dropout, = 30%; (j) Brightness, factor = 6.

In Table 1, “Tree-Rings-CoSDA” denotes the mechanism
combining Tree-Rings’ embedding scheme with CoSDA,
while “GS-CoSDA” represents the integration of GS’s em-
bedding scheme with CoSDA. It can be seen that CoSDA
significantly enhances robustness without notable visual
degradation. Compared to the baseline Tree-Rings and
GS, mechanisms employing CoSDA exhibit substantial im-
provements in bit accuracy and detection TPR, which is
also higher than the rest of the methods. Specifically, com-
pared to Tree-Rings, Tree-Rings-CoSDA enhances the over-
all TPR of distorted images by 36%. Additionally, GS-
CoSDA demonstrates a 3% advantage in both TPR and bit
accuracy compared to GS. Since we employ the same robust
embedding mechanisms as Tree-Rings and GS, the perfor-
mance enhancements solely originate from the compensa-
tion sampling and drift-alignment networks.

Additionally, to provide a detailed insight into the im-



Methods . . Metric's .
TPR-Cln TPR-Dis | Bit Acc.-Cln  Bit Acc.-Dis |  FID] CLIP-Scoret
Stable Diffusion ‘ - - ‘ - - ‘ 25.234+.18  0.3629+.0006
DwtDctSvd 0.999/0.999  0.262/0.272 | 0.999/0.998 0.615/0.615 | 24.45+.22 0.36094.0009
RivaGAN 0.999/0.998 0.287/0.284 | 0.991/0.992 0.747/0.750 | 24.24+.16 0.36114.0006
FIN 1.000/1.000  0.902/0.910 | 0.999/0.999 0.851/0.848 | 24.58+.21 0.34104.0007
Stable Signature 1.000/1.000 0.231/0.216 | 0.998/0.998 0.694/0.689 | 25.45+.14 0.36224+.0027
Tree-Rings 1.000/1.000 0.642/0.639 - - 25.434+.13  0.3632£.0006
Tree-Rings-CoSDA | 1.000/1.000 1.000/1.000 - - 25.01+.11  0.3608=+.0007
GS 1.000/1.000  0.960/0.967 | 1.000/1.000 0.918/0.912 | 25.20+.22 0.36314.0005
GS-CoSDA 1.000/1.000 1.000/1.000 | 1.000/1.000 0.952/0.952 | 25.07+.18 0.36014.0005

Table 1: The overall robustness and visual quality performance evaluation with different methods (SD-v1.4/v2.1). “Cln” indi-
cates the results without distortions, “D3s” indicates the average results on 9 tested distortions.

provements, we specifically select three types of distortions,
which Tree-Rings and GS struggle to handle effectively, for
robustness testing. These distortions include JPEG compres-
sion (with quality factors ranging from 5 to 30), Gaussian
noise (with standard deviations ranging from 0.005 to 0.2),
and median filtering (with window sizes ranging from 11 to
21). We record the TPR for Tree-Rings-based experiments
and both TPR and bit accuracy for GS-based experiments.
The results are depicted in Fig. 5 and Fig. 6.

The robustness improvements brought by CoSDA are ob-
served for both Tree-Rings and GS, particularly when con-
fronted with stronger distortions. Taking median filtering as
an illustration, when the window size is 11, GS-CoSDA ex-
hibits only a 2% advantage in bit accuracy. However, as
the window size increases, the extraction accuracy advan-
tages become more pronounced. With a window size of 21,
CoSDA outperforms by 16%. Similar trends are observed
across other distortion types. These results under strong dis-
tortion conditions strongly indicate the efficacy of CoSDA.

Adaptive Attacks

In this paper, we investigate two adaptive attacks: 1). Re-
construction attack, as proposed by (Zhao et al. 2023a),
involves an auto-encoder/diffusion model to compress and
subsequently reconstruct the watermarked images in an at-
tempt to eliminate the watermark features in the reconstruc-
tion process. 2). Purification attack, as proposed by (Nie
et al. 2022), indicates an attack where the attacker, intro-
duces random noise in the watermarked image and conducts
the diffusion process on the noise image to both remove
the noise and the watermark. For reconstruction attacks,
we employ four widely used auto-encoders “Cheng”’(Cheng
et al. 2020), “Bmsh;j”(Ballé et al. 2018), VQ-VAE and KL-
VAE(Rombach et al. 2022) and SD-v1.4 to conduct our ex-
periments. In the case of purification attacks, we add noise
with strengths 0.15 to 0.5 and then perform a diffusion de-
noising with 100 steps to generate the purified images.

The results presented in Table 2 demonstrate the robust-
ness of the watermark extraction process against reconstruc-
tion attacks, where the true positive rate (TPR) remains at
100% across all scenarios, with a bit accuracy exceeding
99%. This resilience can be attributed to the fact that the wa-
termark is embedded in a latent domain of diffusion models.

2893

Reconstruction Attack

Attacks ‘ Cheng  Bmshj VQ-VAE KL-VAE SD-vl4
PSNRWB) | 3526 3812 3089 3041 2018
TPR 1000 1.000  1.000 1000  1.000
BitAcc. | 0999 0995 0998 0995 0998
Purification Attack
Atlacks | o005 0.1 03 0.5 0.7
PSNR(B) | 2554 2406 2079 1829  15.83
TPR 1000 1.000 1000 1000  0.640
BitAcc. | 1000 099 095 0850 0715

Table 2: Adaptive attacks on the proposed framework.

Consequently, reconstruction-based attacks that reorganize
the pixel value of the images are unlikely to alter the wa-
termark signal significantly. Regarding purification attacks,
we also observe certain robustness in our proposed method.
When the strength is below 0.3, the bit accuracy and TPRs
are still at a high level. But we also can see that as the
strength keeps increasing, the bit accuracy and TPRs grad-
ually decrease, but such an attack comes at the expense of
visual consistency, when s = 0.5, the peak signal-to-noise
ratio (PSNR) of the images drops to a mere 18dB, indicating
a substantial departure from the original images.

Abaltion Study

Improvements of CoS and DA. In CoSDA, we introduce
two main mechanisms to mitigate inversion errors. In this
section, we conduct an ablation study to assess the ef-
fectiveness of these mechanisms based on GS. We evalu-
ate with three types of distortions: Gaussian noise, median
filtering, and JPEG compression. We first generate water-
marked images using the same starting latent, then extract
the watermark using four extraction mechanisms: without
CoS and DA (“Base”), with CoS & without DA (“C'0S”),
with DA & without CoS (“DA”), and with both CoS & DA
(“CoSDA”). It can be seen in Table 3 that both CoS and
DA contribute to improved robustness to a certain extent.
Compared to “Base ”, the average extraction accuracy in-
creases by 2% for “C0S” and 4% for “D A”. Moreover, the
most significant improvement (around 6%) in robustness is
observed when both “C'0S” and “DA” are employed.
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Figure 5: The robustness enhancement of CoSDA in three different kinds of distortions based on Tree-Rings(Wen et al. 2023).
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Figure 6: The robustness enhancement of CoSDA in three different kinds of distortions based on GS(Yang et al. 2024).

Gaussian Noise | Median Filtering | JPEG Compression

Distortions | " 7" 00" | 213 a1 | QF =15 1o | Average
Base | 0870 0812 | 0937 0780 | 0959 0933 | 0881
CoS | 0882 0833 | 0953 0806 | 0974 0955 | 0901
DA 0894 0861 | 0.960 0926 | 0971 0942 | 0925

CoSDA | 0910 0876 | 0.980 0947 | 0979 0958 | 0.941

Table 3: Ablation study on compensation sampling and drift
alignment network.

Guidance scale, sampling steps & sampling methods.
To validate the generalization of our method, we vary the
guidance scale, sampling steps, and sampling methods in
the generation process and conduct extraction experiments
on SD-v2.1. For sampling methods, we utilize 5 com-
monly used continuous-time samplers based on ODE solvers
(DDIM, UniPC, PNDM, DEIS and DPMSolver). Sampling
steps are varied from 10 to 100, and guidance scale values
tested are 2, 5, and 10. The default settings for guidance
scale, sampling steps, and sampling methods are 7.5, 50,
and DPMSolver, respectively. For each experiment, only the
tested settings differ from the default. The extraction accu-
racy is summarized in Table 4. It can be seen that in all cases,
the watermark is losslessly extracted from the generated im-
ages without distortions. As for the JPEG compressed im-
ages with QF=20, the extraction accuracy is higher than
98%. This superior performance underscores the remarkable
generalizability of CoSDA.

Limitations

Certainly, while CoSDA effectively strengthens the robust-
ness of inversion-based mechanisms, it does have limita-
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. Guidance Scale Sampling step
Settings ‘ 2 5 10 ‘ 10 25 50
w/oDistortion | 1.000 1.000  1.000 | 1000 1000 1.000
JPEG Compression | 0.990  0.985 0980 | 0.984  0.988 0.989
L Sampling methods o
Settings ‘ DDIM UniPC PNDM DEIS DPMSolver | AVeT4€¢
w/oDistorttion | 1.000  1.000 1000 1000  1.000 1.000
JPEG Compression | 0.988 0983  0.990 0994 0991 0.989

Table 4: The extraction results of different settings.

tions. Firstly, extraction still depends on DDIM inversion,
which requires the use of continuous-time samplers based
on ODE solvers. Secondly, due to slight modifications in the
forward sampling steps, the quality of the generated image
is not guaranteed to be lossless.

Conclusion

In this paper, we introduce CoSDA, a compensation sam-
pling and drift alignment-based mechanism, designed to en-
hance the robustness of inversion-based diffusion model wa-
termarking frameworks. Recognizing that reducing inver-
sion error is crucial for improving robustness, we thoroughly
analyze its causes, identifying two primary factors: internal
accumulated error and external inevitable error. To mitigate
internal error arising from condition mismatches between
forward sampling and backward inversion, we propose a
compensation sampling method. For external inevitable er-
rors, we train a drift-alignment network to recover the origi-
nal watermarked latent from distorted versions. Experimen-
tal results affirm the robustness improvements of the pro-
posed CoSDA in the inversion-based framework.
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