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Abstract

While novel gradient-based attacks are continuously proposed
to improve the optimization of adversarial examples, each is
shown to outperform its predecessors using different experi-
mental setups, implementations, and computational budgets,
leading to biased and unfair comparisons. In this work, we
overcome this issue by proposing AttackBench, i.e., an attack
evaluation framework that evaluates the effectiveness of each
attack (along with its different library implementations) under
the same maximum available computational budget. To this
end, we (i) define a novel optimality metric that quantifies
how close each attack is to the optimal solution (empirically
estimated by ensembling all attacks), and (ii) limit the maxi-
mum number of forward and backward queries that each attack
can execute on the target model. Our extensive experimental
analysis compares more than 100 attack implementations over
800 difterent configurations, considering both CIFAR-10 and
ImageNet models, and shows that only few attack implementa-
tions outperform all the remaining approaches. These findings
suggest that novel defenses should be evaluated against differ-
ent attacks than those normally used in the literature to avoid
overly-optimistic robustness evaluations. We release Attack-
Bench as a publicly-available benchmark that will be continu-
ously updated with new attack implementations to maintain
an up-to-date ranking of the best gradient-based attacks.

Code — https://attackbench.github.io
Extended version — https://arxiv.org/abs/2404.19460

1 Introduction

In recent years, we have been witnessing a proliferation of
gradient-based attacks, aiming to constantly improve efficacy
and efficiency while optimizing adversarial examples (Carlini
and Wagner 2017; Chen et al. 2018; Rony et al. 2019; Pintor
et al. 2021; Cina et al. 2024). Despite these advancements,
the comparisons between each newly-proposed attack and its
predecessors have been systematically conducted using dif-
ferent experimental settings, i.e., (i) models and performance
metrics, (ii) attack implementations, and (iii) computational
budgets, hindering reproducibility and an overall fair com-
parison of current attack algorithms. In particular, (i) many
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comparisons have considered a different set of target models,
and used different metrics to evaluate the attack success, us-
ing either the success rate at a predefined perturbation budget
(e.g., € = 8/255) (Croce and Hein 2019) or the median per-
turbation size required to mislead the model (Brendel et al.
2020; Pintor et al. 2021). However, these settings neither
allow a direct comparison of the performance of different
attacks across different papers nor tell anything about the
effectiveness of the attacks at different perturbation budgets.
Many attacks (ii) have been re-implemented without ensur-
ing consistency with their original versions, and some imple-
mentations are even flawed (Carlini 2019). We will indeed
demonstrate in this paper that different implementations of
the same attack can yield significantly different results, af-
fecting the performance of state-of-the-art methods. Attacks
(iii) are not consistently compared using the same number of
queries (i.e., the number of forward and backward passes per-
formed on the target model), biasing the evaluation in favor
of more computationally-demanding methods. Nevertheless,
limiting the number of iterations of each attack is insufficient
to solve this issue. The reason is that some attacks require two
queries per iteration (one forward and one backward) (Pintor
et al. 2021; Rony et al. 2019), while others use additional
subroutines like restarts (Croce and Hein 2020a, 2019) or
run internal hyperparameter optimizations (Chen et al. 2018;
Carlini and Wagner 2017), resulting in multiple queries per
iteration. These factors have led to either overestimating or
underestimating the performance of certain attacks (Pintor
et al. 2022; Carlini 2019). Consequently, an in-depth inves-
tigation into the effectiveness of gradient-based attacks in a
fair and reproducible experimental setting is missing.

To address the above limitations, we propose AttackBench:
a unified benchmark that evaluates adversarial attacks un-
der a consistent setup and imposes a maximum computa-
tional budget for the attack (i.e., the maximum number of
queries they can use). We design AttackBench as a five-stage
procedure (see Fig. 1) to discover the attacks that find the
best minimally-perturbed adversarial examples with fewer
queries to the models. AttackBench ranks the attacks based
on a novel metric, called optimality, that quantifies how close
each attack is to the empirically-optimal solution (estimated
by ensembling all the attacks tested). The optimality metric
evaluates the effectiveness of gradient-based attacks across



various perturbation budgets, avoiding pointwise evaluations
at fixed perturbation budgets, and promoting attacks that con-
sistently find smaller perturbations to evade the target model.
AttackBench also compares the attacks in their computational
efficiency, measuring their runtime within the given maxi-
mum computational budget. We then use AttackBench to
perform an extensive benchmark analysis that compares 20
attacks (listed in table 3). For each attack, we consider all the
implementations available among popular adversarial attack
libraries and the original authors’ code when available. We
empirically test a total of 102 techniques, re-evaluating them
in terms of their runtime, success rate and perturbation size,
as well as our newly introduced optimality metric. While
developing our benchmark, we uncovered further insights, in-
cluding suboptimal implementations and source code errors
that prevent some attacks from completing their runs cor-
rectly. To foster reproducible results, we open source Attack-
Bench and will provide an online leaderboard, enabling re-
searchers to easily assess the performance of newly-proposed
attacks against competing strategies in a unified setting.

We summarize our contributions as follows: (i) we propose
AttackBench, a fair benchmark for adversarial attacks that
evaluates them on consistent models, data, and computational
budgets, and introduce the novel optimality metric to rank
them based on the quality of the adversarial examples they
generate; (ii) we extensively test 102 attacks and we rank
them according to our novel metric (Sec.4); and lastly (iii)
we highlight 5 programming errors inside the code of some at-
tacks we have considered, and we present inconsistent results
of different implementation of the same attack (Sec.4).

2 Gradient-based Attacks

Let us assume, without loss of generality, that the input sam-
ples lie in a d-dimensional (bounded) space, i.e. x € [0, 1]9,
and that their labels are denoted with y € {1, ..., C}. Then,
the predicted label of a trained model parameterized by 6
can be denoted with g f(x,0), while the confidence
value (logit) for class ¢ can be denoted with f.(x,8) and
the softmax-rescaled logits with z.(x, 8). The predicted la-
bel can thus be computed also as § = argmax, f.(x,8).
Under this setting, finding an adversarial example amounts
to solving the following multi-objective optimization:

(L(x+6,y;0),[6],) ,
x+d €019,

ey
@)

where L(x + 8, y; 0) is a loss defining the misclassification
objective, and ¢ is the perturbation optimized to find an ad-
versarial example x’ = x + & within the feasible domain.
The loss function L : RY x R — R defines the objective of
the attack so that L is large when the input is correctly clas-
sified, whereas it is lower when the model predicts a wrong
label for x.! The majority of existing attacks now leverage
the Negative Cross-Entropy (NCE) loss, the Difference of
Logits (DL) (Carlini and Wagner 2017), or the Difference
of Logits Ratio (DLR) (Croce and Hein 2020b). The second

minimize
]

subject to

"For targeted attacks, one can minimize L(x + &,:; 8), being
y¢ # y the label of the target class.

2601

objective in Eq. (1) is expressed as a constraint on the size
of the perturbation ||d]|,, formulated through the usage of ¢,
norms. Typically, ¢y, ¢1, {2, and ¢, norms are used, yielding
sparse to increasingly dense adversarial perturbations. The
box constraint in Eq. (2) ensures that the sample remains
within the input space of the model, i.e. x + & € [0,1]%.

The optimization problem expressed in Eq. (1) presents an
inherent tradeoff: minimizing L favors the computation of
adversarial examples with large misclassification confidence,
but also a large perturbation size, whereas minimizing ||6]|,,
penalizes larger perturbations at the expense of decreasing
the misclassification confidence. We can thus define two main
families of attacks, where one aims at finding the inputs that
cause the maximum error within a given perturbation budget
€ (FixedBudget) (Biggio et al. 2013; Madry et al. 2018),
and the counterpart that searches for the smallest perturbation
needed to achieve misclassification (MinNorm) (Szegedy
et al. 2014; Brendel et al. 2020).

Limitations of Attack Evaluation Metrics. We discuss
here the main metrics that are normally used to evaluate the
effectiveness of FixedBudget and MinNorm attacks. For
FixedBudget attacks, the Attack Success Rate ASR,(¢)
is used to determine the success rate of attack a when the
perturbation budget is at most ¢ (Madry et al. 2018; Croce
and Hein 2019, 2021, 2020a). It is defined as:

1
ASR4 () = 57 > Ide <), 3)
(x,y)€D
where dy = ||Xadv — X||, is the perturbation size of the

adversarial examples that successfully mislead the prediction
of the target model, and I(-) is the indicator function, which
returns 1 if its argument is true, and 0 otherwise.

Evaluations for MinNorm attacks focus on the mean (Car-
lini and Wagner 2017; Chen et al. 2018) or median (Brendel
et al. 2020; Cina et al. 2024) values of the adversarial pertur-
bation. The median in particular indicates the perturbation
budget at which 50% of attacks are successful.

Unfortunately, these metrics suffer from some limitations.
In particular, (i) the ASR, and the median do not allow a
direct comparison of the performance of FixedBudget
and MinNorm attacks. Moreover, (ii) these metrics do not
capture whether an attack is succeeding or not at larger pertur-
bation budgets, which is instead useful to understand whether
the attack is failing due, e.g., to implementation issues or
for being ineffective against the specific model (Carlini et al.
2019; Pintor et al. 2022). Finally, (iii) these metrics do not
provide any insights on how close or far the results of each
attack are from the best possible (though unknown) solution.
While newly-proposed attacks are normally compared with a
bunch of competing approaches, as we will see, these evalua-
tions still fall short when it comes to assess the effectiveness
of each attack with respect to the optimal solution.

3 The AttackBench Framework

We now describe the stages of AttackBench, depicted in
Figure 1. In Section 3.1, we detail stages (1-2), which define
the benchmark environment setup for executing attacks under
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Figure 1: A comprehensive overview of the five stages of AttackBench. Each attack is tested in fair conditions and ranked through
the optimality metric. The best attack is the one that produces minimally-perturbed adversarial examples with fewer queries.

Algorithm 1: Attack Benchmarking
Input

:a, the attack algorithm; 6, the target model,
D, the test dataset; (), the query budget; and
p € {0,1,2, 00}, the perturbation model.

Output : Min. distances d* and required queries g*.
vdt e () g e {)

2 Bg < BenchModel(6,Q)

3 for (x,y) € Ddo

Bg.init_queries()

hz < hash(x)

Kadv < CL(X7 Y, BB)

d*{hz} + [|x = Xaav|lp

q*{h,} + Bg.num_queries()

4
5
6
7
8
9 return d*, g*

standardized conditions. We then present in Section 3.2 stages
(3-4-5), where we aggregate results from stage (2) to compute
a novel optimality metric, as shown in stage (3) of Figure 1,
for ranking gradient-based attacks. Lastly, we explain how
to integrate novel attacks into the benchmark and provide
implementation details in Appendix B.

3.1 Model Zoo and Attack Benchmarking

Stage (1): Model Zoo. It builds a zoo of diverse models, en-
compassing robust and non-robust models, to evaluate attacks
across various scenarios and minimize evaluation biases. The
pool can be clearly expanded as novel defenses are released.

Stage (2): Attack Benchmarking. It consists of testing each
attack with Algorithm 1, against all models in the Attack-
Bench zoo. For each attack a, target model 6, and dataset D,
AttackBench returns the best minimum distances d* found
by a for each sample, as well as the number of forward and
backward queries ¢* utilized. In particular, Algorithm 1 be-
gins by initializing the optimal minimum distances d* and ¢*.
It then wraps the target model 8 within a custom object By,
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which tracks the number of queries—both forward and back-
ward passes—used by the attack to optimize each sample
(Line 2). The algorithm then iterates over the input samples x
and their labels y in D. The loop starts by setting the number
of queries for the current sample to zero (Line 4), and then
hashes the sample (Line 5) to ensure consistent result storage,
even if the samples are processed in a different order. The
attack is then executed (Line 6), while tracking the number
of queries made to the target model. If the query budget )
is exceeded, the attack is halted. Whether the attack exceeds
@ or not, AttackBench always returns the best adversarial
example x,4, found during the optimization. This approach
improves upon many existing attack implementations, which
typically return only the last sample, even though it may not
be the optimal one (Pintor et al. 2022). The algorithm then
calculates the distance d* between the adversarial sample
Xadv and the source sample x (Line 7), and retrieves the num-
ber of queries ¢* used to optimize X,4, from By (Line 8).
Finally, the results (d*, ¢*) for all samples are returned and
used to compute the robustness evaluation curve. Remarkably,
AttackBench enables the benchmarking of novel attacks with-
out altering their code or adjusting their parameters, avoiding
misconfiguration issues. AttackBench operates by wrapping
the model and continuously monitoring all queries made by
the attack to provide a comprehensive view of the attack’s
performance and resource usage. Technical details regarding
the implementation of stage (2) are reported Appendix B.

3.2 Evaluating and Ranking Attacks

Stage (3): Optimality Score. AttackBench compares
gradient-based attacks by inspecting the robustness evalu-
ation curves (Biggio, Fumera, and Roli 2014; Biggio and
Roli 2018) they generate against the target models in the zoo.
These curves illustrate how robust accuracy p,(e), i.e., 1 -
ASR, (¢), decreases as the perturbation budget « for attack a
increases. Some examples are shown in Figure 2. Note that
when ¢ equals zero, p,(0) = p corresponds to the model’s
clean accuracy, meaning the accuracy on unperturbed sam-
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Figure 2: Robustness evaluation curves of a’ and a*.

ples. More effective attacks typically produce robustness
evaluation curves closer to the origin. The Area Under the

Robustness Evaluation Curve (AUREC) can be defined as:

€0
AUREC,(gg) = / pa(e)de, @)
0

where ¢¢ denotes the upper bound of the integration inter-
val, which should be set to co or to the smallest € at which
pa(e) = 0 to compute the complete area. The AUREC can
be used to summarize the average attack effectiveness on the
whole robustness evaluation curve, as illustrated in Figure 2.
However, AUREC values obtained from different models
are not directly comparable, as the models tend to exhibit
different clean accuracy values. As the outcome of our bench-
mark’s stage (3), we overcome this issue by proposing a novel
metric, called local optimality and denoted with &. To this
end, we first define the best (empirical) attack a*, by ensem-
bling all the attacks tested in our benchmark. In particular,
for each sample, this amounts to setting the best minimum
distance d* of a* as the smallest distance found among all
the considered attacks (see Figure 1). As we will see in our
experiments, this provides the best possible empirical esti-
mate of the optimal solution for each sample.” We then set
g as the smallest value at which p*(¢) = 0, and compute

AUREC,« (g¢) from the robustness evaluation curve of a*.
Local optimality (LO). The LO metric, denoted as fé, com-
putes the difference between the area under the curve of a°
and a* against the target 6 to evaluate how much the first
is suboptimal with respect to the second. Essentially, LO
indicates the loss in performance of a* compared to a*. In
Figure 2, we illustrate an example of the LO measure when
comparing the robustness evaluation curve of a’ (red curve)
with that of the best attack, a* (blue curve). The LO metric
quantifies the area of the gray region above the red curve in
Figure 2, inversely proportional to the area between the two
curves. When the area between these two curves is non-zero,
it indicates that a’ is less optimal than a*. The adversarial
examples generated by a’ thus are generally sub-optimal,
meaning they succeed only with larger perturbations com-
pared to the empirical lower bound found by a*. Formally:

1

p(€0) - €0 — AUREC,: ()
~ pleo) - €0 — AUREC,- (g¢) ’

&)

?Let us remark that we are ensembling over 100 attacks in At-
tackBench, whereas previous evaluations normally consider less
than tens of competing approaches without even ensembling them.
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where the box defined by p - ¢ serves to normalize the LO
measure with respect to the clean accuracy p and robustness
€ of the target model 6. In more detail, when a target model
exhibits high robustness (i.e., large ) or accuracy (i.e., large
p), evading the target model becomes inherently more chal-
lenging, leading to less severe penalties for the optimality of
the attack. Conversely, when the target model is more vul-
nerable or less accurate, the curve disparity becomes more
relevant, and the impact on the optimality of the attacks is
more pronounced. Furthermore, this term ensures that the LO
measure is bounded in [0, 1] with &, = 1 when a’ performs
exactly as a*, thus finds always the smallest perturbation to
evade the target model for each sample. By contrast, when
&l = 0, the attack fails to find a successful perturbation with
€ < €y, thus resulting in a curve that matches the box and
therefore AUREC,i (g9) = p - £9. The LO measure thus of-
fers a clear scale to interpret and compare the performance of
gradient-based attacks across different models. Lastly, stage
(3) of AttackBench uses a broad range of attacks to construct
a* and assess, with the LO measure, how far an attack is from
an ideal top performer across multiple perturbation budgets.

Stage (4): Global Optimality. The LO measure evaluates
the effectiveness of an attack against a single target model,
0,,,. However, ranking attacks with respect to a single model
increases the risk of overfitting the benchmark. An attack
might be specifically tailored for a particular model 6,,, but
have poor generalization and lower performance across dif-
ferent models. To this end, AttackBench prevents potential
bias by evaluating the attacks against a diverse set of robust
models and aggregating the results to derive a global score,
namely global optimality, as the output of step (4).

Global Optimality (GO). The GO measure quantifies the
average LO of an attack, denoted as a’, concerning a set of
target models M = {01, ...,0;,}. We define the GO as:

i L i
€_|M| Zfem'

0, M

(6)

The GO score for an attack corresponds to the average LO
measure obtained across a set M of distinct models. Bounded
in [0, 1] as well, the GO score for an attack a’ equals 1 only
when a' consistently identifies the minimal adversarial pertur-
bations for all input samples across every model in M, mean-
ing a’ performs as well as a* in every case (i.e., a’ = a*).

Stage (5): Ranking. Lastly, AttackBench ranks attacks by
their GO, grouping them based on the ¢, norm threat model
they consider and the target model. Remarkably, the Attack-
Bench optimality ranking can be continuously and efficiently
updated as new attacks emerge, without the need to re-run
previous ones. When a new attack is uploaded, AttackBench
updates the best minimum distances d* of a* and refreshes
the leaderboard for all attacks by recalculating the LO score
employing the stored robustness evaluation curves (additional
details in Appendix B.4).

4 Experiments
We now execute AttackBench to rate the adversarial attacks.



Algorithm 2: Computing Local Optimality

Input :{a',...,a™},list of attacks for benchmark;
D, the validation dataset; 8, the target model;
@, query budget; p, threat model distance.
Output : Local optimality measure (&5, ..., £5).
1 fora’ € {a',...,a"} do
‘ d;,qi + TestAttack(a’,D,0,Q,p)
pp(€) = sample-wise-min{dy,..
fora’ € {a!,...,a"} do
| Get & for attack a’ following eq. (5)
return (&5,....€5), (q1,-- -, qn)

2
3 .,dN}
4
5
6

4.1 Experimental Setup

Dataset. We consider two popular datasets: CIFAR-10
(Krizhevsky 2009) and ImageNet (Deng et al. 2009). We
evaluate the performance of adversarial attacks on the entire
CIFAR-10 test set, and on a random subset of 5 000 samples
from the ImageNet validation set. We use a batch size of 128
for CIFAR-10 and 32 for ImageNet.

Models. AttackBench models zoo utilizes a selection of both
baseline and robust models to evaluate the effectiveness and
adaptability of attacks against various model architectures
and defense mechanisms. For CIFAR-10, we include a base-
line undefended WideResNet-28-10 (denoted as C1) from
Robustbench (Croce et al. 2021) and four robust models
implementing the following defenses: a certified defense
(Zhang et al. 2020) (C2); adversarial training for gener-
alization against unseen attacks (Stutz, Hein, and Schiele
2019) (C3); gradient obfuscation defense (Xiao, Zhong, and
Zheng 2020) (C4); and adversarial training with data augmen-
tation (Wang et al. 2023) (C5). For ImageNet, we select four
models from Robustbench (Croce et al. 2021): a pre-trained
undefended ResNet-50, and three adversarially-trained mod-
els by Wong, Rice, and Kolter (2020) (I2), Salman et al.
(2020) (I3), and Debenedetti, Sehwag, and Mittal (2023) (14).
Adversarial Libraries. We integrate six publicly avail-
able adversarial attack libraries in AttackBench: Fool-
Box (FB) (Rauber et al. 2020), CleverHans (CH) (Paper-
not et al. 2018), AdvLib (AL) (Rony and Ben Ayed 2024),
ART (Art) (Nicolae et al. 2018), TorchAttacks (TA) (Kim
2020), and DeepRobust (DR) (Li et al. 2020). We also include
authors’ original implementations of their attacks to verify
implementation inconsistencies (or improvements) among
the different versions. We denote them denoted with O.
Attack Settings. We focus on the well-studied ¢, pertur-
bation models with p € {0, 1,2, 00}. We consider all the
available implementations of the attacks listed in Table 3. We
only run the attacks in their untargeted objective. 3
Hyperparameters. For each considered attack implementa-
tion, we employed the default hyperparameters. We set the
maximum number of forward and backward propagations
to 2 000. For an attack that does a single forward prediction
and backward gradient computation per optimization step,

3APGD; runs APGD with a targeted objective on multiple
classes, retaining the best result as an untargeted solution.
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this corresponds to the common “1 000 steps budget” found
in several works (Brendel, Rauber, and Bethge 2018; Rony
et al. 2019; Pintor et al. 2021; Rony et al. 2021), sufficient
for algorithm convergence (Pintor et al. 2022). Exceptionally,
most implementations of the CW attack use a default number
of steps equal to 10* for multiple runs to find ¢, so we modify
it to perform the search of the penalty weight and the attack it-
erations within the 2, 000 propagations. Furthermore, as done
in (Rony et al. 2021; Cina et al. 2024), for FixedBudget
attacks we leverage a line-search strategy to find the smallest
budget €* for which the attack can successfully find an ad-
versarial perturbation. Further details on the line search are
reported in Appendix B.5.

Evaluation Metrics. For each attack, we compute the Attack
Success Rate (ASR) as the percentage of samples in D that
the attack converts into adversarial examples at € = oo which,
if different from zero, indicates that the attack is applied
incorrectly (Carlini et al. 2019), and the local and global
optimality scores. Additionally, we track the computational
effort of each attack expressed in terms of execution time and
the number of forward and backward propagations required.
The execution time is measured on a shared compute cluster
equipped with NVIDIA V100 SXM2 GPU (16GB memory).

4.2 Experimental Results

We present the benchmark results of AttackBench on a to-
tal of 815 experiments, encompassing the 102 state-of-the-
art gradient-based attacks implementations listed in Table 3
(see Appendix A). For the 5 CIFAR-10 models, we execute
6,21, 42, and 33 implementations for the ¢, ¢1, {2, and /-,
perturbation models respectively, obtaining a total of 510
experiments. For the 4 ImageNet models, given the high data
dimensionality, we reduced the load by excluding some im-
plementations that were suboptimal in the CIFAR-10 experi-
ments. Therefore, we execute 6, 10,9, and 10 attack imple-
mentations for £y, ¢1, {2, and /., obtaining 140 experiments.

Attack Optimality. Section 4.2 shows the results obtained for
the top-5 ranked attacks in each £, norm, according to our GO
metric. Complementary, we report the 5 worst-performing
attacks in Section 4.2. We defer to Appendix C additional re-
sults, including remaining attacks and singular model evalua-
tions. We also visually depict examples of the robustness eval-
uation curves obtained with the top-ranked attacks in Figure 3
computed against CIFAR-10 model C3 (Stutz, Hein, and
Schiele 2019). We observe that the top-ranked attacks for the
£y and ¢4 norms are o-zero (Cina et al. 2024) and DDN (Rony
et al. 2019) for both CIFAR-10 and ImageNet. In their respec-
tive £, norms, these attacks achieve GO scores very close to
1, indicating they are nearly as effective as the empirical best
attack a* (blue curve in Figure 2, black curve in Figure 3). Re-
garding the ¢; and /., threat models, we observe the constant
presence of APGD-/; (Croce and Hein 2021), APGD; (Croce
and Hein 2020b), and PDPGD (Matyasko and Chau 2021) in
the top 5 positions in both CIFAR-10 and ImageNet experi-
ments. PDPGD is, for example, the top-ranked attack in /4
for CIFAR-10 and second on ImageNet by a small margin. In
both cases, APGD competes with PDPGD. In /¢, we observe
that APGD; and APGD demonstrate similar results, both con-
tending for the lead. We highlight that APGD, despite being
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Figure 3: Robustness evaluation curves for the 7 best ¢y, {1, {2, and ¢,-norm attacks against C3 (Stutz, Hein, and Schiele 2019).

conceived as a FixedBudget attack, offers outstanding
results also when configured as a MinNorm attack. This
suggests that combining APGD with the search strategy pre-
sented in Section 4.1 is a viable strategy to efficiently find
a small perturbation, even compared to MinNorm attacks.
Note finally that none of the tested attacks reaches 100% of
GO, suggesting that combining attacks, as done by Croce
et al. (2021), can lead to improved robustness evaluations.

Fast Attacks. The top-ranked attacks in Section 4.2 do not
always offer the best effectiveness/efficiency tradeoff. For
instance, in the ¢; norm, APGD achieves only a slightly better
GO score than PDPGD on ImageNet but is three times slower
due to its original implementation and the integration of the ¢
search strategy. In the ¢y norm, the VFGA (Hajri et al. 2020)
attack stands out as the fastest, requiring significantly fewer
queries due to its early stopping mechanism. However, its
ASR and GO largely drop for this attack when scaling to the
ImageNet dataset, diminishing its reliability.

Best and Worst Performing Implementations. From Sec-
tion 4.2 we observe that high-ranked attacks are frequently
implemented in AdvLib and Foolbox libraries or are di-
rectly taken from the original repositories of the authors.
Conversely, implementations from other libraries, such as
the Art, Cleverhans, and Deeprobust, do not consistently
appear among the top-performing attacks. In some cases, at-
tacks integrated into these libraries even exhibit a decrease
in performance. For example, while APGD implemented
with AdvLib (as well as its original implementation) ranks
among the best-performing attacks (see Section 4.2) its im-
plementation in the Art library ranks among the worst (see
Section 4.2). Specifically, for the CIFAR-10 dataset under
the ¢1 norm threat model, GO optimality drops from 90.9%
(original implementation) to 26% (Art). Upon inspecting the
code, we found a key difference in the parameter controlling
the number of random initializations for the attack: it is set
to 5 in Art and 1 in both the original and AdvLib imple-
mentations. Consequently, the restart mechanism of APGD
consumes more queries within the same perturbation budget
€, leading to early termination of the attack without exploring
smaller budgets. Another crucial difference is observed for
FAB (GitHub 2024b) and CW (GitHub 2024a) because they
calculate the difference of the gradients of the two logits sepa-
rately, thus requiring two backward passes rather than one. A
final notable divergence in implementation is observed in the
ImageNet results for the APGD attack between the original
repository and the AdvLib library. In the {5 and /., norms,
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AdvLib’s APGD achieves GO scores of 95.9% and 97%, re-
spectively, compared to 36.2% and 39.1% for the original
APGD, representing substantial gaps of 59.7% and 57.9%.
We also observed that while the original implementations
used the NCE loss, AdvLib defaults to the DLR loss.

Ingredients for Optimal Attacks. We here identify key
factors contributing to a high GO score in Section 4.2.
First, nearly all top-ranked attacks, including o-zero, FMN,
PDPGD, PGD-¢; (Croce and Hein 2019), APGD, APGD;,
BIM (Kurakin, Goodfellow, and Bengio 2016), and DDN,
use normalization or linear projections on the gradient. These
methods decouple the gradient’s original size from the step
size used in the updates (Rony et al. 2019; Pintor et al. 2021).
Furthermore, top-ranked attacks (e.g., o-zero, FMN, PDPGD)
are usually equipped with dynamic or adaptive step size
schedulers, such as cosine annealing or reduce on plateau.
None of the attacks securing the top rank in Section 4.2
adopts a fixed step size, confirming that dynamically reduc-
ing the step size across iterations and enhancing convergence
stability contributes to achieving better optima. Lastly, among
the best-performing attacks, optimizers like Adam or momen-
tum variants of gradient descent are only occasionally used.

Implementation Pitfalls. Through AttackBench, we found
many coding errors across diverse libraries: (i) the original
BB implementation crashes if not all samples are misclas-
sified after initialization; (ii) TorchAttacks DeepFool fails
during batch processing if a sample has a label equal to the
number of classes, resulting in an index out-of-bounds error;
(iii) Foolbox FMN /{j crashes with out-of-bounds errors dur-
ing the projection step. Lastly, per-sample ¢ evaluations in
FixedBudget attacks are supported only in AdvLib.

5 Related Work

Although many gradient-based attacks for optimizing adver-
sarial examples have been proposed, their performance is of-
ten evaluated independently in each study, increasing the risk
of evaluation bias and hindering reproducibility. These evalu-
ations do not ensure that attack comparisons are conducted
under the same fair experimental settings (e.g., consistent
query budgets or data subsets). Moreover, they do not usu-
ally compare FixedBudget or MinNorm under the same
evaluation metric, and they do not ensure consistency with
the original implementation of the attack, which can induce
to misleading conclusions (Carlini 2019).

Researchers have also proposed some benchmarks to stan-



¢, Attack Library ASR GO #F #B t(s)
o-7€ro (0] 100 98.4 999 999 292.2
FMN 0O, AL 98.7 85.3 1000 1000 278.8

fo VFGA AL 94.4 80.2 388 18 106.2
PGD-¢y (0] 100 66.7 919 901 545.0

APGD-¢; O,AL 100 90.9 775 755 892.4

{1 FMN O,AL,FB 97.9 90.4 1000 1000 276.0

= APGD; O,AL 100 854 577 536 860.6
x EAD FB 100 70 923 923 276.7
£~ TDDN_ T AL FB 1000 92.9 998 998 278.0
&) APGD O,AL 100 929 775 755 709.2

FMN 0O, AL 99.5 90.8 998 998 275.3
~  APGD;, O,AL 100 976 629 584 626.1
APGD O,AL 100 97.5 775 755 T711.5
/- BIM FB 99.9 94.6 999 989 692.3
PGD AL 100  93.2 1000 990 281.8
PDPGD AL 99.8 90.8 992 992 284.6
0-Zero O 100 99.8 999 999 345.2
FMN O,AL 100  87.5 1000 1000 358.8
fo VFGA AL 63.6 71.2 928 44 76.4
PDPGD AL 100  53.6 983 983 345.1
PGD-/4, o 100 39.2 913 893 1680.1
- APGD = O,AL 100 98 693 673 1085.9

¢, APGD, O,AL 100 948 579 538 990.1
5 ALMA AL 100 925 973 973 359.3
% EAD FB 100 90.7 403 206 77.5
é"’ T DDN~ T AL FBT 1000 98.6 1000 1000 336.0
£ APGD, AL 99.9 98.1 670 650 325.1

ls BIM FB 100 97.3 1000 990 1252.4

FMN O,AL  99.6 97.1 1000 1000 362.8
APGD O,AL 100  95.9 1000 990 333.5
" T APGD; ~ AL ~ 998 99.2° 718 698 358.7

PDPGD AL 100  98.2 987 987 409.1
{oo FMN O,AL,FB 100  98.2 1000 1000 335.2
BIM FB 100 98 1000 990 1293.7
APGD AL 100 97 1000 990 334.0

Table 1: Top-performing attacks. For each attack, we list the
library implementations that yield similar results, highlight-
ing the best one in italics and report its corresponding statics.
We include the number of forward (#F) and backward (#B)
passes, as well as the total runtime (t(s)) for each attack.

dardize evaluations of models’ robustness. Ling et al. (2019)
propose DeepSec, which tests 16 state-of-the-art adversar-
ial attacks against 13 robust models computing 12 different
metrics defined by the authors to evaluate the attacks’ utility.
However, DeepSec considers only a fixed arbitrary perturba-
tion budget, and it does not provide a metric that can be used
to rank the attacks’ effectiveness. Additionally, DeepSec has
faced significant criticism for its implementation flaws (Car-
lini 2019). Frameworks like (Croce et al. 2021; Dong et al.
2020; Guo et al. 2023) focus on evaluating model robustness,
not the attacks themselves, often overlooking factors like
computational effort. Unlike (Croce et al. 2021; Guo et al.

4, Attack Library ASR GO #F #B t(s)
PGD FB 100  55.6 1000 990 715.0
EAD Art 85.2 53.3 334 1665 295.7

/1 FGM Art, FB 97.7 28 40 20 30.3
APGD Art 98.8 25.6 822 354 456.9
BB FB 38 38 623 36 1194
DeepFool FB 98.6 40.6 256 255 21.2
FGM Art, CH, DR, FB 97.6 379 41 20 28.1

{5 DeepFool Art 84.9 32.3 269 1341 317.8
BB FB 38.3 30.9 624 36 112.1
BIM Art 95.7 22.6 808 782 322.2
APGD Art 94.5 77.51037 504 390.0
FGSM TA, FB, DR, CH, Art 97.6 629 40 20 7.9

s CW Art, AdvLib 86.2 62.51321 640 2314.4
DeepFool FB 98.3 46.8 129 128 64.1
BB FB 42,9 32 806 135 139.0

Table 2: Worst performing attacks on CIFAR-10. For each
attack, we list the library implementations that yield similar
results, highlighting the worst one in italics with its statistics.
We include the number of forward (#F) and backward (#B)
passes, as well as the total runtime (t(s)) for each attack.

2023), which evaluate only at a single, arbitrary perturbation
budget, Dong et al. (2020) use robustness evaluation curves
to compare model robustness, but this approach lacks an
objective metric, relying instead on visual inspection of the
curves. Additionally, these curves are not directly compara-
ble across models with different clean accuracy, making it
difficult to identify the most effective attacks. In summary,
these robustness evaluation benchmarks propose metrics that
are not combinable across models to reflect the global per-
formance of attacks, and they often ignore computational
efficiency. AttackBench addresses these limitations by pro-
viding an evaluation framework that ranks adversarial attacks
based on a single metric that accounts for their effectiveness
and efficiency on a consistent experimental setup covering
multiple robust models and attack implementations.

6 Conclusion and Future Work

In this work, we propose AttackBench, a comprehensive
benchmark to evaluate gradient-based attacks, which stands
on top of the proposed optimality metric. This novel measure
is the first that allows ranking attack algorithms according
to their effectiveness across their entire robustness evalua-
tion curve. Employing AttackBench, we enable researchers
to evaluate attacks effectiveness in fair conditions that en-
sure both reproducibility and impartial ranking. Thanks to
AttackBench, we can spotlight attacks that excel in most of
the perturbation models while also alerting the presence of
critical errors of libraries that prevent some strategies from
properly running. AttackBench, currently restricted to evalu-
ating gradient-based attacks on image models, is a versatile
methodology with the potential to be extended in future work
to black-box attacks and other domains (e.g., malware).
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