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Abstract

Recent Anomaly Detection (AD) methods have achieved
great success with In-Distribution (ID) data. However, real-
world data often exhibits distribution shift, causing huge per-
formance decay on traditional AD methods. From this per-
spective, few previous work has explored AD with distribu-
tion shift, and the distribution-invariant normality learning
has been proposed based on the Reverse Distillation (RD)
framework. However, we observe the misalignment issue be-
tween the teacher and the student network that causes de-
tection failure, thereby propose FiCo, Filter or Compensate,
to address the distribution shift issue in AD. FiCo firstly
compensates the distribution-specific information to reduce
the misalignment between the teacher and student network
via the Distribution-Specific Compensation (DiSCo) mod-
ule, and secondly filters all abnormal information to cap-
ture distribution-invariant normality with the Distribution-
Invariant Filter (DilFi) module. Extensive experiments on
three different AD benchmarks demonstrate the effective-
ness of FiCo, which outperforms all existing state-of-the-art
(SOTA) methods, and even achieves better results on the ID
scenario compared with RD-based methods.

Code — https://github.com/znchen666/FiCo

Introduction

Anomaly detection (AD) has been extensively researched
and plays a critical role in numerous applications. Its main
objective is to identify anomalous patterns within large
amounts of data. Real-world applications, such as manufac-
turing quality control (Bergmann et al. 2019), video surveil-
lance (Liu et al. 2018), and medical monitoring (Schlegl
et al. 2019), are in high demand for accurate and robust AD
algorithms. In most scenarios, acquiring labeled anomaly
data is challenging and expensive. As a result, unsupervised
anomaly detection has become the prevailing focus of re-
search. To address this issue, previous studies have made
efforts from various aspects, such as reconstruction-based
(Ristea et al. 2022; Zavrtanik, Kristan, and Skocaj 2022;
Zhang et al. 2023; Zhang, Xu, and Zhou 2024), embedding-
based (Roth et al. 2022; Yu et al. 2021; Huang et al. 2022;
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Figure 1: Anomaly map from different scenarios of SOTA
AD methods (Bae, Lee, and Kim 2023; Liu et al. 2023;
Tien et al. 2023; Cao, Zhu, and Pang 2023) on the MVTec
benchmark (Bergmann et al. 2019). The image of each row
represents a different scenario, including ID and four OOD
(brightness, contrast, defocus blur and gaussian noise) sce-
narios.

Liu et al. 2023; Zhu and Pang 2024; Lee and Choi 2024), and
knowledge distillation-based (Bergmann et al. 2020; Salehi
et al. 2021; Deng and Li 2022; Tien et al. 2023; Gu et al.
2023) approaches, etc., which have led to significant ad-
vancements recently.

These methods mostly assume training and test sets are
In-Distribution (ID), thus the only purpose is to identify
anomalies from normal ones without distribution shift. How-
ever, the assumption is not realistic in real-world scenar-
ios, causing huge performance decay when confronting real-
world Out-of-Distribution (OOD) data (Bae, Lee, and Kim
2023; Liu et al. 2023; Tien et al. 2023), as shown in Fig. 1.
The test data possibly have both anomalous patterns and dis-
tribution shifts, and most methods show accurate anomaly
map merely on the ID scenario without distribution shift, but



are negatively affected by the distribution shift from OOD
scenarios. From this perspective, we investigate the research
for resolving the distribution shift between ID and OOD data
on various downstream applications, such as image classifi-
cation (Zhou et al. 2021; Xu et al. 2021; Cha et al. 2021;
Mahajan, Tople, and Sharma 2021; Lv et al. 2022; Chen
et al. 2024), semantic segmentation (Choi et al. 2021; Zhao
et al. 2022; Huang et al. 2023) and person re-identification
(Liao and Shao 2020, 2022; Chen et al. 2023), etc. The
methods can be mainly categorized into data augmentation
(Xu et al. 2021; Zhao et al. 2022), domain-invariant learn-
ing (Mahajan, Tople, and Sharma 2021; Lv et al. 2022), and
learning strategies (Cha et al. 2021; Liao and Shao 2022),
where domain-invariant learning has been the mainstream
and achieves competitive results with relatively low compu-
tational costs.

Then (Cao, Zhu, and Pang 2023) proposes the first work
on AD under multiple OOD scenarios by designing the
distribution-invariant normality learning. The method is
based on the Reverse Distillation (RD) (Deng and Li 2022)
framework, where the output from the teacher network flows
to the student network via a one-class bottleneck mod-
ule (OCBE). It learns invariant representation via consis-
tency between multiple augmentations to filter distribution-
specific information. However, we observe that there’s infor-
mation misalignment between the teacher and student net-
work. Thus, the question emerges that “What information
should be filtered or compensated to obtain the invariant rep-
resentation in the RD framework?”

This paper revisits the efficient and effective RD frame-
work from the perspective of invariant representation to
tackle the distribution shift issue. We observe that one draw-
back in (Cao, Zhu, and Pang 2023) is the information loss
on distribution-specific representation, while another draw-
back lies in the absence of an explicit mechanism to better
learn distribution-invariant normality. Therefore, we firstly
compensate for the distribution-specific information in the
student network, while secondly filtering irrelevant infor-
mation to achieve distribution-invariant normality. In con-
clusion, this paper proposes Filter or Compensate (FiCo)
method to thoroughly explore the invariant representation
to resolve the distribution shift, surpassing state-of-the-art
(SOTA) methods on multiple AD benchmarks with a rela-
tively large margin.

The main contributions of the paper can be summarized
as follows,

* We propose FiCo for better invariant representation
learning to address the distribution shift issue in AD task.
Firstly, the Distribution-Invariant Filter (DilFi) mod-
ule is proposed to filter all abnormal information for
distribution-invariant normality, including anomlous pat-
terns and distribution-specific information.

e Secondly, the Distribution-Specific Compensation
(DiSCo) module is designed to compensate for
distribution-specific information, thereby reducing the
misalignment between the teacher and student network.
Consequently, merely the anomalous pattern is taken into
account during the inference without the interference of
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the distribution-specific information.

* Extensive experiments on different AD benchmarks with
OOD scenarios manifest the superior performance of our
method compared with SOTA AD methods. FiCo not
only achieves better performance on OOD scenarios, but
also improves accuracy on ID scenario to surpass RD-
based methods.

Related Work
Anomaly Detection

Recent anomaly detection methods have been dispersed into
various categories, while the mainstream research can be
coarsely categorized into reconstruction-based, embedding-
based and knowledge distillation-based methods. For the
reconstruction-based methods, AutoEncoder (AE) (Kingma
and Welling 2013) and Generative Adversarial Network
(GAN) (Goodfellow et al. 2020) are widely adopted as the
generative models to reconstruct samples. Then, research
has been expanded to various aspects to address the issue,
including the memory module (Park, Noh, and Ham 2020;
Hou et al. 2021; Gu et al. 2023), pseudo-anomaly aug-
mentation (Li et al. 2021; Schliiter et al. 2022) and diffu-
sion model (Wyatt et al. 2022; Zhang et al. 2023; Zhang,
Xu, and Zhou 2024), etc. Embedding-based methods show
strong improvement in recent literatures by simply using
pretrained networks for feature extraction. These methods
identify anomalies by the input feature embedding with the
normal feature distribution via different standards (Cohen
and Hoshen 2020; Yu et al. 2021). Meanwhile, different spa-
tial feature are specifically designed for measurement (De-
fard et al. 2021; Roth et al. 2022; Bae, Lee, and Kim 2023;
Yao et al. 2023). (Reiss et al. 2021; Deecke et al. 2021) in-
troduce different modules for adaptation to the distribution
of target dataset. Recently, text-based AD has emerged to
leverage the capability of CLIP for textual knowledge with
text prompts (Zhu and Pang 2024; Lee and Choi 2024).

Knowledge distillation is a promising solution for
anomaly detection that the student network learns the
anomaly-free feature from the teacher network and detects
abnormal one based on the discrepancy. (Bergmann et al.
2020) ensembles multiple student networks for more dis-
criminate feature. (Salehi et al. 2021) designs feature-level
distillation at various layers of the pretrained expert net-
work. (Deng and Li 2022) proposes the reverse distillation
framework that the one-class embedding from the teacher
network flows to the student network to restore multi-scale
feature. (Tien et al. 2023) improves (Deng and Li 2022)
on feature compactness by designing optimal transport loss,
and anomalous signal suppression by simulating pseudo-
anomaly samples. (Gu et al. 2023) designs the normality
recall memory to store normal information based on RD
framework to tackle “normality forgetting” issue. (Cao, Zhu,
and Pang 2023) proposes distribution-invariant normality
learning to tackle the distribution shift issue by introducing
consistency loss on different augmented views.



Out-of-Distribution Generalization

Out-of-Distribution (OOD) issue is essential in various
downstream tasks, where methods can be roughly catego-
rized into three aspects, including data augmentation (Zhou
et al. 2021; Xu et al. 2021), domain-invariant learning (Ma-
hajan, Tople, and Sharma 2021; Lv et al. 2022), and learn-
ing strategies (Cha et al. 2021; Liao and Shao 2022). Data
augmentation has been a simple yet effective technique in
OOD generalization by synthesizing novel images and fea-
tures. Domain-invariant learning has been the mainstream
solution for OOD generalization (Sun and Saenko 2016; Lv
et al. 2022). Learning strategies such as meta learning (Li
et al. 2018a), adversarial learning (Li et al. 2018b), gradient
optimization (Foret et al. 2020) also boost the research on
fundamental training protocols.

However, the AD task differs from those downstream
tasks that no class or domain label is available, which can-
not meet the requirements with many aforementioned so-
Iutions. From this perspective, domain-invariant learning is
plausible and promising for its simplicity and effectiveness.
Thus, (Cao, Zhu, and Pang 2023) proposes the distribution-
invariant normality learning by introducing common aug-
mentations to filter distribution-specific information based
on the RD (Deng and Li 2022) framework. Nevertheless, it
neglects the mechanism of the RD framework with coarse
consistency at different spatial levels, which harms the in-
variant representation from the student network.

Preliminaries
Task Description

Let (zs,ys), (x¢,y:) denote the training and test sam-
ples with the label indicating anomalies, and suppose X4,
Xooq are ID and OOD distributions. During the training
process, the dataset merely contains normal samples with
ID distribution, Z, = {(xs € X4 | ys = 0)}. However, in
the inference stage, the test dataset contains both normal
and anomalous samples with different distribution, Z;
{(z1 € X;qU Xpou | ye = 0,1)}, where 0,1 denote normal
and anomalous samples, respectively. The goal of the task
is to train models on the training datasets with only nor-
mal and ID samples, and generalize well on the unseen test
dataset with anomalies and distribution shifts. Note that no
data from test dataset is available during the training process.

Briefly Review on RD-based Methods

Reverse distillation for anomaly detection is first proposed
in (Deng and Li 2022), which consists of a frozen pretrained
teacher network E(-), a one-class embedding (OCBE) mod-
ule ¢(+) and a student network D(-). Unlike previous meth-
ods on knowledge distillation, the output of the pretrained
teacher network is sequentially passed through the OCBE
module and the student network, which means the high-level
semantic knowledge flows to the student first. During the
training process, cosine similarity is adopted to formulate
the loss function,

fEk . ka

K
= 1— —— 1
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where K is the total number of layers, Ej, and D), are the
k" layer of the encoder and the decoder, and fZ*, fP* are
the feature maps of , from the k*" block of the teacher and
student network, respectively. During inference, the multi-
scale similarities of representation are utilized for evalua-
tion, where low similarity score indicates anomalies.

Afterwards, GNL (Cao, Zhu, and Pang 2023) proposes the
distribution-invariant normality learning to tackle the distri-
bution shift issue. It introduces multiple augmentations on
the training sample to synthesize 2, where n is the n*" aug-
mented view of sample . Then it designs consistency loss
at both the OCBE module and the final output of the student
network as L, and L, to filter distribution-specific in-
formation,

Laps=> {1— : } )
' Z ||f¢’||\|fn||
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where f¢, f¢ are the output representation of original image
and the n'" augmented image from the OCBE module, while
fP, fP are the final output from the student network. Then
the final loss can be formulated as,

Lanr = Lrp + Lavs + Liowy €]

During inference, (Cao, Zhu, and Pang 2023) utilizes the
existing Test-Time Augmentation (TTA) technique EFDM
(Zhang et al. 2022) to minimize the discrepancy between
the distribution of the test sample and the normal sample.

Approach

Our method FiCo resolves the drawbacks of distribution-
invariant normality learning in (Cao, Zhu, and Pang 2023)
by designing additional modules and loss functions. The
overall architecture is presented in Fig. 2.

Distribution-Specific Compensation Module

GNL (Cao, Zhu, and Pang 2023) designs training objectives
to align the teacher and student network for distribution-
invariant normality, but neglects the distribution shifts from
the OOD samples in the test dataset. As a result, the
misalignment of distribution-specific information confuses
the model to misclassify the distribution shifts as anoma-
lies. Therefore, we aim to compensate for the distribution-
specific information to prevent the misleading effect of the
distribution shifts. Specifically, assume that the representa-
tion map from each block of the student network consists of
distribution-invariant information and distribution-specific
information. As the inference process of RD framework is
to calculate the multi-scale similarities between the repre-
sentations of the pre-trained teacher network and the student
network, the misalignment on distribution-specific informa-
tion causes the discrepancy which is prone to be recognized
as anomalous patterns. Under this observation, we investi-
gate how to compensate for distribution-specific informa-
tion to guarantee the alignment between the teacher and stu-
dent network when inferring on OOD samples. Therefore,
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Figure 2: The overall architecture of our method FiCo, in-
cluding detailed structure of DiSCo module and DilFi mod-
ule with designed losses. DiSCo module aims to compen-
sate for the distribution-specific information by L, to pre-
vent misalignment. DilFi module attempts to filter abnormal
patterns to obtain invariant normality with Lp;, including
Liowfs Lmse, Lnor- Laps indicates the consistency loss be-
tween original and augmented representation at OCBE mod-
ule.

we propose the DiSCo module to take responsibility for pre-
venting distribution-specific information loss.

Suppose the DiSCo module as Cy(+) which is inserted af-
ter each block of the student network. The DiSCo module
receives the feature map from each block and reconstructs
distribution-specific information. To prevent representation
loss, the shortcut is adopted and the final output can be de-
scribed as,

Dr = Oy (fP%) + P, e = CR(fP%)+ £ (5)

where fP* denotes the output of the n'" augmented sam-

ple from the k*" block of the student network, and f 1{3 k and

1]«? ¥ are the output from original and augmented views after
the shortcut on DiSCo modules. Note that if 7 is omitted,
the symbol represents the original image without augmen-
tation. Then we design the loss function to ensure the valid

compensation, which can be formulated as,

K fEk.. Dy, N K 12 ?k
Loo=> {1-——TF_ 144 {1—— =B 3
; [l ;; e[V

(6)
where fE* is the output of the n'" augmented sample from
the k" block of the teacher network and « is the hyper-
parameter to balance the ratio.

Furthermore, for the constitution of the DiSCo module,
considering the discrepancy between the training dataset and
the OOD test dataset, DyConv (Chen et al. 2020) is utilized
to introduce attention to differentiate diverse feature distri-
bution, followed with InstanceNorm (Ulyanov, Vedaldi, and
Lempitsky 2016) and LeakyReLU (Xu et al. 2015) for nor-
malization and activation. The DiSCo module consists of M
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blocks of DyConv, InstanceNorm, LeakyReLU and can be
trained end-to-end in the student network.

Distribution-Invariant Filter Module

RD framework and the following improvement have made
assumptions that anomalous patterns should be constrained
towards the student network, so that the student network
merely reconstructs normal patterns (Deng and Li 2022;
Tien et al. 2023). As a result, the discrepancy between the
teacher and student network can be maximized when con-
fronting anomalies. From this perspective, we perceive that
filtering all abnormal information in the student network to
obtain the invariant normality naturally promotes invariant
representation learning. However, GNL (Cao, Zhu, and Pang
2023) designs Lo at the final block of the student net-
work for consistency on diverse augmented views of a single
sample, but no explicit mechanisms on the previous blocks
are exploited. Therefore, we attempt to incorporate the filter
module at previous blocks of the student network to acquire
invariant representation.

We analyze that the output of the final block is low-level
information, including edges, colors, shapes, etc., where the
consistency between different augmented views successfully
captures invariant representation. However, the output from
previous blocks are high-level semantics with distribution-
specific information. As a result, directly applying the same
function as L.,y on previous blocks suffers from semantic
information loss. Therefore, the distribution-invariant filter
(DilFi) module is designed to filter distribution-specific in-
formation from previous blocks, by imitating what the final
DiSCo module C(-) recognizes as distribution-specific in-
formation. Specifically, let the DilFi module as I(-) which
consists of K-1 ConvBlocks (Convolution, BatchNorm,
ReLU), and I (-) indicates the operation on the k" block to
transform the distribution-specific information C;(fP1) €
REXHXW Jearned from the final DiSCo module. The formu-
lation of sequential transformation of distribution-specific
information to previous blocks is,

by [I(CH(fP) e RAOXExE k=2
Tin = L(fPr ) e R TOFETE . p>
(7

where f,”! denotes the transformed distribution-specific in-

formation of the n'” augmented sample from the k" block
of the student network. The DilFi module attempts to align
the transformed distribution-specific feature f,f ,, With the

corresponding compensated feature Cj, (f2*) from previous
DiSCo modules. Therefore, the Mean Square Error (MSE)
loss is adopted to minimize the discrepancy,

K K

10

(®)
where the first and the second item are operations on orig-
inal and augmented views, respectively. The DilFi mod-
ule trained with L,,;. has two-fold merits. Firstly, DilFi
module impels all previous DiSCo modules to mimic what
the final DiSCo module learns. As the final representation

L"mse =

k=2

(Cr(fP5) = £+ 35 (a2



consists of affluent low-level information, the transforma-
tion from which can prevent previous DiSCo modules to
learn biased distribution-specific information. Secondly, as
the DiSCo modules are supervised by Lo, to compensate
for distribution-specific information, the DilFi module im-
plicitly promotes residual blocks to filter all abnormal infor-
mation, including distribution-specific and anomalous pat-
terns to learn invariant normality, as shown in Fig. 4.

Lastly, to prevent the input of the DilFi module from nor-
mality collapsing that the compensated distribution-specific
information is biased from augmented representation, we
also incorporate the consistency loss based on cosine sim-
ilarity after the final DiSCo module,

N
L= 31 = LGP G AP
1 ICL (PG ()N
The overall filter loss can be described as,
EFi = Elowf + ﬁ[ﬂmse + 7£nor
where (3, v are the balancing hyper-parameters.

IO

(10)

Training and Inference
Training. The whole network is trained end-to-end with
Lrico,

Lrico = Lri+ Labs + Lco (11)
where we maintain the original framework from (Cao, Zhu,
and Pang 2023) to insert additional modules, and simply re-
place the Lrp, Liows With L, L, for the filter and com-
pensation process.

Inference. During the inference process, all other set-
tings are remained identical with (Cao, Zhu, and Pang 2023),
including the test-time augmentation EFDM (Zhang et al.
2022) and the calculation process of sample-level anomaly
score. The only difference is the additional DiSCo modules
after all K blocks from the student network are remained to
compensate for the distribution-specific information, while
the DilFi module is discarded.

Experiments
Benchmarks

Experiments are conducted on three AD benchmarks with
distribution shifts (Cao, Zhu, and Pang 2023), including
MVTec (Bergmann et al. 2019), PACS (Li et al. 2017) and
CIFAR-10 (Krizhevsky, Hinton et al. 2009). MVTec is a
widely-used industrial AD dataset with 15 categories, in-
cluding 5 categories for texture anomalies and 10 categories
for object anomalies. It consists of 5,354 images, including
3,629 normal images from the training set and 1,725 images
from the test set with both normal and abnormal one. PACS
is a prevalent dataset from OOD classification with a total of
9,991 images from seven classes and four domains. CIFAR-
10 is used as the benchmark of the one-class novelty detec-
tion task, including 10 categories with 50,000 and 10,000
images from the training and test set. All datasets follow the
same procedure in (Cao, Zhu, and Pang 2023). For MVTec
and CIFAR-10, diverse visual corruptions are conducted to
generate the OOD scenarios. For PACS, we merely use im-
ages on the common photo domain as the training set, and
infer on different test sets from all domains.
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Implementation Details

The backbone is WideResNet50 (Zagoruyko and Ko-
modakis 2016) as widely adopted and all the images for
MVTec, PACS are resized to 256 x 256, while 32 x 32 for
CIFAR-10. All the additional modules can be trained end-
to-end with Adam optimizer (Kingma and Ba 2014), and
the initial learning rate is set to 0.005. The hyper-parameters
«, 3,y that control the balancing ratio of different additional
losses are 0.05, 0.02, 1 for MVTec and CIFAR-10 dataset,
while 3 is set to 0.1 for PACS. The number of blocks M
in DiSCo module is set to 4 for all datasets. Other rele-
vant hyper-parameters, such as the number of augmentations
N, the style blending ratio in EFDM (Zhang et al. 2022),
and detailed operations are all maintained the same as (Cao,
Zhu, and Pang 2023) for fair comparison. For the evaluation
metrics, the Area Under the Receiver Operator Curve (AU-
ROC) on the sample-level is adopted (Cao, Zhu, and Pang
2023), which is a universal assessment between the normal
and anomalous samples.

Comparison with State-of-the-Art Methods

We compare our proposed method FiCo with recent meth-
ods on anomaly detection, including Deep SVDD (Ruff
et al. 2018), f~AnoGAN (Schlegl et al. 2019), KD (Salehi
et al. 2021), RD (Deng and Li 2022), PatchCore (Roth et al.
2022), RD++ (Tien et al. 2023), SimpleNet (Liu et al. 2023),
PNI (Bae, Lee, and Kim 2023), GNL (Cao, Zhu, and Pang
2023), RealNet (Zhang, Xu, and Zhou 2024). The results
are the average performance on all classes. Note that T de-
notes our implementation and otherwise is the reported per-
formance in (Cao, Zhu, and Pang 2023).

MVTec. As shown in Table 1, our method FiCo surpasses
all the prevalent methods on the average AUROC. Compared
with SOTA methods PNI and RealNet, FiCo merely shows a
slight decrease of 0.84% and 0.87% on ID performance, but
improves 19.40% and 7.33% on the average performance of
all OOD scenarios. Moreover, compared with all the RD-
based methods, FiCo not only shows superiority on most
OOD scenarios, but also has improved the performance on
ID scenario to achieve SOTA performance. Furthermore,
FiCo exceeds GNL on ID scenario with 1.04% and all OOD
scenarios with an average of 1.22% that demonstrates the
effectiveness of our method.

PACS. Results in Table 2 show that our method FiCo has
superior generalizablity when confronting real-world data
with OOD scenarios. All the prevalent AD methods suffer
from huge performance decay, especially on the sketch do-
main, such as 14.84% drop on SimpleNet compared with our
method FiCo. Instead, FiCo is capable to resolve the distri-
bution shift issue that improves performance on all scenarios
compared with RD-based methods, with 8.14% and 4.03%
average improvement on RD and RD++. Meanwhile, FiCo
surpasses GNL on all scenarios with an average of 2.94%
that demonstrate the significance of our additional modules
and losses.

CIFAR-10. Table 3 presents the conventional one-class
novelty detection task on CIFAR-10. One-class novelty de-
tection is another form of anomaly detection where merely



D 00D
Method  —Gr——pr—co B No | AV¢
Deep SVDD | 70.0 | 552 501 688 59.1 | 606
f-AnoGAN | 75.7 | 484 493 380 39.1 | 50.1
KD 855 | 838 640 842 820 | 799
PatchCore’ | 99.1 | 960 92.1 972 93.9 | 957
SimpleNet! | 994 | 90.6 717 916 76.1 | 859
PNIT 996 | 878 676 902 66.1 | 823
RealNet! | 997 | 923 954 956 767 | 91.9
RD 086 [ 965 941 989 901 | 95.7
RD++T | 987 | 961 952 982 844 | 945
GNL 980 | 974 975 978 941 | 97.0
GNL' | 977|972 965 970 937 | 964
FiCo (ours) | 98.8 | 97.9 979 985 95.0 | 97.6

Table 1: Comparison of state-of-the-art methods on sample-
level AUROC for MVTec. “Ori,Br,Co,B,No” represents
original, brightness, contrast, defocus blur and gaussian
noise scenario.

D 00D
Method P x C S Avg.
Deep SVDD | 409 | 534 412 395 | 438
f-AnoGAN | 613 | 502 524 63.8 | 569
KD 882 | 629 626 514 | 663
PatchCore' 775 | 575 565 521 | 60.9
SimpleNet’ | 91.6 | 623 548 475 | 64.1
RD 815 | 6I.1 603 551 | 645
RD++' 869 | 61.7 652 606 | 68.6
GNL 877 | 656 680 624 | 70.9
GNL' 875 | 648 683 581 | 69.7
FiCo (ours) | 89.7 | 67.6 709 623 | 72.6

Table 2: Comparison of state-of-the-art methods on sample-
level AUROC for PACS. “P,A,C,S” represents photo, art
painting, cartoon and sketch domain.

one class is regarded as the normal class and all other classes
are abnormal counterparts. Our method FiCo also surpasses
all methods on average AUROC. Especially compared with
RD++ and GNL, FiCo shows superiority on both ID and
OOD scenarios.

Ablation Studies

Performance of different components. As our method
FiCo consists of different additional modules and losses, we
conduct ablation study on each part step-by-step to investi-
gate the effectiveness. As shown in Table 4, we start from
the re-implementation of GNL (Cao, Zhu, and Pang 2023)
as the baseline method, and sequentially add DiSCo mod-
ule with L, DilFi module with £,,,s., and L,,,,.. Note that
except for £,,,, other losses are omitted within the module
design for abbreviation in Table 4. Results show that each
part can positively improve performance with 0.45%, 1.59%
and 0.90% on average. Specifically, after inserting the DilFi
module upon the DiSCo module, performance on all scenar-
i0s improves significantly for better invariant representation.
Moreover, L, is capable to improve performance by pre-
venting the normality collapsing.
Hyper-parameter Sensitivity. The

three hyper-
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D 00D
Method  —5e——pr— Bl  No | V&
Deep SVDD | 646 | 59.1 559 621 545 | 59.3
f-AnoGAN | 70.3 | 546 572 60.7 51.8 | 58.9
KD 842 | 759 644 635 569 | 69.0
PatchCore! | 80.6 | 729 63.0 57.7 555 | 659
RD 846 | 759 653 66.7 5388 | 703
RD++1 80.3 | 759 669 603 633 | 69.3
GNL 823 | 779 66.1 640 615 | 704
GNL' 792 | 769 675 632 64.6 | 70.3
FiCo (ours) | 80.5 | 77.8 69.2 63.8 644 | 71.1

Table 3: Comparison of state-of-the-art methods on sample-
level AUROC for CIFAR-10. “Ori,Br,Co,B1,No” represents
original, brightness, contrast, defocus blur and gaussian
noise scenario.

1D OOD
Method P X C S Avg.
GNL 875 | 648 683  58.1 69.7
DiSCo 882 | 642 69.0 592 | 70.1
DiSCo +DilFi | 8.5 | 655 705 61.6 | 71.7
FiCo 89.7 | 676 709 623 | 72.6

Table 4: Effectiveness of different components on the PACS
benchmark.

parameters «, 3, are designed to balance the ratio
between different additional losses. Ablation study is
conducted to analyze the sensitivity to demonstrate the
practicality of our method. Fig. 3 shows the results of each
hyper-parameter with the others fixed to the optimal value.
The fluctuations of three hyper-parameters are low with
merely 1.01%, 0.26% and 0.92%, and any combination
of hyper-parameter values can surpass GNL (Cao, Zhu,
and Pang 2023). The best performance is achieved when
a =0.05,8=0.02and v = 1.0.

o

(¥

Figure 3: Experimental results on hyper-parameters on the
MVTec benchmark.

(a) o ©~

Analysis

Filter and Compensation Process. Fig. 4 shows the
anomaly map from the distribution-invariant representation
fP* for the filter process, and the final output f ? * for the
compensation process. It can be clearly observed that the
anomaly map from fP* filters most of the abnormal in-
formation, including distribution-specific information and
anomalous patterns. Thus, the discrepancy between fP* and
FP*r is maximized so that there exists more activated re-
gions on both the real anomalous regions and distribution-
specific regions, which validates the function of the DilFi



module to filter abnormal information. However, to pre-
vent distribution-specific information to be recognized as
anomalous patterns, the compensation process should resti-
tute the distribution-specific noise, i.e., style information,
for alignment with fZ%. Compared with fP%, f2* merely
concentrates on the anomalous regions and the activated
distribution-specific regions are mostly eliminated. Further-
more, our method not only resolves the distribution shift is-
sue on OOD scenarios, but also shows strong robustness on
ID data during the filter and compensation process.

ONO @ iNILE:
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Figure 4: Anomaly map of fP* and f }j,? * on the MVTec
benchmark. Each row represents a different scenario, in-
cluding ID, defocus blur and gaussian noise. For each sce-
nario, two examples are shown with the original image, the
groundtruth label, anomaly map from f* and from f 1? k.

Key Difference for Anomaly Score. Anomaly detec-
tion aims to enlarge the discrepancy on the distribution of
anomaly scores between normal samples and anomalies.
Thus, we visualize the distribution of sample-level anomaly
scores on all images on the hardest scenario gaussian noise
and the simplest scenario ID. Fig. 5 displays the compar-
ison between FiCo and GNL (Cao, Zhu, and Pang 2023)
to illustrate our merits. It can be observed that GNL fails
on several cases that the overlap between the normal sam-
ples and anomalies is large. Instead, FiCo not only increases
the discrepancy between normal samples and anomalies on
OOD scenarios, but also shows strong adaptability on ID
data. Furthermore, the anomaly scores for FiCo on normal
samples are smaller than GNL that proves the effectiveness.

D Gaussian Noise

d bk
o VU Y N

Figure 5: Anomaly scores of FiCo and GNL (Cao, Zhu, and
Pang 2023) on ID, gaussian noise scenario from the MVTec
benchmark. Each scenario consists of two examples from
’zipper’, “toothbrush’, and ’pill’, *'metal nut’. Color blue and
red indicates distribution on normal samples and anomalous
samples, respectively.

GNL
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Time Consumption. We evaluate the total training and
inference time on SOTA RD-based methods. As presented in
Table 5, the total training time is approximately three times
shorter than RD++ (Tien et al. 2023) for a single epoch, let
alone RD++ uses 280 epochs while FiCo merely consumes
20 epochs. Meanwhile, our method consumes longer train-
ing time compared with GNL (Cao, Zhu, and Pang 2023)
due to the additional modules but remains reasonable. For
the inference time, our method FiCo takes slightly longer
time than RD++ and GNL, but yields substantial improve-
ment on all ID and OOD scenarios to achieve SOTA perfor-
mance.

Tirain Tiest Results
Method (s/epoch) (ms/image) (%)
RD++ 59.6 31.3 95.8
GNL 13.3 40.8 95.2
FiCo (ours) 18.1 46.2 97.5

Table 5: Comparison of time consumption for RD-based
methods on category "toothbrush’ in the MVTec benchmark
on TESLA T4 GPU. T},4in and i, are training time per
epoch and test time per image.

Conclusion

This paper proposes FiCo to tackle the misalignment issue
from the perspective of invariant representation for anomaly
detection under distribution shifts. With the filter and com-
pensation process, the model is capable to learn distribution-
invariant normality and identify real anomalous patterns
rather than distribution-specific information. The proposed
DiSCo and DilFi modules with novel training objectives
are exclusively designed to address the misalignment is-
sue, and can also be trained end-to-end without much extra
costs. Experiments on several benchmarks for both indus-
trial anomaly detection and one-class novelty detection in
AD, show the strong generalizability and robustness of our
method. Moreover, the visualizations are valid for the expla-
nation of the whole process. In the future, the exploration of
large vision-language models and generative models to re-
solve the distribution shift in anomaly detection worth more
exploration.
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