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Abstract

Acute lymphoblastic leukemia is a childhood cancer preva-
lent worldwide, which can prove fatal within weeks or
months. However, current diagnosis models based on ma-
chine learning and deep learning methods fail to consider de-
vice noise (pixel-level perturbations) and rotation/translation
(spatial-transformed perturbations), which can undermine the
model’s robustness. Adversarial training is a potential solu-
tion to this issue. This paper presents a hybrid perturbation
adversarial training (HPAT) strategy that leverages two types
of adversarial samples: pixel-level adversarial samples and
spatial adversarial samples. This work generates these hy-
brid adversarial samples through Projected Gradient Descent
(PGD) in couple with spatial transformation based on the
Bayesian optimization (STBO) algorithm, respectively. This
work introduced the Mixed Batch Normalization (MixBN)
module to handle both adversarial samples and clean samples,
alleviating the problem of clean accuracy degradation due to
adversarial training. The proposed hybrid adversarial training
strategy is tested on the public acute lymphoblastic leukemia
dataset and found that it outperformed existing acute lym-
phoblastic cell classification models.

Introduction
Acute Lymphoblastic Leukemia (ALL) is one of the most
common cancer among children and the most frequent cause
of death from cancer before 20 years old (Smith et al. 2010).
Recently, with the development of medical treatment, the
survival rate of ALL has increased to 90% (Hunger and
Mullighan 2015). However, Low and Middle-Income Coun-
tries (LMICs) still suffer from this disease due to the lack
of costly infrastructure, trained human resources, and di-
agnostic tools at the required scale. Hence, these coun-
tries experience higher fatality rates. For example, 84% of
ALL cases are reported from LMICs(Gehlot, Gupta, and
Gupta 2020). Therefore, it is very important to develop a
model for the automatic diagnosis of acute lymphoid leuko-
cytes. Deep Learning (DL)-based outperforms Traditional
Machine Learning in ALL classification due to the capabil-
ity of automatic features extraction (Lamberti 2022; Prell-
berg and Kramer 2019; Hu, Shen, and Sun 2018; Tan and
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Le 2019). Additionally, due to variations in doctors’ clinical
practice, spatial-transformed perturbations also exist when
they take images. These perturbations occur simultaneously
in the scenario of ALL classification, which could cause
misclassifications by the model. As illustrated in Fig. 1, af-
ter adding random but slight noise and spatial transforma-
tions to the original examples, the model made opposite pre-
dictions. Consequently, if an ALL cell classification model
failed to consider the robustness, it will lead to diagnostic
errors, inappropriate treatment decisions, and further health
risks, which could cause a significant impact on the patient’s
life. Thus, this work dedicates to the ALL cell classification
models’ robustness.

(a) Pixel-level perturbation

(b) Rotation and transition

Figure 1: Robustness issue in Acute Lymphoblastic
Leukemia Cell Classification (ALLCC) due to pixel-level
perturbation and spatial-transformed perturbation.

To incorporate model robustness in the acute lymphoblas-
tic leukocyte classification, this paper presents a novel
framework, called Hybrid-Perturbation Adversarial Training
(HPAT) which considers the existence of pixel-level pertur-
bations and spatial-transformed perturbations in the scenario
of acute lymphoblastic leukemia cell classification scenario.

The Thirty-Ninth AAAI Conference on Artificial Intelligence (AAAI-25)

2070



The HPAT framework is designed in the adversarial train-
ing framework which consists of two stages: generating ad-
versarial examples and training. To alleviate the issue due
to existence of pixel-level and spatial-transformed perturba-
tions in the ALL cell classification, this work first generats
two types of adversarial examples using Projected Gradient
Descent (PGD) coupled with STBO, and then add them to
the original examples to obtain mixed adversarial examples.
Then, the mixed adversarial examples are used to train the
model to be able to genenalize in such environment with
both types of perturbations. As a result, the model can ef-
fectively reduce the impact of pixel-level perturbation and
spatial-transformed perturbation, thereby improving the ro-
bustness of the deep learning model.

Our contributions are summarized as follows:
• To improve the efficiency of spatial adversarial exam-

ples generation, this work proposed a novel method based on
Bayesian optimization for search the spatial-transformed ad-
versarial examples with only a few iterations (Section 3.2).
• To alleviate the accuracy degradation in clean examples,

this work present a mixed batch normalization component to
capture different patterns (Section 3.3).
• To improve the model’s robustness allowing to work

properly in the environment with mixed types of perturba-
tions, this work propose a Hybrid-Perturbation Adversar-
ial Training (HPAT) framework which can generate mixed
adversarial examples by combining pixel-level perturbation
and spatial-transformed perturbation, improving the model’s
robustness by allowing it to adapt to both types of perturba-
tion (Section 3.4).
• Empirically, this work is the first to identify the poor

robustness issue in existing acute lymphocyte classifica-
tions models (Section 4.1). It is also verified in the real
world dataset to show the effectiveness of proposed frame-
work(Section 4.2).

Related Work
Existing blood cell classification methods can be divided
into traditional machine-learning and deep learning-based
methods. Traditional machine-learning methods are based
on the extraction of image features and classification with
machine-learning models. For example, (Tai et al. 2011)
proposed a blood cell classification method based on fea-
ture selection and hierarchical SVM to classify white blood
cells, red blood cells, and platelets. Recently, deep learning
methods are widely used in cell classification, which uses
deep learning methods to extract image features and clas-
sify them.(Prellberg and Kramer 2019) using a ResNet50
with Squeeze-and-Excitation modules to automatically clas-
sify white blood cell images into benign B-lymphoid pre-
cursors and malignant B-lymphoblasts, this work achieves
a weighted F1-score of 88.91% on the test set and ranked
10th in the IEEE ISBI-2019 B-ALL Challenge(Gupta et al.
2020). Deep learning models are susceptible to adversar-
ial attacks. In the context of autonomous driving, this
vulnerability may result in traffic accidents(Ma, Driggs-
Campbell, and Kochenderfer 2019). Furthermore, the Seg-
ment Anything Model (SAM) exhibits limitations in iden-
tifying instruments within certain complex surgical scenar-

ios(Wang et al. 2023). This deficiency can potentially con-
tribute to medical fraud and compromise the confidential-
ity of patient information in medical settings (Finlayson
et al. 2019). Adversarial attacks on medical images can
be carried out through various methods, such as adding
pixel-level perturbations or rotations. Constrained by the
fact that traditional data augmentation methods typically do
not consider adversarial attack scenarios, more advanced
techniques such as adversarial training may prove to be
more effective in addressing adversarial challenges across
all scenarios(Rebuffi et al. 2021). Researchers have con-
ducted antagonistic attacks on different clinical fields, in-
cluding Fundoscopy, Chest X-Ray, and Dermoscopy, prov-
ing the vulnerability of medical deep learning models (Fin-
layson et al. 2018; Guo et al. 2019; Ma et al. 2021).
Adversarial training strategies have been proposed to de-
fend against attacks and improve the model’s robustness
and reliability (Koga and Takemoto 2022; Bortsova et al.
2021; Paschali et al. 2018; Han et al. 2021). For exam-
ple, (Uwimana and Senanayake 2021) propose methods for
the detection of malaria, this method is based on Maha-
lanobis distance to detect antagonistic samples and Out-
of-Distribution samples, the test samples that are not well
covered by training data. To improve the robustness of the
model, comparing the Local Intrinsic Dimensionality adver-
sarial detection method, better performance was achieved on
the four adversarial examples: FGSM(Goodfellow, Shlens,
and Szegedy 2015), BIM(Kurakin, Goodfellow, and Ben-
gio 2016), CW(Carlini and Wagner 2017), and Deep
Fool(Moosavi-Dezfooli, Fawzi, and Frossard 2016). Fur-
thermore, the use of hybrid-perturbation adversarial training
and misclassification-aware adversarial training has shown
promising results in improving the robustness of deep di-
agnostic models. For example, (Mao et al. 2021) proposes
a composite attack method Composite Adversarial Attacks,
combining Spatial attack and FGSM attack, two attackers
can generate four possible permutations, and then find the
best permutation by using a search algorithm, this method
achieves the most Advanced white-box scenarios, signifi-
cantly reducing attack time cost. It is crucial to consider the
robustness and reliability of medical deep learning models to
ensure safe and effective patient care(Khakzar, Albarqouni,
and Navab 2019).
There are a series of adversarial training strategies that mix
them with multiple perturbations. Based on whether the
types of interference are the same, existing mixed adversar-
ial training methods can be divided into isomorphic meth-
ods(Salman et al. 2019; Schott et al. 2018; Tramèr et al.
2018; Araujo et al. 2019; Zhang and Gao 2021; Liu et al.
2020) and heterogeneous methods(Kamath et al. 2021). Iso-
morphic interference refers to the robust performance of a
model against the same type of interference. For example,
(Mao et al. 2021) proposes a composite attack method Com-
posite Adversarial Attacks (CCA), combining Spatial attack
and FGSM attack, this method achieves the most Advanced
white-box scenarios, significantly reducing attack time cost.
(Tramèr and Boneh 2019) proposes an adversarial training
strategy combining random rotation and translation pertur-
bation to defend against multiple types of adversarial attack
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accuracy. In the ALL scenarios, there could be two types of
perturbation, one is the pixel-level perturbation due to de-
vice reasons, and the other is the perturbation due to the
different rotation and translation of the doctor’s shooting
angles. In this case of heterogeneous interference, due to
the different types of interference requiring different robust-
ness methods, models with homogeneous interference are no
longer used due to their lack of ability to handle heteroge-
neous interference(Song et al. 2022). Heterogeneous meth-
ods (Kamath et al. 2021) proposed a strategy of adversarial
training by mixing PGD adversarial examples and spatially
transformed adversarial examples, balancing adversarial ac-
curacy and spatial accuracy. However, existing studies lack
consideration for spatial-transformed perturbations and can-
not fully reflect the diversity and complexity of ALL scenar-
ios.

Methodology
Problem Formulation
The Acute Lymphoblastic Leukemia Cell Classification
(ALLCC) task aims to learn a mapping f : Rh×w×3 7→
{0, 1} from a given dataset D. Each point in D is a tuple
(X, y) where X ∈ Rh×w×3 is an RGB cell image of h rows
and w columns; y ∈ {0, 1} is a ground truth label with 0 and
1 indicating a benign and malignant cell, respectively. Com-
monly, the models of ALLCC can be chosen as deep neural
networks (e.g., ResNet, EfficientNet, and DesNet) denoted
as fθ(·) with θ being the learnable weights. Then, given any
unlabeled cell image X̂, an accurate predictive label ŷ =

fθ(X̂) can be used to assist the doctors to alleviate the bur-
den of spotting malignant cells from the enormous number
of benign cells. Many research works(Rehman et al. 2018;
Prellberg and Kramer 2019) have addressed the aforemen-
tioned ALLCC tasks in a deep learning framework. In prac-
tice, the robustness of deep ALLCC models could be com-
promised due to two types of perturbation on the input im-
age X: (1) The pixel-level perturbation originated from the
instruments for sensing the cells. The pixel-level perturba-
tion can be denoted by a function Aϵ : Rh×w×3 7→ Rh×w×3

which captures the pixel-level variations due to instrumen-
tal measure noise. Sometimes, with a very small variation
ϵ (i.e., ∥Aϵ(X) − X∥ < ϵ), the predictive label could un-
expectedly flipped: fθ(X) ̸= fθ(Aϵ(X)). (2) The spatial-
transformed perturbation resulted from the doctors’ manual
operations when collecting the cell images. Similarly, let the
function Ts(X) capture the spatial-transformed perturbation
on any cell image X where s ≜ (ξ, ζ, α) are the parameters
for modeling the patterns with ξ and ζ control the amount of
horizontal and vertical translation, and α is the degree of ro-
tation of the image. At certain circumstance, the prediction
could also flip fθ(X) ̸= fθ(Ts(X)) with a small change
in s. The effects of the above two kinds of perturbations
are not well-studied in existing ALLCC models but they are
extremely important to consider in life-critical applications.
This leads to the research question : How to improve the ro-
bustness of ALLCC models under hybrid perturbations? The
adversarial learning framework can be exploited to improve

the robustness of the deep learning models:

min
θ

E(X,y)∼D

[
max
ϵ,s

ℓ (fθ(Ts(Aϵ(X))), y)

]
(1)

where θ captures the parameters of ALLCC model fθ(X),
ℓ(fθ(X), y) is the empirical loss for fitting the training data,
and the inner part of the formula is a process of maxi-
mizing the adversarial loss for fixing the weakest parts of
the ALLCC model under hybrid perturbations. However,
in order to apply the adversarial training framework to an
ALLCC model, both pixel-level perturbations and spatial-
transformed perturbations need to be explicitly specified.
In the following section, this work proposes an adversarial
training framework called Hybrid Perturbation Adversarial
Training for Acute Lymphoblastic Leukemia Cell Classifica-
tion (HPAT-ALLCC). The workflow of the proposed frame-
work is shown in Fig. 2.

Generating Adversarial Samples under Hybrid
Perturbations
Due to the instrumental noise when microscopy equipment
senses the cells, the images inevitably have pixel-level per-
turbations. Classification models could output incorrect pre-
diction results when the images have pixel-level perturba-
tions. In order to improve the robustness of the model, it is
necessary to train the model with pixel-level adversarial ex-
amples. In this work, we uses the gradient-based multiple
iteration method PGD(Madry et al. 2018) to generate pixel-
level adversarial examples Xϵ = Aϵ(X) where Aϵ(·) can be
specified as

Xt+1
ϵ = clip[0,1]

(
Xt

ϵ + ϵ · sign
(

Gt

∥Gt∥

))
, (2)

Gt = ∇Xℓ
(
fθ
(
Xt
)
, y
)

(3)
where Xt

ϵ represents the adversarial examples generated in
the t-th iteration, and Gt represents the gradient with re-
spect to Xt

ϵ. In each iteration of the PGD algorithm, Gt

needs to be updated. ϵ is the parameter that controls the
level of the adversarial perturbation. sign(·) extracts the sign
of the gradient and clip[0,1] restricts the pixel values to the
range [0, 1]. In each iteration, the direction of generating
adversarial examples is updated by computing the gradient
of the model at the Xt

ϵ with a limited perturbation range.
As the cell images are normally collected by doctors, var-
ious spatial-transformed perturbations (e.g., rotations and
translations) could be introduced into cell images for acute
lymphocyte classification. Such spatial-transformed pertur-
bations could cause the model to misclassify. Thus, addi-
tional adversarial examples are required in the training pro-
cess to make the model resist the spatial-transformed per-
turbation. Similarly, let Xs = Ts(X) be transformed image
of X under small rotation and translation perturbation spec-
ified by s. Then, in order to implement the maximization
operation in Eq. (1), this work presents a Spatial Transform
based on Bayesian Optimization (STBO) technique to gen-
erate spatial-transformed adversarial examples.
Spatial Transform based on Bayesian Optimization: In-
spired by (Engstrom et al. 2019a), this work specify the
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Figure 2: Overview of our proposed HPAT-ALLCC framework for Acute Lymphoblastic data.

function Ts(·) in Eq. (1) as follows. Let Xs = Ts(X),
then the spatial-transformed image can be computed as
[Xs](u′,v′) = [X](u,v) where(

u′

v′

)
=

(
cosα − sinα
sinα cosα

)
·
(

u
v

)
+

(
ξ
ζ

)
. (4)

Here, (u, v) is the position of a specific pixel in cell image
X and (u′, v′) is a position after spatial transform specified
by s = (ξ, ζ, α) where ξ, ζ control translation and α con-
trols rotation. Unlike using the grid search(Engstrom et al.
2019a), this work uses Bayesian optimization(Kandasamy
et al. 2017) to find the optimal hyperparameter s in a more
efficient manner. Then, the spatial-transformed adversarial
samples can be obtained given any clean images. In the fol-
lowing, this work will describe how the Bayesian Optimiza-
tion technique is used to find the spatial-transformed adver-
sarial examples.

The goal of STBO is to find the optimal spatial-
transformed perturbation parameters s:

s∗ = argmaxE(X,y)∼D [ℓ (fθ (Ts(Aϵ(X))) , y)] (5)

where θ and ϵ are fixed. The above maximization can be
achieved using Bayesian Optimization (BO) which relies
on two components: the prior and the acquisition func-
tion. Gaussian process (GP)(Williams and Rasmussen 2006)
model can serve as a prior in BO, allowing for the inte-
gration of domain knowledge about the problem through
a kernel over the input space. A GP is fully specified by
a mean function m(s) and the covariance function k(s, s),
i.e., g(·) ∼ GP(m(·), k(·, ·)). At t-th iteration, a set S =

{(si, g(si))}ti=1 is collected by measuring the loss g(s) with
the best candidate selected using Eq. (5). Then, the posterior
process g(ŝ | S) is also a GP with mean µ̂t(ŝ) and variance
σ̂t(ŝ) given by

µ̂t(ŝ) = κTK−1g, (6)

σ̂t(ŝ) = k(ŝ, ŝ)− κTK−1κ (7)

where g is a vector with [g]i = g(si), the matrix K is
computed by [K]i,j = k(si, sj), κ is a vector with [κ]i =
k(ŝ, si), and κT is the transpose of κ.

Particular acquisition functions based on µ̂t and σ̂t can
be used for selecting near-optimal points to be evaluated in
the next iteration t. This work uses Expected Improvement
(EI)(Jones, Schonlau, and Welch 1998) as the acquisition
function denoted as αEI(·). However, many other options
cite can be used too. Intuitively, if sampling a point can result
in a better value than the current optimal solution, the EI
value will be positive. In this case, the maximum value of
the EI function needs to be determined in order to obtain the
next point. Specifically,

αEI(ŝ) =
(
µ̂t(ŝ)− g(s∗)

)
ϕ

(
µ̂t(ŝ)− g(s∗)

σ̂t(ŝ)

)
+ σ̂t(ŝ)ϕ

(
µ̂t(ŝ)− g(s∗)

σ̂t(ŝ)

) (8)

where g(s∗) = maxti=1 g(si) is the optimal value among
the currently available measured points in S , and µ̂t(ŝ)&
σ̂t(ŝ) can be evaluated by Eqs. (6)&(7). Then, the next point
st+1 to be measured can be by determined by the following
equation:

st+1 = argmax
ŝ

αEI(ŝ). (9)

The evaluated points will be added into the set S during
the iteration. The above procedure can be repeated until
the maximum number of iterations is reached. The param-
eter corresponding to the current g(s∗) is the parameter for
spatial-transformed perturbation model Ts(·). As the acqui-
sition function can trade off exploitation and exploration, it
tends to converge to the optimal point with much less evalu-
ation than grid search.
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Alleviating Degradation of Predictive Accuracy in
Clean Examples
In practice, the predictive accuracy of the clean samples
could degenerate as a side-effect of adversarial samples. Xie
et. al. give an explanation of such effect that the adversar-
ial and clean examples reside in different distributions(Xie
et al. 2020). Then, a uniform normalization could lead to
poorly-posed statistical estimation which subsequently hurts
the model’s performance. Unlike existing models, this work
introduces the Mixed Batch Normalization (MixBN) mod-
ule in the HPAT framework to handle hybrid perturbations.
Specifically, the MixBN module is inserted before the acti-
vation function, each Batch Normalization (BN) branch is
responsible for processing one type of distribution. Then
ReLU function follows after the mixed BN module which
is computed as follows:

η (X,Xh) = ReLU (BNclean(Conv(X))

+BNadv(Conv(Xh)))
(10)

where Conv(·) is a stack of convolutional layers, BNclean(·)
and BNadv(·) are computed similarly with different parame-
ters. Each BN branch BN(·;β, γ) is parameterized by β and
γ. Given any vectorized input x, the normalized vector x̃ is
calculated as follows:

[x̃]i = γ ·

(
[x]i − µBN√
σ2

BN + ω

)
+ β (11)

where ω is a small value to avoid division by zero and µBN
and σ2

BN are computed by

µBN =
1

|x|

|x|∑
i=1

[x]i, (12)

σ2
BN =

1

|x|

|x|∑
i=1

([x]i − µBN)
2. (13)

Then, the BNclean(·) and BNadv(·) in Eq. (10) are required
to specified with different parameters (i.e., β and γ) for clean
samples and hybrid-perturbed adversarial samples.

Adversarial Learning under Hybrid Perturbations
Finally, the Hybrid-Perturbations Adversarial Training
(HPAT) framework combines both pixel-level perturbation
and spatial-transformed perturbation to generate hybrid ad-
versarial examples to improve the robustness of any deep
ALLCC models. The final min-max training framework is
as follows:

min
θ

E
[
ℓ (fθ(X), y)+max

ϵ,s
ℓ (fθ (Xh) , y)+η (X,Xh)

]
(14)

where Xh denotes Ts(Aϵ(X)) and additional ℓ(fθ(X), y)
is used to treat clean samples separately. The maximiza-
tion aims to maximize the inner adversarial losses in or-
der to obtain the optimal parameters of pixel-level pertur-
bation and the spatial-transformed perturbation (i.e., ϵ and
s). The minimization process aims to minimize both clean

Algorithm 1: Hybrid-Perturbation Adversarial Training
(HPAT)

Require: Training data D, m is batch size, X′
i is mixed ad-

versarial example, LI is inner iteration step and LO is
outer iteration epoch, ϵ is maximum perturbation, step
size for inner optimization ∆I and step size for outer
optimization ∆O.

1: initialize network fθ with pre-trained configuration
2: for k = 1, ..., LO do
3: Read mini-batch B={(Xi, yi)}mi=1 from training set
D

4: for Xi ∈ B do
5: X′

i ← Xi + 0.001 · N (0,1)
6: for t = 1, ..., LI do
7: Compute pixel-level adversarial examples

X′
i using Eqs. (2)&(3).

8: Compute X′
i ← Ts(X

′
i) based on STBO

9: end for
10: end for
11: Compute mixed batch norm η(X,X′) using Eq. (10)
12: θ ← θ − (∆O/m)

∑m
i=1∇θ[ℓ(fθ(Xi), yi) +

ℓ(fθ(X
′
i), yi) + η(X,X′)]

13: end for
Ensure: Return ALLCC model parameter θ

loss and adversarial loss by optimizing model parameters θ.
The MixBN module η(X,Xh) can well handle the discrep-
ancy among distributions of clean samples and adversarial
samples. The HPAT training framework is shown in Algo-
rithm 1. It contains two phases: (1) generating the hybrid
adversarial samples and (2) minimizing the losses. Specif-
ically, the model fθ was pre-trained using ImageNet data.
Then, a batch size of m is sampled from the set B =
{Xi, yi}mi=1 in each training round. Next, pixel-level adver-
sarial examples are generated in an iterative process, and
then the pixel-level adversarial examples are fed into the
Ts(·) function to generate a mixed adversarial sample X

′

i.
Then, the parameter θ is updated to optimize the loss func-
tion, which includes the loss of the clean example and the
loss of the mixed adversarial example. Finally, repeat steps
until the number of iterations reaches LO and the final model
fθ is output.

Experiments and Results
Dataset description and pre-processing: The acute lym-
phoblastic leukemia dataset C NMC from the IEEE ISBI-
2019 B-ALL benign and malignant cell classification chal-
lenge(Gupta et al. 2020), which contains a large number of
labeled images of begin and malignant cells. C NMC has
a total of 12527 images. Among them, 8258 images are
used for the training, 2132 for validation, and 1867 for the
final test. ALL the cells have been preprocessed via stain
normalization and cell segmentation(Gupta et al. 2017) and
450x450 pixel images were center cropped to 300x300 pix-
els in order to reduce the interference of the black back-
ground better.
Benchmark models: This work chooses some model back-
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Model ACC PRE F1 AUC
DesNet-201 78.865 81.213 73.745 86.112
ResNet50 79.535 81.846 74.224 89.421
VGG16 76.889 81.662 68.814 82.043

SE-ResNet50Xt 76.012 76.264 68.591 77.391
EfficientNet-B3 84.524 83.989 82.373 91.681

Table 1: Performance evaluation of existing ALLCC bench-
mark models.

bones as the baseline, including VGG16, DesNet-201,
ResNet50, SE-ResNet50Xt, and EfficientNet-B3. All mod-
els were trained on the C NMC dataset for 20 epochs, using
Adam optimizer with a batch size of 16 to update network
parameters. The initial learning rate is 0.001 and decay by
0.1 every ℓ2 steps.
Performance metrics: Accuracy (ACC), Precision (PRE),
Recall (REC), F1-score (F1), and area under the curve
(AUC) are employed as performance metrics in this work.
Additionally, the rate of invariance (ROI)(Kamath et al.
2021) is also used to evaluate models’ adversarial and spa-
tial robustness. After adding perturbations or spatial trans-
formations to the origin examples, the predicted labels will
change, resulting in a lower ROI. The formula for the ROI is
defined as follows:

ROI =
1

N

N∑
i=1

I
(
fθ (Xi) = fθ

(
X̃i

))
(15)

where X̃i is a cell image Xi under hybrid perturbation and
I(·) is the indicator function which returns 1 if the input ex-
pression is true and 0 otherwise.

Results and Analysis
Evaluating ALLCC model This work first evaluates sev-
eral Acute Lymphoblastic Leukemia Cell Classification
(ALLCC) models. These ALLCC models were pre-trained
on ImageNet(Deng et al. 2009). Then, the existing ALLCC
models are tested on the C NMC dataset under various per-
formance metrics (see section 4.1). As shown in Table. 1, the
EfficientNet-B3 model outperforms other models in all four
metrics. Based on the experimental results the EfficientNet-
B3 model will be a good candidate as a backbone model for
evaluating the HPAT framework.

Evaluating model robustness in hybrid adversarial en-
vironment As there is no prior work attempted to eval-
uate the robustness of existing ALLCC models, this work
first build a mixed adversarial environment using hybrid ad-
versarial examples. Such a mixed adversarial environment
can serve as a testbed for evaluating the proposed training
scheme. As shown in Fig. 3, the ROI and accuracy of the
model are evaluated in a mixed adversarial environment. The
horizontal coordinates in Fig. 3 represent in a hybrid adver-
sarial environment, denoted as H0∼6. Here, H0 represents
the clean examples. For H1∼6, their parameters (ϵ, α, ξ, ζ)
are set by element-wise combination of (1/255, 2/255, 3/255,
4/255, 5/255, 6/255), (30◦, 60◦, 90◦, 120◦, 150◦, 180◦), and

(a) ACC (b) ROI

Figure 3: Evaluating robustness of ALLCC models in hybrid
adversarial environment.

(a) ACC (b) ROI

Figure 4: Evaluating robustness of the proposed method in
hybrid adversarial environment.

(2px, 4px, 6px, 8px, 10px, 12px). As shown in Fig. 3, the
accuracy of several ALLCC models decreased significantly.
It is evident that existing ALLCC models are vulnerable
to pixel-level perturbations or spatial-transformed perturba-
tions and the model is easily misclassified due to both types
of perturbations.

Comparison of standard training and hybrid adver-
sarial training To demonstrate the effectiveness of the
proposed HPAT framework, (see Fig. 4), this work com-
pares the performance of the hybrid perturbation adversar-
ial training model (Advh) with the pixel-level adversar-
ial PGD method (AdvPGD), the pixel-level FGSM method
(AdvFGSM), and the spatially transformed adversarial train-
ing model (AdvRT). The experiments also compared the
standard trained model (trained with clean examples only),
denoted as Standard. Advh is trained using EfficientNet-
B3 as the backbone model, introducing mixed adversar-
ial examples and clean examples for adversarial train-
ing. The mixed adversarial example is generated by two
types of perturbations (pixel-level perturbations and spatial-
transformed perturbations). The pixel-level perturbations
were obtained using an iterative PGD algorithm with a per-
turbation strength set to 6/225, an iteration number of 6,
and a step size of 1/255. The spatial-transformed perturba-
tions were implemented using the STBO algorithm, with
the rotational and translational perturbations are [−180◦,
180◦] and [−12px,+12px] . The number of hyperparameter
searches is 100. Advp is trained by introducing pixel-level
adversarial examples and clean examples, and the AdvRT
model is trained by introducing spatial adversarial examples
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(a) Benchmark (b) HPAT

Figure 5: ROI of benchmark and HPAT model under hybrid
perturbation (pixel-level perturbation + spatial-transformed
(rotation) perturbation).

Figure 6: Comparing ROI of STM and STBO.

and clean examples. In comparison with several different
training strategies, the accuracy and ROI for the Standard
model have dropped sharply, from 84.5% to 48.3%. The
AdvPGD model (orange), the AdvFGSM model (purple) and
the AdvRT model (blue) show a slower dropping trend in ac-
curacy, but a fast decrease in ROI. The Advh model (green)
has a more stable trend in both accuracy and ROI and is
not affected by adversarial perturbations. It is implies that
the HPAT algorithm improves the robustness of the model
and is much better than the standard training and single-
perturbation adversarial training.

We also test the ALLCC models in more combinations
between two types of perturbations. As shown in Fig. 5(a),
with both pixel-level and spatial-transformed perturbations
available, the ROI of benchmark model decreases signif-
icantly when level of hybrid perturbations increases. In
contrast, the models trained using HPAT framework can
effectively mitigate the rate of ROI decline (see Fig. 5(b)).

Performance of spatial transform based on Bayesian
optimization In this work, the proposed STBO algorithm
is used to generate spatial-transformed adversarial samples,
which relies on Bayesian Optimization to improve the
efficiency of searching for spatially perturbed parameters.
Compared to the grid search-based method STM(Engstrom
et al. 2019b), STBO can better trade off the exploration and
exploitation in searching the most vulnerable examples. As

Model ACC PRE F1 AUC
Advp 68.398 70.329 78.669 60.457

Advp+MixBN 70.166 73.778 78.667 72.919
AdvRT 80.824 80.125 86.480 87.306

AdvRT +MixBN 82.110 84.619 86.714 87.047
Advh 75.416 72.124 79.816 75.148

Advh+MixBN 77.647 74.818 82.503 79.809

Table 2: Experimental results comparing the model with and
without the addition of MixBN.

shown in Fig. 6, we compare the trends of ROI changes
for STM and STBO algorithms. If the ROI is lower, then
the attack success rate is higher which means generating
more samples that are difficult to classify, and these samples
are extremely useful for adversarial training. It can be
found that the ROI of the STBO algorithm is lower. The
results show that the curve of STBO is consistently under
the the curve of STM. It implies adversarial examples of
better quality can be obtained, which are more useful for
adversarial training.

Ablation experiments of mixed batch normalization In
order to demonstrate the effectiveness of introducing the
MixBN module. This conducted ablation experiments on the
Advp, AdvRT and Advh models respectively. The results of
the ablation experiments are shown in Table. 2. It can be
found that the models improved in accuracy, precision, F1
score, and AUC metrics after the introduction of the MixBN
module, with the overall results being higher than the base-
line model. It implies the effectiveness of the MixBN mod-
ule, which improved the model performance by normaliz-
ing the mixed adversarial samples and clean samples respec-
tively and improved the problem of clean accuracy degrada-
tion caused by adversarial training.

Conclusion
This work proposes an HPAT algorithm for the acute lym-
phocyte classification task to improve the robustness of the
ALL model. Different from existing ALL models, this work
considers the doctor’s different camera angles and different
devices, which will lead to images with pixel-level perturba-
tions and spatial-transformed perturbations, thus this work
considers the robustness of the model. This work proposes
the Bayesian optimization-based generative space adversar-
ial sample algorithm STBO, which experimentally proves to
be more efficiently queried than the STM algorithm. This
work demonstrates the vulnerability of existing ALL mod-
els to adversarial samples and proposes a deep diagnos-
tic framework based on HPAT adversarial training. Exper-
iments show that it greatly improves the robustness of the
model.
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