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Abstract

Completely automated public Turing test to tell humans
apart (CAPTCHA) is an effective mechanism to protect
websites and online applications from malicious bots pro-
grams. Image-based CAPTCHA is one of the most widely
used schemes. However, deep learning techniques have
significantly weakened the security of some image-based
CAPTCHA schemes. Mooney images (MIs) are important
research materials in the field of cognitive science. Com-
pared to natural images, MI exhibits fewer visual cues, frag-
mented content, and greater ambiguity, leading to the percep-
tion of MI relying more on the iterative process between feed-
forward and feedback mechanisms. In this paper, we raise
an intriguing problem: can Mls be used to enhance the se-
curity of CAPTCHA? Before this study, we first propose a
novel framework HiMI that generates the high-quality Mls
from natural images and also allows flexible adjustment of
the perceived difficulty. Based on MI, we design two MI-
CAPTCHA schemes related to object detection and instance
segmentation tasks, respectively. We experimentally demon-
strate that HiMI performs better than other baseline meth-
ods in terms of both image quality and application poten-
tial in two MI-CAPTCHA schemes. Additionally, we conduct
experiments to explore the solving performance of humans
and CAPTCHA solvers under different parameter settings of
schemes, providing valuable reference for the practical appli-
cation.

Introduction

Completely automated public Turing test to tell humans
apart (CAPTCHA) is a defense mechanism against mali-
cious scripts (Shi et al. 2020; Algahtani and Alsulaiman
2020). According to the format of data, existing CAPTCHA
mechanisms can be generally classified into three types: text,
image, and audio. Text-based and image-based CAPTCHAs
are the most widely used. Images are inherently more com-
plex than text, making image-based CAPTCHA schemes
more robust against automated attacks (Searles et al.
2023). In 2018, Google replaced the popular text-based re-
CAPTCHA vl with the image-based reCAPTCHA v2 (?).
However, deep learning techniques have achieved impres-
sive successes in some computer vision tasks (e.g., object
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recognition), matching or even outperforming humans (He
et al. 2015; Redmon et al. 2016). The security of some
image-based CAPTCHAs have been significantly weak-
ened.

CAPTCHAs essentially make use of the ability gaps be-
tween machines and humans to distinguish them (Hossen
et al. 2020). As shown in Fig. 1(a), there are still signif-
icant gaps between deep neural networks and the human
visual system in terms of robustness and generalization,
and the closed-loop information processing mechanism is
one of the reasons for this gap (Theeuwes 2010; Gilbert
and Li 2013). Fig. 1(b) explains the process of closed-loop
information processing for object recognition in the hu-
man visual system. It comprises two iterative components:
feedforward/bottom-up and feedback/top-down (Theeuwes
2010; Cavanagh 1991; Roelfsema 2006). During the bottom-
up process, the visual system integrates low-level visual sig-
nals through perceptual organization to obtain higher-level
visual features and extract crucial cues (e.g., shape, texture).
Our brain combines these cues with rich object knowledge to
generate visual expectations. During the feedback process,
the visual system actively adjusts perceptual organization by
integrating missing information, filtering noise, and reduc-
ing redundancy to meet these expectations.

The Mooney image (MI) are a type of stylized image that
consists of discrete speckles with irregular shapes and sizes,
colored only in black and white (Mitra et al. 2009; Hegdé,
Thompson, and Kersten 2007; Mooney 1957; Li and Wei
2024). Fig. 1(c) presents an example of MI. When some
speckles are appropriately organized together, we can per-
ceive a tiger. Compared to natural images, the MI contains
fewer visual cues (e.g., color, luminance, texture), and its
content is partial and discrete. These features enable it to
play an important role in the fields of cognitive science
(Van de Cruys et al. 2021; Hegdé and Kersten 2010; Li and
Wei 2023) and web security (Mitra et al. 2009; Gao et al.
2015). The discrete speckles increase the difficulty of per-
ceptual organization in the bottom-up process. In addition,
MIs miss some visual content and cues, increasing its am-
biguity. The emergence of perception on MI emphasizes the
importance of iteration between feedforward and feedback
in visual cognition. Here, we raise an intriguing question:
Can Mls be used to enhance the security of CAPTCHA? Be-
fore answering it, we first consider how to generate high-
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Figure 1: (a) Test on Chat GPT version 4 (GPT-4V) (Achiam et al. 2023), the current dominant large language model, using
natural images and MIs. We input the image to GPT-4V along with the prompt “Tell me the name of the foreground object in
the image”. The test results show that humans can accurately perceive both natural image and MI, but the GPT-4V fails on the
MI. (b) Explanation for the closed-loop information processing mechanism of human vision system. (¢) Comparison between

the natural image and the MI.

quality MIs from natural images. The poor performance and
limitations of existing MI generation approaches are the first
difficulty (Mitra et al. 2009; Yang, Kuo, and Chu 2016; Li
et al. 2024, 2025). There are two challenges, color quanti-
zation and perceived difficulty adjustment. In comparison to
the 24-bit full color space of natural images, MIs have only
1-bit. Existing color quantization methods perform poorly in
extremely low-bit color space (Heckbert 1982; Gervautz and
Purgathofer 1988; Hou, Zheng, and Gould 2020). In addi-
tion, the human visual system sometimes can not accurately
perceive the foreground objects from MI, necessitating the
flexible adjustment of perceptual difficulty.

In this paper, we first propose a novel framework HiMI
that can use the natural image to generate high-quality MIs.
HiMI consists of two steps: color quantization and perceived
difficulty adjustment. In the first step, we present the end-
to-end color quantization model CQNet to reduce the color
space of the input image to 1-bit while preserving the abun-
dant semantic content. Next, we consider two factors: ob-
ject saliency and recognition cues, and set the corresponding
parameters to control them, enabling HiMI to flexibly and
effectively adjust the perceptual difficulty of the generated
results. Inspired by reCAPTCHA v2, we design two MI-
CAPTCHA schemes related to the object detection and in-
stance segmentation tasks, respectively. In experiments, we
first demonstrate that the MI generated by HiMI surpasses
other baseline methods in terms of image quality and appli-
cation potential in two MI-CAPTCHA schemes. We gener-
ate MI datasets corresponding to natural image datasets us-
ing HiMI, and then explore the impact of different parameter
settings in two MI-CAPTCHA schemes on human users and
CAPTCHA solvers. Experimental results provide valuable
reference for future practical applications.

The main contributions are summarized as follows. (1)
We present the color quantization model CQNet. It exhibits
better quantization, especially in 1-bit color space. (2) We
propose the novel MI generation framework HiMI. It can
generate high-quality MIs from natural images and allows
users to flexibly adjust the perceived difficulty of the gener-
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ated results. (3) We design two MI-CAPTCHA schemes us-
ing the MIs generated by HiMI. Experimental results show
that deep vision models perform significantly worse than hu-
man users in solving them, demonstrating their security. (4)
We experimentally compare the performance of users and
deep learning models in solving CAPTCHA s under different
parameter settings, providing guidance on parameter config-
uration for the application.

Related Work

MI generation. J. Mitra et al. (Mitra et al. 2009) proposed
a method for generating MIs based on 3D objects that quan-
tifies the surface luminance and uses a threshold to control
the difficulty level. However, this method suffers from two
main issues: the quality of the generated results is signifi-
cantly impacted by the viewing angle and illumination in the
3D simulation environment, and it relies on a specific 3D
object library, which limits its practical application. Yang
et al. (Yang, Kuo, and Chu 2016) introduced an approach
to generate MlIs from photographs. It utilizes superpixels as
rendering primitives, and its generated results exhibit signif-
icant stylistic differences from MlIs.

Universal style transform. Style transfer models are of-
ten used for image generation in specific styles and has two
inputs: a style image and a content image, using the style
pattern of the former to render the latter. These models can
be classified into three categories: 1) models that can only
render one style (Gatys, Ecker, and Bethge 2016); 2) models
that can render multiple styles (Chen et al. 2017); 3) Uni-
versal style transfer (UST) models that can render arbitrary
styles (Chandran et al. 2021; Li et al. 2017; Zhang et al.
2023b; Huang et al. 2023). UST models are particularly use-
ful when training samples are scarce. In experiments, we
will compare the generated results of our HiMI with UST
models.

reCAPTCHA v2. reCAPTCHA v2 (Google-developers
2014) is a widely used and popular image-based scheme
that distinguishes humans from web bots through challenges



based on visual tasks, such as image classification and object
detection. In reCAPTCHA v2, there are two different but
similar challenges. Both of them consist of a grid where the
user should select the boxes according to the challenge in-
structions. However, the development of deep learning tech-
niques has weaken its security. The current version adopts
several some security enhancements over the earlier ver-
sions. It introduces anti-recognition techniques to render the
challenge images unrecognizable to state-of-the-art deep vi-
sion models (Hossen et al. 2020). For example, it uses adver-
sarial examples as a part of the anti-recognition mechanism.
However, it also can be greatly reduced by fine-tuning the
deep network model using challenge images that incorpo-
rate adversarial perturbations.

HiMI: High-quality Mooney Image
Overview

Fig. 2 depicts the pipeline of HiMI. Given a natural image,
HiMI first uses CQNet to reduce its 24-bit color space to k-
bit (k > 2, e.g., k=5) and 1-bit, respectively. Subsequently,
it extracts eight-connected pixel clusters from the k-bit re-
sult based on color cues and constructs a graph structure de-
scribing the adjacency relationships of these pixel clusters
(nodes). It then uses the 1-bit result to classify the nodes into
two types: content (C) and non-content (NC), and combines
them with the object segmentation results to divide the nodes
to two sets: foreground (F) and background (B). The PDA
module next uses the parameter « to adjust object recogni-
tion difficulty by merging and splitting of C-type and NC-
type nodes in the F-set. The parameter [ is used to adjust
the number of C-type nodes in the B-set to control object
saliency. Finally, C-type and NC-type nodes in PCAG are
randomly assigned black (+) and white (-) to generate the
corresponding a pair of binarized MIs.

Input image k-bit (k>=2) PCAG segmentation
ME
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& hma - \‘ f.ﬁ
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Figure 2: Pipeline of HiMI. It consists of two components:
color quantization (CQNet) and perceived difficulty adjust-
ment (PDA) module.

CQNet

Inspired by the work of Hou et al. (Hou, Zheng, and Gould
2020), we design the color quantization model CQNet as
illustrated in Fig. 3. The first component is a UNeXt (Vala-
narasu and Patel 2022) auto-encoder that can extract abun-
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dant semantic information from the natural image /. The
extracted information are fed into the linear convolution
layer to generate the softmax probability map PM with s-
channel, where s is the size of the color space. The corre-
sponding set of values of pixel (x,y) in PM represents the
contribution ratio of the pixel’s color RGB values to the s
colors. CQNet produce the color palette C' P using PM. The
RGB value of each quantized color is the weighted average
of all pixels. The i-th quantized color in C'P is defined as

Z(x,y) I(l’, y) ’ PM(‘T? Y, Z)

CP; = . ()
>y PM(,y,7)
all pixels
output layers
‘ auto- weighted average }

encoder pM/(1)/—‘

&
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Figure 3: Architecture of CQNet. It consists of UNeXt auto-
encoder, output layer, and aligner. The UNeXt auto-encoder
extracts semantic information from natural images, and then
the output layer designs the color palette and creates the
quantizated result. Finally, the aligner enables CQNet to re-
duce the content difference between the quantizated image
and the natural image.

cP()

Next, we use C'P to map the pixels in I from the 24-bit
full color space to the quantized color space (e.g., 1-bit). The
quantized image [ is computed as

f:i}m@

where PM () is used as the intensity of expression over en-
tire quantized image I.

Loss function. The human visual system perceives im-
ages by leveraging multiple cues, including color, texture,
luminance, and edges. However, color quantification also
leads to the loss of other visual cues, influencing the per-
ception of the quantized image. To minimize the perceptual
loss, we need to design a loss function that enables TTNet to
preserve other visual cues when performing the color quan-
tization. Here, the loss function is defined as

M (i), 2)

L=|I.— L, 3)
where I, and I, are defined as
1 & 1 &
I.= — D, (1 I,=— &,(I 4)
7 LD & LD

®;(-) denotes the features extracted from the i-th layer in
the pre-trained VGG19, and NV; is the total number of net-
work layers used for calculating content features. With the
increasing depth of the network, there is an expansion in the
scale of the receptive field, which consequently results in a
more significant loss of local content details. Here, we set
N; = 5.



Perceived Difficulty Adjustment

The PDA module is designed to quantitatively adjust the
the perceived difficulty of generated results, influencing the
perception of humans on MIs. The key challenge is how to
quantify the perceived difficulty, as the perceived difficulty
is vague and subjective. Inspired by the psychological theo-
ries on the closed-loop visual perception mechanism as ex-
plained in Fig. 1(b), we split the perceptual process into two
parts (sliency and recognition) and set two corresponding
parameters to quantify the perceived difficulty.

Preparation for PDA. We use HiMI to obtain the quan-
tization results of the original image in both k-bit and 1-
bit color spaces, and employ an image segmentation model
(e.g., GFM (Li et al. 2022)) to process the original image.
The color quantization results consist of 2* pixel clusters,
where each cluster contains pixels with the same RGB val-
ues. We extract eight-connected pixel clusters from the k-
bit results as the speckle primitives controlling the perceived
difficulty, and then construct a pixel cluster adjacency graph
(PCAG) to describe the neighboring relationships between
these clusters. In PCAG, each node represents an eight-
connected cluster. We categorize the nodes of PCAG into
two types based on the 1-bit results. One type comprises
nodes (C-type) with RGB values corresponding to content
pixels, while the other type comprises non-content nodes
(NC-type). The segmentation model divides the original im-
age into foreground and background regions. Based on the
segmentation result, we further divide the nodes belonging
to the foreground (F) and background (B) regions into two
sets, namely F-set and B-set.

Node Node H
— — — /
merge split

- ' -

Edge disappear

Edge emerge

Original

Figure 4: Explanation for recognition difficulty adjustment.

Recognition adjustment. Object recognition relies on
various visual cues such as color, texture, shape, and lumi-
nance (Tanaka, Weiskopf, and Williams 2001; Wei and Li
2021). However, MI contains only black and white colors.
Therefore, we perceive the content of MI relying more on
cues other than color, with edges serving as the foundation
for presenting these cues. Adjusting the number of edges in
the object region can influence the perceived difficulty of
MI. In PCAG, the nodes belonging to the F-set provide the
content of foreground objects in the 1-bit result. As illus-
trated in Fig. 4, edge cues are represented by the connec-
tions between C-type and NC-type nodes. When we merge
two nodes that have a connection, the edge cue represented
by the connection disappear. If a node is split into two dif-
ferent types (C-type and NC-type), some edge cues disap-
pear while additional noisy edges are introduced, interfering
with visual perception. Here, we set the parameter « to ad-
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just the difficulty of object recognition. We first count the
number of C-type nodes (speckles) in the F-set, denoted as
Num. If we select a proportion of cues, we randomly se-
lect NumE - (1—a) C-type nodes to merge into the NC-type
nodes in the F-set.

Saliency adjustment. Before recognizing the target ob-
ject, the visual system needs to perform figure-ground seg-
regation (Wagemans et al. 2012). Research indicates that vi-
sual attention (including endogenous spatial attention and
exogenous spatial attention) influences the occurrence of
figure-ground segregation (Kimchi et al. 2016). Vecera et al.
demonstrated that exogenous spatial attention influenced the
role of bottom-up Gestalt cues in figure-ground segregation
(Vecera and Farah 1994; Vecera 2000). The pattern (e.g.,
texture) differences between the foreground and background
are closely related to exogenous spatial attention. After the
process of the recognition adjustment, the speckle density

of the foreground Dy is %&;a) where Area(F) is

the area of the foreground region. To control the saliency of
the object, We set the parameter [ to adjust the contrast of
speckle density between the foreground and the background.
The speckle density of the background Dp is Dp - 3, and
the number of C-type node in the B-set is Num2. Theoret-
ically, the number of speckles contained in the background
should be D - Area(B).If Dp - Area(B) > Num{, then
we need to add some speckles to the background. We do
not generate speckles but select some ones from the speck-
les contained in the foreground object. We randomly select
Dg - Area(B) — Num& C-type nodes from the F-set and
place them within empty areas of the background.

Result binarization. We binarize the result of PDA mou-
dle to generate the final MI. Rubin Vase (Fisher 1968), a
well-known ambiguous image, can be perceived either as
the black silhouette of two faces looking at each other or as a
white vase, but not both simultaneously. Inspired by this, we
assign black and white colors to C-type and NC-type nodes,
generating a pair of complementary MIs to enhance ambigu-
ity. If C-type nodes are black and NC-type nodes are white,
it is denoted as B, otherwise B_.

MI-CAPTCHA

CAPTCHA schemes. Inspired by reCAPTCHA v2, we
design two MI-CAPTCHA schemes based on object detec-
tion and instance segmentation tasks, as illustrated in Fig.
5. We use HiMI to generate the corresponding MI datasets
from natural image datasets. In Scheme 1, four MIs are ran-
domly selected from the MI dataset, including M MIs con-
taining objects of the target category. The challenge instruc-
tion is “Please select all images containing a specific type
of object”. In Scheme 2, a single MI is randomly selected
from the MI dataset. We place four red dots in this MI based
on the ground truth of instance segmentation for the original
image, with one red dot must locate within the foreground
object region. The challenge instruction is “Please select all
red dots located within the object region”.
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Figure 5: Illustration of two MI-CAPTCHA schemes. The
challenge instruction of Scheme 1: please select all images
containing the tiger. The challenge instruction of Scheme 2:
please select the red dots located in the area of tiger.

Experiments
Experimental Settings

Settings. CQNet is implemented in Python with PyTorch
and is trained on a Linux server with NVIDIA 3090 GPU.
The rests are implemented in MATLAB 2021a on a machine
with Intel Core i5-3470 CPU @ 3.20 GHz and 16 GB of
main memory. We adjust the perceived difficulty of gener-
ated results by parameters «, S and Binarization B includ-
ing B and B_. Here, we use HiMI(, 3 p) to denote HiMI
with different settings. In Table 1, we take some examples to
explain the meanings of the notations related to these three
parameters.

Parameter Notation Meaning
1 set parameter to 1
a, B {0,0.5,1} set parameter to 0, 0.5, 1 in order
[0,1] randomly set it to a value within [0, 1]
+ only use the template B
B — only use the template B_
+/— randomly use a template B or B_

Table 1: Meanings of notations realted to parameters o, (3
and B in the following experiments.

Datasets. We use the following two publicly available
datasets to conduct experiments. Animal 2K (Li et al.
2022) is used in image matting and consists of 2,000 high-
resolution images, with 1,800 images in the training set and
200 images in the test set. MS COCO 2017 (Lin et al. 2014)
is a classical dataset for multiple computer vision tasks such
as object detection and instance segmentation. It contains 80
classes of objects with a total of 123,287 images (118,287
samples in training set and 5,000 samples in the val set).

Evaluation strategy. Currently, there is no common eval-
uation strategy for Mls. As described in the section of In-

1387

troduction, MI is a stylized image with significant applica-
tion value in cognitive psychology and CAPTCHAs. The
application potential of MI generation methods can reflect
their effectiveness. MI applications involve human percep-
tion and defense against computer vision models. A reason-
able strategy for measuring application potential includes
two aspects: image quality and defense capability. For evalu-
ating image quality, we use methods commonly used in style
transfer research: quantitative evaluation based on deep en-
coders and qualitative evaluation based on user studies. The
defense capability of MI can be measured by the perfor-
mance differences of various deep networks on some vision
tasks between natural images and MIs.

Comparison between HiMI and Baseline Methods

Baseline methods. We compare HiMI with the tradi-
tional MI generation methods PhotoMI (Yang, Kuo, and
Chu 2016) and four state-of-the-art UST models: AdaConv
(Chandran et al. 2021), WCT (Li et al. 2017), QuantArt
(Huang et al. 2023), InST (Zhang et al. 2023b). AdaConv
transfers the global statistics and spatial structure of the style
image to the content image. WCT model uses a whitening
and coloring transformation to align the second-order statis-
tics of content and style features. QuantArt aims to gener-
ate the stylized image with high visual-fidelity by pushing
the latent representation of the generated artwork toward the
centroids of the real artwork distribution with vector quan-
tization. InST is a diffusion-based method. Its key idea is
to learn the artistic style directly from a single painting and
then guide the synthesis.

Generation results. There are significant color differ-
ences between the results. Specifically, the outputs of Pho-
toMI and HiMI are binary images, while those of the UST
models are colorful or grayscale. For the fair comparison, we
first use CQNet to reduce the color space of the UST model
results to 1-bit. Here, ‘“+bw’ indicates the binarization oper-
ation. Fig. 6 presents several examples of the generated re-
sults from HiMI and five baseline methods. Considering the
differences in the perception processes of humans and deep
neural networks, we conduct further experiments to quanti-
tatively evaluate the image quality of these results from the
perspectives of deep neural network and human perception,
respectively.

Quantitative evaluation of MI quality. Following stud-
ies (Huang and Belongie 2017; Li et al. 2017), we use two
metrics including the content loss and the style loss to quan-
titatively evaluate the generated results. The content loss de-
notes the difference between the generated result and the
content image and the style loss is the difference between
the generated result and the style image. The pre-trained
VGG19 is used to extract features from the generated result
at 256 x 256 resolution, and then we calculate the content
loss and style loss. Table 2 lists the quantitative comparison
results. HIMI exhibits significantly lower content loss and
style loss than other methods. We find that although the gen-
erated results of HiMI(; o 1y and HiMI; o,y have the same
edge information, HiMI(; o _y is slightly lower in content
loss and style loss than HiMI(; o ). This is attributed to the
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Figure 6: Qualitative comparison of generated MIs between HiMI and other five baseline methods.

Methods AdaConv WCT QuantArt InST PhotoMI HiMI o) HiMIy g
Content loss 1.16 1.34 1.39 1.46 1.36 1.02 1.05
Style loss 0.28 0.74 0.68 0.31 0.78 0.19 0.24

Table 2: Quantitative comparisons between the binarized results of four UST models and the results of PhotoMI and HiMI.

exchange of foreground and background colors, which in-
creases the loss of luminance features in Mls.

User study on MI quality. In the study by Searles et al.
on evaluation of image-based CAPTCHA schemes (Searles
et al. 2023), solving time and accuracy are important met-
rics. Therefore, we conduct user studies to collect data on the
recognition time and accuracy of MI generated by different
methods, and then evaluate the application potential for two
MI-CAPTCHA schemes. We recruit 120 participants with-
out visual cognitive impairments and divide them into six
groups. We randomly select 80 natural images from the An-
imal 2K and 100 natural images from the COCO dataset,
and also divide them into six groups, each containing 30 im-
ages. For each image, we generate the corresponding MIs
using HiMI(; o 4 and five baseline methods, followed by
the operation ‘+bw’. We conduct a total of six rounds of ex-
periments. In each round, we present the six methods’ MlIs
to the six groups of participants, respectively. Participants
are required to recognize the foreground objects of MIs, and
both the time cost and the recognition result are recorded.
Table 3 lists the statistical results from the user study, where
MIs generated by HiMI exhibits the shortest perception time
and highest recognition accuracy. These experimental re-
sults demonstrate that the MI generated by HiMI exhibits
the best image quality from both deep network and human
perspectives.

Defense capability. Scheme 1 of MI-CAPTCHA is based
on the object detection task. We first measure the defense
capability of MI against the deep object detection mod-
els. YOLO (Redmon et al. 2016), the classical one-stage
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model, performs impressive results on the task of object
detection, and it is also used in the Google reCAPTCHA
v2 solver. In addition, DINO (Zhang et al. 2023a) is a
strong end-to-end object detector and improves over pre-
vious Transformer-based models in performance and ef-
ficiency. An important design principle for image-based
CAPTCHA is to reduce machine performance while mini-
mizing the impact on human visual perception. According
to the results in Table 3, some baseline methods perform
poorly, inconsistent with this principle. Therefore, we com-
pare our HiMI with the best-performing traditional method,
PhotoMI, and the top UST model, AdaConv. We first gen-
erate the corresponding MI datasets from two natural image
(NI) datasets. For each natural image in the training set, we
use HiMI(1 10,0.5,1},4/—) to generate its three MIs with dif-
ferent perceived difficulty. For each image in the validation
set, we use HiMI (0.5 1),[0,1],+/—) to generate its MI. We use
the available pre-trained YOLO v8 and DINO, and then fine-
tune them on both MI datasets. For training stage, we use a
batch size of 16 and train the model for 300 epochs with an
initial learning rate of 0.01. The image in COCO contains
one or more objects, and we select the one with the largest
area as the target object. In the final detection result, if there
exists a bounding box labeled as target object class, then the
task model successfully solves the sample. Table 4 lists the
accuracy of two object detection models. The experimental
results demonstrate that the MIs generated by HiMI can en-
able Scheme 1 to better defend against deep object detection
models. Additionally, we use the YOLO and the Segment
Anything Model (SAM) (Kirillov et al. 2023) as task mod-
els to compare the application potential of MIs generated by



Methods ~ AdaConv.  WCT QuantArt InST PhotoMI HiMl o /)
Time (s) 35 71 37 32 29 13
Accuracy 0.359 0.023 0.338 0.104 0.325 0.937
Table 3: Statistical results of the user study.
COCO resulting in little change in time. When M is set to 2, partic-
Models | NI MI ’ ipants have the largest performance gap with YOLO while
AdaConv | PhotoMI | HiMI maintaining a high success rate. Therefore, M = 2 is the
YOLO | 0.673 0.412 0.368 | 0.258 optimal configuration for Scheme 1.
DINO 0.669 0.404 0.347 0.249
Animal 2K M  Humans (SR / Time (s)) YOLO (SR)
MI
Models | NI g conv — PhotoMI HiMI é 8'§2§ ; ;‘?'g 8':;’ (1)2
YOLO | 0.748 0.461 0.412 0.324 3 0.631 /53'3 0'041
DINO 0.736 0.452 0.407 0.311 4 0'379 / 53'9 .O

Table 4: Comparison of defense capability against deep ob-
ject detection models.

AdaConv, PhotoMI, and HiMI for Scheme 2. For each MI,
we compute the IoU between the mask generated by the task
models and ground truth. Table 5 lists the mean IoU of two
task models. Experimental results show that HiMI achieves
the greatest reduction in the performance of two instance
segmentation models.

Models YOLO SAM

NI 0974  0.986
AdaConv | 0.293  0.152

MI | PhotoMI | 0.278 0.139
HiMI 0.216  0.104

Table 5: Comparison of defense capability against instance
segmentatioin models.

Configuration of MI-CAPTCHA Schemes

Parameter analysis. In Scheme 1, we randomly select 4
MIs from the MI dataset for each instance, with M of them
containing the target class object. How do different param-
eter settings of M affect the performance of human users
and CAPTCHA solvers? We set M to 1, 2, 3, and 4 se-
quentially, generating 100 CAPTCHA challenge samples for
each parameter setting. For each sample, 120 participants
are required to select all MIs containing the target class
object from the four provided MlIs, while the CAPTCHA
solver (YOLO) performs object detection on the four MIs.
We record the time and success rate (SR) of the participants
in completing all samples, as well as the SR of YOLO. The
experimental results in Table 6 show that as M increases,
both the participants’ and YOLO’s SR decrease. Addition-
ally, because we do not inform participants of the value of
M, they need to observe all MIs before making a decision,

1389

Table 6: Effect of different parameter M settings on solving
Scheme 1 of user and solver (YOLO).

Ablation Study

In this section, we demonstrate the effectiveness of the two
modules: CQNet and PDA.

CQNet. To demonstrate the effectiveness of CQNet, we
replaced it with three other representative color quantization
methods (i.e., OcTree (Gervautz and Purgathofer 1988), Me-
dianCut (Heckbert 1982), and ColorCNN (Hou, Zheng, and
Gould 2020)). The qualitative comparison demonstrates that
the MI generated using CQNet is closest to the natural im-
ages from the visual perception. Additionally, the results of
quantitative evaluation using content loss shows that CQNet
enables HiMI to achieve lower content loss.

PDA moudle. The PDA module is designed to enable
HiMI to generate MIs with different perceived difficulties.
Here, we use HiMI({1,0.7,0.5},{0,0.2,0.4,0.6,0.8,1},+) tO gener-
ate Mls. The quantitative results demonstrate that the differ-
ences between these MIs and the natural images gradually
increase as the parameters are adjusted, and substantial dif-
ferences exist between these MIs.

Conclusion

In this paper, we investigate whether Mooney images (Mls)
can enhance CAPTCHA security. We propose HiMI, a novel
framework for generating high-quality MIs from natural im-
ages with adjustable difficulty. We then design two MI-
CAPTCHA schemes based on object detection and instance
segmentation tasks. Experimental results show that HiMI-
generated MIs outperform existing methods in both im-
age quality and CAPTCHA application potential. Addition-
ally, we conduct parameter analysis to assess the impact of
different settings on the performance of human users and
CAPTCHA solvers, offering practical insights for imple-
mentation.
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