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Abstract

With the advancement of deep learning, object detectors
(ODs) with various architectures have achieved significant
success in complex scenarios like autonomous driving. Previ-
ous adversarial attacks against ODs have been focused on de-
signing customized attacks targeting their specific structures
(e.g., NMS and RPN), yielding some results but simultane-
ously constraining their scalability. Moreover, most efforts
against ODs stem from image-level attacks originally de-
signed for classification tasks, resulting in redundant compu-
tations and disturbances in object-irrelevant areas (e.g., back-
ground). Consequently, how to design a model-agnostic ef-
ficient attack to comprehensively evaluate the vulnerabilities
of ODs remains challenging and unresolved. In this paper, we
propose NumbOD, a brand-new spatial-frequency fusion at-
tack against various ODs, aimed at disrupting object detection
within images. We directly leverage the features output by the
OD without relying on its internal structures to craft adversar-
ial examples. Specifically, we first design a dual-track attack
target selection strategy to select high-quality bounding boxes
from OD outputs for targeting. Subsequently, we employ di-
rectional perturbations to shift and compress predicted boxes
and change classification results to deceive ODs. Addition-
ally, we focus on manipulating the high-frequency compo-
nents of images to confuse ODs’ attention on critical objects,
thereby enhancing the attack efficiency. Our extensive exper-
iments on nine ODs and two datasets show that NumbOD
achieves powerful attack performance and high stealthiness.

Code — https://github.com/CGCL-codes/NumbOD

Introduction

The triumphs in deep learning have substantially propelled
the development of computer vision tasks, such as traf-
fic sign recognition (Tabernik and Skocaj 2019), pedes-
trian re-identification (Zheng et al. 2017), and medical im-
age segmentation (Ramesh et al. 2021). Despite its promis-
ing prospects, existing researches (Goodfellow, Shlens,
and Szegedy 2015; Moosavi-Dezfooli, Fawzi, and Frossard
2016) have demonstrated the vulnerability of deep neural
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Figure 1: An overview of adversarial examples against an
object detector

networks (DNNs). Adversaries can induce model misclas-
sifications with minimal, strategically crafted perturbations,
like wrongly identifying an image of a dog as a cat. Although
extensive works (Moosavi-Dezfooli, Fawzi, and Frossard
2016; Carlini and Wagner 2017; Madry et al. 2018; Zhou
et al. 2023b; Li et al. 2024b; Wang et al. 2025) have thor-
oughly investigated adversarial attacks on classification, the
more challenging task of object detection remains far less
explored.

Unlike single classification tasks, object detection in-
volves classification and regression subtasks, requiring si-
multaneous localization and recognition of objects, i.e., pro-
viding both bounding boxes and classification results. Re-
cently, researchers have proposed various modules aimed
at enhancing the performance of object detectors, such as
Non-Maximum Suppression (NMS), Region of Interest (Rol)
Pooling, and Region Proposal Networks (RPN). The intro-
duction of these new features and modules has brought un-
precedented challenges to standard adversarial attacks orig-
inally designed for classification tasks.

Recent efforts (Xie et al. 2017; Li et al. 2018; Chen, Kung,
and Chen 2021) have made decent progress in adversarial
attacks against ODs, yet these methods commonly face two
major limitations: /) limited applicability and 2) low effi-
ciency in attacks. Existing efforts have developed effective
attacks by exploiting specific vulnerabilities within ODs.
For example, DAG (Xie et al. 2017) is the first attack tar-
geting RPN-based models, which implements the attack by
minimizing the probability of correct classification. RAP (Li



et al. 2018) enhances the attack by incorporating a loss func-
tion tailored for both RPN predicted boxes and classifica-
tion. However, due to their reliance on specific modules of
ODs, these attack methods greatly limit their scalability, be-
ing effective only on detectors with such specific architec-
tural features. Moreover, existing methods involve image-
level global perturbations, which incur unnecessary compu-
tational costs by optimizing attacks on non-critical objects,
such as the background. This may lead to suboptimal at-
tack performance as they simultaneously strive for effective
disruption of both meaningful objects and irrelevant back-
ground elements. To the best of our knowledge, how to re-
alize a model-agnostic adversarial attack on critical objects
for ODs still remains challenging.

A recent study (Li et al. 2024a) explored designing adver-
sarial examples without /,-norm constraints to deceive ob-
ject detectors with varying architectures. However, to main-
tain stealthiness, its attack effectiveness is limited, resulting
in detection outcomes that still contain some correct bound-
ing boxes. In contrast, our approach focuses on crafting /-
norm constrained adversarial attacks that aim to render ODs
numb to input images and unable to detect any object, as
demonstrated in Fig. 1. In this paper, we propose NumbOD,
a novel model-agnostic spatial-frequency fusion attack for
ODs. To achieve a model-agnostic attack, we leverage the fi-
nal output features of ODs to craft adversarial examples. Our
approach employs a dual-track attack target selection strat-
egy, where we independently select the top-k high-quality
bounding boxes from both the classification and regression
subtasks, thereby enhancing attack efficiency. Upon identi-
fying the attack targets, we design a tailored attack against
ODs from both spatial and frequency domains.

Given that object detection involves both classification
and regression subtasks, a truly effective attack must si-
multaneously deceive both components. Specifically, the at-
tack should cause both the predicted bounding boxes and
the classification results to deviate from their original out-
puts. In the spatial domain, we induce customized devia-
tions in predicted bounding boxes and misclassification re-
sults by adding noise to the image. Drawing inspiration from
the sensitivity of deep neural networks to frequency compo-
nents (Luo et al. 2022; Wang et al. 2022), particularly high-
frequency components that capture semantic texture infor-
mation, we enhance attack efficiency by targeting the im-
age’s high-frequency regions rather than the entire image.
We start by applying the Discrete Wavelet Transform (DWT)
to decompose the image into high and low-frequency com-
ponents. We then focus the noise on the semantically sig-
nificant high-frequency regions, minimizing the discrepancy
between adversarial and benign examples and thereby avoid-
ing ineffective attacks on non-critical areas.

We conduct experiments on nine object detectors and two
datasets to evaluate the effectiveness of NumbOD. Both
qualitative and quantitative results show that NumbOD ef-
fectively deceives ODs of various architectures, exhibit-
ing strong attack performance and high stealthiness. Addi-
tionally, comparative experiments reveal that NumbOD sur-
passes state-of-the-art (SOTA) methods for attacking ODs.
Our main contributions are summarized as follows:
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* We propose NumbOD, a novel model-agnostic adversar-
ial attack against ODs, designed to disrupt object detec-
tion within images across various detector architectures.

* We design a spatial-frequency fusion attack framework
against ODs, which consists of a spatial coordinated de-
viation attack and a critical frequency interference attack.

* QOur extensive experiments on nine ODs and two datasets
show that our NumbOD achieves powerful attack perfor-
mance and high stealthiness, surpassing SOTA attacks.

Related Works
Object Detectors

Existing object detection methods are primarily categorized
into two distinct paradigms: two-stage detectors (Ren et al.
2015; Cai and Vasconcelos 2019; Ding et al. 2019; Wang
et al. 2020; Xu et al. 2020; Sun et al. 2021; Xie et al. 2021;
Han et al. 2021b) and single-stage detectors (Redmon et al.
2016; Lin et al. 2017; Yang et al. 2019; Tian et al. 2019;
Feng et al. 2021; Zhang et al. 2021; Han et al. 2021a). Two-
stage detectors, such as R-CNN (Girshick et al. 2014), Faster
R-CNN (Ren et al. 2015), and Cascade R-CNN (Cai and
Vasconcelos 2019), first generate candidate regions through
a RPN and then perform precise classification and regres-
sion on these regions. Conversely, single-stage detectors,
such as YOLOs (Redmon et al. 2016; YOLO-V5 2022),
VFNet (Zhang et al. 2021), and TOOD (Feng et al. 2021),
directly predict object classes and bounding box coordinates
across the entire image in a single evaluation step. For clar-
ity, we define the objects detected in the images by the ob-
ject detector as foreground and the remaining parts of the
images as background. Different detectors achieve desirable
results in object detection tasks based on their unique mod-
ules, which also endow them with distinct vulnerabilities.

Adpversarial Examples on Object Detectors

Adversarial example (Goodfellow, Shlens, and Szegedy
2015; Zhou et al. 2023a, 2024b,a; Song et al. 2025; Zhang
et al. 2025) is introduced to demonstrate the fragility of
DNNSs, which involves the addition of minimal perturbations
to images, causing misclassification by the target model. Ex-
isting adversarial examples can be categorized into noise-
based (Goodfellow, Shlens, and Szegedy 2015; Moosavi-
Dezfooli, Fawzi, and Frossard 2016; Madry et al. 2018)
and patch-based methods (Wei, Yu, and Huang 2023; Huang
et al. 2023; Tang et al. 2023). The former boasts high con-
cealment, while the latter offers flexibility but is prone to de-
tection due to its visibility. Therefore, this paper exclusively
considers noise-based adversarial methods.

Recently, researchers begin to study the vulnerabilities of
object detection, a task that presents greater challenges than
classification due to its inclusion of both regression and clas-
sification subtasks. While recent methods (Xie et al. 2017; Li
et al. 2018; Chen, Kung, and Chen 2021) have demonstrated
certain attack performance tailored to specific models, they
also inherently limit their scalability, rendering them un-
suitable for attacks across different architectural models.
To address this issue, some efforts (Wei et al. 2018; Chow
et al. 2020; Aich et al. 2022) explored designing preliminary



model-agnostic adversarial attacks against ODs. For exam
ple, TOG (Chow et al. 2020) employs two different attac
strategies to customize attacks for RPN-based and anchot
based ODs. However, it cannot attack more recent detector
(e.g., Sparse R-CNN (Sun et al. 2021)) without such funda
mental components. Therefore, there is an urgent need for
truly model-agnostic attack against ODs.

Methodology
Problem Formulation

Object detection is a fundamental task in computer visior
encompassing two subtasks: classification and regressior
Its output involves providing predicted bounding boxes fo.
target objects, along with corresponding classification labels
and scores. Given an image x € D to an object detector
f(z) € RN*(+D) that returns bounding boxes B,, contain-
ing the coordinates of the top-left and bottom-right corners
and the predicted label Y,,,n = 1,2, ..., N, with classifica-
tion score ¢,, € [0, 1].

Threat model. We assume that the adversary has access to
both the white-box model and the dataset, aiming to design
adversarial examples that render the OD ineffective. Specif-
ically, the adversary aims to craft an elaborate adversarial
noise § to paste onto the input image x to get an adversarial
example 2%, which is then fed into the detector to change
its original output, e.g., the bounding box is shifted or dis-
appears, the predicted category of the target object changes
or the original classification score decreases. Note that the
noise d needs to be small enough to be indistinguishable to
the naked eye so that the adversarial examples are not eas-
ily detected. This constraint is typically enforced through an
upper bound € on the [,,-norm formulated as follow:

maxEop [f (2 40) # f (@], st.8], <e ()

After feeding the adversarial example x4 ¢ into the object
detector f(-), we can obtain the adversarial prediction boxes
Badv label Y% with classification score 24,

Key Challenges and Intuitions

Due to the significant structural differences among exist-
ing object detectors and their focus on specific object re-
gions within images rather than the entire image, design-
ing a model-agnostic adversarial attack for object detectors
presents the following challenges:

Challenge I: The attack dependency on specific modules
of object detectors. Benefiting from the designs tailored to
the specific modules of object detectors, previous methods
have achieved promising attack performance. For instance,
the customized attack design of RAP (Li et al. 2018) focus-
ing on the RPN has proven to be highly effective in deceiv-
ing RPN-based detectors. However, this also limits its attack
generalization. Specifically, RAP demonstrates ineffective-
ness in targeting single-stage detectors due to the absence
of an RPN structure. Similarly, other attack methods like
FGSM (Goodfellow, Shlens, and Szegedy 2015), DAG (Xie
et al. 2017), and PGD (Madry et al. 2018), which are de-
signed for classification tasks, cannot be directly applied to
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Figure 2: Dual-track attack target selection strategy

single-stage models. Hence, a simple idea is to utilize the
final output features of the object detector, which are inde-
pendent of specific modules, for crafting adversarial exam-
ples. However, the extensive bounding boxes generated by
the object detector also introduces ambiguity concerning the
attack target, thereby incurring unnecessary computational
overhead. Given that object detection algorithms typically
employ joint optimization for classification and regression
tasks, we propose a dual-track attack target selection strat-
egy. This strategy enhances attack efficiency by separately
selecting the top-k predicted boxes with high scores for
both classification and regression tasks as attack targets. As
shown in Fig. 2, for regression, we select the predicted boxes
with the highest top-k IoU scores for each object in the im-
age as attack targets. For classification, we similarly choose
the predicted boxes with the highest top-k IoU scores, but
only when the predicted labels match the ground truth labels
for each object. By simultaneously considering the above
bounding boxes as attack targets, we aim to enhance attack
efficiency while avoiding the emergence of suboptimal at-
tacks.

Challenge II: The attack redundancy on non-critical ob-
jects. Most existing adversarial attacks on object detec-
tors focus on optimizing global noise at the image level.
However, perturbing regions outside the target objects (e.g.,
the background) often fails to enhance attack effective-
ness and can lead to inefficiencies. It is well known that
low-frequency components (LFC) of an image, which have
smooth pixel changes, carry the main information of the im-
age. In contrast, high-frequency components (HFC), char-
acterized by abrupt pixel changes, mainly convey details
and noise. Given that deep neural networks are biased to-
wards image textures, we propose selectively disrupting the
HFC of images to hinder the model’s recognition of critical
objects, thereby increasing the attack’s efficiency. Specifi-
cally, we aim to amplify the differences in high-frequency
components (i.e., texture information) between adversarial
examples and benign samples while constraining the dif-
ferences in low-frequency components (i.e., shape informa-
tion). This approach further enhances the attack’s effective-
ness and stealthiness. By designing such fusion attack in
both spatial and frequency domains, we strategically target
crucial areas within images while simultaneously deceiving
regression and classification subtasks. This provides an ef-
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Figure 3: The pipeline of our method

ficient optimization direction for generating adversarial ex-
amples, resulting in successful attacks on object detectors.

Spatial-Frequency Fusion Attack

In this section, we present NumbOD, a brand-new spatial-
frequency fusion attack against object detectors, making
them impossible to properly detect objects in images. The
pipeline of NumbOD is depicted in Fig. 3, which consists
of a spatial coordinated deviation attack and a critical fre-
quency interference attack. We initially allocate high-quality
bounding boxes for each object in the image as attack tar-
gets from the perspectives of both regression and classifica-
tion subtasks, based on the dual-track attack target selection
strategy. Subsequently, in the spatial domain (i.e., traditional
attacks involving pixel-level modifications to images), we
introduce noise to the images to disrupt the detector’s assess-
ment of objects by simultaneously customizing deviations
in the positions of predicted boxes and misleading classifi-
cation outcomes. Simultaneously, in the frequency domain,
we enhance the attack performance by further undermining
key details, textures, and edges in the images, thereby boost-
ing attack efficiency. The overall optimization objective of
NumbOD is as follow:

Jrotal = Tsa + jfa (2)

where 7, is the spatial attack loss and J, is the frequency
attack loss.

Spatial coordinated deviation attack. Given that the out-
put of the OD for image = primarily includes bounding box
locations and classification information. Our method targets
these two critical components for attack. Specifically, we in-
duce a coordinate shift attack (7,.) to alter the size and po-
sition of the predicted boxes output by the object detector,
and mislead the classification results through a foreground-
background separation attack (7.;s). The loss of the spatial
coordinated deviation attack is formulated as follow:

jsa = s7loc + )\jcls (3)
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For the regression subtask, we design a targeted approach
to align the coordinates of the predicted boxes with those
of predefined meaningless target regions. Considering that
objects in the image tend to be located in the central area,
we force the coordinates of the predicted bounding box’s
top-left and bottom-right corners to approach the edge point
(0,0), causing both positional and size changes to render it
ineffective. Jj,. can be expressed as:

N
\7loc = Z jd(Bngva B;)/N

n=1

“4)

where B! represents the target bounding box designed by
the attacker, and 73 is the Smooth L1 loss.

For the classification subtask, we implement a
foreground-background separation attack by minimiz-
ing the scores associated with the true labels of objects
in the image while maximizing the score assigned to
the background class. This approach induces the object
features within the image to converge towards those of the
background, thereby impeding accurate detection. For the

K-class probabilities ¢, = (cV,cl,c2,...cK), we desig-

n) n’)-n?
nate ¢! as the scores attributed to the respective ground
truth labels within the n -th bounding box. We enhance
the background scores cX while reducing the scores ¢!
of the corresponding ground truth labels. The descrlbed

optimization process can be represented as:

N N
> log (¢)/N =Y log (ck)/N

Critical frequency interference attack. In the frequency
domain, the high-frequency components of an image denote
the finer details, including noise and textures, while the low-
frequency components contain the general outline and over-
all structural information of the image. We aim to disrupt the
sensitive high-frequency components of DNNs to interfere
with the OD’s focus on crucial objects in input images. We

Jeis = (&)



Datasets MS-COCO PASCAL VOC
Models FR CR SR SFR RP VENet TOOD D.DETR YOLO FR CR SR SFR RP VFNet TOOD DDETR YOLO
IW-SSIM| 017 018 012 017 015 016 013 018 017 020 020 014 020 017 017 015 017 017
NMSE| 001 001 00l 001 00l 00l 00l 00l 00l 00l 001 001 00l 00l 00l 00l 002 00l
V| 96.14 96.17 9608 9615 96.10 96.15 9606 9628 9623  8L.I12 813 8104 8L.I14 81.04 8119 8102 8128  SLIS
mAPSO() Cleanl 098 5128 4758 5070 4899 SL31  SLE0 6079 5332 7445 7500 7060 7383 7368 7395 5741 78Sl 69.42
advl 038 027 362 047 225 549 269 169 059 054 022 321 071 135 196 254 322 214
clean? 3474 37.55 32.54 3693 32.80 37.68 3886 4373 3684  S57.08 60.04 5256 5834 56.19 5974 4186 6219 5147
mAPTS(%) a4yl 006 008 117 010 074 190 132 132 017 004 002 115 008 021 039 099 203 086

Table 1: Attack performance of NumbOD against different object detectors

Figure 4: Visualizations of the adversarial examples made by different methods against Faster R-CNN on MS-COCO

employ the DWT, utilizing a low-pass filter £ and a high-
pass filter H, to decompose the image x into different com-
ponents, constituting a low-frequency component ¢;;, a high-
frequency component ¢y, and two mid-frequency compo-
nents ¢, and ¢, via

Ccyp = EwﬁT, Chh — H.’L‘HT7 Clh/chl = ECL"HT/’H%CT (6)

Subsequently, we employ the inverse discrete wavelet
transform (IDWT) to reconstruct the signal that has been de-
composed through DWT into an image. We choose the LFC
and HFC while dropping the other components to obtain the
reconstructed images ¢(x) and ¢ (z) as

o(x) = LTaylL = LT (LaLTL 0

(@) =H apH =H (HaH")H ®)
By adding the adversarial noises to the images, we al-
ter their high-frequency components, disrupting the original
texture information. Simultaneously, we enforce constraints
on the low-frequency disparities between adversarial and be-
nign examples to redirect a larger portion of the perturbation
towards the high-frequency domain, thereby enhancing the
attack performance and stealthiness of adversarial examples.
The loss of the critical frequency interference attack can be
expressed as:

jfa = \7lfc _jhfc

= Tu(d(@), a4 8)) — Ta((), (@ +8)

Experiments

Experimental Setup

Datasets and models. For a comprehensive evaluation, we
use MS-COCO (Lin et al. 2014) and PASCAL VOC (Ev-
eringham et al. 2010) datasets with victim models with
ResNet50, ResNet101, and ResNeXt101 as backbones. Un-
less otherwise specified, we use ResNet50 as the default
backbone for evaluation. Specifically, we select the follow-
ing nine models: (1) Two-stage detectors: Faster R-CNN
(FR) (Ren et al. 2015), Cascade R-CNN (CR) (Cai and Vas-
concelos 2019), SABL Faster R-CNN (SFR) (Wang et al.
2020), and Sparse R-CNN (SR) (Sun et al. 2021). (2) Single-
stage detectors: RepPoints (RP) (Yang et al. 2019), De-
formable DETR (D.DETR) (Zhu et al. 2020), VFNet (Zhang
et al. 2021), TOOD (Feng et al. 2021), and YOLO v5
(YOLO) (YOLO-VS5 2022).

Evaluation metrics. In terms of attack effectiveness, we
evaluate the attack performance of our method using the
widely adopted metric in the object detection domain, Mean
Average Precision (mAP). We choose mAP5g and mAP75
as indicators, which represent the average precision at Inter-
section over Union (IoU) thresholds of 0.5 and 0.75, respec-
tively. In terms of attack stealthiness, we select commonly
used metrics such as Inception Weighted Structural Similar-
ity Index Metric (IW-SSIM), Normalized Mean Squared Er-
ror (NMSE), and Total Variation (TV) to assess the distance
between benign images and perturbed images. For clarity,
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we default to multiplying the values of mAP, IW-SSIM, and
NMSE by 100.

Implementation details. Following (Goodfellow, Shlens,
and Szegedy 2015; Xie et al. 2017; Madry et al. 2018; Chow
et al. 2020), we set the upper bound of the adversarial per-
turbation to 8/255. We set the hyperparameters A to 100,
while the training epoch is set to 50 with a batch size of 1.
We utilize the Adamax optimizer and set the learning rate
and weight decay to 0.03 and 0.02, respectively.

Attack Performance

To comprehensively evaluate NumbOD’s effectiveness,
we conduct experiments on nine object detectors, with
ResNet50 as the backbone, across two datasets, MS-COCO
and PASCAL VOC. For a single attack, we randomly select
5000 images from the dataset to craft adversarial examples,
which are then fed into the object detector to evaluate the
effectiveness and stealthiness of our approach.

We first provide a quantitative evaluation of NumbOD in
Tab. 1. The results reveal the substantial impact of adversar-
ial attacks on the performance of various object detection
models across different datasets. Our proposed NumbOD
causes significant reductions in mAP scores at both 50%
and 75% IoU thresholds, indicating a marked decrease in de-
tection accuracy. Notably, models like Cascade R-CNN and
RepPoints show increased vulnerability, with mAP values
significantly dropping across the datasets. We also present
the qualitative evaluation results in Fig. 4 to further validate
the effectiveness of our approach. The results in the last col-
umn of Fig. 4 indicate that the object detector fails to detect
objects in the adversarial examples generated by NumbOD,
with prediction box positions completely wrong or missing,
and misclassification results.

Notably, as indicated by the metrics in Tab. 1 and the im-
ages shown in Fig. 4, our approach exhibits remarkably high
stealthiness. The generated adversarial examples are visu-
ally indistinguishable, excelling in both visual appearance
and stealthiness metrics.

Comparison Study

To showcase the superiority of our method, we conduct
comparative experiments against SOTA adversarial example
methods from both effectiveness and stealthiness perspec-
tives. Specifically, we compare our proposed NumbOD with
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six popular attack methods, FGSM (Goodfellow, Shlens, and
Szegedy 2015), DAG (Xie et al. 2017), PGD (Madry et al.
2018), RAP (Li et al. 2018), TOG (Chow et al. 2020), and
LGP (Li et al. 2024a), on two models across two datasets.
Among them, LGP is the latest SOTA attack tailored for ob-
ject detectors. The perturbation constraints of LGP and RAP
do not belong to the {, norm. We use the parameters as stated
in their original papers. The perturbation budget for the other
attacks is set to 8/255.

We first present the quantitative comparison of our
method with these methods in Tab. 2. The results indicate
that our method outperforms all existing approaches in terms
of effectiveness and stealthiness. We further provide quali-
tative experiments comparing our method with these meth-
ods in Fig. 4. We consider deceiving both sub-tasks of ODs
simultaneously as truly fooling the object detection model.
The results in Fig. 4 indicate that existing methods can only
deceive either the regression or the classification task indi-
vidually, i.e., causing the predicted box to deviate or misclas-
sifying. For instance, in the case of the LGP attack, it per-
forms excellently in terms of attack metrics (e.g., achieving
an mAP5q of 1.49 on Faster R-CNN across the MS-COCO
dataset), but still fails to effectively deceive the regression
sub-task, meaning the predicted boxes still remain on the
main objects in the image. The results from Fig. 4 demon-
strate that our approach outperforms others significantly,
achieving true deception of the object detector, including
prediction box deviations or disappearances and misclassi-
fication results.

Ablation Study

In this section, we explore the effect of different modules
and backbones on our method. We conduct experiments on
the Faster R-CNN model with ResNet50 as the backbone
across the MS-COCO dataset.

The effect of different modules. We investigate the effect
of different modules on NumbOD. We use A, B, C, and D
to represent Jioc, Jels» Jife, and Jy rc, respectively. Exper-
imental results in Fig. 5 (a) demonstrate that none of the
variants of our proposed method can match the performance
of the complete version.

The effect of backbone. We examine the effect of differ-
ent backbones on NumbOD, using three Faster R-CNN vari-
ants: ResNet50 (R50), ResNet101 (R101), and ResNeXt101
(X101). These models are tested on MS-COCO and PAS-
CAL VOC datasets to evaluate NumbOD’s attack perfor-
mance. The results in Fig. 5 (b) demonstrate our method’s
outstanding attack performance across various backbones.

Defense
Corruption

Corruption is a representative image preprocessing method
used to mitigate adversarial examples. We employ two pop-
ular strategies, Brightness (“B-") and Spatter (“S-"), to cor-
rupt adversarial examples. As illustrated in Fig. 6 (a), the
mAP5y of the Faster R-CNN model decreases as the de-
gree of corruption increases. However, our attack remains



MS-COCO PASCAL VOC
Metric Model "EGsM  PGD DAG RAP  TOG LGP  Ours FGSM PGD DAG RAP TOG LGP Ours
Epsilon - 8 8 8 - 8 - 8 8 8 8 - 8 - 8
IW-SSIM |, z 016 018 0.18 538 025 052 0.17 020 021 019 400 1061 021 020
NMSE/ < 0.01 0.02  0.01 0.58  0.02 004 0.1 002 002 002 062 134 002 0.01
TV, ~ 96.92 9724 9628 109.97 9640 97.04 96.14 82.06 81.51 8121 9277 107.08 8126 8112
mAP50] 2 1781 396 336 1130 890 149 0.38 33.15 746 544 4746 525 341  0.54
mAP75] £ 875 136 142 490 390 0.2 0.06 2008 1.90 1.82 3098 323 042 0.04
Metric FGSM PGD DAG RAP TOG LGP Ours FGSM PGD DAG RAP TOG LGP Ours
Epsilon - - - - 8 - 8 - - - - 8 - 8
IW-SSIM | 3 - - - - 022 039 016 - - - - 021 061 017
NMSE] & - - - - 0.01 0.02 0.01 - - - - 0.02  0.04 0.01
TV, > - - - - 96.37 96.59 96.15 - - - - 81.37 8176 81.19
mAP50] - - - - 1285 1349 5.49 - - - - 1041 1099  1.96
mAP75] - - - - 392 349 190 - - - - 382 157 039
Table 2: Comparison Study. Bolded values indicate the best results.
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Figure 6: The attack performance of NumbOD against different defenses on the MS-COCO dataset. (a) - (d) examine four de-
fenses Corruption, Pruning, Fine-tuning, and Adversarial training on our method, respectively. “Benign*” and “Adv*” represent
the results of the object detector after employing defense methods.

effective even when the erosion level is 5, with an aver-
age mAPs5, value below 25%. These findings indicate that
NumbOD can effectively resist the corruption-based pre-
processing defense.

Pruning & Fine-tuning

Pruning (Zhu and Gupta 2017) involves selectively remov-
ing specific architectural components or parameters suscep-
tible to exploitation by adversaries, thereby enhancing the
resilience against adversarial attacks. As shown in Fig. 6 (b),
we select pruning rates from 0 to 0.8, demonstrating Num-
bOD’s consistent ability to execute potent attacks even as
the detector approaches collapse. Similar to pruning, fine-
tuning (Peng et al. 2022) involves modifying the model to
adjust inherited pre-trained weights. We conduct fine-tuning
on five widely used object detectors to defend against adver-
sarial examples. The results in Fig. 6 (¢) indicate an increase
in the model’s mAPs5( after fine-tuning, but NumbOD still
maintains high attack performance.

Adversarial Training

Adversarial training (Madry et al. 2018) is considered one
of the most effective defense mechanisms against adversar-
ial attacks, enhancing the robustness of models by introduc-
ing noise into the training dataset. We fine-tune five well-
trained object detectors from the MMDetection repository

on the MS-COCO dataset. As shown in Fig. 6 (d), our
method maintains strong attack performance, with only a
slight mAP5q drop of less than 2.5%, even after adversar-
ial training. This confirms our method’s resilience against
adversarial training.

Conclusion

In this paper, we propose NumbOD, the first model-agnostic
spatial-frequency fusion attack against object detectors, ren-
dering them numb to input images and unable to detect ob-
jects. It consists of a spatial coordinated deviation attack
and a critical frequency interference attack. We first design a
dual-track attack target selection strategy, selecting the top-k
high-quality bounding boxes independently from both clas-
sification and regression subtasks as attack targets. Subse-
quently, we utilize directional induction to shift the detected
bounding boxes output by the object detectors and devise a
foreground-background separation attack to disrupt classifi-
cation, thereby deceiving the model in the spatial domain.
Concurrently, we distort the high-frequency information of
images in the frequency domain to enhance the attack ef-
ficiency for critical objects. Our extensive experiments on
nine object detectors and two datasets show that our Num-
bOD achieves high attack performance and stealthiness, sur-
passing SOTA attacks against object detectors.
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