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Abstract

Graph anomaly detection has gained significant research in-
terest across various domains. Due to the lack of labeled data,
contrastive learning has been applied in detecting anomalies
and various scales of contrastive strategies have been initi-
ated. However, these methods might force two instances (e.g.,
node-level and subgraph-level representations) with different
category labels to be consistent during model training, which
can adversely impact the model robustness. To tackle this
problem, we present a novel contrastive learning framework
with the Diffusion model-based graph Enhancement mod-
ule for Graph Anomaly Detection, DEGAD. In this frame-
work, we design a diffusion model-based graph enhancement
module to manipulate neighbors to generate enhanced graphs,
which can efficiently alleviate the inconsistent problem. Fur-
ther, based on the enhanced graphs, we present a multi-scale
contrastive module to discriminate anomalies. Experimental
results demonstrate the superiority of our model.

Introduction

As a few anomalies may cause tremendous loss, anomaly
detection is a crucial task for a wide range of applica-
tions (Xiao et al. 2023b). Due to the difficulty of obtain-
ing a large amount of annotated data, contrastive learning,
which is in essence unsupervised learning, has been applied
in graph anomaly detection (Liu et al. 2021). The core idea
is to construct positive and negative pairs for contrast, fol-
lowing the principle of maximizing the agreement between
positive pairs while minimizing that between negative pairs.

Since anomalies are frequently concealed across various
scales (such as node and subgraph levels) due to the com-
plexity of graph data (Jin et al. 2021), existing studies gen-
erally exploit node-level and subgraph-level representations
to perform contrastiveness (Duan et al. 2023). They consider
the node-level and subgraph-level representations derived
from the same target node as a positive pair and the ones
from the different target nodes as a negative pair. Despite
the success of these ways, there still exists the additional is-
sue: the two instances with different category labels might
be considered as a positive pair, whose agreement is maxi-
mized during model training. This can adversely affect the
model robustness and degrade the detection results.
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Due to the severely skewed distribution of anomalies ver-
sus normal nodes in quantity, there exist a part of nodes who
have heterophily-dominant neighbors, i.e., most neighbors
have different class labels with the target node. Correspond-
ingly, for a heterophilic node, its node-level representation
derived from its attributes tends to have a different class
label with its subgraph-level representation derived from
its neighbors. However, general graph contrastive learning
methods regard them as a positive pair and try to force them
to be consistent (Jin et al. 2021; Liu et al. 2021). This can
exert a negative impact on the model effectiveness.

To tackle these problems, we present a novel contrastive
learning framework with Diffusion model-based graph En-
hancement module for Graph Anomaly Detection, DEGAD.
In this framework, we design a diffusion model-based graph
enhancement method, which can manipulate neighbors to
generate enhanced graphs to alleviate the problem of the
inconsistent problem. Further, we adopt these enhanced
graphs to construct a multi-scale contrastive module to de-
tect anomalies.

Methodology

Problem Definition. Given an attributed network G
(V, €,X) with nodes V, edges £ and attributes X, we aim to
learn a function using a number of unlabeled samples to cal-
culate the anomaly score for each node. The anomaly score
represents the degree of abnormality.

Framework. There are two main modules in our proposed
DEGAD. The graph enhancement module aims to manipu-
late the neighbors of the target node to produce enhanced
graphs. The contrastive module leverages these enhanced
graphs to train a GNN encoder with the designed multi-scale
contrastive losses. As a result, the anomaly scores are com-
puted based on the similarity degrees of the representations
obtained from this model.

Graph Enhancement Module. Inspired by the superiority
of diffusion models (Xiao et al. 2023a; Li et al. 2024), we
present a diffusion model-based graph enhancement mod-
ule, which can inject the characteristics of the target node
into a part of its neighbors to generate enhanced graphs. The
enhanced graphs can alleviate the inconsistent problem, be-
cause the subgraph-level representations can become more
consistent with the node-level representation after injecting
the characteristics of the target node into its neighbors.
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This module first utilizes the forward process of the dif-
fusion model to add noise into the source zg. to form a
prior z”. Then, z” is fed into the reverse diffusion process
to generate a clean sample through gradual denoising, i.e.,
27 — ... > 7' - 2 — .. = 2° During this denoising
process, the features of the reference nodes are extracted and
iteratively injected into the latent variable z*. In this way, the
generated node z° will possess the characteristics of both the
source node and the reference nodes.

Concretely, to smoothly manipulate the neighbors, we se-
lect multiple nodes as the reference ones (€.8., Zref, - .. Zref,, )-
Then, we utilize the forward process to generate a prior z”
by adding noise into the source Zg:

2’ = VarZg. + V1 — are, (H

where ar = Hthl(l — f¢) and fy, ..., By are fixed vari-
ance schedules. Further, we feed the prior z” into the re-
verse diffusion process. In each denoising process, we exert
the condition (the reference node) on this reverse process to
generate a sample with the characteristics of both zy. and
Zef:

z' :'Ylit + 72 (U(fl(zfefl)v =y fl(zﬁefn)) - fl(it))’ @
t—1 t—1

where z, °...., 2, are sampled using the forward process,
f1(+) is a low-pass filter, o is a aggregation function like av-
erage, and ~; and 7, denote the weight hyper-parameters.
This reverse process iteratively refines the distribution until
reaching a clean manipulated sample.

Having the manipulated nodes, we replace a given ratio
of the neighbors of the target node with these manipulated
nodes to build an enhanced graph, called enhanced graph
1, and select another ratio for enhanced graph 2. These en-
hanced graphs are used for building the contrastive losses.
Contrastive Module. Based on the enhanced graphs, for a
target node v;, we first adopt a GCN to compute its node-
level (h;) and subgraph-level (e;) representations. Regard-
ing the node-level representation, its subgraph-level repre-
sentation is considered as the positive pair, while the one
corresponding to the other node is considered as the nega-
tive pair. In particular, for the enhanced graph 1, the anomaly
level of the target node is correlated with the similarity:

St =¢(hjW,el™), ?3)

where W is a learnable matrix, and ¢(-) denotes the Sig-
moid activation. Generally, for similar degree S}, the node-
level and subgraph-level representations tend to be similar
in positive pairs, i.e., Sil 1, and O otherwise. Hence, we
employ the binary cross-entropy loss to train the contrast:

Lys =~ Z (vilog(S}) + (1 — yi)log(1 - 57)), (4

where y; is equal to 1 in positive pairs and 0 in negative
pairs. Similarly, for the enhanced graph 2, we can obtain the
similarity degree S? and the loss L% ¢. Therefore, the final
node-subgraph contrast loss is:

Lns =Ahs+ (1—NL%s,

where )\ is a trade-off parameter for the two losses.

&)
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Method Cora CiteSeer PubMed
F1 AUC F1 AUC F1 AUC

Autoencoder 0.6242  0.8703 0.5903 0.8045 0.6728 0.7880
DOMINANT 0.5062 0.8929 0.4627 0.8251 0.6917 0.8081
ALARM 0.6453 09124 0.6307 0.8431 0.7120 0.8257
CoLA 0.6683 0.8847 0.7102 0.8968 0.8412 0.9512
ANEMONE 0.6953 09122 0.7904 09189 0.8621 0.9548
GRADATE 0.7066 0.9237 0.8092 0.9409 0.9005 0.9820
DEGAD 0.7101 0.9302 0.8241 0.9504 09153 0.9852

Table 1: Performance comparison results.

Based on the similarity, we define the anomaly score:
AS; = S]® — S where S} and ST represent the simi-
larity degree of negative and positive pairs, respectively. The
higher the scores, the more likely the nodes are anomalous.

Experiments

Datasets & Baselines. We conduct experiments on three
datasets (Liu et al. 2021): Cora, Citeseer and Pubmed. We
compare DEGAD with autoencoder-based models (e.g., Au-
toencoder (Zhou and Paffenroth 2017), DOMINANT (Ding
et al. 2019) and ALARM (Peng et al. 2022)) and contrastive
learning-based approaches (e.g., CoLA (Liu et al. 2021),
ANEMONE (Jin et al. 2021) and GRADATE (Duan et al.
2023)).

Performance Comparison. We report the anomaly detec-
tion performance in Table 1 and have the following observa-
tions: (1) For overall detection results, DEGAD yields uni-
formly better performance than all the baselines across these
datasets. The performance gain is primarily attributed to the
enhanced graphs effectively advocating the quality of se-
lected positive pairs. (2) Typical contrastive learning-based
baselines outperform the non-contrastive learning models.
This indicates that the contrastive learning-based pattern can
effectively detect anomalies by mining the feature and struc-
ture information from graphs. While our module still sur-
passes these contrastive learning-based baselines.

Conclusion

In this paper, we presented a contrastive learning framework
with the Diffusion model-based graph Enhancement mod-
ule for Graph Anomaly Detection, DEGAD. In this frame-
work, we designed a diffusion probabilistic model-based
graph enhancement module to manipulate neighbors to gen-
erate enhanced graphs, which can relieve the problem of in-
consistent positive pairs. Based on the enhanced graphs, we
presented a multi-scale contrastive module to discriminate
anomalies. The experiments demonstrate that our proposed
approach achieves state-of-the-art performance.
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