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Abstract

While Goal-Conditioned Reinforcement Learning (GCRL)
has gained attention, its algorithmic robustness against ad-
versarial perturbations remains unexplored. The attacks and
robust representation training methods that are designed
for traditional RL become less effective when applied to
GCRL. To address this challenge, we first propose the Semi-
Contrastive Representation attack, a novel approach inspired
by the adversarial contrastive attack. Unlike existing attacks
in RL, it only necessitates information from the policy func-
tion and can be seamlessly implemented during deployment.
Then, to mitigate the vulnerability of existing GCRL al-
gorithms, we introduce Adversarial Representation Tactics,
which combines Semi-Contrastive Adversarial Augmentation
with Sensitivity-Aware Regularizer to improve the adversarial
robustness of the underlying RL agent against various types
of perturbations. Extensive experiments validate the superior
performance of our attack and defence methods across mul-
tiple state-of-the-art GCRL algorithms. Our code is available
at https://github.com/TrustAI/ReRoGCRL.

Introduction

Goal-Conditioned Reinforcement Learning (GCRL) trains
an agent to learn skills in the form of reaching distinct goals.
Unlike conventional RL, GCRL necessitates the agent to
make decisions that are aligned with goals. This attribute
allows agents to learn and accomplish a variety of tasks
with shared knowledge, better generalization, and improved
exploration capabilities. Furthermore, it is binary-rewarded,
which is easier to implement compared to hand-crafted com-
plex reward functions. Recently, there has been a signifi-
cant surge in research related to GCRL. Exemplary works
include methods based on techniques such as hindsight ex-
perience replay (Andrychowicz et al. 2018; Fang et al. 2018,
2019), imitation learning (Ghosh et al. 2020; Yang et al.
2021b), or offline learning (Chebotar et al. 2021; Ma et al.
2022; Mezghani et al. 2023).

Generally, these studies tend to assume that the sensing
and perception systems of agents are devoid of uncertainties.
However, this presumption is hardly applicable in real-world
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scenarios because there are known gaps between simulated
and real-world environments, such as measurement errors,
motor noise, etc. The observations made by agents encom-
pass unavoidable disturbances that originate from unforesee-
able stochastic noises or errors in sensing (Huang et al. 2020;
Zhang, Ruan, and Xu 2023; Wang et al. 2022; Huang, Jin,
and Ruan 2023). For example, due to the existence of adver-
sarial attacks in RL agents (Huang et al. 2017; Weng et al.
2019; Bai, Guan, and Wang 2019; Mu et al. 2023a,b), even
minor perturbations can lead to unsafe outcomes in safety-
critical GCRL control strategies (Gleave et al. 2019; Sun
et al. 2020).

Recently, numerous robust techniques have been imple-
mented in traditional RL, which can be broadly classified
into two categories: i) Adversarial Training (AT), and ii) Ro-
bust Representation Training. Particularly, AT in RL trains
agents with adversarial states or actions (Pinto et al. 2017;
Kos and Song 2017; Zhang et al. 2020b), and then enhances
their adversarial robustness. However, AT-trained RL agents
cannot be utilized across downstream tasks, which limits
their transferability. Compared to AT, robust representation
training can deliver low-dimensional, collapse-resistent, and
perturbation-robust representations of observations (Gelada
et al. 2019; Zhang et al. 2020a; Zang, Li, and Wang 2022),
which is the focus of recent studies. Specifically, it learns
representations that capture only task-relevant information
based on the bisimulation metric of states (Ferns, Panan-
gaden, and Precup 2011). Technically, this is achieved by
reducing the behavioural difference between representations
of similar observation pairs in the latent space.

Although there are already many articles enhancing the
robustness of RL, few works (He and Lv 2023) consider the
robustness of GCRL against adversarial perturbations. Dif-
ferent from the vanilla one, GCRL employs reward functions
characterized by sequences of unshaped binary signals. For
example, (Andrychowicz et al. 2018) allocates the reward
by determining whether the distance between the achieved
goal ¢ and the desired goal g is less than a threshold e:
1(||g — gll < €). This makes the reward sequences in GCRL
notably sparser than those in traditional RL. The sparsity
of rewards in GCRL leads to inaccurate estimations of both
Q-values and actions. This presents a significant challenge
for directly implementing conventional RL attacks, partic-
ularly those that rely on pseudo labels such as Q-values or
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Conventional RL (a)

GCRL (a) GCRL (b)

Figure 1: Trajectories of the agent at state s approaching
blue and orange goals in conventional RL and GCRL, where
the designated goals vary with different initialization. Re-
wards are indicated in each block along the trajectories.

action values.Consequently, this underscores the necessity
to develop new attack methods tailored for GCRL to evalu-
ate its robustness. Inspired by adversarial contrastive learn-
ing (Kim, Tack, and Hwang 2020; Jiang et al. 2020; Ho and
Nvasconcelos 2020), we propose the Semi-Contrastive Rep-
resentation (SCR) attack, with the aim of maximizing the
distance between the representations of original states and
their corresponding perturbed versions. This approach effec-
tively bypasses the need for approximated labels. Notably,
this method can operate independently of the critic function
and is readily deployable.

Contrary to conventional RL, where state rewards ap-
proach 1.0 as the agent nears the goal, in GCRL, rewards
consistently remain at 0.0 until the goal is reached. This
distinction is highlighted in Fig. 1: for a given state s, the
rewards of subsequent states in Conventional RL (a) sig-
nificantly differ from those in Conventional RL (b). How-
ever, such a disparity in rewards is not present in GCRL,
where they invariably stay at 0.0. Consequently, bisimu-
lation metric-based representation training methods cannot
capture well the differences between state-goal tuples in
GCRL. To deal with this, we propose a universal defen-
sive framework named Adversarial Representation Tactics
(ARTs). Firstly, ARTs enhance the robustness of vanilla
GCRL algorithms with Semi-Contrastive Adversarial Aug-
mentation (SCAA). Secondly, ARTs mitigate the perfor-
mance degradation associated with bisimulation metric-
based robust representation techniques using the Sensitivity-
Aware Regularizer (SAR). In summary, our contributions
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are summarized as follows:

* We introduce a novel Semi-Contrastive Representation
(SCR) attack. It can operate without the critic function
and is ready for direct deployment.

We propose a mixed defensive strategy, termed Adver-
sarial Representation Tactics (ARTSs), to dynamically en-
hance adversarial robustness tailored to specific GCRL
algorithms.

Extensive experiments validate that our proposed attack
method and defence techniques outperform state-of-the-
art algorithms in GCRL by a large margin.

Related Work
Goal-Conditioned Reinforcement Learning

Several methods have tackled GCRL. Hindsight experience
replay (Andrychowicz et al. 2018) is often employed to en-
hance the effectiveness of policies by relabeling the goal.
Goal-conditioned supervised learning approaches (Ghosh
et al. 2020; Yang et al. 2021b) solve this problem by
iteratively relabeling and imitating self-generated experi-
ences. For long-horizon tasks, hierarchical RL (Chane-
Sane, Schmid, and Laptev 2021) learns high-level poli-
cies to recursively estimate a sequence of intermediate sub-
goals. Moreover, model-based methods (Charlesworth and
Montana 2020; Yang et al. 2021a), self-supervised learn-
ing (Mezghani et al. 2022; Eysenbach et al. 2022), and
planning-based methods (Eysenbach, Salakhutdinov, and
Levine 2019; Nasiriany et al. 2019) are also used to solve
GCRL problems. Unlike these prior methods, our paper
considers the representation training and robustness perfor-
mance on GCRL.

Adversarial Contrastive Attack

Adversarial contrastive attacks have gained significant atten-
tion in recent studies. Particularly, (Kim, Tack, and Hwang
2020) proposes the instance-wise adversarial attack for un-
labeled data, which makes the model confuse the instance-
level identities of the perturbed data samples. (Jiang et al.
2020) directly exploits the Normalized Temperature-scaled
Cross Entropy loss to generate PGD attacks. (Ho and Nvas-
concelos 2020) introduces a new family of adversarial ex-
amples by backpropagating the gradients of the contrastive
loss to the network input. The above methodologies consis-
tently rely on the cosine similarity among the original sam-
ple, positive, and negative samples. In this paper, however,
we devise a novel contrastive attack method, which is more
suitable in GCRL and can be extended to other RL settings.

Bisimulation Metric

Bisimulation metrics offer a framework to gauge the simi-
larity between states within MDPs. The traditional bisimu-
lation metric, as defined by (Ferns, Panangaden, and Precup
2012), considers two states to be close if their immediate re-
wards and transition dynamics are similar (Larsen and Skou
1989; Givan, Dean, and Greig 2003). This self-referential
concept has been mathematically formalized using the Kan-
torovich distance, leading to a unique fixed-point definition.
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However, the conventional approach has been criticized for
resulting in pessimistic outcomes, as it requires considera-
tion of all actions, including those that may be suboptimal.
To address this challenge, (Castro et al. 2022) introduced the
strategy of Matching Under Independent Couplings (MICo).
This approach focuses solely on actions induced by a spe-
cific policy m, offering a more optimistic and tailored mea-
sure of state equivalence. Whereas, in this work, we fo-
cus on their extended version, Simple State Representation
(SimSR).

Background

In this section, we first present the fundamental concepts of
goal-conditioned MDPs and delve into their extensions in
adversarial state-goal scenarios. Then, we outline the archi-
tecture of our training backbone and describe SimSR, the
cutting-edge robust representation training method.

Goal-Conditioned MDPs

In this section, we model our task as a goal-
conditioned MDP. This can be formalized as a tuple
(8,G6,Z, A, r,v,T). Here, S represents the state space, G
the goal space, Z the latent representation space, and A
the action space. The reward function is denoted by r, v
stands for the discount factor, and 7 signifies the state-goal
transition probability function.

We assume that the policy function 7 can be approxi-
mated using a combination of an encoder, 9 (-), and an actor-
network, ¢(+). The critic function is represented by of+).
Specifically, for any given state s € S and goal g € G, the
encoder #)(-) transforms the concatenated tuple (s, g) into
the representation space Z. The resulting feature, z(, ¢y, is
expressed as 1((s, g)). The actor network, ¢(-), maps this
feature, 2(s,g)> 1O @ specific action as,g) € A. The action
distribution is defined as a, 4y ~ 7(-| (s, g)). Based on the
chosen action a(s,q)» the agent’s subsequent state, s’, can be
sampled using s’ ~ T(:| (s, g) ,a(s,q)) and succinctly rep-
resented as 7'{; gy

In contrast to traditional RL algorithms, GCRL only pro-
vides rewards when the agent successfully achieves a prede-
fined goal. Specifically, we define the reward for a state-goal
tuple (s, g) as r(s 5 = 1(D(s,g) <n). Here, 7 is a pre-
defined threshold, D acts as a distance metric, determining
if s and g are sufficiently close. We utilize {,,-norm in this
paper. Given an initial state sy and a goal g, our primary ob-
jective is to optimize the expected cumulative rewards across
joint distributions following:

] Y

In GCRL, the reward function yields only two possible
outcomes: 0 or 1, which results in a notably sparser re-
ward sequence (7 (s, gy, " ,r<5T71,g>) over a T-step tra-
jectory compared to other RL algorithms. While these bi-
nary rewards may not offer granular insights into the agent-
environment interactions, they do guide the agent in a strat-
egy where it initially distances itself from the goal before

J7(50,9) = Eaymn((s0,9)),

X o
St+1™ TV (s4,9)

T—1
lz fytr<5t,9>

t=0
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converging towards it. To derive the optimal policy 7*, we
refine Eq. (1) using the Q-value at the initial state sg, then
Q~((s0,9) , ap) can be estimated through the Bellman equa-
tions:

Tog) F Bunr B
Definition 1 ((Zhang et al. 2020b)) The adversarial ver-
sion of a state s can be defined as V(s;0). It is considered
stationary, deterministic, and Markovian if its behaviour is
solely determined by s and the policy network, which is pa-
rameterized by 0. For simplicity, we denote V(s; 0) as V(s).

>)Qw(<81,9> sar).  (2)

State-Goal Adversarial Observations

Building on Def. 1, we consider states and goals separately
and individually construct the set of adversarial states B; (s)
and goals Bj(g) using the State-Adversarial MDP (SA-
MDP) framework:

B (s) = {V(s) [ [V(s) = sl|, < es},
B(9) = {V(9) | IV(9) — gll,, < e}

where €, and €, are predefined thresholds of adversarial per-
turbations on states and goals respectively. V(+) acts as a sta-
tionary and deterministic mapping, which transforms a clean
input into its adversarial counterpart. Note that the adver-
sary introduces perturbations solely to the state-goal obser-
vations. Consequently, even though the action is determined
asa ~ (-] (V(s),V(g))), transitions of the environment are
still governed by the original state-goal pair (s, g), instead of
its perturbed counterpart (V(s),V(g)). Due to uncertainties
in the state-goal estimation, there is a potential for generat-
ing actions that are not optimal.

3)

Neural Network-based Backbone

In this study, we utilize Multi-Layer Perceptrons (MLPs)
of varying depths as the foundational architectures for both
the policy function, represented as (1) (+)), and the critic
function, o(-). Specifically, for an encoder 1(-) compris-
ing L layers, its output, oy, can be articulated as oy, =
Wirdp(Wr_g---d(Wiog)), with the stipulation that L >
2. Here, oq refers to the input vector in its flattened form,
¢(-) represents the ReLU-based activation function, and W
is the weight matrix associated with the i-th layer. To be
simplified, we denote the parameters and the depths of ¥(+),
(), and o(-) as Oy, O, ,, and Ly, L, L,, respectively.
For clarity, we omit the bias vector present at each layer.

Simple State Representation (SimSR)

In this paper, SimSR functions as a metric within the rep-
resentation space, enhancing our base methods in GCRL.
Unlike the bisimulation metric (Ferns, Panangaden, and Pre-
cup 2012) or MICo (Castro et al. 2022), which employ the
Wasserstein or diffuse metric to gauge the distance between
two distributions, SimSR offers a more relaxed approach.
Take input tuples (s;, g1) and (s;, g2) from Fig. 1 for in-
stance, the measure M(-,-) used to quantify the relation-
ship between their representations, is derived using the co-
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sine distance. This metric is fundamentally based on the Eu-
clidean normalized dot product distance, formulated as:

o U((si91) Te((s5. 92))
19 ((si, 91Dl 19 ({555 g2))1,

Note that SimSR shares the same fixed point as MICo. Its
update operator can be defined in a manner analogous to
MICo.

Theorem 1 ((Zang, Li, and Wang 2022)) Given a policy
function 7, the SimSR operator T™ which defines the state-
goal tuple similarity between (s;,g1) and (s;,g2) can be
updated as:

(TWM)(<3ivgl> ) <5j’92>) = |T<5i7!]1> - r<5j’92>|+ &)

7E5i+1NT7;i7g1>73j+1"‘7-<7;j792> [M(<Si+1’ 91> ) <Sj+1vg2>)] )

(
Jorall M : (S x G) x (S x G) = R.

The second term in Eq. (5) is derived through sample-based
approximation. Using the SimSR operator, one can itera-
tively refine the representation by applying it to an arbitrarily
initialized 1 (-).

Note that by using cosine distance as the foundational
metric in SimSR, all derived state features are normalized
to unit length. Furthermore, in contrast to the bisimulation
metric which employs the Wasserstein distance, the SimSR
operator achieves a computational complexity on par with
the MICo operator.

M((si,91) 5 (55, 92)) = 1 4

Semi-Contrastive Representation Attack

We present a representation-based adversarial attack for
GCRL, which is independent of the critic function and can
be seamlessly integrated in the deployment phase.

Limitations of Traditional Attacks in GCRL

Adversarial attacks on states lack the gradient information
from labeled examples. To navigate these constraints, exist-
ing methods lean on various pseudo-labels, such as Q-values
(Zhang et al. 2020b; Kos and Song 2017) or actions (Gleave
et al. 2019; Sun et al. 2020) to generate adversarial states.
However, as illustrated in Eq. (2), Q-value function is heav-
ily influenced by the reward sequence. Moreover, many of
these attacks necessitate access to value networks, making
them unsuitable for direct deployment in the inference stage.
To address these challenges, we introduce a novel attack
method tailored for GCRL algorithms. This approach nei-
ther depends on specific pseudo-labels nor requires access
to the critic network. Although crafted with GCRL’s unique
characteristics, it is versatile enough for broader applications
of RL algorithms.

Negative Tuple-Based Adversary

To craft adversaries without relying on labels or pseudo-
labels, several studies (Ho and Nvasconcelos 2020; Jiang
et al. 2020; Kim, Tack, and Hwang 2020) have introduced
the concept of adversarial contrastive attack in the realm of
unsupervised learning. Viewed through the lens of represen-
tation, an adversary V(z) for a clean input z is designed to
ensure that the feature diverges significantly from the one of
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a positive sample while converging towards the feature of a
negative sample. Typically, these methods employ the NT-

Xent loss to gauge the similarity among f(V(z)), f(z™),
and f(x 7). This loss can be articulated as:

Yo+ P (S(V(2),27))

S P BV, T S e EV@ )

—log

where S(a,b) = M, T refers to the temperature hy-

perparameter. Normally, the positive set {x*} can be con-
structed using different types of data augmentation, such
as rotation, color jittering, or scaling, while {z~} indicates
the set of samples collected from other classes. In RL con-
texts, it is challenging to directly quantify positively corre-
lated samples. Thus, in this section, we present an adversar-
ial contrastive attack approach that exclusively focuses on
the negative tuple, termed the Semi-Contrastive Representa-
tion (SCR) attack in Def. 2.

Definition 2 (SCR attack) Given a feature extraction func-
tion f(-) and the input tuple (s, g), the semi-contrastive rep-
resentation attack can be defined as follows:

Epeg [€10 (—H06) V0N 1 s00)] . (7)

arg sup
V(s)€B;(5),V(9)€B;,(9)

where the logistic function Li4(v) = log(1 + exp(—v)) for
anyv € R, (s,g)” indicates the negative tuple.
It is easy to derive that ’Clg(vl);ﬂlg(m) > L1g(2342), s0 we

can apply the sub-additivity to the supremum of the values
of L;4 by:

sup B,y [Lig (< F(V(), V(9D T S ((s,9)7))]
V(s),V(9) (8)
<Big- s [y (<10 VO H(690)].

Consequently, we can reframe the challenge of computing
the supremum over expectations into determining the ex-
pectation over the supremum. This means our goal is to
optimize £;, for a given negative tuple (s, g) . Moreover,
leveraging the non-increasing nature of £;4(-), we can ap-
proximate our attack objective by directly minimizing the
similarity-based loss —f((V(s), V(9))) " f({(s,g) ™). In this
paper, f(+) is equivalent to ¢(-). Building on this, we present
a Projected Gradient Descent (PGD)-based approximation
for both V(s) and V(g).

Definition 3 (PGD-based Approximation) Given an en-
coder (-), an original input tuple (s,g), a pre-defined
negative tuple (s, g)”, and the step size «, then the semi-
contrastive representation attack V... (s) and Vs (g) at the
iterative step i + 1 can be individually defined as:

Vi-‘rl

scr (S) =V (S) - avv;‘m,(s)ﬁsim(& g, i),

V;jrl (g) = V;cr(g> - avvgm(g)ﬁsim(sa 9, Z)a

Farticularly, we define:

. 7 T -
‘Cs’im(sug?l):_w (<Vsc7°(s)7 cr(g)>) 1/’(<379> ) (11)
If the number of iteration steps is L(>1), then the
finally generated adversarial tuple can be defined as
(proj(Vi, (), proj(Vic, (9)) ), where proj(-) is the projec-
tion head.

9
(10)

Vi

S
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In this work, We denote proj(-) in Def. 3 as an e-bounded
{oo-norm ball. In a straightforward yet effective manner, we
construct the negative tuple (s,g)” by performing nega-
tion operation, including (—s, —g), (—s, ¢) and (s, —g). By
incorporating the SCR attack at each timestep within an
episode of T' steps in GCRL, our primary aim is to divert the
agent, ensuring that it remains distant from the goal. This
approach ensures that the reward sequence (r¢, - ,77—1)
remains as sparse as possible.

To verify the efficacy of our approach, we train multiple
agents using diverse GCRL algorithms and evaluate their ad-
versarial robustness against our introduced attack. Compre-
hensive results are presented in the Experiments section.

Adversarial Representation Tactics

As illustrated in Tab. 1 and 2, GCRL agents trained using
both base methods and SimSR-strengthened ones are vul-
nerable to our SCR attack, highlighting a significant secu-
rity concern. To address this, we introduce a composite de-
fensive strategy termed ARTs in this section, which strategi-
cally combine the Semi-Contrastive Adversarial Augmenta-
tion (SCAA) and the Sensitivity-Aware Regularizer (SAR),
catering to diverse GCRL algorithms.

Semi-Contrastive Adversarial Augmentation

In Algorithm 1, we investigate the influence of data augmen-
tations by subjecting input tuples to the SCR attack. Specif-
ically, during each training epoch for the base GCRL agent,
we retrieve a mini-batch of tuples from the replay buffer and
generate semi-contrastive augmented samples, V.-(s¢) and
Vser(g°), using the constructed negative tuples. We then uti-
lize the augmented critic value, denoted as 9, and the actor
value, represented as ¢, to refine the weights of the encoder
(0y), actor network (6,,), and critic network (6,). Notably,
Ly, L,,and L, correspond to the loss functions for the en-
coder, actor network, and critic network, respectively.

Sensitivity-Aware Regularizer

Given two pairs of observations (s;,g1,7(s,.g.), @i, Sit1)
and (sj,gg, T(s;.92)2 Qg Sj+1) shown in Fig. 1, it is common
that 7 (s, g,y = T(s;,0) = 0, due to the sparsity of reward se-
quences. Therefore, given the above pair of transitions, we
can draw from Thm. 1, and iteratively update the encoder
¥(+) in the policy function using the mean square loss:

(M((s1291), (57:92)) = s r5,00 IM(8i21,91) , (5741, 92))]) . (12)

where M((s;, 1) , (s;,92)) is highly dependent on the next
states s;41 and s;1, and rarely captures information from
the absolute reward difference ‘r<si’ 91) — T(s;,92) ] This can-
not provide any evaluations of the difference between state-
goal tuples at the current step and prevents the policy and
critic functions from gaining insight from the interaction be-
tween the agent and the environment. To compensate for
this deficiency of SimSR utilized in GCRL, we utilize the
Sensitivity-Aware Regularizer as a substitute for the abso-
lute value of the reward difference.
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Algorithm 1: Semi-Contrastive Adversarial Augmentation

Require: Offline dataset D, learning rate «, training steps T’
Initialisation: Critic function o(-), policy function ¢(4(-))
1: for training timestep 1...7 do

2: Sample a mini-batch from the offline dataset:
(st,ay, CHIRD gl) ~D

3: Construct negative tuples:
(s1,9') and (si1,9°)

4: Compute the semi-contrastive augmented samples:
Vser(8t) and Vs (g*) by Eq. (9-10)

5: Augment critic value: 4 o
0 < Elo(st, 9", az) + 0(Vser(8): Vser(g'), ap)]

6: Augment actor value:
GElo(¥((si,9° )+ ((Vser(57)Vser(99)))]

7: Update encoder weights: 6,60, —avLy((si.g*))

8: Update actor weights: 6, <— 8, — aVL,(p)

9: Update critic weights: 0, < 0, — aV.L,(0)

Definition 4 (Sensitivity-Aware Regularizer) Given per-
turbations s, dg,, Os,, Og, for tuples (s;, g1) and (s;, ga),
and a trade-off factor B, the sensitivity-aware regularizer for
the encoder () can be defined as:

’M(<Si791> (si+0s,91))  M((sir02) (55 +5sj’92>)‘
1621 19,11 (13)
3 'M(<Si=91> (si91 +3g,))  M((s5,92) (85,92 + 552))‘
116411, 14211, ’

then we can empirically optimize the encoder parameters 0y,
using the loss function combining Eq. (12) and Eq. (13).

As shown in Def. 4, we explore the Lipschitz constant-based
robustness term M(-)/ |||, to indicate the implicit differ-
ence. Generally, on the one hand, physically close tuples
should have similar Lipschitz constants both on states and
goals with a high probability, physically distant tuples. On
the other hand, physically distant tuples tend to have dissim-
ilar Lipschitz constants with a high probability. This reflects
the similar characteristic as the absolute reward difference
utilized in Eq. (5).

Experiments

Our experimental design proceeds as follows: Initially, we
identify the optimal representation layer by executing SCR
attacks across various layers. Next, we benchmark the SCR
attack against other adversarial attacks, using state-of-the-art
algorithms as base methods. Finally, we achieve enhanced
robustness of different base methods using ARTs.

Baselines

We evaluate our method' using four robot manipula-
tion tasks, namely FetchPush, FetchReach, FetchSlide, and
FetchPick, as described in (Plappert et al. 2018). The of-
fline dataset for each task is collected through either a purely
random policy or a combination of 90% random policies

'Our code is available at github.com/TrustAI/ReRoGCRL
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Task |Method

Nature

Attack Return

Uniform SA-FGSM  SA-PGD | SCR-F(S) SCR-F(G) SCR-F(S+G)| SCR-P(S) SCR-P(G) SCR-P(S+G)

DDPG
GCSL
GoFar

Pick

14.82
11.39
21.01

16.68+4.33 19.614+2.84 19.92+2.32
9.95£1.65 9.94£1.80 10.07£1.15
19.91+£2.39 20.074£2.13 18.92+1.80

11.18£2.74 15.00+1.88 7.83+3.06
9.52+2.13 10.41£1.95 8.99£1.56
17.14£2.8920.224+3.25 16.714+3.26

10.97£4.12 16.38+2.72 10.49+2.86
8.21+3.12 11.72+1.81 8.11+2.04
17.93£2.48 19.841+1.88 15.65+1.83

DDPG
GCSL
GoFar

Push

12.81
12.74
18.38

13.61+£4.81 17.24£2.12 15.4243.38
12.57£1.67 9.64+£3.28 9.71+3.37
16.11+£2.39 15.45£2.71 13.6643.97

8.71+£3.22 10.274+3.85 6.43+2.33
9.64+0.51 12.97+3.09 8.99+£1.56
11.66+£3.93 17.47£2.07 8.19+3.99

9.7942.15 13.61£2.56 5.42+3.00
6.20+£3.66 13.56+1.49 8.11£2.04
12.14£3.78 18.38+2.91 10.574+3.93

DDPG
GCSL
GoFar

Reach

29.92
22.04
27.84

28.86£0.46 24.214+2.21 20.14+5.04
22.75+0.8222.014+1.4721.95+1.51
27.57£0.92 27.224+0.49 27.22+0.49

6.10+£7.33 5.14£7.19 2.02£3.32
20.97+1.31 22.24+0.78 23.04+1.62
27.51£0.4527.45+1.11 15.71+4.48

7.02+£2.20 11.03+8.47 1.86+3.31
21.74+0.81 22.2240.79 23.46=*1.14
27.96£0.38 27.87+0.33 11.24+6.76

DDPG
GCSL
GoFar

Slide

0.58
1.55
2.55

1.89+0.89 0.59£1.09 0.50%1.12
1.84£1.19 0.60£0.42 0.57+0.59
1.23£1.14 0.77£0.92 1.13+0.72

0.00+£0.00 0.36+0.72 0.00£0.00
0.28+0.63 0.97+£0.63 0.37£0.51
0.094+0.21 1.25+0.55 0.00+£0.00

0.00£0.00 0.38+0.60 0.00£0.00
0.37£0.84 0.96£1.26 0.00£0.00
0.00+0.00 1.86+0.73 0.09£0.22

Table 1: Discounted returns against various attack methods. SCR-F and SCR-P indicate SCR-FGSM and SCR-PGD respec-
tively. S, G, and S+G individually illustrate the perturbations added on state, goal, and state+goal. In each row, values marked
in bold signify the lowest returns. The experiments are averaged over 5 seeds. For simplicity, we omit Fetch before each task.

and 10% expert policies, depending on whether the ran-
dom data sufficiently represents the desired goal distribu-
tion. We select 3 algorithms as our baselines for GCRL:
Deep Deterministic Policy Gradient (DDPG) (Andrychow-
icz et al. 2018), Goal-Conditioned Supervised Learning
(GCSL) (Ghosh et al. 2020), and Goal-Conditioned F-
Advantage Regression (GoFar) (Ma et al. 2022). To circum-
vent risky environment interactions, we learn general goal-
reaching policies from offline interaction datasets.

Network Architectures

We use 3-layer MLPs as the backbones of ¢(¢(+)) and o(-).
To determine L, and L., we conduct preliminary experi-
ments based on p(1)(+)), trained via DDPG and GoFar to
ascertain the optimal layer for representation. As depicted
in Fig. 3, we compute the discounted returns across three
distinct layers (L-1 denotes the first layer of ¢(¢(-)), and
so forth), with each layer acting as the representation layer.
Comprehensive results indicate that the first layer is the most
susceptible. Therefore, all attacks and training algorithms in
this paper are computed on the first layer.

In particular, the encoder (-) processes the input state-
goal tuple o, of which the dimension is D,,. Thus, we de-
fine the latent representation given by ¢ (of) = ¢(W107),
WT € R2?56%Dss Subsequently, the actor network is con-
structed as @(1(05)) = WTO(WIo(W5d(0f))). with

T WT € R¥6x256 W7 ¢ RPa*256 where D, is the
dimension of the action. We construct the output of critic
function as 0§ = WS{o(W5o(W5h0(W505))), where of
is the concatenation of the state-goal tuple and the action,
which has (Ds, + D,) dimensions. Specifically, W¢{ €
R256% (Deg+Da) WS, W € R296X256 and W € R1X256

Comparison of SCR and Other Attacks

Following Def. 3, we evaluate the robustness of multiple
GCRL algorithms using 5 different attack methods, includ-
ing Uniform, SA-FGSM, SA-PGD, SCR-FGSM, and SCR-
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PGD. Specifically, we employ a 10-step PGD with a desig-
nated step size of 0.01. For both FGSM and PGD attacks,
the attack radius is set to 0.1.

Our SCR attack introduces perturbations in the form of
(V(s),9), (s,V(g)), and (V(s), V(g)), respectively. Specifi-
cally, Tab. 1-2 presents the results when noise is added solely
to the states. We provide the remaining attack results in the
Appendix. As outlined in Def. 3, The columns state, goal,
and state+goal denote negative tuples as (—s, g), (s, —g),
and (—s, —g) individually.

As shown in Tab. 1, for DDPG-based GCRL, we achieve
47.17%, 57.69%, 93.78%, and 100.00% decrease of dis-
counted returns in FetchPick, FetchPush, FetchReach, and
FetchSlide respectively, outperforming SA-based attacks by
60.07%, 64.85%, 90.76%, and 100.00%. In detail, all of
them are derived from the negative tuple (—s, —g). The re-
sults are similar in GCSL, compared with the nature re-
turn, our method degrades the performance in FetchPick,
FetchPush, and FetchSlide each by 18.41%, 35.68%, and
100.00%. As the state-of-the-art algorithm in GCRL, Go-
Far achieves better nature returns than DDPG and GCSL,
thus all attacks exhibit a degradation in their attack ca-
pabilities. Particularly, our method achieves a reduction in
overall returns of 17.28%, 40.04%, 58.71%, and 100.00%
across the four tasks, respectively. Similar to DDPG, the
best-performing attack for each of these 4 tasks originates
from (—s, —g).

We further evaluate the adversarial robustness of SimSR-
enhanced algorithms in Tab. 2. All attack strategies employ
the negative tuple (—s, g).

Effectiveness of ARTSs

To test the efficacy of ARTs, we perform attacks on ARTs-
enhanced versions of different GCRL algorithms. Follow-
ing Alg. 1, we train the agent using the SCR attack. For
SimSR-boosted representations, we adaptively employ SAR
during the optimization. Tab. 3 showcases the best attack re-
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Task DDPG (SimSR) GoFar (SimSR)
Nature Uniform SA-FGSM SA-PGD SCR-FGSM SCR-PGD |Nature Uniform SA-FGSM SA-PGD SCR-FGSM SCR-PGD
FetchPick | 16.78 16.00 19.51 17.92 15.74 16.15 17.44 16.73 17.63 13.80 16.27 16.11
FetchPush | 12.63 15.43 16.24 14.61 10.70 10.51 14.19 13.13 15.52 13.91 12.44 13.08
FetchReach| 29.90 29.46 28.68 26.76 27.72 27.16 27.93 2791 27.95 27.96 27.96 27.98
FetchSlide | 0.62 0.83 0.80 0.43 0.37 0.84 1.66 1.78 2.31 1.41 1.07 0.59

Table 2: Comparison of discounted returns for DDPG (SimSR) and GoFar (SimSR) against various attack methods in GCRL,
averaged over 5 seeds. Values highlighted in bold indicate the lowest return for each row.

FetchReach FetchReach FetchPush FetchPush
30 30 20.0
Method Method

c 25 25 —— GoFar 17.5 ' — DDPG(SImSR) 15.0
5 ! GoFar+SCAA | 159 DDPG(SImSR)+SAR
= . 12.5 v
Q 20 20 125
: Method ‘ ’ ‘ 10.0 )

15 — DDPG 15 10.0
2 DDPG+SCAA 7.5 7l
S 10 10 = N Y /
3
g 5.0 r\ 50 f‘\) —od
2 A\ etho
[a) 5 5 2.5 A /.‘/ J 2.5 / —— GoFar(SimSR)

O i i 0 00 T 0.0 GoFar(SimSR)+SAR

0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
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Figure 2: Epoch-wise evaluations on the SCR attack of ARTs-defended DDPG, DDPG (SimSR), GoFar, and GoFar (SimSR).

FetchPick FetchPush FetchReach FetchSlide

Methods | FetchPick | FetchPush |FetchReach|FetchSlide
10 991175 724 25 2.46 2.46 (.4 0.36
o 88 10 6.89 7 DDPG | 7.83+3.06 | 5.4243.00 | 1.86+3.31 |0.00+0.00
] . | v 2.02 | ]
ol7es ssl643 /A |20 , a 02 . ] DDPG+SCAA [14.53-:3.08(10.79+4.55(27.68+1.30/0.00+0.00
AV ¢ LAV, |0 AV A 6 % DDPG(S) |[15.74+0.65[10.51+5.79[27.16+2.75(0.37+0.60
Ll L2 L3 7% L1 L2 L3 77 Ll L2 L3 7 Ll L2 L3 DDPG(S)+SAR|16.78-:1.39(12.6343.89(29.91+0.20/0.55+0.20
22 FetchPick FetchPush 18 FetchReach FetchSlide
2033 | Lo 1718 4 3.65 GoFar 15.65+1.83| 8.19+3.99 |11.24+6.76|0.00+0.00
20 . % 16.43 v GoFar+SCAA |14.72-£4.40 8.0043.76 [13.99+6.46/0.00+0.00
18 % 1] 1615.71 Z 5 2187
1671870677 1 965 15 7 GoFar(S)  [13.8044.40|12.44+3.80[27.91-0.34/0.59+0.66
16 A BRYUAVA L A2 jlea VY GoFar(S)+SAR [14.82+3.04|12.44+-3.80(27.84+0.32(1.474-0.79
L-1 L-2 L-3 L-1 L-2 L-3 L-1 L-2 L-3 L-1 L-2 L-3

Figure 3: Evaluating the SCR attack in MLP-based architec-
tures across different layers (where 'L’ denotes Layer’). The
top row of charts presents results using the DDPG method,
while the bottom row employs the GoFar method.

sults from Uniform, SA-FGSM, SA-PGD, SCR-FGSM, and
SCR-PGD. All attacks and training procedures in this sec-
tion are based on (—s, g).

As illustrated in Tab. 3, our defensive strategy signifi-
cantly bolsters the robust performance of DDPG. Specif-
ically, we register performance enhancements of 85.57%,
99.08%, and 1388.17% in FetchPick, FetchPush and
FetchReach, respectively. In a similar vein, for DDPG
(SimSR), the implementation of ARTs leads to robustness
improvements of 6.61%, 20.17%, 10.13%, and 48.65%
across FetchPick, FetchPush, FetchReach, and FetchSlide,
respectively.

For GoFar, our results are comparable and even supe-
rior in FetchPush, FetchReach, and FetchSlide. Addition-
ally, for GoFar (SimSR), we observe a performance boost of
7.39% and 149.15%, respectively, in FetchPick and Fetch-
Slide. Complete results are available in the Appendix.

21767

Table 3: Evaluations of ARTs on DDPG, GoFar, SimSR-
strengthened DDPG (DDPG(S)) and SimSR-strengthened
GoFar (GoFar(S)) against best attacks, averaged over 5
seeds. The Bold value indicates the better result in a block.

Qualitatively, Fig. 2 provides a visual representation of
the epoch-wise performance of ARTs-enhanced GCRL al-
gorithms in comparison to several base methods.

Conclusion

Due to the sparse rewards in GCRL, we introduce the Semi-
Contrastive Representation attack to probe its vulnerabil-
ity, which only requires access to the policy function. Ac-
cordingly, we propose Adversarial Representation Tactics to
bolster the robust performance of the underlying agent. In
particular, we devise the Semi-Contrastive Adversarial Aug-
mentation for baseline methods in GCRL and introduce the
Sensitivity-Aware Regularizer for their robust counterparts
that are guided by the bisimulation metric. We utilize SimSR
to learn invariant representations. The effectiveness of our
methods is validated by intensive empirical experiments.
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