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Abstract

Traditional adversarial training, while effective at improving
machine learning model robustness, is computationally inten-
sive. Fast Adversarial Training (FAT) addresses this by using
a single-step attack to generate adversarial examples more ef-
ficiently. Nonetheless, FAT is susceptible to a phenomenon
known as catastrophic overfitting, wherein the model’s adver-
sarial robustness abruptly collapses to zero during the train-
ing phase. To address this challenge, recent studies have sug-
gested adopting adversarial initialization with Fast Gradient
Sign Method Adversarial Training (FGSM-AT), which recy-
cles adversarial perturbations from prior epochs by comput-
ing gradient momentum. However, our research has uncov-
ered a flaw in this approach. Given that data augmentation
is employed during the training phase, the samples in each
epoch are not identical. Consequently, the method essentially
yields not the adversarial perturbation of a singular sample,
but rather the Universal Adversarial Perturbation (UAP) of a
sample and its data augmentation. This insight has led us to
explore the potential of using UAPs for adversarial initializa-
tion within the context of FGSM-AT. We have devised var-
ious strategies for adversarial initialization utilizing UAPs,
including single, class-based, and feature-based UAPs. Ex-
periments conducted on three distinct datasets demonstrate
that our method achieves an improved trade-off among ro-
bustness, computational cost, and memory footprint. Code is
available at https://github.com/fzjcdt/fgsm-uap.

Introduction
Deep neural networks (DNNs) exhibit significant vulnera-
bilities in the face of adversarial examples, where meticu-
lously crafted inputs can lead to erroneous model predictions
(Szegedy et al. 2013). This vulnerability is not only counter-
intuitive, given the high performance of DNNs on standard
datasets, but it also raises serious concerns about the security
and reliability of these models in real-world applications.

To mitigate this issue, a common approach is to use ad-
versarial training, a robust optimization technique that aug-
ments the training data with Adversarial Examples (AEs)
(Madry et al. 2017; Rice, Wong, and Kolter 2020a,b; Re-
buffi et al. 2021; Gowal et al. 2021). Notably, the Projected
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Gradient Descent (PGD) (Madry et al. 2017) method is of-
ten employed to generate these adversarial examples. How-
ever, this standard adversarial training comes with a signifi-
cant cost, making it substantially more computationally ex-
pensive than ordinary training. This high cost renders the
approach impractical for large-scale datasets, posing a sub-
stantial challenge to the widespread application of adversar-
ial training.

In the pursuit of augmenting efficiency, the implementa-
tion of Fast Adversarial Training (FAT) has been proposed
(Wong, Rice, and Kolter 2020; Sriramanan et al. 2021; An-
driushchenko and Flammarion 2020; de Jorge Aranda et al.
2022; Zhang et al. 2019). FAT is typically characterized
by the utilization of single-step attack methodologies, such
as the Fast Gradient Sign Method (FGSM) (Goodfellow,
Shlens, and Szegedy 2015), to generate adversarial exam-
ples for training purposes. Nevertheless, it has been ob-
served that conventional FGSM-AT (Li et al. 2022) is prone
to catastrophic overfitting (Sriramanan et al. 2020; Kim,
Lee, and Lee 2021). This phenomenon is characterized by
a sudden plummet in the model’s adversarial robustness to
zero during the training phase. This predicament poses a
substantial obstacle in the quest for efficacious and efficient
adversarial training methodologies.

The phenomenon of catastrophic overfitting has been the
subject of numerous hypotheses (Kim, Lee, and Lee 2021;
Sriramanan et al. 2021; Li et al. 2020; He et al. 2023). A
widely accepted perspective posits that after several itera-
tions of training, the success rate of FGSM attacks signifi-
cantly decreases (Jia et al. 2022). This implies that the qual-
ity of the generated Adversarial Examples (AEs) is poor, and
they are insufficiently robust to resolve the maximum prob-
lem inherent in the adversarial training formula.

In response to this challenge, researchers have proposed
the use of adversarial initialization strategies to enhance the
quality of AEs (Jia et al. 2022, 2023). These strategies in-
volve reusing perturbations from previous epochs. However,
these approaches come with their own set of challenges. A
notable drawback is the requirement to store the complete
perturbation information from earlier iterations. This storage
requirement becomes particularly problematic when dealing
with large datasets, rendering these strategies impractical in
such contexts.
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In our exploration, we have observed that due to the use of
data augmentation during training, the same sample differs
at each iteration. As a result, the historical perturbations used
in the current epoch are not the adversarial perturbations of
the same sample. This realization uncovers a misconception
held by previous researchers about this strategy: in reality,
what is being utilized is not the historical adversarial per-
turbation of a specific sample, but a Universal Adversarial
Perturbation (UAP) (Moosavi-Dezfooli et al. 2017) applica-
ble to a sample and its data augmentations.

This key insight inspired us to use UAPs for adversarial
initialization in fast adversarial training. To further reduce
the memory demand of adversarial initialization, we have
designed strategies that allow training samples with high
similarity to utilize the same UAPs. This approach not only
addresses the memory storage issue associated with storing
individual perturbations, but also leverages the shared fea-
tures among similar samples to enhance the robustness of
the adversarial training.

The contributions of this paper are as follows:

• We reveal that the adversarial initialization used in fast
adversarial training methods such as FGSM-PGI is es-
sentially a form of universal adversarial perturbations.
This understanding provides a fresh perspective on the
nature of adversarial initialization and sets the stage for
our proposed strategies.

• We propose three novel UAP-based adversarial initial-
ization strategies for FAT. Experimental results on three
datasets demonstrate that these strategies not only reduce
memory usage but also enhance the robustness of adver-
sarial training by exploiting shared features among simi-
lar samples. This represents a significant step forward in
the efficiency and effectiveness of adversarial training.

• We conducted a comprehensive analysis of the sensitiv-
ity to hyperparameters in FGSM-UAP, and corroborated
the robust performance of our proposed method across
various settings and configurations.

Related Work
Adversarial Attacks
Deep neural networks, despite their exceptional perfor-
mance in various tasks, are susceptible to deception by ad-
versarial attacks (Goodfellow, Shlens, and Szegedy 2015;
Szegedy et al. 2013; Madry et al. 2017). These attacks craft
adversarial examples by adding small perturbations to the
input data that can mislead the model into making false pre-
dictions. There are two types of adversarial attacks: image-
dependent and image-agnostic (universal) attacks.

Image-dependent attacks craft adversarial perturbations
for each specific input. The perturbation for an input image
x can be represented as δ∗x, which is generated by maximiz-
ing the loss function L over a set S of allowed perturbations:

δ∗x = argmax
δ∈S

L(f(x+ δ;θ), y). (1)

On the other hand, image-agnostic or universal attacks
create a universal perturbation δ∗ that can mislead the model

for a wide range of inputs (Moosavi-Dezfooli et al. 2017).
The universal perturbation is obtained by solving:

δ∗ = argmax
δ∈S

E(x,y)∼D[L(f(x+ δ;θ), y)]. (2)

Adversarial Training
Adversarial training (AT) is a defensive technique that aims
to improve the model’s robustness against adversarial at-
tacks (Madry et al. 2017). It involves training the model on
adversarial examples. The adversarial training process can
be represented as the following min-max problem:

min
θ

E(x,y)∼D[max
δ∈S

L(f(x+ δ;θ), y)]. (3)

To solve the inner maximization problem, we usually use
PGD attack (Madry et al. 2017). The PGD attack iteratively
applies the gradient ascent on the loss function and projects
the perturbed example back into the feasible set S:

δt+1 = ΠS(δ
t + α · sign(∇δL(f(x+ δt;θ), y))). (4)

Fast Adversarial Training
While the multi-step AT method can achieve good robust-
ness, the computational cost is high. Fast adversarial train-
ing (FAT) aims to generate adversarial samples using one-
step adversarial attack for training, significantly reducing the
computational cost.

FAT usually consists of two steps. First, it uses Fast Gradi-
ent Sign Method (FGSM) (Goodfellow, Shlens, and Szegedy
2015) or its variants to generate adversarial samples:

δx = ϵ · sign(∇xL(f(x;θt), y)). (5)
Next, it uses these generated adversarial samples to train

the neural network:

θt+1 = θt − η · ∇θL(f(x+ δx;θ
t), y). (6)

Based on their approach, FAT methods can be catego-
rized into two groups: those that utilize specialized ini-
tialization techniques to generate more potent adversarial
samples for FGSM attacks (Wong, Rice, and Kolter 2020;
de Jorge Aranda et al. 2022; Jia et al. 2022, 2023), and
those that incorporate regularization terms during neural net-
work training to address the maximization problem inherent
in adversarial training with FGSM-generated samples (An-
driushchenko and Flammarion 2020; Sriramanan et al. 2021,
2020; Jia et al. 2022).

Proposed Method
In this section, we initially reveal that the Fast Gradient Sign
Method with Prior-Guided Initialization (FGSM-PGI) ap-
proach (Jia et al. 2022, 2023), which employs historically-
generated AEs as suggested by prior researchers, fundamen-
tally leverages a UAP. Enlightened by this realization, we
harness this concept to formulate three distinct strategies for
adversarial initialization utilizing UAPs. These strategies,
specifically, single UAP, class-based UAPs, and feature-
based UAPs, are designed to mitigate the risk of catastrophic
overfitting.
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Figure 1: Comparison of the accuracy of original and augmented images under different perturbations.

Revisiting Prior-Guided Adversarial Initialization
(Jia et al. 2022) unveiled the potential of adversarial ini-
tialization in augmenting the quality of adversarial exam-
ples, and subsequently introduced a novel method known as
prior-guided initialization, which employs previously gener-
ated adversarial examples, succinctly referred to as FGSM-
PGI. This innovative approach successfully mitigates the is-
sue of catastrophic overfitting without necessitating any ad-
ditional computational resources. After meticulous explo-
ration of various initialization strategies, they found that the
most optimal results were obtained through the utilization of
a momentum mechanism which leverages the buffered gra-
dients accumulated from all preceding epochs.

The adversarial perturbation in this methodology can be
mathematically expressed as follows:

gx = sign(∇xL(f(x+ δtx;θ), y)), (7)

where gx denotes the signed gradient of the sample x.

mt+1
x = µ ·mt

x + gx, (8)

where mt+1
x represents the signed gradient momentum of

the sample x at the (t+1)th epoch, and µ is the decay factor.

δt+1
x = ΠS(δ

t
x + α · sign(mt+1

x )), (9)

where δt+1
x signifies the adversarial perturbation of the sam-

ple x at the (t+ 1)th epoch, with its initialization being the
gradient momentum which encapsulates information from
all previous epochs.

Nonetheless, our investigation has unveiled certain defi-
ciencies in comprehending the formulae related to FGSM-
PGI, as expounded in previous research. Specifically, in the
context of Equation 8, the term mt+1

x is inaccurately char-
acterized as the signed gradient momentum of the sample x
at the (t+1)th epoch. This discrepancy arises due to the in-
corporation of data augmentation, which leads to the sample
x undergoing variation across each epoch during the train-
ing phase.

Further, in relation to Equation 7, even a minor offset of
the data-augmented x by a single pixel results in gx de-
viating from the gradient sign of the original sample x.
Consequently, the entity that Equation 8 accumulates via
the momentum mechanism is not the signed gradient of an

identical sample across epochs, but rather the signed gradi-
ent of a sample x in conjunction with its data-augmented
counterpart. The perturbation δt+1

x possesses the capacity
to not only attack the original sample x, but also its data-
augmented counterpart.

To substantiate the claim that δt+1
x is a UAP with regard

to the sample x and its data augmentations, we conducted a
simple experiment. A ResNet-18 model was trained on the
CIFAR-10 dataset, during which we computed the adversar-
ial initialization perturbations for each sample according to
Equations 7 through 9. In order to investigate whether δt+1

x
also serves as a UAP for the test sample x and its corre-
sponding data augmentations, we calculated the adversar-
ial initialization perturbations for these test samples, delib-
erately excluding the test data from the training phase.

Once the model was trained, we evaluated its accuracy
on the original samples as well as their augmented ver-
sions. Adversarial perturbations were generated for the orig-
inal samples using two image-dependent adversarial attack
methods, namely the FGSM and PGD, and were applied to
the corresponding augmented data. Lastly, we incorporated
the perturbation δt+1

x into the original and augmented data
and reevaluated the model’s accuracy.

As demonstrated in Figure 1, the model exhibits a high
level of accuracy for both the training and testing datasets,
irrespective of whether the samples are in their original or
augmented form. The addition of uniform noise to the train-
ing and testing data, which is not characterized as an adver-
sarial perturbation, imparts negligible effects on the model’s
performance. The FGSM and PGD both exhibit high attack
success rates when applied to original samples. However,
when the adversarial perturbations derived from these orig-
inal samples are transferred to the augmented counterparts,
the attack success rate diminishes significantly. This indi-
cates that the adversarial perturbations generated by FGSM
and PGD are inherently dependent on the image.

In contrast, the adversarial initialization perturbation in-
stigated by FGSM-PGI exhibits a comparable attack suc-
cess rate on both original and augmented samples, surpass-
ing the success rate of FGSM and PGD when transferred
to augmented samples. This substantiates the claim that the
adversarial initialization perturbation δt+1

x , as generated by
FGSM-PGI, essentially functions as a UAP for the sample
x and its corresponding data augmentations.
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Utilizing UAPs for Adversarial Initialization
The application of FGSM-PGI in generating adversarial ini-
tialization perturbations has proven to be an effective strat-
egy against the problem of catastrophic overfitting in fast ad-
versarial training (Jia et al. 2022). Nonetheless, this method
is not without its drawbacks, as it requires the retention
of historical gradient information for each sample. This re-
quirement consequently leads to a significant increase in the
usage of memory, presenting a considerable challenge when
dealing with large-scale datasets.

In our preceding section, we have discussed how the
adversarial initialization perturbation δt+1

x employed by
FGSM-PGI essentially acts as a UAP for the sample x and
its corresponding data augmentation. This realization has
prompted us to consider the use of UAPs for the purpose
of adversarial initialization perturbation. FGSM-PGI, in its
current form, necessitates the storage of a UAP for each sam-
ple and its data augmentation. In an attempt to mitigate this
issue, we suggest a shift towards the use of more universally
applicable UAPs.

In the context of fast adversarial training, we have investi-
gated three distinct strategies: the utilization of a single UAP,
class-based UAPs, and feature-based UAPs. These strategies
are designed with the intention of allowing samples exhibit-
ing high degrees of similarity to employ the same UAP. Not
only do these strategies considerably lessen the demand on
GPU memory, but they also enhance the robustness of ad-
versarial training by capitalizing on shared features among
similar samples.

Single UAP The proposed approach leverages a single
UAP, denoted as δ, to serve as an adversarial initialization
for fast adversarial training. This δ is sustained through-
out the training process, demonstrating a consistent level of
attack effectiveness on all training instances. More specifi-
cally, for a particular instance x, we introduce δ to x and uti-
lize the FGSM to generate adversarial examples for training
the model. The expression for this adversarial initialization
perturbation is as follows:

g = sign(∇xL(f(x+ δ;θ), y)), (10)

where g represents the sign of the gradient of the loss
function L with respect to the input x, f symbolizes the
model parameterized by θ, and y denotes the true label.

We update the momentum of the signed gradient for all
training instances, represented as m, in accordance with the
subsequent equation:

m = µ ·m+ g, (11)

where µ is the coefficient of momentum.
As the final step, we update the UAP, δ, as follows:

δ = ΠS(δ + α · sign(m)), (12)

where ΠS is the projection operation onto the set S, α
signifies the step size, and sign(m) is the sign of the mo-
mentum.

Algorithm 1: Feature-based FGSM-UAP
Input: A classifier fθ with loss function L; A

two-layer MLP hθh ; A sample x and label y;
Allowed perturbation set S; UAPs δ; The
momentum of the signed gradient m.

1 ox = f(x;θ
′
) {Compute penultimate layer feature}

2 h1,h2 = h(ox;θh) {Determine scaled feature and
outputs}

3 θh = θh − η · ∇θh
L(h2, y) {Update MLP hθh}

4 i = argmax(h1) {Select i-th UAP}
5 x̂ = ΠS(x+ δi) {Initialize adversarially}
6 δadv = g = ΠS( sign(∇x̂L(f(x̂;θ), y))) {Compute

adversarial perturbation}
7 mi = µ ·mi + g {Update momentum of signed

gradient}
8 δi = ΠS(δi + α· sign(mi)) {Update UAPs}
9 xadv = ΠS(x+ δadv) {Generate adversarial

example}
10 θ = θ − η · ∇θ(L(f(xadv;θ), y) + λ ·

||f(xadv;θ)− f(x̂;θ)||22 {Perform adversarial
training}

Class-based UAPs In this approach, we incorporate a con-
sistent adversarial initialization for training instances be-
longing to the same class throughout the learning procedure.
The number of UAPs is kept equivalent to the total num-
ber of classes. Given the shared similarity in data properties
within the same class, there is a higher likelihood for suc-
cessful attacks by the same type of adversarial initialization.
The class-based adversarial initialization perturbation, sym-
bolized as δy , can be formulated as:

g = sign(∇xL(f(x+ δy;θ), y)). (13)
In this equation, δy signifies the adversarial initialization

for the y-th class.
The momentum of the signed gradient for the y-th class,

represented as my , is updated according to:

my = µ ·my + g. (14)
Finally, the adversarial initialization perturbation δy is

updated by the following equation:

δy = ΠS(δy + α · sign(my)). (15)

Feature-based UAPs Both single UAP and class-based
UAPs for adversarial initialization fix the number of UAPs,
which is not conducive to enhancing the effect of adversar-
ial initialization by exploiting shared features among similar
samples. Hence, we propose a more flexible feature-based
UAPs adversarial initialization method.

Firstly, we extract the features from the penultimate layer
of the neural network model for the sample x,

ox = f(x;θ
′
), (16)

where θ
′

represents the parameters of the neural network
model excluding the final layer.
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Subsequently, we employ a two-layer Multilayer Percep-
tron (MLP) h to scale down the number of features. The out-
put of the first layer h1(ox;θh) is the scaled feature, which
is used for UAPs selection, while the output of the second
layer h2(ox;θh) is used for training the MLP. We select the
index i of the feature with the highest activation value for
the adversarial initialization of UAPs,

i = argmaxh1(ox;θh). (17)

Next, we use the selected UAP δi to perform adversarial
initialization, and then update the UAPs.

g = sign(∇xL(f(x+ δi;θ), y)), (18)

mi = µ ·mi + g. (19)

Finally, the adversarial perturbation δi is updated by the
following equation:

δi = ΠS(δi + α · sign(mi)). (20)

In this way, we leverage feature-based UAPs to enable
more flexible adversarial initialization, thereby enhancing
the robustness of our model against adversarial attacks. The
methodology encompassed by the feature-based FGSM-
UAP is succinctly encapsulated within Algorithm 1.

Experiments
In this section, we clarify the dataset used, outline the ex-
perimental framework, and offer a detailed analysis of the
results garnered from the experiment.

Experiment Setup
Experiments were executed on three datasets that are preva-
lently employed for the evaluation of adversarial robust-
ness, specifically CIFAR-10, CIFAR-100 (Krizhevsky, Hin-
ton et al. 2009), and Tiny ImageNet (Deng et al. 2009). In
an effort to uphold impartiality across comparisons, the ex-
perimental configurations outlined in the study by (Jia et al.
2022) were adopted. This involved the utilization of ResNet-
18 (He et al. 2016a) as the backbone architecture for CIFAR-
10 and CIFAR-100, and PreActResNet18 (He et al. 2016b)
for Tiny ImageNet.

The Stochastic Gradient Descent (SGD) optimizer was
employed, configured with a learning rate of 0.1, a weight
decay of 5e-4, and a momentum setting of 0.9. The total
number of training iterations was fixed at 110. Within the
CIFAR-10 and CIFAR-100 datasets, the learning rate was
attenuated by a factor of 0.1 at the 100th and 105th epochs.
Conversely, in the Tiny ImageNet dataset, the learning rate
was similarly reduced at the 105th epoch. Regarding hyper-
parameters, the decay coefficient, represented by the symbol
µ, has been set to 0.3, and a weighted average is employed
with a τ value of 0.9995. We employed the same regular-
ization term as in FGSM-PGI and designated the value of
λ to be 10. Within the feature-based UAPs methodology,
the quantity of UAPs utilized in CIFAR-10, CIFAR-100, and
Tiny ImageNet were fixed at 50, 200, and 300, respectively.

The robustness of the proposed model is assessed through
the application of PGD (Madry et al. 2017), C&W (Carlini
and Wagner 2017), and AutoAttack (Croce and Hein 2020b).
AutoAttack, in particular, is an amalgamation of four promi-
nent attack methodologies frequently employed in the eval-
uation of model robustness (Croce and Hein 2020a; An-
driushchenko et al. 2020; Croce and Hein 2020b). The maxi-
mum iterations for PGD attacks are designated as 10, 20, and
50, and are correspondingly referred to as PGD-10, PGD-20,
and PGD-50. The maximum perturbation intensity is cali-
brated to a value of 8/255. In alignment with the parameters
set forth by (Jia et al. 2022), we present the results of the
model that demonstrates the highest robust accuracy during
the training process under the conditions of PGD-10, as well
as the model derived from the terminal epoch.

Results and Analysis
The average results replicated three times on the CIFAR-
10, CIFAR-100, and Tiny ImageNet datasets are respectively
delineated in Table 1, Table 2, and Table 3.

This improvement is primarily attributable to the incorpo-
ration of the feature-based FGSM-UAP, a mechanism that
judiciously selects the optimal UAP for adversarial initial-
ization, contingent upon the characteristics of the input sam-
ples. Our approach demonstrates enhanced robust accuracy
in the face of PGD assaults on different datasets, relative
to other FAT methodologies such as FGSM-PGI and NuAT.
Even when compared to the multi-step adversarial training
method PGD-AT, our approach maintains its superior per-
formance. Moreover, the AutoAttack robust accuracy of the
feature-based FGSM-UAP surpasses other FAT methodolo-
gies, irrespective of whether the model is evaluated at its
optimal or final epoch.

Moreover, the methodology we propose necessitates a
lesser data memory footprint in comparison to alternative
adversarial initialization techniques, including the FGSM-
PGI. The adversarial initialization that employs a singular
UAP mandates auxiliary storage for a single instance only.
The class-based UAPs adversarial initialization requires ad-
ditional storage commensurate with the quantity of classes,
while the feature-based UAPs adversarial initialization ne-
cessitates storage for a predetermined number of instances.
These storage demands are substantially inferior to those
associated with the complete training dataset, thereby aug-
menting the adaptability of our method in relation to FGSM-
PGI.

Given the utilization of distinct computational devices
in our experiment and other methods, a direct compari-
son of execution times is not practically viable. However,
it becomes evident that single UAP, class-based UAPs for
adversarial initialization, and FGSM-PGI exhibit identical
computational complexities. When applied to the CIFAR-
10 dataset, these methods demonstrate a superior speed, be-
ing approximately 1.4 times faster than NuAT and GAT, 2.5
times faster than FGSM-GA, and 3.6 times faster than PGD-
AT. Our feature-based UAPs for adversarial initialization ne-
cessitates an additional forward propagation step. However,
as it obviates the need for backpropagation to compute the
model’s gradient, it imposes only a negligible increment in
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Method Model Clean PGD10 PGD20 PGD50 C&W AA Data memory
PGD-AT Best 82.32 53.76 52.83 52.60 51.08 48.68 One batch(Madry et al. 2017) Last 82.65 53.39 52.52 52.27 51.28 48.93

FGSM-RS Best 76.05 52.19 51.78 51.75 48.07 46.14 One batch(Wong, Rice, and Kolter 2020) Last 88.72 3.81 2.19 0.78 0.21 0.00
FGSM-CKPT Best 83.89 51.38 50.68 50.55 41.66 38.58 One batch(Kim, Lee, and Lee 2021) Last 89.30 49.07 46.99 46.57 39.72 36.98

NuAT Best 81.58 53.96 52.90 52.61 51.30 49.09 One batch
(Sriramanan et al. 2021) Last 81.38 53.52 52.65 52.48 50.63 48.70

GAT Best 80.02 54.87 54.40 54.34 49.65 48.75 One batch(Sriramanan et al. 2020) Last 81.12 54.78 54.40 54.22 50.10 48.99
FGSM-GA Best 80.63 54.08 53.33 53.14 50.67 48.47 One batch(Andriushchenko and Flammarion 2020) Last 82.60 53.45 52.56 52.40 50.40 47.96

Free-AT(m=8) Best 80.38 47.10 45.85 45.62 44.42 42.17 One batch(Shafahi et al. 2019) Last 80.75 45.82 44.82 44.48 43.73 41.17
FGSM-PGI Best 79.30 55.76 55.16 55.07 50.81 48.97 Whole dataset(Jia et al. 2022) Last 79.91 55.73 55.14 55.04 50.73 48.76
Single UAP Best 79.28 56.11 55.50 55.46 50.79 48.67 One batch +

(Ours) Last 79.64 56.11 55.50 55.44 50.73 48.45 1 sample
Class-based UAPs Best 79.76 56.05 55.47 55.38 50.55 48.77 One batch +

(Ours) Last 80.14 56.03 55.40 55.32 50.63 48.74 10 samples
Feature-based UAPs Best 79.50 56.11 55.63 55.57 50.86 49.18 One batch +

(Ours) Last 80.18 56.02 55.53 55.43 50.94 49.19 50 samples

Table 1: Comparative analysis of clean and robust accuracy (%) utilizing ResNet18 on the CIFAR-10 dataset. The bold number
indicates optimal performance.

Method Model Clean PGD10 PGD20 PGD50 C&W AA Data memory
PGD-AT Best 57.52 29.60 28.99 28.87 28.85 25.48 One batch(Madry et al. 2017) Last 57.50 29.54 29.00 28.90 27.60 25.48

FGSM-RS Best 49.85 22.47 22.01 21.82 20.55 18.29 One batch(Wong, Rice, and Kolter 2020) Last 60.55 0.45 0.25 0.19 0.25 0.00
FGSM-CKPT Best 69.45 24.32 22.74 22.24 21.30 18.27 One batch(Kim, Lee, and Lee 2021) Last 69.45 24.32 22.74 22.24 21.30 18.27

NuAT Best 28.51 22.03 22.03 22.06 18.34 17.74 One batch(Sriramanan et al. 2021) Last 18.37 13.93 13.79 13.76 10.12 8.78
GAT Best 65.54 29.02 28.24 28.05 24.69 22.70 One batch(Sriramanan et al. 2020) Last 65.54 29.02 28.24 28.05 24.69 22.70

FGSM-GA Best 55.23 31.97 31.61 31.60 28.14 26.18 One batch(Andriushchenko and Flammarion 2020) Last 58.35 31.42 30.93 30.90 27.80 25.71
Free-AT(m=8) Best 52.49 24.07 23.52 23.36 21.66 19.47 One batch(Shafahi et al. 2019) Last 52.63 22.86 22.32 22.16 20.68 18.57

FGSM-PGI Best 54.65 31.81 31.53 31.53 28.20 26.50 Whole dataset(Jia et al. 2022) Last 57.92 31.15 30.80 30.74 27.91 26.13
Single UAP Best 56.30 32.43 32.11 32.06 28.20 26.50 One batch +

(Ours) Last 58.59 31.90 31.53 31.40 27.66 25.98 1 sample
Class-based UAP Best 55.97 32.36 32.01 32.00 27.96 26.48 One batch +

(Ours) Last 57.48 31.98 31.68 31.61 27.70 26.18 100 samples
Feature-based UAP Best 56.47 32.50 32.23 32.17 28.37 26.63 One batch +

(Ours) Last 57.73 32.29 31.91 31.87 27.92 26.24 200 samples

Table 2: Comparative analysis of clean and robust accuracy (%) utilizing ResNet18 on the CIFAR-100 dataset. The bold number
indicates optimal performance.

computational cost.

Sensitivity Analysis
We introduce an additional hyperparameter to both the sin-
gle UAP and the class-based UAPs adversarial initialization

techniques, specifically, the perturbation magnitude of the
UAP. In a similar vein, another hyperparameter, the number
of UAPs, is incorporated into the feature-based UAPs ad-
versarial initialization. Consequently, in this section, we in-
vestigate the influence of these two hyperparameters on fast
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Method Model Clean PGD10 PGD20 PGD50 C&W AA Data memory
PGD-AT Best 43.60 20.20 19.90 19.86 17.50 16.00 One batch(Madry et al. 2017) Last 45.28 16.12 15.60 15.40 14.28 12.84

FGSM-RS Best 40.72 23.01 22.92 22.88 18.05 16.32 One batch(Wong, Rice, and Kolter 2020) Last 46.58 0.49 0.34 0.24 0.09 0.02
FGSM-CKPT Best 59.80 18.15 17.20 16.91 13.44 10.82 One batch(Kim, Lee, and Lee 2021) Last 60.43 18.15 17.28 16.97 13.52 10.85

NuAT Best 36.82 23.26 23.26 23.24 18.29 16.85 One batch(Sriramanan et al. 2021) Last 55.94 17.89 15.27 13.91 10.09 3.40
GAT Best 56.96 18.25 17.58 17.38 12.83 10.73 One batch(Sriramanan et al. 2020) Last 56.96 18.25 17.58 17.38 12.83 10.74

FGSM-GA Best 38.96 22.60 22.46 22.46 17.74 16.05 One batch(Andriushchenko and Flammarion 2020) Last 37.77 0.00 0.00 0.00 0.00 0.00
Free-AT(m=8) Best 38.90 11.62 11.24 11.02 11.00 9.28 One batch(Shafahi et al. 2019) Last 40.06 8.84 8.32 8.20 8.08 7.34

FGSM-PGI Best 43.32 23.80 23.40 23.38 19.28 17.56 Whole dataset(Jia et al. 2022) Last 45.88 22.02 21.70 21.60 17.44 15.50
Single UAP Best 45.43 25.38 25.20 25.13 20.33 18.07 One batch +

(Ours) Last 46.39 25.01 24.75 24.69 19.84 17.54 1 sample
Class-based UAPs Best 45.35 25.53 25.37 25.31 20.39 18.33 One batch +

(Ours) Last 45.35 25.53 25.37 25.31 20.39 18.33 200 samples
Feature-based UAPs Best 45.49 25.69 25.50 25.47 20.51 18.56 One batch +

(Ours) Last 45.49 25.69 25.50 25.47 20.51 18.56 300 samples

Table 3: Comparative analysis of clean and robust accuracy (%) utilizing PreActResNet18 on the Tiny ImageNet dataset. The
bold number indicates optimal performance.

Figure 2: Sensitivity analysis of hyperparameters.

adversarial training.
We conducted experiments on the CIFAR-10 dataset.

While maintaining consistency in other parameters, we var-
ied the perturbation size of the UAP to 8/255, 10/255,
12/255, and 16/255 respectively, and set the number of
UAPs to 30, 50, and 100. We then compared the robust ac-
curacy of the model under these settings using both the PGD
and AutoAttack.

The data presented in Figure 2 reveals a noticeable trend:
an escalation in the perturbation size of UAP yields a
marginal improvement in the model’s robust accuracy, as
evaluated under AutoAttack. However, this alteration ap-
pears to exert negligible influence on the robust accuracy as
determined by PGD. Furthermore, when employing feature-
based FGSM-UAP, the quantity of UAPs exhibits an incon-
sequential impact on the model’s robust accuracy. This indi-
cates that the two additional hyperparameters introduced in
our proposed method exhibit strong robustness.

Conclusion

In this paper, we initially reveal that the adversarial initial-
ization method utilizing historical information fundamen-
tally leverages universal adversarial perturbations, which
also inspires us to use UAPs for adversarial initialization.
Addressing the limitation of the current best adversarial ini-
tialization method, FGSM-PGI, which requires substantial
additional memory, we propose and test different strategies
for adversarial initialization using UAPs, such as singular
UAP, class-based UAPs, and feature-based UAPs. Our re-
search provides a novel perspective on the use of adver-
sarial initialization in FGSM-AT by incorporating UAPs.
The results of our experiments conducted on three distinct
datasets clearly indicate that these strategies not only main-
tain the high level of robustness accuracy offered by FGSM-
AT but also significantly reduce the additional memory re-
quirements.
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