The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

Analysis of Differentially Private Synthetic Data: A Measurement Error Approach

Yangdi Jiang', Yi Liu!, Xiaodong Yan?, Anne-Sophie Charest’, Linglong Kong', Bei Jiang'

'Department of Mathematical and Statistical Sciences, University of Alberta
2Zhongtai Securities Institute for Financial Studies, Shandong University
3Depalrtment of Mathematics and Statistics, Laval University
{yangdi, yliul6} @ualberta.ca, yanxiaodong @sdu.edu.cn, anne-sophie.charest@mat.ulaval.ca, {lkong, beil } @ualberta.ca

Abstract

Differentially private (DP) synthetic datasets have been re-
ceiving significant attention from academia, industry, and
government. However, little is known about how to perform
statistical inference using DP synthetic datasets. Naive ap-
proaches that do not take into account the induced uncertainty
due to the DP mechanism will result in biased estimators and
invalid inferences. In this paper, we present a class of max-
imum likelihood estimator (MLE)-based easy-to-implement
bias-corrected DP estimators with valid asymptotic confi-
dence intervals (CI) for parameters in regression settings, by
establishing the connection between additive DP mechanisms
and measurement error models. Our simulation shows that
our estimator has comparable performance to the widely used
sufficient statistic perturbation (SSP) algorithm in some sce-
narios but with the advantage of releasing a synthetic dataset
and obtaining statistically valid asymptotic CIs, which can
achieve better coverage when compared to the naive Cls ob-
tained by ignoring the DP mechanism.

Introduction

Differential privacy (DP) is a mathematically rigorous defi-
nition that quantifies privacy risk. It builds on the idea of re-
leasing “privacy-protected” query results, such as summary
statistics, using randomized responses. In recent years, the
use of differential privacy has quickly gathered popularity
as it promises that there will be no additional privacy harm
for any individual whether the said individual’s data belongs
in a private dataset or not, and therefore encourage data shar-
ing.

One important characteristic of DP is its composition
property (Dwork and Roth 2014). That is, to avoid the sce-
nario where the same analysis is rerun and averaging away
the noises from the randomized responses, the composition
property indicates that running the same analysis twice will
have to double the amount of privacy risk as running the
analysis once. The data providers often set a total amount
of privacy risk/budget allowed, commonly referred to as the
privacy budget, and each analysis from researchers uses a
portion of the privacy budget. Once the total privacy budget
is exhausted, any new analysis would not be possible unless
the data provider decides to increase the total privacy budget
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and thus take on more privacy risk. This could be problem-
atic as it limits the number of analyses that researchers can
run, which can result in the dataset not being fully explored.
In consequence, it diminishes the probability of serendipi-
tous discovery and amplifies the odds of being tricked by
unanticipated data problems (Evans et al. Working Paper).

To address the problem above, various methods of re-
leasing differentially private synthetic datasets (Liu 2016;
Bowen and Liu 2020; Gambs et al. 2021) have been pro-
posed. Using the post-processing property of DP, any anal-
ysis on the DP synthetic dataset will be differentially pri-
vate without the additional cost of privacy budget. There-
fore, releasing DP synthetic dataset circumvents the prob-
lem of running out of privacy budget. Here we will mention
a few notable methods of generating DP synthetic datasets.
In general, the methods of generating DP datasets can be cat-
egorized into the non-parametric method and the parametric
method. For the non-parametric methods, the DP dataset is
constructed based on the empirical distribution of the data.
The simplest approach would be directly adding Laplace or
Gaussian noises to the confidential dataset. For the paramet-
ric methods, the DP dataset is constructed based on a para-
metric distribution/model of the data. Using the robust and
flexible model of vine copula, Gambs et al. (2021) draw the
DP synthetic dataset from the DP-trained vine copula model.
From the Bayesian perspective, Liu (2016) proposes gener-
ating DP synthetic dataset by drawing samples from the DP
version of the posterior predictive distribution. For a more
comprehensive overview of different DP dataset generation
methods, refer to Bowen and Liu (2020).

Dwork and Roth (2014) characterizes differential privacy
as a definition of privacy tailored to the problem of privacy-
preserving data analysis. However, for a statistician, the goal
of statistical inference is often as important as data analy-
sis. Under the framework of differential privacy, the methods
for making statistical inferences are under-explored. Fortu-
nately, the interest in statistical inference under differential
privacy has been rising recently including the works like
Sheffet (2017) and Barrientos et al. (2019). Different dif-
ferential privacy algorithms lead to distinct statistical mod-
els. It has been discovered that additive mechanisms, such as
the Laplace mechanism or Gaussian mechanism, yield sta-
tistical models that are inherently linked to measurement er-
ror models. In other words, each additive mechanism can be
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viewed as some variation of the measurement error model,
and therefore, the tools from the measurement error models
can be used to make inferences in the differential privacy
setting.

In this paper, we generate DP synthetic dataset by adding
DP noises directly to the confidential dataset through the
Gaussian mechanism. We choose this method due to its sim-
plicity, and more importantly, it allows us to establish the
connection to the theory of measurement error as we will
see in section . Using the established tool in the theory of
measurement error, we then derive an MLE-based DP bias-
corrected estimator and an asymptotic confidence interval
for our parameter of interest. Therefore, by establishing a
connection to measurement error, we will be able to develop
statistical inference under the differential privacy setting. To
demonstrate the usefulness of this connection, we study sta-
tistical inference under the linear regression setting while
preserving differential privacy. In particular, we derive DP
consistent estimator and asymptotic confidence interval for
the regression coefficient.

Related work As one of the most common statistical
models, linear regression has been studied before in differ-
ential privacy literature. One of the widely used methods
for obtaining a DP estimator for the regression coefficient is
through the perturbation of sufficient statistics (Dwork et al.
2014; Sheffet 2017; Wang 2018). It is commonly used due
to its simplicity and is closely related to the classical or-
dinary least squares method. Motivated by Dwork and Lei
(2009), Alabi et al. (2022) shows that algorithms based on a
robust estimator, such as a median-based estimator, perform
better compared to the classical ordinary least square esti-
mator on small sample cases. Similar to our work, Charest
and Nombo (2020) uses simulation extrapolation (SIMEX),
a technique from the literature on measurement error (Car-
roll et al. (2006)), to obtain a DP estimator for the regres-
sion coefficient. However, what differs from our work is that
there is no mention of constructing confidence intervals in
Charest and Nombo (2020). Agarwal et al. (2021); Agar-
wal and Singh (2021); Gong (2022) also mentioned the con-
nection between the measurement error model and differen-
tially private mechanism. Differing from our work, Agarwal
etal. (2021) focused on the setting where only covariates are
perturbed with differentially private noises and on the goal
of learning a predictive linear model using principal com-
ponent regression. Similar to our work, Agarwal and Singh
(2021) use the connection to make inferences on the regres-
sion coefficient under a more general and less structured set-
ting, but the methodology is much more involved compared
to our more simplistic approach. Gong (2022) demonstrates
the importance of incorporating privacy mechanisms into the
analysis of the privatized data by showing that it enables
accurate uncertainty quantification. Lastly, Evans and King
(2022) also uses the connection to obtain a consistent esti-
mator of the regression coefficient, but without any mention
of the confidence interval.

Using the Johnson-Lindenstrauss transform (Blocki et al.
2012), Sheffet (2017) studies DP ordinary least square es-
timator and derived DP asymptotic confidence intervals for
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the regression coefficients. Differing from the additive DP
noises used in our work, a random projection could poten-
tially limit the usefulness of the synthetic dataset for other
types of analysis. Instead of obtaining confidence intervals
for the regression coefficient, Barrientos et al. (2019) stud-
ies the DP hypothesis testing for the regression coefficient
by perturbing the t-statistic. However, since the approach
achieves DP through randomizing the t-statistics, each hy-
pothesis testing will cost a portion of the total privacy budget
and the total privacy budget can be exhausted quickly.

Lastly, from the Bayesian perspective, Bernstein and
Sheldon (2019) studies the DP Bayesian linear regression,
which requires a prior distribution for the regression coeffi-
cient, through releasing private sufficient statistics and thus
is imperiled to the problem of privacy budget running out as
described above. Ju et al. (2022) propose a Markov Chain
Monte Carlo (MCMC) framework to perform Bayesian in-
ference based on privatized sufficient statistics privatized
data, which is applicable to a wide range of statistical mod-
els.

Structure of the paper In section, we state the necessary
concepts related to differential privacy and measurement er-
ror. In section , we establish the connection between differ-
ential privacy and measurement error, and working under re-
gression setting, we derive DP consistent estimator and DP
asymptotic confidence interval for regression coefficient 3
using the tool from measurement error framework. In sec-
tion , we conduct a simulation to examine the performance
of our DP estimator against the widely used sufficient statis-
tics perturbation method (SSP) and show that the perfor-
mance of our estimator is comparable to SSP estimator in
some scenarios while being outperformed in others. Further-
more, we look at the coverage of our DP confidence interval
compared with the naive CIs obtained from ignoring the DP
noises and demonstrate the issue with naive inference as not
only are the naive CIs centered at the wrong value, but they
also have a shorter length than would be obtained with the
true data (Carroll et al. 2006).

Preliminaries
Differential Privacy

We begin by going through some basics regarding differ-
ential privacy. The central idea around differential privacy
is that it gives the assurance that any sequence of query
responses is equally likely to occur, independent of the
presence or absence of any individual (Dwork and Roth
2014). To start with, we introduce the notion of neighboring
datasets. Two datasets of the same dimension (same num-
bers of columns and rows) are called neighboring datasets
if they only differ in exactly one row/individual record. In
this paper, we are only concerned with approximate differ-
ential privacy, which is a natural relaxation of the original
definition of e-differential privacy.

Definition 1 (Approximate differential privacy (Dwork
et al. 2006a,b)). A randomized algorithm M is (e,9)-
differentially private if for all (measurable) set S and for
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all neighboring datasets X and X',
P(M(X) € 8) <exp(e)PIM(X') € S)+6

One of the most important properties of differential pri-
vacy is its immunity to post-processing. That is, without any
additional information on the confidential dataset, it’s im-
possible to make a function of the output of a differentially
private algorithm M any less differentially private. More
precisely,

Proposition 1 (Post-processing property (Dwork and Roth
2014)). Let M be randomized algorithm that is (g,9)-
differentially private. Let f be an arbitrary randomized map-
ping with its domain within the range of M. Then f o M is
(e, 0)-differentially private.

Another fundamental notion in differential privacy is the
idea of a query. A query is a function to be applied to the
dataset (Dwork and Roth 2014). Naturally, to achieve the
same degree of privacy protection, different queries will
likely require a different amount of noise perturbation. To
quantify this, we need the concept of sensitivity:

Definition 2 (Io sensitivity). The lo sensitivity of a query
function f is defined as Ay = maxx x/ || f(X) — f(X')]]2
where the max is taken over all possible pair of neighboring
datasets X and X'.

(e, ¢)-differential privacy can be achieved through the ap-
plication of Gaussian mechanism,

Definition 3 (Analytic Gaussian Mechanism (Balle and
Wang 2018)). Let f : X — R? be a function with global
Lo sensitivity A. For any € > 0 and 6 € [0,1], the Gaus-
sian output perturbation mechanism M (z) = f(x)+Z with
Z ~ N (0,0%1) is (¢,6)-DP if and only if

¢(A

20
where @ is the cumulative distribution function for a stan-
dard normal random variable.

Measurement Error Model

In simplest terms, measurement error problems can be de-
scribed as the problem of making inferences about a statisti-
cal model in terms of a variable Z that is not directly observ-
able. Instead, a surrogate variable W of Z is observed, and
inference must be made through W instead. The statistical
models and inference methods are called measurement error
models (Stefanski 2000).

A measurement error model consists of two parts, the first
is the error structure relating the surrogate W to the truth 7,
and the second is data structure of true variable Z (Carroll
et al. 2006). As an example, consider the following measure-
ment error model,

W=X+U
Y =g(X;8)+q

where the U is assumed to have zero mean, constant vari-
ance, and is independent of X. Similarly, ¢ is assumed to

(1a)
(1b)
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have a Gaussian distribution with mean zero and constant
variance and is independent of X and U.

Model (1) above is referred to as error-in-variable model,
where the covariates are measured with error in a regression
setting. Eq.(1a) describes the classical measurement error
structure, in which only the true (unobserved) covariate X is
measured with additive error. Eq.(1b) describes the regres-
sion structure of the data Z = {X,Y}. It reduces to the
familiar linear regression structure for g(X; 3) = X ' 3.

Remark There are other types of error structures such as
multiplicative error, but in this paper, we will restrict our-
selves to only additive measurement error. In measurement
error literature, there is an important distinction between the
Jfunctional model where X is not modeled and the structural
model where X is modeled with a parametric distribution.
For this paper, we will restrict our attention to structural
modeling where X is assumed to have a Gaussian distribu-
tion.

Under (1) with g(X;8) = X ' 3, one of the most well-
known effects of the measurement error is to bias the re-
gression coefficient towards zero. This phenomenon is com-
monly referred to as attenuation. More precisely, the ordi-
nary least squares (OLS) estimator obtained by regressing
Y on the surrogate W is not a consistent estimator of 3 but
instead of 3* = A\ where

2

Oy

—— <1
o2+ o2

(2)
The attenuation factor A is referred to as the reliability ratio
(Carroll et al. 2006). The larger the o2, the variance of the
measurement error, the closer to zero the attenuation factor
A will be. Therefore, when ignoring the measurement error,
the naive method of regressing Y on W will result in severe
underestimation of 5 when the magnitude of measurement
error is large.

Based on equation 2, we can obtain a consistent estimator
of 3 as
Sw

B Bols/)\ 6ols Su) — 6’3
where S, is the sample variance of the surrogate W and 62
is a consistent estimator of 0’2,

So far we have only discussed the scenario where only
the explanatory variable X is measured with error, but the
scenario where both explanatory and response variables are
measured with error is much more beneficial to the differ-
ential privacy framework. Although there is admittedly less
literature on response measurement error, the extension is
surprisingly easy in some cases. As noted in Carroll et al.
(2006), for unbiased and homoscedastic response measure-
ment error in linear regression, the response measurement
error increases the variability of the fitted lines without caus-
ing bias. Furthermore, all hypothesis tests, confidence inter-
vals, etc. remain perfectly valid albeit they are less power-
ful. These conclusions indicate that unbiased error in lin-
ear regression requires no special adjustments when extend-
ing to response measurement error. However, for the binary
response, the measurement error becomes misclassification,
which is no longer an unbiased error, and therefore special

3)
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considerations are required. As the first steps establish the
connections between differential privacy and the measure-
ment error model, we will focus on the linear regression
measurement error throughout this paper. Nonlinear regres-
sion such as logistic regression will be left for future direc-
tions.

Differential Privacy Mechanism as
Measurement Error Model

Gaussian Mechanism as Measurement Error
Model

Let’s denote the private dataset by Z, then the analytic
Gaussian mechanism (sec. ) releases a differentially pri-
vate dataset Z by adding a centred Gaussian noise U ~

N (0,021,),

Z=7+U 4)
Note that A denotes the sensitivity for the identity query
function, that is, A := maxz z/ || Z — Z'|| . where | - ||¢

denotes the Frobenius norm.

Refer back to section , it’s easy to observe that equation
4 can be viewed as the error structure between the surrogate
variable Z and the true unobservable variable Z of a mea-
surement error model. A key difference here is that com-
monly in measurement error problems, the magnitude of the
measurement error 0'12“ the variance of U, is unknown and
has to be estimated. Fortunately, in the differential privacy
setting, the variance of U is purely determined by the pri-
vacy budget ¢, § and the sensitivity A, and therefore it can
be publicized and is assumed to be known.

Remark For unbounded variables, like Gaussian random
variables, A\ will be oo, and the Gaussian mechanism will
no longer work without additional procedures. To deal with
unbounded predictors, we simply clip the variable within a
fixed interval. To disclose A, the fixed interval must be cho-
sen before or without seeing the confidential dataset.

Statistical Inference From Measurement Error
Perspective

Now equipped with the perspective that the Gaussian mech-
anism can be viewed as the measurement error structure of
a measurement error model, we need the second component
of the measurement error model, the data structure, to make
statistical inferences. Let’s consider the regression where we
partition the private dataset as Z = {X,y} where X is the
exploratory variable and y is the response variable. Further-
more, we assume a functional relationship between X and
the expected value of y,

y=9(X,8)+q &)

where g ~ N(0,021), and it’s assumed to be independent
of X.

Combined with equation 4, we can write our measurement
error model as the following,

y=9X;B8)+a, Z=Z+U (6)
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where Z = (X,y) and U = (U,, uy,). Note the variance
of U is assumed to be known. When u,, has a zero variance,
then it reduces to model (1), error-in-variable model, in sec-
tion .

Under model (6), one of the classical methods for es-
timation is the maximum likelihood approach (Wansbeek
and Meijer 2000) due to several nice properties such as
consistency and asymptotic normality that the maximum
likelihood estimator (MLE) enjoys. Since only Z are ob-
served, the likelihood function to maximize comes from the
marginal distribution of Z, which is simply a multivariate
normal distribution. For some function g, numerical analy-
sis is required to maximize the likelihood and a closed-form
solution often does not exist. However, in this paper, we will
focus on one such scenario that a closed-form solution ex-
ists. That is, we will focus on the case that g(X;3) = X T3,
in which case eq. (6) reduces to the following,

y=X"B+q, Z=Z+U (7)

Denotes !
o (lore o\ lor.
B=-X X—-0.1 —X'y,
n n
2
oo=s.-ai (14}
2

12
where S, = —+ Hy — XﬁH . To obtain the limiting distri-
2
bution of these estimators, we have the following theorem.

Theorem 1 ((Fuller 1987)). Let model (7) holds, that is,
assume a homoscedastic linear regression model, additive
measurement error structure, and a normally distributed
predictor. Let 0 = (B7,04,)" and let 6 = (B7,5,4,)".
Then,

n'/2(6 — ) ~ N(0,T),

where the submatrices of I are

U~ v

Tpg =M, 'o; + M " |

L2
ry, =var (1 1vI3)

g =2M, o0y

oo+ 0,88" | M, !

withv =u,+q—U,Band M, = umu;— + X,.. Further-
more, The variance of the approximate distribution of 3 can
be estimated by

Var{3} =n~! [M1S, + M (Svcril n agggT) M;l]

where M, %XTX — o2l

'Note that 3 is the MLE of 3, but G, is not the MLE of 0. G4
is used here because the limiting distribution can be derived under
less restrictive conditions than those used to obtain the maximum
likelihood estimator (Fuller 1987).
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Remark The theorem above is not valid if a clipping pro-
cess is applied to Z to ensure finite sensitivity. Therefore, the
clipped interval needs to be sufficiently large to minimize the
impact of the clipping effect.

Directly following the theorem above, we can derive the
result for the simple linear regression, Y = By + X 51 + ¢,
which will be used in the simulation in section .

Corollary 1.1 (Simply linear regression (Fuller 1987)).
Suppose o2 known, o2 > 0, and O’? > 0. Then, the vector

55w

where the covariance matrix I is,

, 0202 + Cov(z,v)? 9 0202 + Cov(Z,v)?
x 4 + UU — Mz 4

Ulf O-;C
0202 + Cov(Z,v)? 0202 + Cov(Z,v)?

i 4 4
Og Og

Furthermore, nﬁr{(@o, Bl)T} is a consistent estimator of
T where

w{[3]}-
mean(X')2 Var (Bl) + %Sv fmean()z) Var (Bl) .
—mean(f() Var (Bl> Var (31) 7
\751(51) - ni 1 S(iiﬁf;;i

~ 2
where S, = ﬁ Hy —mean(y) — 81 (x — mean (5{))” .
2

Immediately following from the corollary above, we can
derive an asymptotic confidence interval for 5, as follows,

Corollary 1.2 (Asymptotic confidence interval). The inter-
val is defined as follows

Bl i751704/2,7172 \73\1‘ (Bl)

where t1_q /2 n—2 denotes the 1 — a /2 quantile of the stu-
dent’s t distribution with df = n—2, is a 1 —a asymptotically
correct confidence interval for the regression coefficient 31.

Simulation and Results

In this section, we perform simulations to evaluate the per-
formance of our estimator against the widely used SSP al-
gorithm (Dwork et al. 2014; Sheffet 2017; Wang 2018; Al-
abi et al. 2022). As the result will show that our estimator
is comparable to the SSP algorithm in some scenarios. Fur-
thermore, we will obtain an asymptotic confidence interval
for 5, without additional privacy cost, which is one of the
advantages of our approach. Compared to the naive CI ob-
tained by ignoring the DP noises, our CI does a much better
job capturing the true value for ;. Simulations are done in
R on a Mac Mini computer with an Apple M1 processor with
8 GB of RAM running MacOS 13.
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Method

For this simulation, we assume the simple linear regres-
sion model, Y; = By + £1X: + ¢ Additionally, we as-
sume ¢ ~ N(0,1) and X; ~ N(0,1). To conduct the
simulation, we set the coefficients to be (8o, 1) = (1,1)
and then draw X;,t = 1,2,...,n from N(0,1) and the
regression noises ¢;,t = 1,2,...,n from N(0,1). Once
Y; = Bo+ 51X + q,t = 1,2,...,n is obtained, we clip
Y: within the interval [—3, 3] to ensure a finite sensitivity A.
The particular interval of [—3, 3] is chosen since the interval
is relatively large so that the effect of clipping will not have
a big impact on the result.

First, we will obtain the point estimators for Sy and 37 us-
ing the SSP algorithm. To implement the SSP algorithm, we
follow the DPSuffStats algorithm in Alabi et al. (2022)
with a few adjustments 2 To obtain our estimator, we first
construct our DP synthetic dataset described in section with
A = /(1-0)2+(3-(=3))2 = /37, and then obtain
the estimates as described in section . To compare the perfor-
mance between these two estimators, we report their median
absolute error (MAE) for each combination of sample size
n € {500, 1000, 2000, 5000, 10%, 105} and privacy budget
¢ € {0.1,0.5,1,5} while setting 6 = 1/n.

Due to the post-processing property of DP, any statistics
derived from the DP synthetic dataset will remain differen-
tially private and won’t incur any additional privacy risk.
Therefore, the asymptotic CI describes in corollary 1.2 is
differentially private. Similarly, the naive CI obtained by
ignoring the DP noises is differentially private as well. To
compare our asymptotic CI with the naive CI, we report their
relative frequencies of capturing the true value of 31 out of
the 1000 trials.

Lastly, the normal distribution assumption of the covari-
ates might not be realistic in practice. Therefore, we re-
run the simulation described above but with X; drawn from
Unif(0, 1) instead to evaluate the performance of our method
under a different setting.

Result

Table 1 shows the MAE results between our DP estimator
(bottom values) and the SSP estimator (top values). As we
can observe from the table, as one might expect when pri-
vacy budget € or sample size n increases, the MAEs for
both estimators decrease. However, the SSP estimator out-
performs our SSP estimator except when both sample size
and privacy budget are large, their performances are similar.
The lower performance of our estimator is due to the nature
of the finite sample. In the simulation, the sample covariance
between DP noises and data is often non-negligible when the
sample size is small relative to the amount of noises injected.
This results in poor estimation of o, which leads to the poor
performance of our estimator. Although our estimation per-
formance is worse than the SSP method, it’s still comparable
in some scenarios (the combination of a small privacy bud-
get and a small sample size or the combination of a large

*First, the Gaussian mechanism is used instead of the Laplace
mechanism for a better comparison. Then, we extend the algorithm
to accommodate different clipping intervals for X; and Y;.
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Gaussian Uniform
e=01 =05 =1 e€=5|e=01 =05 =1 =5
n = 500 2.139 0.592 0.342 0.148 | 6.497 1.884 1.040 0.301
7.105 2.871 2.029 1.117 | 5.400 2.504 2.039 1.757
n = 1000 1.218 0.334 0.205 0.132 | 3.938 1.001 0.568 0.183
5.929 2.476 1.862 1.018 | 4.557 2.310 1.889 1.735
n = 2000 0.699 0.200 0.140 0.127 | 2.212 0.557 0.307 0.121
5.026 2.185 1.652 0.838 | 3.963 2.114 1.837 1.652
n = 5000 0.324 0.131 0.127 0.128 | 0.984 0.244 0.147 0.090
3.976 1.876 1.508 0.681 | 3.218 1.893 1.801 1.596
n = 104 0.198 0.128 0.129 0.128 | 0.551 0.138 0.097 0.080
3.401 1.711 1.392  0.574 | 2.858 1.815 1.805 1.481
n = 105 0.128 0.128 0.128 0.128 | 0.088 0.075 0.074 0.074
2.048 1.339 1.111  0.276 | 1.978 1.803 1.726 1.151

Table 1: MAE result for uniformly/normally distributed predictor. The top value within each cell indicates the MAE for the
SSP algorithm, and the bottom value within each cell indicates the MAE for our estimator without applying the Gram-Schmidt

process.

privacy budget and a large sample size). Furthermore, our
approach allows the release of a synthetic dataset, and more
importantly, it provides the method to obtain a confidence
interval without an additional privacy budget. We will dis-
cuss the performance of our confidence interval next.

Figure 1 shows the coverage probabilities and margin of
error of our confidence intervals (DP) under normally dis-
tributed and uniformly distributed covariate X. For com-
parison, the naive CIs derived from the synthetic dataset
(naive) and non-DP CIs (non-DP) derived from the confi-
dential dataset are also plotted. As shown in both figures,
the coverage of our CIs is relatively close to the nominal
level (90%, indicated by the dotted lines). In comparison,
the coverage of the naive Cls never captures the true value of
(1 even though they are much narrower in comparison. This
highlights the importance of considering DP noises when
making statistically valid inferences. The reason behind the
terrible coverage of the naive ClIs, as explained in Carroll
et al. (2006), is because the variance of the naive estimator
can be smaller than the true data estimator when the privacy
budget is small (or DP noises are large), which results in a
more precise, but biased estimator.

Conclusion

In this paper, we established a connection between DP
mechanisms and measurement error models. Applying the
tools from the measurement error framework, we developed
statistical inference under linear regression while preserving
differential privacy. In particular, we derived DP consistent
estimator and DP asymptotic conference interval for the re-
gression coefficients. To evaluate the performance of the es-
timator, we compared it to the widely used SSP method and
demonstrated our estimator has comparable performance in
some scenarios but has the advantage of obtaining statis-
tically valid asymptotic confidence intervals without addi-
tional privacy cost. Furthermore, by comparing the coverage
between our asymptotic CIs and naive Cls, we illustrated
the importance of incorporating the DP mechanism into the
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inference method to ensure a valid statistical inference.

For future directions, some theoretical works on the com-
parison between our estimator and the SSP estimator could
be an interesting direction. Similarly, the extension of the
theorem 1 to accommodate the clipping might be a fruitful
path to pursue. Furthermore, there are still many tools from
the measurement error literature yet to be utilized. One of the
obvious next steps would be to extend the linear regression
setting to the more general generalized linear model setting
such as logistic regression. We hope this paper will moti-
vate future works to explore more the connection between
differential privacy and measurement error, and to develop
statistical inference under the differential privacy setting.

Acknowledgments

We acknowledge the funding support provided by the
Canada CIFAR AI Chairs program, the Alberta Machine In-
telligence Institute, and Natural Sciences and Engineering
Council of Canada (NSERC), the Canada Research Chair
program from NSERC, and the Canadian Statistical Sci-
ences Institute.

References

Agarwal, A.; Shah, D.; Shen, D.; and Song, D. 2021. On
Robustness of Principal Component Regression. Journal of
the American Statistical Association, 116(536): 1731-1745.

Agarwal, A.; and Singh, R. 2021. Causal Inference with
Corrupted Data: Measurement Error, Missing Values, Dis-
cretization, and Differential Privacy. arXiv:2107.02780.

Alabi, D.; McMillan, A.; Sarathy, J.; Smith, A.; and Vad-
han, S. 2022. Differentially Private Simple Linear Re-
gression. Proceedings on Privacy Enhancing Technologies,
2022: 184-204.

Balle, B.; and Wang, Y.-X. 2018. Improving the Gaussian
Mechanism for Differential Privacy: Analytical Calibration
and Optimal Denoising. In Proceedings of the 35th Interna-



The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

eps: 0.5 eps: 0.5
= 90— o oo o, —o
= —o—0—0—o0—0 =
S075- cl 5,. cl
Q )
o
€ 0.50- -e— DP 5 -o- DP
[0} i <, .
% 025 —o— Naive 5 1 —o— Naive
o —o— Non-DP © —o— Non-DP
1S
3
O 0.00 -—o—0—0—0———0 0-—0—"90o—0o—0o——
sample size sample size
eps: 5 eps: 5
g
= -
2 0.75- Cl g 15- Cl
Q o
o
£ 0.50- a C°F S 10- N "
% —o— Naive £ —e— Naive
® 0.25- 9 0.5-
5O —e— Non-DP © Y- —o- Non-DP
S S
8 0.00-—0—0—0—oo——o 00-C"o—0o0o—
sample size sample size
eps: 0.5 eps: 0.5
Sors-*"" " cl 5 cl
s £2-
[0}
o
€ 0.50- -o- DP 5 -e- DP
S —o— Naive S 1" —o— Naive
® 0.25- o
o -~ non-DP @ —o— non-DP
1S
3 o
O 0.00-o—0—0—0—0—0o 0-
sample size sample size
eps: 5 eps: 5
> B
= o 06— 0o—o =
8075 Cl O,. Cl
2 o
o
€ 0.50- -o- DP 5 -e- DP
[0} —o— Nai £ - —o— Nai
% 025 Naive 5 1 Naive
o -e— non-DP @© —o— non-DP
S
g e = S,
O 0.00 -e—0—0—0—o0—0 0-
sample size sample size
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