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Abstract

Sparse or ¢y adversarial attacks arbitrarily perturb an un-
known subset of the features. £y robustness analysis is par-
ticularly well-suited for heterogeneous (tabular) data where
features have different types or scales. State-of-the-art /o cer-
tified defenses are based on randomized smoothing and ap-
ply to evasion attacks only. This paper proposes feature par-
tition aggregation (FPA) — a certified defense against the
union of ¢y evasion, backdoor, and poisoning attacks. FPA
generates its stronger robustness guarantees via an ensemble
whose submodels are trained on disjoint feature sets. Com-
pared to state-of-the-art £y defenses, FPA is up to 3,000x
faster and provides larger median robustness guarantees (e.g.,
median certificates of 13 pixels over 10 for CIFAR10, 12 pix-
els over 10 for MNIST, 4 features over 1 for Weather, and
3 features over 1 for Ames), meaning FPA provides the addi-
tional dimensions of robustness essentially for free.

1 Introduction

Machine learning models are vulnerable to numerous types
of adversarial attacks, including (1) evasion attacks which
manipulate a model by perturbing test instances (Szegedy
et al. 2014), (2) poisoning attacks which manipulate pre-
dictions by perturbing a model’s training set (Biggio, Nel-
son, and Laskov 2012), (3) backdoor attacks which combine
training and test perturbations (Li et al. 2022), and (4) patch
attacks — a specialized evasion attack where the adversarial
perturbation is restricted to a specific shape (Brown et al.
2017). Certified defenses provide provable guarantees of a
prediction’s robustness against adversarial attack.

This work focuses on ¢y or sparse attacks, where an
adversary controls an unknown subset of the features. By
certifying robustness w.r.t. the number of perturbed fea-
tures, £y analysis is particularly well-suited to heteroge-
neous (tabular) data where the features have different types
(e.g., numerical, categorical) or scales. Moreover, ¢, de-
fenses provide provable robustness against real-world patch
attacks (Levine and Feizi 2020a). Several certified ¢y de-
fenses have been proposed (Lee et al. 2019; Levine and Feizi
2020b; Calzavara et al. 2021; Jia et al. 2022b; Levine and
Feizi 2022), but these methods apply to evasion only, which
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can be limiting. For example, consider a distributed sensor
network where each (tabular) feature is independently mea-
sured by a different sensor. Under this type of vertical parti-
tioning where features are sourced from multiple parties, an
attacker that controls a single feature (i.e., sensor) can par-
tially perturb every instance — training and test —up to 100%
poisoning rate (Li, Dowsley, and De Cock 2021; Wei et al.
2022). Existing ¢ evasion defenses do not certify robustness
over any training perturbation rendering them moot under
such an attack. Moreover, existing ¢y defenses could not be
combined with instance-wise poisoning defenses here since,
typically, the latter are only provably robust under small poi-
soning rates, e.g., <1% (Rezaei et al. 2023).

To address these limitations, we propose feature partition
aggregation (FPA) — a certified sparse defense jointly ro-
bust against both training and test feature perturbations. FPA
uses a model ensemble approach, where each submodel is
trained on a disjoint feature set, meaning any adversarially
perturbed feature — training or test — affects at most one sub-
model prediction. Hence, FPA guarantees robustness over
the union of £, evasion, backdoor, and poisoning attacks — a
strictly stronger guarantee than existing £o methods (Levine
and Feizi 2020b). In our empirical evaluation, FPA’s cer-
tified median guarantees are up to 4x larger than state-of-
the-art ¢y defenses (Jia et al. 2022b) with little to no de-
crease in classification accuracy; FPA is also up to 3,000x
faster. In other words, FPA provided additional dimensions
of ¢y robustness essentially for free. Our primary contribu-
tions are summarized below; additional theoretical analysis
and all proofs are in the supplement.

* We define a new robustness paradigm we term certified
feature robustness that generalizes ¢, (sparse) robustness
to encompass training set feature perturbations.

We propose feature partition aggregation, a certified
feature defense that uses an ensemble of submodels
trained on disjoint feature sets. We detail two certifica-
tion schemes — a simple one based on plurality voting
and the other based on multi-round elections.

We empirically evaluate FPA on two classification and
two regression datasets. FPA provided simultaneously
larger and stronger median guarantees than the state-of-
the-art certified ¢y defenses while also being 2 to 3 orders
of magnitude faster.
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Figure 1: Feature partition aggregation example prediction for: test instance x € X', n = 3, d = 4, and |Y| = 3. Feature par-
titioning across 7' = 4 submodels, where the ¢-th submodel uses only feature dimensions S; = {t} C [4] and training set D,
i.e., the tuple containing the ¢-th column of feature matrix X (denoted X;) and label vector y := [y1, y2, y3]. Xs, denotes the
subvector of x restricted to the feature dimensions in S;. Plurality label g5 = 0; runner-up label y, = 1; and the predicted label
with the run-off decision function is yz, = 0. Under the plurality voting decision function (Sec. 4.1), f(x) has certified feature
robustness 7,; = 0. With the run-off decision function (Sec. 4.2), f (x)’s certified feature robustness is 7y = 1.

2 Preliminaries

Notation Supplemental Section A provides a full nomen-
clature reference. Let [m] denote integer set {1,...,m}. 1[a]
is the indicator function, which equals 1 if predicate a
is true and O otherwise. ¢y norm |w||, is the number of
non-zero elements in vector w. Given some matrix A, de-
note its j-th column as A ;. In a slight abuse of notation, let
A © A" ={j:A; # A} denote the set of column indices
over which equal-size matrices A and A’ differ. Similarly,
let v © v’ C [|v]] denote the set of dimensions where vec-
tors v and v’ differ.

Let x€ X CR* be a feature vector (d:=|x|) and
y €Y CN alabel. A training set {(xi,y:)}i—, consists of
n instances. Denote the training set’s feature matrix as
X =[x -+ x, |7 where X € R"*“, and denote the label
vectory == [y1,...,yn]. Let f : X — Y be a model.

For our method, feature partition aggregation (FPA), f is
an ensemble of T submodels (see Figure 1). A decision func-
tion aggregates the T submodel predictions to form f’s over-
all prediction. The model architecture and decision function
combined dictate how a prediction’s certified robustness is
calculated. For instance (x,y), let g.(x,y) be the ¢-th sub-
model’s logit value for label y, where g : X x ) — R. Let
f+(x) denote the ¢-th submodel’s predicted label for x, where
fi: X =Y and fi(x) = argmax,y, g:(x,y). Throughout
this work, all ties are broken by selecting the label with the
smallest index.

Feature set [d) is partitioned across FPA’s T' submodels.
Let S; C [d] be the features used by the ¢-th submodel where
|_|tT:1 S: = [d]. In other words, each FPA submodel considers
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a fixed, disjoint subset of the features for all training and test
instances. The ¢-th submodel’s training set, Dy, consists of:
label vector y and the S; columns in X. FPA submodels are
deterministic, meaning fixing D, S;, and x, in turn, fixes
label f:(x) and logits Vy g:(x, y).

Given x and y, the pointwise submodel vote count is
éy(x) = 31, 1[f¢(x) = y]. The plurality and runner-up la-
bels receive the most and second-most votes (resp.), i.e.,
Ypl = Argmax, .y éy(x) and yn = arg max, cyy,,, Cy(x). The
pointwise submodel vote gap between labels y,y’ € Y is

(O]

with the indicator function used to break ties. Let

Ey(x;9) = Lge(x,y) > ge(x,)] be y’s logit vote

count w.r.t. y' € ). The pointwise logit vote gap for y w.r.t.
;.

y'is

GAPyore (Y, y'ix) = Cy(x) — ¢y (x) — 1 {y' < y},

(@)

Below, x is dropped from GAP,. and GAPy,; when the fea-
ture vector of interest is clear from context.

Threat Model Given arbitrary (x,y), the attacker’s ob-
jective is for y # f(x). The adversary achieves this objective
via two methods: (1) modify training features X or (2) mod-
ify test instance x’s features.! An adversary may use either
method individually or both methods jointly. An attacker can
perturb up to 100% of the training instances.

GAPogit (1, ¥ %) == &y (x59) — &y (x59) — L[y < y].

'Our primary threat model assumes a clean-label attacker that
does not modify training labels. Suppl. Sec. E provides additional
theoretical results for an adversary that modifies training labels.
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Our Objective Given (x,y), determine the certified fea-
ture robustness, r (defined below). Pointwise guarantees cer-
tify the robustness of each instance (x,y) individually.

Def. 1. Certified Feature Robustness Given training
set (X,y), model f' trained on (X',y), and arbitrary feature
vector x' € X, certified feature robustness r € N is a point-
wise, deterministic guarantee w.r.t. instance (x,y) where
XoXuxoex|<r= y=f(x)

Certified robustness r is not w.r.t. individual feature val-
ues. Rather, certified feature robustness provides a stronger
guarantee allowing all values of a feature — training and test
— to be perturbed.

3 Related Work

FPA marries ideas from two classes of certified adversarial
defenses, which are discussed below. A more detailed dis-
cussion of related work is deferred to suppl. Section C.

{y-Norm Certified Evasion Defenses Representing the
work most closely related to ours, these methods certify
lo-norm robustness (also known as “sparse robustness”),
which we formalize below.

Def. 2. /y-Norm Certified Robustness Given model f,
a € (0,1), and arbitrary feature vector x' € X, Ly-norm cer-
tified robustness p € N is a pointwise guarantee w.r.t. in-
stance (x,y) where if |x —x'||, < p, then y = f(x') with
probability at least 1 — a.

There are two main differences between certified £;-norm
robustness (Def. 2) and our certified feature robustness
(Def. 1). (1) £p-norm methods are not certifiably robust
against any adversarial training perturbations (e.g., poison-
ing and backdoors). (2) ¢y-norm robustness guarantees are
probabilistic, while our feature guarantees are determinis-
tic. Put simply, our certified feature guarantees are strictly
stronger than {p-norm guarantees.

Randomized ablation (RA) is the state-of-the-art certi-
fied /p-norm defense (Levine and Feizi 2020b; Jia et al.
2022b). RA adapts ideas from randomized smoothing (Co-
hen, Rosenfeld, and Kolter 2019) to ¢y evasion attacks.
Specifically, RA creates a single smoothed classifier by re-
peatedly evaluating different ablated inputs, each of which
keeps a random subset of the features unchanged and masks
out (ablates) all other features. RA’s ablated training gen-
erally permits only stochastically trained, parametric model
architectures. At inference, certifying a single prediction
with RA requires evaluating up to 100k ablated inputs (Jia
et al. 2022b). Jia et al. (2022b) improve RA’s guarantees via
novel certification analysis that is tight for top-1 predictions,
meaning Jia et al.’s version of RA always performs at least
as well as the original. Jia et al. (2022b) also extend RA to
certify £y-norm robustness for top-k predictions.

Certified patch robustness is a restricted form of {y-norm
robustness where the perturbed test features are constrained
to a specific, contiguous shape, e.g., square (Metzen and Yat-
sura 2021). Existing patch defenses include (de)randomized
smoothing (DRS) (Levine and Feizi 2020a) — a specialized
version of randomized ablation for patch attacks. Like RA,
DRS performs ablated training and inference. By assuming a
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single patch shape, the number of possible attacks becomes
linear in d, allowing DRS to only evaluate O(d) ablations
during inference; this derandomizes the ablation set, mak-
ing DRS’s patch guarantees deterministic.> More recently,
Metzen and Yatsura (2021) propose BAGCERT — a certi-
fied patch defense that is less sensitive to patch shape than
DRS. Note any certified feature or ¢yp-norm defense (e.g.,
FPA, RA) is also a certified patch defense, given the for-
mer’s stronger guarantees.

Instance-wise Certified Poisoning Defenses The sec-
ond class of related defenses certify robustness under the
arbitrary insertion or deletion of entire instances in the train-
ing set (Chen et al. 2022) — generally a small poisoning rate
(e.g., <1%). Like FPA, most instance-wise poisoning de-
fenses are voting-based (Jia, Cao, and Gong 2021; Jia et al.
2022a; Wang, Levine, and Feizi 2022a). For example, deep
partition aggregation (DPA) randomly partitions the train-
ing instances across an ensemble of 7' submodels (Levine
and Feizi 2021). More recently, Rezaei et al. (2023) pro-
pose run-off elections, a novel decision function for DPA
that can improve DPA’s certified robustness by several per-
centage points. While certified instance-wise poisoning de-
fenses show promise, they are still vulnerable to test pertur-
bations — even of a single feature.

4 Certifying Feature Robustness

Our certified defense, feature partition aggregation (FPA),
can be viewed as the transpose of Levine and Feizi’s (2021)
deep partition aggregation (DPA). Both defenses are (1) en-
sembles, (2) rely on voting-based decision functions, and
(3) partition the training set; the key difference is in the par-
titioning operation. DPA horizontally partitions the set of
training instances (rows of feature matrix X), enabling DPA
to certify instance-wise robustness. In contrast, FPA verti-
cally partitions along an orthogonal dimension — the feature
set (columns of X) —enabling FPA to certify feature-wise ro-
bustness. Intuitively, partitioning along orthogonal dimen-
sions means that DPA and FPA certify orthogonal types of
robustness. Training FPA submodels on disjoint feature sub-
sets (e.g., Figure 1) entails that a perturbed feature affects, at
most, one submodel prediction. FPA leverages this property
to certify feature robustness r. Below we describe two FPA
decision functions: (1) a simpler scheme using plurality vot-
ing and (2) an enhanced multi-round voting procedure spe-
cialized for multiclass classification. The decision function
combined with FPA’s architecture dictates how our robust-
ness guarantee is calculated.

4.1 Feature Robustness Under Plurality Voting

For x € X, the plurality voting decision function defines
the model prediction as f(x) := yp, i.€., the label that re-
ceives the most submodel votes. A successful attack re-
quires perturbing enough submodels to change y,. Specif-
ically, each submodel perturbation decreases the submodel
vote gap (GAPy,.) between y, and the adversary’s selected

%(De)randomized smoothing’s deterministic guarantees do not
scale to RA which considers O(24) possible attacks.
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label by two. Hence, the minimum number of submodel per-
turbations equals half the vote gap between y;, and runner-up
label y,,. Theorem 3 formalizes this idea as a determinis-
tic feature robustness guarantee. Eq. (3)’s decomposed form
is similar to other voting-based certified defenses, including
DPA (Levine and Feizi 2021; Jia et al. 2022a).

Theorem 3. Certified Feature Robustness with Plurality
Voting For feature partition S, . ..,Sr, let f be an ensem-
ble of T submodels using the plurality-voting decision func-
tion, where the t-th submodel uses the features in S:. For
instance (x,y), the pointwise certified feature robustness is

GAPyote y Yru
rol = {#J (3)
Understanding Theorem 3 More Intuitively Let

A C [d] be the set of features (i.e., dimensions) an attacker
modified in the training set, and let Ax C [d] be the set of
features the attacker modified in instance x. As long as
| Ay U Ax| < r, the adversarial perturbations did not change
the model prediction. The union over the perturbed feature
sets entails that a feature perturbed in both training and test
counts only once against guarantee 7. Theorem 3’s certified
guarantees are implicitly agnostic to the ¢, attack type. Cer-
tified feature robustness r applies equally to an £, evasion
attack (Ax only) as it does to ¢y poisoning (A only). Theo-
rem 3’s guarantees also encompass more complex £y back-
door attacks (Ay U Ay).

Against a worst-case adversary where a feature perturba-
tion arbitrarily changes the corresponding submodel’s pre-
diction, Eq. (3)’s guarantee is tight under plurality-voting.

Top-% Certified Feature Robustness In top-k predic-
tions, a classifier predicts k labels for each instance x, with
the accuracy calculated based on whether x’s true label is
among the k predicted labels. In line with Jia et al.’s (2022b)
extension of RA to top-k predictions, supplemental Sec-
tion D extends FPA with plurality voting to certify top-k
feature robustness.

4.2 Feature Robustness Under Run-Off Elections

Under plurality voting, only submodels that predict either yy,
or yn, are considered when determining the certified feature
robustness (Eq. (3)). In other words, submodels predicting
other labels essentially contribute nothing to plurality vot-
ing’s pointwise guarantees. Decision functions that leverage
these “wasted” submodels may certify larger guarantees (see
Figure 1). For instance, Rezaei et al. (2023) propose run-
off elections, an enhanced two-round DPA decision function
for multiclass classification.? Since FPA and DPA share the
same basic architecture (excluding the partitioning dimen-
sion), run-off can be directly combined with FPA to improve
our certified robustness.

We now describe run-off. Our presentation is mostly sim-
ilar to Rezaei et al.’s (2023) beyond standardizing the for-
mulation to align with previous work. Formally, run-off’s
decision function procedure is:

3Run-off only changes the decision function; no training or
model architecture changes are required.
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Round #1: Determine plurality and runner-up labels yy
and yr, (resp.) as above.

Round #2: Set run-off prediction ygo to either label y, or
yr based on the logit vote gap where

Ypl
yru

G AP1ogit (Ypl, Yru) > 0
Otherwise ’

f(x) = yro == { 4

Under run-off, ensemble prediction yro can only be per-
turbed in two ways: (1) overtake yro in round #2 or (2) eject
yro from round #1’s top-two labels, preventing yzo reach-
ing round #2. Run-off’s robustness is lower bounded by
whichever of these two cases takes fewer submodel pertur-
bations. Each case is analyzed separately below; Theorem 4
then combines the analyses to form run-off’s overall robust-
ness T'go.

Case #1: Overtake yzxo in Round #2 Let
Yro = {Ypl, Y} \ Yro denote the label not selected in
round #2. For a label y to overtake wzo in round #2, y
must simultaneously satisfy two requirements: (a) be in
round #1’s top-two labels (in turn ejecting yro from the top
two) and (b) receive more logit votes than ygo in round #2.
Hence, the certified robustness for this case is bounded
by whichever of these requirements requires more feature
perturbations. Therefore, an attacker may control up to

(%)

GAPlogit (yR07 y)
2

GAPyote (gko, y)
2

Casel |
RO

min max
YEYV\Yro

i [

features, without ygo being overtaken in round #2 (see
Lemma 6 in the supplement).

Case #2: Eject yzo from Round #1’s Top-Two Labels
In round #1, run-off prediction yro is preferred over la-
bel y iff GAPyoe(yro,y) > 0 (Lemma 5 in the supplement).
For yro to qualify for run-off’s second round, then for any
pair of labels y,3’ € V) \ yro €ither GAPyue(yro,y) >0 or
GAPyoe(Yro, y') > 0. Calculating case #2’s certified robust-
ness reduces to determining the maximum number of sub-
models that can be perturbed with the above property still
holding for all (') label pairs.

Recall that perturbing a submodel’s vote from yzo to y de-
creases GAPyore (Yro, ) by 2; this submodel perturbation also
decreases GAPyoe(Yro, ¥') by 1 Vy' € Y\ {yro, y}. We lever-
age this simple insight to determine case #2’s certified ro-
bustness. Formally, let dp be a function that takes two sub-
model vote gaps (e.g., A, A’ € N) and returns a lower bound
on the number of possible submodel perturbations where ei-
ther GAPyoe(Yro,y) > 0 OF GAPyore(¥ro, y’) > 0. Applying the
insight above, Lemma 7 in the supplement shows that

dp[A, A’] = 14+min{dp[A — 2,A" — 1], dp[A — 1,A" — 2]}

(6)
Eq. (6)’s base case sets dp[A, A’] = 0 when max{A, A’} <1
and (A, A’) # (1, 1); this ensures the vote gap non-negativity
condition always holds for at least one of the two labels of
interest.*

*This base case differs slightly from Rezaei et al.’s (2023) run-
off formulation to ensure our robustness guarantee is tight against
a worst-case adversary.
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A worst-case adversary attacks whichever label pair,
(y,y"), requires the fewest perturbations, making case #2’s
overall robustness

Case2
RO

= min

dp [GAonle(yRm ), GAPyote (Yro, y')]. @)
¥y’ €Y\yro

Eq. (6)’s recursive formulation is solvable using classic dy-
namic programming. O(7T?)-space matrix dp is prepopu-
lated once for all x, making rgs**’s amortized time complex-
ity O(|Y[?).

Combining Cases #1 and #2 to Certify Feature Ro-
bustness Theorem 4 provides the certified feature robust-
ness for an FPA prediction using the run-off decision func-
tion. Intuitively, an optimal attacker selects whichever of the
two cases above requires fewer feature perturbations; hence,

Eq. (8) below takes the minimum of rg5°" and rg5°?

Theorem 4. Certified Feature Robustness with Run-
off For feature partition S1,...,Sr, let f be an ensemble
of T submodels using the run-off decision function, where
the t-th submodel uses only the features in S;. Then, for in-
stance (x,y), the pointwise certified feature robustness is

Casel

. Case2
Tro = Min{reo, 7

RO

®

4.3 Advantages of Feature Partition Aggregation

Below, we summarize FPA’s advantages over state-of-the-
art certified £y-norm defense randomized ablation (RA).
These advantages apply irrespective of whether FPA uses
plurality voting or run-off.

(1) Stronger Guarantees FPA’s certified feature ro-
bustness guarantee (Def. 1) is strictly stronger than
RA’s ¢p-norm guarantee (Def. 2). First, FPA’s guaran-
tees apply equally to ¢y evasion, poisoning, and back-
door attacks while RA only applies to evasion. Second,
FPA’s guarantees are deterministic while RA’s guaran-
tees are only probabilistic.

(2) Faster RA requires up to 100k forward passes to
certify one prediction. FPA requires only 7' forward
passes — one for each submodel — where 7' < 200 in
general. FPA certification is, therefore, orders of mag-
nitude faster than RA.

(3) Model Architecture Agnostic RA’s feature ab-
lation is specialized for parametric models like neural
networks and generally prevents the use of tree-based
models like gradient-boosted decision trees (GBDTs).
By contrast, FPA supports any submodel architecture.

5 Feature Partitioning Strategies

The certification analysis above holds irrespective of the fea-
ture partitioning strategy. However, how the features are par-
titioned can have a major impact on the size of FPA’s certi-
fied guarantees. Below, we very briefly describe two insights
into the properties of good feature partitions.

Insight #1 Ensure sufficient feature information is avail-
able to each submodel. Each incorrect submodel or logit
vote cancels out a correct vote, meaning the goal should
be to maximize the number of correct submodel predictions
while simultaneously minimizing incorrect ones. In other
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words, robustness is maximized when all submodels per-
form well, and feature information is divided equally.

Insight #2 Limit information loss due to feature parti-
tioning. Models use (implicit) feature interaction informa-
tion when making a prediction. Intuitively, if a pair of fea-
tures is assigned to different FPA submodels, none of the
submodels can use these features’ pairwise interaction dur-
ing inference. Put simply, feature partitioning causes some
feature (interaction) information to be completely lost. Fix-
ing T', some feature partitions are more lossy than others,
and good partitions limit the total information lost.

5.1 Feature Partitioning Paradigms

Applying the above insights, we propose two general feature
partitioning paradigms. In practice, the partitioning strategy
is essentially a hyperparameter tunable on validation data.
The validation set need not be clean so long as the perturba-
tions are representative of the test distribution.

Balanced Random Partitioning Given no domain-
specific knowledge, each feature’s expected information
content is equal. Balanced random partitioning assigns each
submodel a disjoint feature subset sampled uniformly at ran-
dom, with subsets differing in size by at most one. Random
partitioning has two primary benefits. First, each submodel
has the same a priori expected information content. Second,
random partitioning can be applied to any dataset. FPA with
random partitioning is usually a good initial strategy and em-
pirically performs quite well.

Deterministic Partitioning One may have application-
related insights into quality feature partitions. For exam-
ple, consider feature partitioning of images. Features (i.e.,
pixels) in an image are ordered, and that structure can be
leveraged to design better feature partitions. Often the most
salient features are clustered in an image’s center. To ensure
all submodels are high-quality, each submodel should be as-
signed as many highly salient features as possible. More-
over, adjacent pixels can be highly correlated, i.e., contain
mostly the same information. Given a fixed set of pixels to
analyze, the information contained in those limited features
should be maximized, so a good strategy can be to select
a subset of pixels spread uniformly across the image. Put
simply, for images, random partitioning can have larger in-
formation loss than deterministic strategies.

Supplemental Section H.7 empirically compares random
and deterministic partitioning. In summary, a simple strided
strategy that distributes features regularly across an image
tends to work well for vision. Formally, given d pixels and
T submodels, the t-th submodel’s feature set under strided
partitioning is Sy = {j € [d] : jmod T =t — 1}.

5.2 Beyond Partitioned Feature Subsets

Everything above should not be interpreted to imply that
FPA necessarily requires partitioned feature sets. Submodel
feature sets can (partially) overlap, but determining opti-
mal r under overlapping feature sets is NP-hard in general.
Supplemental Section F extends FPA to overlapping fea-
ture sets and provides an empirical comparison. In summary,
overlapping submodel feature sets can marginally outper-
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form random partitioning but often lags deterministic par-
titions.

6 Evaluation

Our empirical evaluation is modeled after Levine and
Feizi’s (2020b) evaluation of randomized ablation. Due to
space, additional results are deferred to supplement Sec-
tion H including: the base (non-robust) accuracy for each
dataset (H.1), full numerical results (H.2 and H.3), hy-
perparameter sensitivity analysis (H.4 and H.5), plurality
voting vs. run-off comparison (H.6), random vs. deter-
ministic feature partitioning comparison (H.7), and model
training times (H.8). Our source code is available at
https://github.com/ZaydH/feature-partition.

6.1 Experimental Setup

Most evaluation setup details are deferred to supplemental
Section G with a brief summary below. We evaluate FPA
with both the plurality-voting (Section 4.1) and run-off (Sec-
tion 4.2) decision functions.

Baselines Randomized ablation (RA) is FPA’s most
closely related work and the primary baseline below. We
report the performance of both Levine and Feizi’s (2020b)
original version of RA (denoted “(LF’20b)”) and Jia et al.’s
(2022b) improved version (denoted “(Jia’22b)”) where the
certification analysis is tight for top-1 predictions. RA per-
forms feature ablation during training and inference. Each
ablated input keeps e randomly selected features unchanged
and masks out the remaining (d — e) features; RA evalu-
ates up to 100k ablated inputs to certify each prediction. Re-
call that RA’s ¢y-norm robustness only applies to evasion
attacks (Def. 2), while FPA provides strictly stronger guar-
antees covering both training and test perturbations (Def. 1).

We also compare FPA to three certified patch defenses:
(de)randomized smoothing (Levine and Feizi 2020a), patch
interval bound propagation (IBP) (Chiang et al. 2020), and
BAGCERT (Metzen and Yatsura 2021).

Performance Metrics Certified defenses generally trade-
off robustness and (clean) accuracy. Hence, following
Levine and Feizi’s (2020b) evaluation of randomized abla-
tion, performance is primarily measured using two comple-
mentary metrics: (1) median certified robustness, the median
value of the certified robustness across a dataset’s entire test
set with misclassified instances assigned robustness —oo and
(2) classification accuracy, the fraction of test predictions
classified correctly. Below, rmea and pmea denote the median
certified feature robustness (Def. 1) and median £y-norm ro-
bustness (Def. 2), respectively.

Mean certification time measures the time to certify a sin-
gle prediction. Certified accuracy is the fraction of correctly-
classified test instances that satisfy some specific robustness
criterion; this criterion can be patch robustness or certified
robustness of at least ¢ € N.

Datasets We compare the methods on standard datasets
used in data poisoning evaluation. First, following Levine
and Feizi’s (2020b) evaluation of baseline RA, we con-
sider MNIST and CIFAR10’ where each feature corre-

SExisting certified poisoning defenses do not evaluate on full
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sponds to one (RGB) pixel. Second, Hammoudeh and Lowd
(2023) prove that certified regression reduces to certified
binary classification when median is used as the regres-
sor’s decision function (see Section G.6 for details). We
apply their reduction to both FPA and RA where for in-
stance (x,y) and hyperparameter £ € R>o, the goal is to
certify that y — ¢ < f(x) <y + ¢ We consider two tabu-
lar regression datasets evaluated by Hammoudeh and Lowd
(2023). (1) Weather (Malinin et al. 2021) predicts the tem-
perature using features such as date, longitude, and latitude
(& = 3°C). (2) Ames (De Cock 2011) predicts housing prices
using features such as square footage (¢ = 15%y). These two
regression datasets serve as a stand-in for vertically parti-
tioned data, which are commonly tabular and, as Section 1
mentions, particularly vulnerable to our union of ¢, attacks
threat model. Note run-off and plurality voting are identical
under binary classification so we only report FPA’s plurality
voting regression results.

Model Architectures For vision datasets CIFAR10 and
MNIST, all methods used convolutional neural networks.
Baseline randomized ablation models were trained using
Levine and Feizi’s (2020a) published source code. Since
FPA requires training multiple submodels, FPA uses small,
simple CNNs that are fast to train. Specifically, the compact
ResNet9 (Page 2020) architecture was used for CIFAR10,
allowing submodels to be trained from scratch in as little as
60 seconds (Coleman et al. 2017). For MNIST, we follow
Levine and Feizi’s (2021) evaluation of instance-wise poi-
soning defense DPA and use the Network-in-Network archi-
tecture (NiN) (Lin, Chen, and Yan 2014).

Gradient-boosted decision trees (GBDTs) generally work
exceptionally well on tabular data (Brophy, Hammoudeh,
and Lowd 2023) so for regression datasets Weather and
Ames, FPA used LightGBM GBDTs (Ke et al. 2017). In
contrast, RA’s feature ablation prevents the use of tree-based
models like GBDTs, so RA instead used linear models for
these two datasets (Hammoudeh and Lowd (2023) also used
linear models for Weather). Even when restricted to linear
submodels, FPA still had better median robustness and clas-
sification accuracy than RA; see suppl. Tables 24 and 25.

Feature Partitioning Strategy  Supplemental Sec-
tion H.7 shows that deterministic, strided feature partition-
ing significantly outperforms random partitioning on vision
data. Specifically, deterministic partitioning improved FPA’s
certified accuracy by up to 15.6 percentage points (pp) for
CIFARI10 and 11.9pp for MNIST. Hence, this section ex-
clusively reports FPA’s performance on these two datasets
using strided partitioning, with each submodel considering
the full image dimensions and any pixels not in S; set to 0.

Section H.7 shows no consistent advantage when using
deterministic partitioning for unordered tabular features. As
such, for Weather and Ames, this section reports FPA’s per-
formance using balanced random partitioning.

Hyperparameters Hyperparameters 7" (FPA’s submodel
count) and e (RA’s kept feature count) control the corre-

ImageNet due to the high training cost (Weber et al. 2020; Levine
and Feizi 2021; Jia et al. 2022a; Wang, Levine, and Feizi 2022a,b;
Rezaei et al. 2023).
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Dataset Dim. (d) FPA (ours) Random. Ablate.
Plural Run-Off (LF’20b) (Jia’22b)
CIFARI10 1024 11 13 7 10
'MNIST 784 9 2 8 10
‘Weather | 128 4 - o 1
‘Ames 352 3 - 11

Table 1: Median certified robustness (larger is better). Each
dataset’s best performing method is in bold. Our median
robustness was 20-30% larger for classification and 3 to
4x larger for regression while simultaneously providing
stronger guarantees. For detailed results, see Section H.2.

Dataset RA (Jia’22b) FPA (ours) Speedup
e Time T Time

CIFARI0 15 54E+0 115 7.3E-3 743 x

'MNIST 25 6.8E—1 60 29E—3  235x

‘Weather 45 3.1E—1 21 1.0E—4 3,134x

‘Ames 60 38E—1 21 3.5E—-4 1,082x

Table 3: Mean certification time in seconds for FPA and Jia
et al.’s (2022b) randomized ablation (RA). FPA is 2 to 3
orders of magnitude faster than baseline RA.

sponding method’s robustness vs. accuracy tradeoff. When
optimizing patch and median robustness, hyperparameters 7'
and e were tuned on validation data.®

Patch Robustness We consider two CIFAR10 patch at-
tacks: (1) a 5 x 5 pixel square (Levine and Feizi 2020a)
and (2) all 24-pixel rectangles (e.g., 1 x 24 pixels, 24 x 1,
2 x 12, etc.), reporting each method’s minimum and maxi-
mum certified accuracies across the eight valid shapes (Met-
zen and Yatsura 2021).

Hardware Requirements Both FPA and baseline RA
have minimal hardware requirements. Experiments in this
section were performed on a consumer desktop system con-
taining an NVIDIA 3090 GPU, AMD 5950X CPU, and
64GB of RAM.

6.2 Main Results

Tables 1 and 2 summarize the median certified robustness
and classification accuracy (resp.) for FPA and baseline RA.
Table 3 details each method’s mean certification time. Due
to space, Tables 2 and 3 only report results for Jia et al.’s
(2022b) (significantly) better performing version of base-
line RA. Table 4 analyzes FPA as a patch defense. We briefly
summarize the experiments’ takeaways below. See supple-
mental Sections H.2 and H.3 for the full numerical results,
including comparing the methods at additional robustness
levels.

Takeaway #1: FPA simultaneously provided larger and
stronger median robustness guarantees than RA. As Ta-

SSupplemental Sections H.2 and H.3 compare each method’s
certified accuracy across a range of hyperparameter settings.
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Dataset FPA (ours) RA (Jia’22b)

Tmed  ACC.  Tmed ACC.  Pmed Acc.
CIFAR10 13 624 10 75.0 10 64.7
CMNIST 12 872 10 961 10 931
" Weather 4 761 1 83 1 752
“Ames 3 655 1 846 1 672

Table 2: Classification accuracy (% — larger is better). We re-
port FPA’s accuracy at both RA’s (middle, bold) and FPA’s
(left) best median robustness levels. At RA’s best median ro-
bustness, FPA had better classification accuracy for all four
datasets. For full results, see Section H.2.

Method 24 Pixel Rect.  Square

Min.  Max 5x5

FPA Plurality (T" = 180, ours) +—— 3853 — 37.77
- FPA Run-Off (T = 180, ous) +——41.60 — 4095
“Randomized Ablation (LF’20b)  <+— 28.95 — 2821
Randomized Ablation (Jia'22b)  <+— 37.31 —  36.43
~ (De)Randomized Smoothing 0.0 7268 57.69
BAGCERT 4311 60.17 5995
“PatchIBP — — 3030

Table 4: CIFAR10 certified patch accuracy (% — larger is bet-
ter) for FPA, RA, and three dedicated patch defenses. FPA is
competitive despite making fewer assumptions and provid-
ing stronger guarantees than patch defenses.

ble 1 details, FPA’s median certified robustness was 20-30%
larger than RA for classification and 3 to 4 x larger for re-
gression. Importantly, FPA’s certified feature guarantees ap-
ply to evasion, poisoning, and backdoor attacks, while base-
line RA only covers evasion attacks.

Takeaway #2: FPA’s median robustness gains come at
little cost in classification accuracy. Table 2 reports FPA’s
classification accuracy at two robustness levels: (1) FPA’s
best median robustness (left) and (2) RA’s best median ro-
bustness (middle, bold). Table 2 also reports RA’s classi-
fication accuracy at its own best median robustness (last
column). For CIFAR10 at median robustness of 10 pix-
els, FPA’s classification accuracy was 10.2 percentage
points (pp) better than RA (75.0% vs. 64.7%). At rmes = 13,
FPA’s CIFARI1O0 classification accuracy was 62.4%, only
2.3pp lower than RA’s classification accuracy at pmes = 10.
For Weather at median robustness 1, FPA’s classification ac-
curacy was 10.1pp better than RA (85.3% vs. 75.2%); even
at rmea = 4, FPA’s classification accuracy was 76.1%, 0.9pp
better than RA at pmes = 1. For MNIST at median robust-
ness 10, FPA’s classification accuracy was 3pp better than
RA (96.1% vs. 93.1%). At rmea = 12, FPA’s MNIST classi-
fication accuracy was 5.9pp lower than RA’s classification
accuracy at pmea = 10 (87.2% vs. 93.1%).

Takeaway #3: FPA certifies predictions 2 to 3 orders of
magnitude faster than RA. Table 3 compares the mean cer-
tification times using the hyperparameter settings with the
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best median robustness. To certify one prediction, Jia et al.’s
(2022b) improved RA evaluates 100k ablated inputs. In con-
trast, FPA requires exactly 7' forward passes per prediction
(one per submodel).

Takeaway #4: FPA provides strong patch robustness
without any assumptions about patch shape or the num-
ber of patches. As Table 4 details, FPA certifies 41.6% of
CIFARI1O0 predictions at r = 24 perturbed pixels (2.3% of d)
— regardless of patch shape or number of patches. In con-
trast, (de)randomized smoothing’s (Levine and Feizi 2020a)
24-pixel certified accuracy varies between 0% to 72.7%
based on patch shape alone. BAGCERT’s certified accu-
racy drops as low as 43.1% for 24-pixel column and row
patches — only 1.5pp better than FPA. Unlike FPA, patch de-
fenses’ certified accuracy guarantees decline further or even
evaporate under (1) multiple patches, (2) training data per-
turbations, and (3) amorphous shapes. While less effective
in some settings than dedicated patch defenses that make
stronger assumptions and weaker guarantees, FPA is still
competitive, providing patch guarantees essentially for free.

Takeaway #5: FPA is the first integrated defense to pro-
vide significant pointwise robustness guarantees over the
union of evasion, backdoor, and poisoning attacks — £y or
otherwise. Consider CIFAR10 (n = 50,000) where FPA
feature robustness r > 25 (Table 4) certifies 41.0% of pre-
dictions’ robustness against 1.25M arbitrarily perturbed pix-
els. In contrast, the only other certified defense robust over
the union of evasion, backdoor, and poisoning attacks (We-
ber et al. 2020) certifies the equivalent of 3 or fewer arbi-
trarily perturbed CIFARI1O0 pixels (i.e., a total training and
test {5 perturbation distance of <3). Moreover, FPA certifies
r > 7 for 35.1% of Weather predictions (n > 3M — supple-
mental Table 28) — a pointwise guaranteed robustness of up
to 21M arbitrarily perturbed feature values.

6.3 Model Training Time

Recall that baseline randomized ablation (RA) trains only
a single model, while FPA requires training 7' submod-
els. However, FPA’s training time is generally not T' times
longer than RA’s. As supplemental Section H.8 details, an
FPA ensemble is sometimes faster to train than RA models
since FPA does not require ablated training. For instance,
for tabular regression datasets Weather and Ames, FPA sup-
ports GBDTs out of the box, while RA requires the use of
parametric models. This translates to FPA being 18x and
60x faster to train than RA for Weather (7" = 31) and Ames
(T = 51), respectively.

Moreover, Section 6.1 explains that for datasets CIFAR10
and MNIST, FPA used small, simple CNN submodels that
are fast to train. When 7" = 25, FPA is 2x and 4x slower
to train than RA for CIFAR10 and MNIST, respectively. At
T = 115 for CIFAR10 and T" = 60 for MNIST, FPA is only
about 10x slower to train than RA. Note that since each
FPA submodel is independent, FPA training is embarrass-
ingly parallel. Hence, while FPA is slower to train than RA
for CIFAR10 and MNIST on a single system, FPA at max-
imum parallelism takes significantly less wall time to train
than RA.
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7 Conclusions

This paper proposes feature partition aggregation — a certi-
fied defense against the union of ¢, evasion, poisoning, and
backdoor attacks. FPA provided stronger and larger robust-
ness guarantees than the state-of-the-art ¢, evasion defense,
randomized ablation. FPA’s certified feature guarantees are
particularly important for vertically partitioned data where
a single compromised data source allows an attacker to arbi-
trarily modify a limited number of features for all instances
— training and test.

To our knowledge, FPA is the first integrated defense that
provides non-trivial pointwise robustness guarantees against
the union of evasion, poisoning, and backdoor attacks — £,
or otherwise (Weber et al. 2020). Future work remains to
develop other ¢, certified defenses over this union of attack

types.
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