The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

Learning Efficient and Robust Multi-Agent Communication via Graph
Information Bottleneck

Shifei Ding'?, Wei Du'"", Ling Ding*", Lili Guo'?, Jian Zhang'*
! School of Computer Science and Technology, China University of Mining and Technology, Xuzhou 221116, China
2 Mine Digitization Engineering Research Center of Ministry of Education of the People’s Republic of China, Xuzhou
221116, China
3College of Intelligence and Computing, Tianjin University, Tianjin, 300350, China
dingsf@cumt.edu.cn, 1394471165 @qq.com, dlItjdx2022 @tju.edu.cn, liliguo@cumt.edu.cn, zhangjian10231209 @cumt.edu.cn

Abstract

Efficient communication learning among agents has been
shown crucial for cooperative multi-agent reinforcement
learning (MARL), as it can promote the action coordination
of agents and ultimately improve performance. Graph neu-
ral network (GNN) provide a general paradigm for commu-
nication learning, which consider agents and communication
channels as nodes and edges in a graph, with the action selec-
tion corresponding to node labeling. Under such a paradigm,
an agent aggregates information from neighbor agents, which
can reduce uncertainty in local decision-making and induce
implicit action coordination. However, this communication
paradigm is vulnerable to adversarial attacks and noise, and
how to learn robust and efficient communication under per-
turbations has largely not been studied. To this end, this pa-
per introduces a novel Multi-Agent communication mecha-
nism via Graph Information bottleneck (MAGI), which can
optimally balance the robustness and expressiveness of the
message representation learned by agents. This communica-
tion mechanism aims at learning the minimal sufficient mes-
sage representation for an agent by maximizing the mutual in-
formation (MI) between the message representation and the
selected action, and simultaneously constraining the MI be-
tween the message representation and the agent feature. Em-
pirical results demonstrate that MAGI is more robust and ef-
ficient than state-of-the-art GNN-based MARL methods.

Introduction

Cooperative multi-agent reinforcement learning (MARL)
has attracted prevalent interest and achieved surprising suc-
cess in various challenging real-world tasks, such as auction
trading (Qiu et al. 2021), autonomous driving (Du and Ding
2021), and traffic signal control (Yang et al. 2021). To solve
the issues of scalability and non-stationarity in MARL, the
paradigm of centralized training with decentralized execu-
tion (CTDE) is widely adopted, in which decentralized poli-
cies can be derived in a centralized manner so that experi-
ences, parameters, etc., are shared during the training phase.
The value function decomposition methods (Hostallero et al.
2019; Sunehag et al. 2020; Rashid et al. 2018; Wang et al.
2021) further extend this paradigm by learning a decentral-
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ized local Q function for each agent and utilizing a mixing
network to integrate these local Q values into global value.

Despite the function representation advantages, value
function decomposition methods still perform unsatisfacto-
rily in multi-agent scenarios requiring action coordination,
probably mainly due to partial observability and stochas-
ticity during the decentralized execution period. Partial ob-
servability and stochasticity can heighten the uncertainty of
an agent about the state and actions of other agents, which
can lead to action miscoordination. To tackle these issues,
various multi-agent communicative reinforcement learning
(MACRL) methods have been presented, which allow agents
to exchange information such as local individual observa-
tion or the corresponding feature embedding during the ex-
ecution period. By exchanging messages between agents,
MACRL greatly enhances the coordination ability of mul-
tiple agents in a variety of tasks (Sukhbaatar, Fergus et al.
2016; Jiang and Lu 2018; Wang et al. 2020, 2019).

Graph Neural Network (GNN) is an effective represen-
tation method that processes the attribute information and
topological information of the graph-structured data into
feature representation for downstream tasks such as node
classification and link prediction (Gilmer et al. 2017; Park
and Neville 2019). MACRL has utilized GNN to build a
communication learning paradigm, which considers agents
and communication channels as nodes and edges in a graph,
with the action selection corresponding to node labeling. In
fact, many state-of-the-art MACRL methods, such as Tar-
MAC (Das et al. 2019) and MAGIC (Niu, Paleja, and Gom-
bolay 2021), fall into this paradigm. Message representation
learning in GNN-based MACRL is a challenging and cru-
cial task because both agent feature embeddings and graph
structure carry important information for decision-making
and action selection. However, recent GNN-based MACRL
works still encounter some issues. On the one side, the fea-
tures of neighbor agents may include useless information
that can have a negative impact on the selection of optimal
action. Besides, GNN-based MACRL relies on the edges of
the graph to pass messages among agents, which also makes
it vulnerable to adversarial attacks and noise on the agent
features and graph structure.

As shown in Figure 1, D = (A, H) carries information
from both the graph topological structure A and agent fea-
ture embeddings H. If communication message represen-
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tation carries irrelevant information from A and H, it is
susceptible to hyperparameter change of model, adversar-
ial attacks, and noise perturbations on D. The performance
of MACRL methods tends to degrade under adversarial at-
tacks, which can leave many practical applications based
on MACRL models at high risk. For example, researchers
have shown that in multi-agent autonomous driving sys-
tems, adversarial attacks on the communication process be-
tween multi-agent vehicles can trick autonomous vehicles
into making abnormal judgments, such as driving into the
opposite lane (Du and Ding 2021).

Therefore, we tackle these issues and rethink what consti-
tutes a “good” message representation that promotes action
coordination and decision-making in GNN-based MACRL.
Particularly, the Information Bottleneck (IB) (Tishby and
Zaslavsky 2015) provides a crucial principle for general rep-
resentation learning: the optimal representation should in-
clude the minimal sufficient information that is useful for
downstream tasks. Inspired by this principle, we define the
optimal message representation as the representation that
contains sufficient and minimal information for the action
selection task as shown in Figure 1. Nevertheless, applying
the IB principle to message representation learning on agent
features encounters two challenges. On the one hand, previ-
ous representation learning methods that utilize the IB prin-
ciple generally assume that the input data should be indepen-
dent and identically distributed (i.i.d.). For agent features,
the condition is no longer supported, making the IB princi-
ple difficult to implement. On the other hand, the relational
information contained in the graph structure is crucial to rep-
resenting the message, however, this information is discrete
and therefore difficult to optimize. In GNN-based MACRL
models, how to properly obtain efficient and succinct mes-
sage representation from agent features is a challenge that
has not been studied yet.

To tackle these challenges, we propose a Multi-Agent
communication mechanism with Graph Information bottle-
neck optimization (MAGI) for communication message rep-
resentation learning. To address the first challenge, we pro-
pose two information-theoretic regularizers to derive the
minimal sufficient communication message: one to con-
strain the information from the graph topological structure
and agent feature embeddings, and the other to maximize the
information for the action selection and coordination in the
message representation. With these two regularizers, MAGI
ensures communication learning to be both efficient (i.e.,
efficiently reducing the uncertainty of action selection of
agents), succinct (i.e., message representations only contain
necessary information), and robust (i.e., the communication
protocol is not vulnerable to adversarial attacks and noise).
Besides, to address the issue caused by non-i.i.d. agent fea-
tures, we utilize the local-dependence assumption of agent
features to extract information hierarchically from agent fea-
tures H and graph structure A. The main contributions of
our work are summarized as follows:

1) To the best knowledge, our work is the first attempt
to extend the graph information bottleneck principle (Jiang
et al. 2018) to GNN-based MACRL methods, which achieve
efficient and robust multi-agent communication learning.
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Figure 1: Multi-Agent communication via Graph Informa-
tion bottleneck aims to optimize the message representa-
tion to capture the minimal sufficient information within the
graph-structured agent features D = (A, H) to obtain opti-
mal actions Y.

2) We propose two information-theoretic regularizers to
obtain the optimal message representation that contains suf-
ficient and minimal information for action selection and ac-
tion coordination downstream tasks.

3) We propose a general MARL framework that can flex-
ibly integrate the proposed communication learning mecha-
nism with any value function factorization methods.

4) We evaluate the proposed method on several MARL
environments, including SMAC (Wang et al. 2018) and MA-
gent (Sheng et al. 2020). Experimental results demonstrate
that MAGI is more robust and efficient than the state-of-the-
art MACRL methods.

Related Work
GNN-based MACRL

Recently, various MACRL methods utilize GNN to pro-
mote communication learning and provide a diverse GNN-
based MACRL paradigm. DGN (Jiang et al. 2018) first in-
troduces GNN to MACRL for multi-agent communication
learning to learn cooperation. NerveNet (Wang et al. 2018)
utilizes GNN to tackle complicated tasks with various types
of agents, but it can merely handle graphs with fixed size.
HAMA (Ryu, Shin, and Park 2020) presents a hierarchical
attentional communication protocol based on GNNs, which
effectively models the relations between agents. LSC (Sheng
et al. 2020) introduces the hierarchical GNN to realize ef-
fective communication learning by exchanging messages
among groups and agents. GA2NET (Liu et al. 2020) intro-
duces a two-stage attention mechanism to model the com-
plete graph for multi-agent communication learning. Tar-
MAC (Das et al. 2019) also falls within this paradigm, which
utilizes GAT to model the complete graph to learn what mes-
sages to pass and whom to receive messages. MAGIC (Niu,
Paleja, and Gombolay 2021) presents an attentional GNN
to tackle the issue of how to address messages and when to
communicate. The existing GNN-based MACRL methods
have successfully promoted communication by aggregating
information of agent features. However, these methods are
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prone to adversarial attacks and suffer from performance
degradation under perturbation. How to learn efficient and
robust communication under attacks has been largely un-
studied, our work provides a way to solve this issue.

Adversarial Attack

Zhang et. al. (Zhang et al. 2022) introduce a general defini-
tion of adversarial attacks on graph data: (General Adversar-
ial Attack on Graph Data) Given a graph data D = (A, H),
after slightly modifying D (denoted as ﬁ), the adversarial
samples D and D should be similar under the impercep-
tibility metrics, but the performance of graph downstream
task (such as action selection task in our work) becomes
much worse than before. In general, the adversarial perturba-
tions can be categorized as follows: 1) Modifying node fea-
tures: Adversarial attack can slightly modify the node fea-
tures while maintaining the structure of the graph.

Ma et al. (Ma, Ding, and Mei 2020) add adversarial per-
turbation on node features and set a novel local constraint
on node access. Wu et al. (Wu et al. 2019) present an in-
tegrated gradients based attack method that adds perturba-
tions on both the node features and edges. 2) Modifying
Edges: Adversarial attack can add or delete edges to ex-
isting nodes with a given total action budget. Xu et al.(Xu
et al. 2019) present a novel gradient-based attack method
that only changes a small number of edges, including addi-
tion and deletion. Zang et al. (Zang et al. 2021) find a set of
anchor nodes to mislead the classification of all nodes in the
graph.

Methodology
Problem Formulation

The multi-agent reinforcement learning issues can be for-
mulated as Decentralized Partially Observable Markov De-
cision Process (Dec-POMDPs). Dec-POMDPs can be repre-
sented by a tuple < S, U, P, R,O, N >. At each timestep,
the agent selects its action a; based upon its local observa-
tion o; € O. The joint action of agents is represented as a =
(a1,...,ayn) € U. The state changes based upon the transi-
tion function P : S x U — 5. The objective of the agent ¢
is to maximize its total discounted return R; = S7_ ~'rt
, where v € [0, 1] represents a discount factor. The goal is
to learn a joint policy 7(7, a) that can maximize the global
value QT (1,a) = E; o[> ooV R(s,a) | so = s, a0 = a
, where 7 represents the observation history.

In this work, we consider a graph G = (V, E, H) with n
nodes to model the multi-agent system with n agents, where
V ={1,2,...n} represents the node/agent set, E C V x V
denotes the edge set, H € R™*/ represents the node at-
tributes/agent features. We use A € R "*™ to represent the
adjacency matrix of G, if (i,j) € E, then A;; = 1, oth-
erwise A;; = 0. We utilize d(i, j) to represent the short-
est path distance between two agents ¢,j(€ V) over A.
Therefore, our input information data for GNN-based com-
munication module can be overall denoted as D = (A, H).
We focus on extracting agent-level message representations

My € R/’ from D so that My can be used to assist
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Figure 2: The framework of Multi-Agent communication via
Graph Information bottleneck (MAGI).

the agent in selecting actions Y. The subscript with an agent
¢ € V is utilized to represent the affiliation with agent 7. For
example, the message representation of ¢ is represented by
Mpg,; = m; and its corresponding action selection is repre-
sented by Y; = a;.

Overall Framework

The overall framework of MAGI is shown in Figure 2, for
agent 7, Gated Recurrent Unit (GRU) and Multi-Layer Per-
ceptron (MLP) are utilized to process the local observation
o0; and generate the feature information £ ;. During the com-
munication learning phase, GNN is utilized to produce the
message representation m;, which fuses the feature infor-
mation of neighbor agents and graph structure information.
Besides, MAGI uses the graph information bottleneck prin-
ciple to obtain minimal sufficient message representations.
The message m; is concatenated with the current local his-
tory 7; to serve as an input to the local action-value function
Q; (1i,a;,m;). As shown in Figure 2, local action-values
of all agents are fed into the mixing network which outputs
the estimation of global action-value Q;,:. MAGI adopts the
mixing network proposed by QMIX (Rashid et al. 2018) and
it can be flexibly replaced by any mixing network of other
value decomposition methods.

Multi-Agent Communication via Graph
Information Bottleneck

Inspired by the principle of graph information bottleneck
(GIB), Multi-Agent communication via Graph Information
bottleneck (MAGI) necessitates the message representation
M to maximize the information to selected actions Y and
minimize the information from the feature D = (A, H). The
minimization target of MAGI is represented in Eq.(1), where
I(-;-) represents the mutual information,

min MAGI4(D,Y; M) £ [-I(Y; M) + BI(D; M)]. (1)

We utilize a comprehensively adopted local-dependence as-
sumption for the graph-structured agent features: Given the



The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

neighbor-related agent for a given agent ¢ within a certain
number of hops, the other agent features are independent of
the agent feature of agent . We leverage this assumption
to constrain the optimal message representations space 2,
which makes the MAGI principle more tractable. In other
words, we assume optimal message representation follows
the Markovian dependence.

Concretely, we use P(My | D) to iterate message rep-
resentations to model the correlation of features hierarchi-
cally, where P(-) represents joint probabilistic distribution
function. At each time step, a graph neural network layer
corresponds to one round of message exchange among the
agent and the neighbor agents. In each message exchange [,
we leverage the local-dependence assumption: The message
representation of each agent will be refined by aggregating
features of its neighbor agents, w.r.t a graph structure Mil.
Therefore, (MY )1<i<1, is acquired by modifying the origi-
nal graph structure A locally, which fundamentally controls
the message flow from graph structure A. In the final, we
leverage high-level message representation M% to coordi-
nate the action. According to this formulation, the objective
of MAGI minimization can be reduced to the following op-
timization:

. . L
]P’(Mrél\lg)eﬂ MAGIg(D,Y; My)

2 [-I(Y; Mf) + BI(D; ME),

@

where () represents the optimal message representation
space of the conditional distribution of M5 given the agent
feature D. In this formula, we only need to optimize two
series of distributions P(MY, | MLt MY) and P(MY |
M };1, A), which have local dependence between agents and
therefore are easier to be optimized.

We leverage the simplistic MAGI principle and some
proper parameterization of P(MY, | MLt MY) and
P(MYy | MLt A), the calculation of I(Y;M}) and
I(D; ML) of Eq.(2) is still intractable. Therefore, we should
introduce variational bounds on the two terms of Eq.(2),
which leads to the optimization of the final objective. As
proved in (Wu et al. 2020), we can obtain the lower bound
of I(Y; M%) and the upper bound of I(D; ML), which are
represented in Eq.(3) and Eq.(4), respectively. For any dis-
tributions V1 (Y; | M%) fori € V and Vo(Y), the lower
bound of I(Y'; M%) is shown in Eq.(3),

[licv Va(Yi | M)

I(Y;Mf) > 1+E |log V) ]
B 3)
E HieV Vi (Yi | MH,i)
TRy )R(M) Va(Y) :

We select two sets of indices S, S4 C [L] such that D L
ME | (ML)ies,, U (MY)ies, according to the Markovian
dependence, where My | My | M3 to represent that M,
and M, are conditionally independent given M3. Then, for
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any distributions V(MY,),1 € Sgr and V(MY),1 € Sa,

I(D; Mfz) < I(D; (M )iesy U (Mj)ies.)

<Y aB'+ Y mm, @
leSa leSu
l -1
AIB' = E |log P(MAM’IMH ) : (5)
V(M)
P(Z, | MLt MY
HIB' = E |log (Zx | “ A>]. (6)
V(M)

Eq.(4) indicates that we should choose a set of random vari-
ables with index Sy and S4 to ensure the conditional inde-
pendence between D and M fI Sy and S 4 have the follow-
ing properties: (1) Sy # 0. (2) if the greatest index in Sy is
[, the S4 contains all the integers of [l + 1, L].

In order to utilize MAGI principle, we should model
P(MYy | M A) and P(ML, | MLt MY). Then, we
select variational distributions V(M%) and V(M) to es-
timate the corresponding AIB! and HIB!' for regularization,
and some V(Y; | M 1%1 ;- and V5 (Y") to give the lower bound
in Eq.(3). Therefore, we can obtain the upper bound to op-
timize the objective by applying Eq.(3) and Eq.(4) to the
Eq.(2).

The MAGI principle can be applied to various GNN-
based MACRL methods. In this work, we utilize graph at-
tention network (GAT) (Velickovié et al. 2018) as the GNN
architecture in the communication learning module. In each
GAT layer, MAGI should first refine the graph structure of
multi agent leveraging the attention weights to obtain MY
and then refine feature representations M, by propagating
M 2—1 over M fq.

For neighbor agents sampling, we utilize categorical dis-
tribution and consider attention weights to be the parameters
of the categorical distributions, which can sample the struc-
ture of the refined graph to capture structural information.
We then extract k neighbor agents with alternatives from the
built set of agents V;. for agent ¢, in which V;,. contains the
agents whose shortest-path-distance to agent ¢ is c. We uti-
lize C to be the upper limitation of ¢ to ensure the assump-
tion of local dependence. Then we sum-pool the neighbor
agents and use the output to calculate the parameters of the
Gaussian distribution, in which the refined agent features are
sampled.

In order to optimize parameters of MAGI module, the
bounds of term I(Y'; M%) in Eq.(3) and I(D; M k) in Eq.(4)
should be specified to further calculate the bound of MAGI
in Eq.(2). In order to characterize AIB! in Eq.(4), we can as-
sume V(M) is a non-informative distribution. Concretely,
we utilize the uniform categorical distribution: M4

V(Ma), Ma; = UT_, {j EVie|j % Cat (W—ll)} and
Ma; L My, if ¢ # j. We utilize Cat(¢) to represent
the categorical distribution with parameter ¢, which corre-

sponds to different categories of probabilities and therefore
||l = 1. After the module calculate ¢!, we can obtain an

ic’

~



The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

empirical estimation of AIBl,

P(MY | A, M)

1
AIB = IE]P’(MA\A,Méjl)[lOg V(M}LX) ], (7)
which is instantiated as follows,
1
AIB = ) KL(Cat(¢)| Cat(m). ®)

i€V,de[T)

To estimate HIB', we set V(M) as a mixture of Gaussian
distributions. Concretely, My ~ V (Mpg), we set My ,; ~

m : 2
>y wy, Gaussian (,LLO,'L“ O‘OM), where wy,, 10,4, 00, de-

note learnable parameters shared by all agents and My ; L
My ;,if i # j. We can estimate HIB' by utilizing the sam-
pled ML:

I@l = Z[log@ (M}M;ui, Uf)
eV

- IOg(Z wU(I) (M}I,i; H0,u s U?),u))]

u=1

©))

Hence, we can choose appropriate index set Sg, S4 that
satisfy the assumption in Eq.(4) and utilize substitution:

I(D;Mf;) — > AIB + > HIB.
leSa leSH

(10)

To characterize Eq.(3), we can straightly set Vo(Y) = P(Y)
and Vi(Y; | Zf;;) = Cat(Mf ;)Wou . Therefore, the
Eq.(3) can reduce to the cross-entropy loss without constants
as follows,

I(Y; ME) — — Z Cross-Entropy (MI[;JWM ;Y:).

i€V
(11)
Applying Eq.(10) and Eq.(11) to Eq.(2), MAGI objective
can be obtained to train communication learning module.
Apart from the MAGI constraints on the message repre-
sentations learning in the communication component, all the
parameters in other components (feature process component
and value decomposition component) are updated by mini-
mizing the TD loss Ly p. In the end, TD loss and the over-
all optimization objective of MAGI are presented in Eq.(12)
and Eq.(13), respectively.

Lrp = [r+7maxQuor (7','307) = Qua(r,a:0)]
a
(12)
where 6 represents all parameters in the MAGI and 6~ de-
notes the parameters of target network.

L= Lrp+ AL, (13)

where ) is a hyper-parameter that can be adjusted to achieve
a trade-off between the IB loss L5 = MAGIg(D,Y; M},)
and the TD loss Lrp. We set A = 0.1 based on experimen-
tal results, which can be found in Ablations. The detail of
MAGI is shown in Algorithm 1.
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Algorithm 1: MAGI

Input: 0; € O and aifl € Aof agent i

Initialize: The weights of networks W, the maximum size of
replay buffer b, the number of neighbor agents to be sampled
k, the integral limitation to impose local dependence C.
Output: Global action-value Q¢

1: for each timestep ¢ do

2:  for each agent : do

3 % During decentralized execution period

4 Generate agent feature h; by GRU and MLP

5: Construct matrix data D = (A, H) based on h;

6: Input D to L— layers GNN

7. for Layers=1,...,L do

8 N} e o (M) W

9: construct sets V. < {j € V | d(i,7) = ¢}
10 for c € [C] do

ri—1 o i1
11: écesoftmax{(MH,i @MHJ)GT}
12: My U, {j € Vi | j % Cat (¢§gl)}
13: end for .
Y ri—1

14: My ; + 2jemt, , My,
15: ph < M [0: f7]
16: o7t « softplus (M ; [ : 2f'])
17: M}{l ~ Gaussian (u!,o?')
18: end for
19: Obtain final message representation m; = M fl i
20: Calculate action-value (); based on m; and 7;
21: al < m(Q;) (e— greed )
22: Store episode history 7; and a! in replay buffer
23: % During centralized training period
24: Input QQ; to mixing network and output Q¢
25: Minimize loss function based on Eq.(13)
26: Update weights of all networks
27:  end for
28: end for

Experiments

In this section, we conduct various experiments on two
complicated environments including StarCraft II Multi-
Agent Challenge (SMAC)(Samvelyan et al. 2019) and
MAgent(Zheng et al. 2018) to answer: Q1: Are MAGI
and other GNN-based MACRL methods vulnerable to
adversarial attacks and noise? Q2: Can MAGI module
improve the robustness of communication learning under
adversarial attacks and noise? Q3: Can MAGI scale to
large-scale multi-agent settings? Q4: Which components
contribute to the performance of MAGI? Q5: How does A
and 7 influence the performance of MAGI. Q6: Can MAGI
perform well under more complicated adversarial attack
methods? We select QMIX (Rashid et al. 2018), TarMAC
(Das et al. 2019), and MAGIC (Niu, Paleja, and Gombolay
2021) as baseline methods. The details of the environment
description, baselines introduction, and hyper-parameters
settings are given in Appendix.
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Figure 3: Learning curves of different methods under adver-
sarial attacks and noise (7 = 1.5).

Robustness (Q1,Q2). To demonstrate the robustness and ef-
fectiveness of communication learning of MAGI under ad-
versarial attacks and noise, we generate random perturba-
tions and inject them into the agent features H and adja-
cency matrix A. Concretely, for agent features, independent
Gaussian noise is added to agent features H with increas-
ing amplitude. The average of the maximum feature value
of each agent is utilized to be the reference amplitude ¢, and
we inject Gaussian noise 7)- ¢-€ for each agent feature, where
e ~ N(0,1), and 5 denote the feature noise ratio. We eval-
uate the robustness of GNN-based MACRL methods with
different parameters n € {0.5,1, 1.5}.

To generate perturbations on the adjacency matrix A,
we first randomly drop the edges of the graph structure.
However, this simple strategy does not significantly reduce
the communication effectiveness of the MACRL methods.
Therefore, projected gradient descent (Xu et al. 2019) is
adopted to generate perturbations on the graph structure,
instead of randomly dropping edges. The learning curves
of MAGI and baselines on several scenarios of SMAC are
shown in Figure 3. The mean win rate of all the methods
without adversarial attack (QMIX, TarMAC, MAGIC, and
MAGI) is represented by the solid line in the middle, and
the corresponding shaded area shows a 95% confidence in-
terval. The dashed line shows the win rate of the GNN-based
MACRL methods with adversarial attacks and noise (Tar-
MAC+A, MAGIC+A, and MAGI+A).

As shown in Figure 3, we can draw several conclusions
as follows: 1) MAGI performs significantly better than
other baseline methods in all scenarios. 2) Besides, without
adversarial attack, by comparing MAGI with other GNN-
based MACRL methods (TarMAC and MAGIC), MAGI
performs better than other baselines, which demonstrates
the effectiveness of the proposed framework that fusing the
communication learning mechanism with value factoriza-
tion. 3) Furthermore, the performance of TartMAC+A and
MAGIC+A degrades significantly compared with TarMAC

17351

and MAGIC respectively, demonstrate the other existing
GNN-based MACRL methods are susceptible to adversarial
attacks. 4) Comparing with MAGI, MAGI+A shows only
a slight performance degradation, which demonstrates that
MAGI is robust under adversarial attacks.

Scalability (Q3). To demonstrate that MAGI can be
applied to large-scale multi-agent scenarios, we compared
MAGI and baselines under adversarial attack on Battle
scenario of MAgent with the different number of agents
(KX € {30,40,50}). As shown in Table 1, MAGI can
always perform best compared with baselines as the number
of agents increases, which demonstrates the scalability
ability of the MAGI. The proposed framework integrates
communication learning and value decomposition, which
can be a paradigm for tackling large-scale multi-agent
communication learning tasks.

Methods K = 30 K =40 K =50
TarMAC 0.92+0.21 1.05+0.13 1.09+0.08
MAGIC 0.96+0.15 1.12+0.21 1.14+0.16
MAGI  1.1740.12 1.26+0.09 1.32+0.06

Table 1: Mean reward of different methods with different
number of agents in Battle of MAgent

Contribution (Q4). We further evaluate the contribu-
tion of each component in MAGI. We design two variants
of MAGI: 1) MAGI-VD is MAGI without the value
decomposition component, such that we input individual
value into the fully connected layer and output the global
value. 2) MAGI-IB is MAGI without the information
bottleneck optimization component. As shown in Table
2, by comparing MAGI and MAGI-IB, we can see that
the removal of the information bottleneck optimization
module causes a drop in performance under adversarial
attacks and noise, which demonstrates graph information
bottleneck optimization is able to enhance the robustness
and effectiveness of communication learning.

Moreover, when comparing MAGI and MAGI-VD, we
can see that the removal of the value decomposition module
leads to only a slight performance decline. It is worth noting
that the MAGI module can be flexibly integrated with var-
ious value decomposition methods. These experimental re-
sults demonstrate that information bottleneck optimization
can enhance the robustness and effectiveness of communi-
cation learning under adversarial attacks and that the value
decomposition module can further promote action collabo-
ration and policy learning among agents.

Parameters (QS5). To explore the effect of different hyper-
parameters on performance. We first conduct ablations on
feature noise ratios in the 2¢3s5z and MMM3 scenarios of
SMAC. As shown in Figure 4, with different feature noise
ratios (n € {0.5,1.0,1.5}), MAGI consistently performs
better than other GNN-based MACRL methods. Especially,
as the 7 is large ( = 1.5), the performance of other methods
is significantly affected, while MAGI remains stable, which
demonstrates that IB optimization of MAGI makes the com-



The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

Scenarios MAGI-IB MAGI-VD MAGI
MMM2  60.07+5.75 79.93+3.64 82.87+2.93
MMM3  42.77+4.62 52.28+3.25 57.84+3.96

8mvs9m 68.12+3.83 87.29+2.40 92.55+1.78

lo2rvs4r 71.2445.49 84.64+3.56 86.01+3.04
2¢3s5z 69.35+4.18 89.47+1.90 93.02+1.45

Table 2: Win rate with different variants on several scenarios
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7722 MAGIC
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80
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Figure 4: Win rate of different methods with increasing fea-
ture noise ratio 7 in 2c¢3s5z and MMM3 of SMAC.

munication learning more robust under adversarial attacks
and noise perturbations.

To explore the effect of different A on the performance,
we conduct ablations on different scenarios of SMAC un-
der adversarial attacks and noise perturbations. As shown in
Table 3, with different A (A € {0.05,0.10,0.15}), MAGI
achieve the best performance with A = 0.15 in MMM3 sce-
nario and with A = 0.10 in other scenarios. Thus, for the
sake of consistency, we set the A = 0.10 for all scenarios.

Scenarios A =005 A=0.10 XA=0.15
MMM?2 80.17+3.02  82.87+293 81.9412385
MMM3 53.06+3.77 57.84+396 59.27:+3.71

8mvs9m 88.20:261 92.55:1.78 90.9412.15

102rvs 4r  83.06x434 86.01:3.04 85.39+3.16
2¢3s5z 92.17+151  93.02:145 91.06+1.83

Table 3: Win rate with different A on several scenarios

Besides, we evaluate the robustness and effectiveness
of different variants with increasing feature noise ratio
(n € {1.5,2.0,2.5}). As shown in Figure 5, from the
comparison results of the three variants, it can be seen that
the performance of the MAGI-IB drops sharply with the
increase of the feature noise ratio 7. In contrast, the MAGI
is excellent for stability. The effect of MAGI is the best,
the variance of MAGI-IB is the largest, and meanwhile, the
performance of MAGI-IB is the worst.

Generality (Q6). Adversarial attacks can be generally cate-
gorized as modifying features and modifying edges. There-
fore, in the previous experiment, we selected two adversar-
ial attacks (GN+PGD) to generate perturbations at the same
time for experiments: Adding Gaussian noise (modifying
features) and PGD (Xu et al. 2019) (modifying edges). Fur-
thermore, we utilize two other complicated adversarial at-
tacks (IG-JSMA (Wu et al. 2019) and GUA (Zang et al.
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Figure 5: Win rate of different variants with increasing fea-
ture noise ratio 7).

2021)) for experiments to verify the generality of the pro-
posed method and the results are shown in Table 4. We uti-
lize IG-JSMA to add adversarial perturbations on both the
agent features and edges. We leverage GUA to change edges
by flipping the connections between the anchor agents (refer
to (Zang et al. 2021) for more details) and the target agent.
As shown in Table 4, MAGI always achieves the best perfor-
mance compared with other baseline methods under various
adversarial attack methods, which demonstrates the general-
ity of the proposed method.

Methods GN+PGD IG-JSMA GUA

TarMAC  45.42:803 39.24:658 42.38+7.25

MAGIC 56.06z632 49.05+540 51.76+4.92
MAGI 71.34:426 67.26:4.08 65.13:3.52

Table 4: Win rate with different adversarial attacks in
MMM3 of SMAC

Conclusions

In this paper, we present a GNN-based MACRL method that
incorporates graph information bottleneck optimization. Our
approach aims to achieve robust and efficient communica-
tion learning by leveraging two information-theoretic reg-
ularizers. These regularizers minimize the mutual informa-
tion between the communication message and the agent fea-
tures, while simultaneously maximizing the MI between the
message representation and the action selection. Empirical
results from diverse multi-agent scenarios demonstrate that
our proposed method outperforms other baseline approaches
significantly. To the best of our knowledge, this work rep-
resents the initial exploration of learning robust communi-
cation using graph information bottleneck optimization in
the MACRL domain. We believe that the proposed method
holds promise in establishing efficient communication in
large-scale multi-agent systems, even in the presence of ad-
versarial attacks and noise perturbations. In the future, it
would be worthwhile to apply our proposed method to real-
world large-scale multi-agent cooperative tasks.
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