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Abstract

Randomized smoothing (RS) has provided state-of-the-art
(SOTA) certified robustness against adversarial perturbations
for large neural networks. Among studies in this field, meth-
ods based on adversarial training (AT) achieve remarkably
robust performance by applying adversarial examples to con-
struct the smoothed classifier. These AT-based RS methods
typically seek a pointwise adversary that generates the worst-
case adversarial examples by perturbing each input indepen-
dently. However, there are unexplored benefits to consider-
ing such adversarial robustness across the entire data distri-
bution. To this end, we provide a novel framework called
DRF, which connects AT-based RS methods with distribu-
tional robustness (DR), and show that these methods are spe-
cial cases of their counterparts in our framework. Due to the
advantages conferred by DR, our framework can control the
trade-off between the clean accuracy and certified robustness
of smoothed classifiers to a significant extent. Our experi-
ments demonstrate that DRF can substantially improve the
certified robustness of AT-based RS.

1 Introduction

While neural networks (NNs) have achieved remarkable per-
formance in various applications (He et al. 2016; Devlin
et al. 2019; Silver et al. 2017; Mao et al. 2021, 2022, 2023),
many empirical and theoretical studies (Xu and Liu 2022,
2023; Chen and Liu 2023) have demonstrated that NNs are
vulnerable when dealing with imperceptibly perturbed im-
ages, referred to as adversarial examples. Adversarial at-
tacks (Goodfellow, Shlens, and Szegedy 2015; Madry et al.
2018; Carlini and Wagner 2017) are usually generated by
adding small perturbations to benign images; notably, these
minor perturbations can drastically change the predictions
of an NN-based classifier, even when the perturbation has
no effect whatsoever on the semantic information perceived
by humans.

This intriguing weakness of NN has motivated a rapidly
growing body of work focused on obtaining a robust NN
model (Li, Zou, and Liu 2022; Zou and Liu 2023a,b; Shi
and Liu 2023). Unfortunately, most defense heuristics have
subsequently been shown to fail against suitably powerful
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attack algorithms (Carlini and Wagner 2017; Uesato et al.
2018; Tramer et al. 2020). Even if the model is made robust
to the attack algorithm used for evaluation, there is no guar-
antee that it will remain robust to other unseen attacks. This
has encouraged researchers to develop certified robustness
(Katz et al. 2017; Wong et al. 2018; Wang and Liu 2022,
2023): i.e., regardless of what attack algorithm is applied,
classifiers whose prediction at point z is certified to be con-
stant within a neighborhood of z.

Randomized smoothing (RS) (Lécuyer et al. 2019; Cohen,
Rosenfeld, and Kolter 2019) is a promising method that can
provide certified robustness for large NNs. Cohen, Rosen-
feld, and Kolter (2019) show that any classifier can be trans-
formed into a certified robust classifier by averaging its pre-
dictions over Gaussian noise, with the certified robustness
depending on how well the classifier performs when faced
with the noise. At present, RS is considered the SOTA ap-
proach to offering a provable guarantee of robustness against
Lo-perturbations (Li et al. 2020). In light of this, many ex-
isting works focus on improving the robustness guarantee
given by RS, such as by using different smoothing measures
(Lee et al. 2019; Yang et al. 2020), different divergences
(Dvijotham et al. 2020), etc.

One important direction in this line of research is that
of investigating which training of the base classifier can
maximize the certified robustness after smoothing. Empir-
ically, RS methods employing adversarial training can out-
perform Gaussian-based RS and significantly improve the
certified robustness. Adversarial training (AT) (Madry et al.
2018; Zhang et al. 2019; Ma, Wang, and Liu 2022; Li and
Liu 2023; Wang et al. 2023), one of the most effective and
widely-used approaches among adversarial defenses, im-
proves the robustness of NN by augmenting the training set
with adversarial examples (Figure 1a). AT-based RS can be
viewed as a robust optimization process that involves seek-
ing a pointwise adversary of the smoothed classifier, which
generates the worst-case adversarial example by indepen-
dently perturbing each benign image.

Note that previous works of AT-based RS focus on point-
wise certification, i.e., trying to provide a provable guarantee
for the worst-case adversarial example around the given in-
put, as shown in Figure 1b. However, these works ignore
the performance of the smoothed classifier on the input data
population, which is an important indicator, since it relates
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(a) Adversarial Training (AT)

(b) AT-based RS

(c) DRF (Ours)

Figure 1: [llustrations of decision boundaries obtained by different training methods. (a) Adversarial training (Madry et al. 2018)
corrects adversarial examples found within an e-ball around each sample. (b) AT-based RS methods (Salman et al. 2019; Jeong
and Shin 2020) employ AT on smoothed classifiers to provide certified robustness, resulting in smoother decision boundaries
compared to AT. However, these methods consistently output decisions within the neighbourhood of input with a fixed attack
strength e, leading to reduced generalization capacity. (¢) DRF (ours) generates adversarial examples by considering the data
distribution, which allows alteration of the maximum distance between the adversarial example and input. It is novel to remove
the hard constraint since randomized smoothing is a general defense regardless of specific e.

directly to the generalization capacity of the smooth classi-
fier. Accordingly, the following question is raised:

* Can we design a training strategy that considers the data
distribution during adversarial training, in order to im-
prove the performance of the smoothed classifier?

To fill this gap, our work attempts to apply distribu-
tional robustness (DR) to improve the generalization capac-
ity. Specifically, we propose a novel framework to connect
AT-based RS methods with DR, namely, a Distributional
Robustness Framework for smoothed classifiers (DRF). DR
(Sinha, Namkoong, and Duchi 2018; Blanchet and Murthy
2019; Bui et al. 2022; Zhou and Liu 2023) looks for a
worst-case distribution located in the ball centered around
the data distribution, which generates the adversarial exam-
ples. Therefore, compared with AT, the adversary in DR
does not look for the perturbation of a specific data example,
but rather moves the worst-case distribution around the data
distribution. Thus, DRF is expected to achieve better gener-
alization than the original AT-based RS methods on unseen
data (Figure 1c). Our main contributions can be summarized
as follows:

1. Theoretically, our proposed DRF bridges AT-based ran-
domized smoothing and distributional robustness. By
adopting this approach, we can generalize and encom-
pass AT-based RS methods in the DR setting, including
SmoothAdv (Salman et al. 2019) and Consistency (Jeong
and Shin 2020). We prove that these methods are special
cases of their DR counterparts. Motivated by theoretical
analysis, we further develop a novel algorithm to unify
the AT-based RS, which has better generalization capac-
ity than the original method.

Empirically, we evaluate DRF against various robust
training methods for RS. The results consistently show
that our framework significantly improves the certified
robustness compared to existing methods. Through sensi-
tivity analysis, we further verify that our method offers a
new, stable trade-off term between the clean accuracy and
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certified robustness, and also performs stably in training
for a wide range of hyperparameters.

2 Preliminaries

Distributional robustness (DR). We consider the classi-
cal stochastic optimization problem, given a generic Polish
space Z endowed with a data distribution P; {y : Z — R is
a loss function over a parameter § € O,c: Z x Z — R, is
a cost function. The distributional robustness setting (Sinha,
Namkoong, and Duchi 2018; Blanchet and Murthy 2019;
Bui et al. 2022) aims to find the distribution Q in the vicin-
ity of P and maximize the loss in the expectation, then cer-
tify the performance even for the worst-case population loss,
which requires solving the following min-max problem to
attain a robust classifier:

inf

9 Eq [t (2)],

(1

sup
QW (P,Q)<e

where € > 0 and z ~ Q. W, denotes the optimal trans-
port (OT) cost, or a Wasserstein distance if ¢ is a metric.
Wasserstein distance defines a notion of closeness between
distributions as follows:

/ cdm,

where II (P, Q) is the set of couplings whose marginals are
‘P and Q, the cost ¢ is a non-negative lower semi-continuous
function that satisfies ¢(z,z) = 0. Sinha, Namkoong, and
Duchi (2018); Blanchet and Murthy (2019); Bui et al. (2022)
show that the strong duality holds:

Eq [ty (2)]

inf

We (P7 Q) = w€ll(P,Q)

2

sup
inc (7)7 Q)<e

= inf {
A>0

Local adversarial robustness. We consider the classifica-
tion task with K classes. Let Z = X x ), z = (z,y) € Z,

e+ E
z~P

[jlé% {lo (') — Ac (2, z)}} } . ©
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wherez € X andy € Y := {1,--- , K} denote an input and
the corresponding class label, respectively. Let fg : X — Y
be the classifier with parameter # € ©, which is modeled by
fo(x) == argmax,cy, F}(z) with a differentiable mapping
Fy : X — AK~1 where AKX~ denotes the probability sim-
plex in R¥ . In this paper, F} is an NN with parameter § € ©
followed by a softmax layer.

In the context of local adversarial robustness for NNs, we
require fp not only to correctly classify (x,y) ~ P, but also
to be locally constant around x; i.e., fy is certified not to
contain any adversarial examples in the Ly ball centered at
z. Accordingly, one can measure the adversarial robustness
of a classifier fy by considering the largest possible radius
of the Lo ball (also called the robust radius), defined as fol-
lows:

“

min ||z" — z||2.

fo(z" )y
Therefore, our goal is to train an fy that performs well on P,
while also maximizing R(fy;z,y).

R(fo;z,y) =

Randomized smoothing (RS). Unfortunately, computing
the robust radius (Eq. (4)) is proven to be an NP-complete
problem (Katz et al. 2017; Sinha, Namkoong, and Duchi
2018). In cases when fy is too complex to control its pre-
dictions in practice (e.g., if fy is a large NN on high-
dimensional data), solving Eq. (4) directly will be time-
consuming. Randomized smoothing (Cohen, Rosenfeld, and
Kolter 2019) instead constructs a new classifier fg from fy
that can more easily obtain robustness by “smoothly” trans-
forming the base classifier fy with the Gaussian distributions
N(0,0%1):

fo(z) = arg H;aXP5~N(0,a2I) (fo(x +9) =¢),
ce

&)

where o2 is a hyperparameter that controls the level of

smoothing. For a given (x, y), Cohen, Rosenfeld, and Kolter
(2019) show that R( fg; x,y) can be lower-bounded by the
certified radius R( fg,x,y); this can be derived from the
confidence of fy at z, which we denote by p 7(z), as follows:

R(fo,x,y) =0 - ps(2)) < R(fo;2,9),  (6)

where py(z) = Psn(0,021)(fo(x + &) = y), provided that
fo(x) = y; otherwise, R(fp;x,y) = 0. ® denotes the cu-
mulative distribution function of the standard normal distri-
bution. This lower bound is known to be tight for the Lo-
minimum distance, e.g., the bound R is optimal for linear
classifiers (Cohen, Rosenfeld, and Kolter 2019).

Adversarial examples for smoothed classifiers. Salman
et al. (2019) were the first to present a direct attack for
smoothed classifiers. It is difficult to directly find adver-
sarial examples for fe because of the argmax; besides, fg
is essentially a non-differentiable object when Eq. (5) is
approximated via Monte Carlo sampling (Metropolis and
Ulam 1949). Thus, SmoothAdv proposes to attack the soft-
smoothed classifier Fy = Ej [Fo(z + §)] rather than fo,
as Fy R? — AK-1 s differentiable. Specifically,
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SmoothAdv finds an adversarial example & under attack
strength e:

& = argmax CE(Fp(z' +6),v)
llz' —zl2<e

argmax (—logEs [F} (z' + 9)]),

|z’ —zll2<e

(7

where CE denotes the standard cross-entropy loss. In prac-
tice, the expectation in this objective Eq. (7) is approximated
via Monte Carlo integration with m samples of §, namely
81, O ~ N(0,0%1):

<log (; ZFg(az’ + 6¢)>> . ®

Adyversarial training (AT) for smoothed classifiers. To

improve the robustness of fg when smoothing with Gaussian
noise, (Cohen, Rosenfeld, and Kolter 2019) simply proposes
to train fp using Gaussian augmentation:

inf E (pyvp [CE(Fy(z+0),9)].
5~N(0,621)

I = argmax
2’ —zll2<e

€))

To obtain an fy that gives a more robust classifier when
smoothed into fy, previous works (Salman et al. 2019; Jeong

and Shin 2020) adopt adversarial training on fg using the ad-
versarial examples generated by Eq. (8).

SmoothAdv (Salman et al. 2019) employs adversarial
training with PGD attack (Madry et al. 2018) on the
smoothed classifiers:

|

Consistency (Jeong and Shin 2020) applies a consistency
regularization term to Eq. (10):

|

A KL(Ey(@') || Fo (o +9)) +n- H(Ey(a))]]

inf Efp

su
2 p

|z’ —zll2<e

Es [ CE(Fp(2' +9),y) ]] . (10)

inf ]Ep

) s [CE(Fu(e’ +6).,)

sup
o’ —z|l2<e

(1)

where KL(+||-) and H(-) denote the Kullback-Leibler (KL)
divergence and the entropy, respectively, while A, > 0 are
hyperparameters that control the relative strength.

3 DREF: Distributional Robustness
Framework for Smoothed Classifiers

In this section, we propose a unified formulation for distri-
butional robustness, which is a more general framework for
connecting AT-based RS methods and existing distributional
robustness approaches.

3.1 Theoretical Framework

In this subsection, we propose a unified formulation for dis-
tributional robustness, which is a more general framework
for connecting AT-based RS methods and existing distribu-
tional robustness approaches.
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Given the data distribution P?et@_ let the input x ~
pdata Pll‘;bez is the conditional distribution for a given z,

used to generate label y ~ Pll(;bd. We consider the space
Z = X x )Y, the joint distribution Pa on Z consists of
samples (z,y), where z ~ P4 and y ~ P!,

Consider a distribution Q on Z that satisfies the condition
We (Pa, Q) < €. A sample z drawn from P, is represented
as z = (x,y), while a sample 2’ from Q is denoted as 2’ =
(2',y"). We define a unified loss function Ly (2/,0) : Z X
X — R disturbed by § over a parameter § € ©. We can then
transform SmoothAdv (Eq. (10)) and Consistency (Eq. (11))
into their distributional robustness versions, as follows:

e SmoothAdv (Salman et al. 2019):
Ly (2',6) = CE(Fp(z' +9),y").

* Consistency (Jeong and Shin 2020):
Lo(2',0):=CE(Fy(z'+6), ')+ \-KL(Ey(z')|| Fy (' +
5)) + - H(Ey(a')).

Remark 1. In this setting, 2’ tends to be close to x. Since
Pdata ig the marginal distribution of PA on z, if Q%ate
is the marginal distribution of Q on z’ in (2/,y’), then
W, (Pdate Qdate) < W, (Pa, Q) < €, which explains the
closeness between x and «’. This property is necessary to the
local adversarial robustness, since the adversary can usually
engineer 2’ so that it appears identical to x to the human eye.

Remark 2. Es[Ly(2',0)] can be seen as a smoothed version
of Ly(2',); moreover, since the normal distribution has a
density, the smoothed function is guaranteed to be differen-
tiable (Bertsekas 1973).

Then we prove the equivalence of the primal and dual
forms for the smoothed loss function in the following the-
orem. The formal version and corresponding proof are pre-
sented in full in Appendix.

Theorem 1 (informal). Assume that the loss function Ly is
upper semi-continuous and the cost function c is lower semi-
continuous. We then have the following equality between the
primal form and dual form:

sup Egﬁ [ﬁg (Z/, 5)]

QW (Pa,Q)<e

{/\e+

Remark 3. There are two unique challenges we need to over-
come in the proof: (a) The first challenge is the incorporation
of the noise level 0 in smoothed loss Es[Ly (2, §)], since we
need to consider the expectation of this additional random
variable. Notably, the smoothed loss in DR was hitherto un-
explored. (b) In DRF, we impose a substantial penalty on
points outside the epsilon ball, requiring the infinity term
in the cost function c. This contrasts with previous distribu-
tional robustness work: the primal-dual form in Eq. (3) em-
ploys a bounded cost function. In Theorem 1, we bypass the
restrictive assumption and prove the primal-dual transforma-
tion for the unlimited cost function, tailored for randomized
smoothing scenarios.

= inf
A>0

E

2~Pa

s (B51Co (+,0)] ~ e ()}

(12)
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Algorithm 1: DREF training

Input: Sample (x,y) ~ P, smoothing factor o, number of
noise samples m, current iteration n, number of steps 7',
step size of adversarial example «, initial value of regu-
larization \g, learning rate () of A, learning rate (y of 6,
batch size of adversarial examples «, attack strength e.

Sample 6y, , 0 ~ N(0,021)
/I FIND AN ADVERSARIAL EXAMPLE
2O, Fy(¢0) ¢, ;37 Fo(x +65)
fort=0to71 — 1do
20D 20 4 oV, (—log BY (2(1))
[
#tH)  c1ip(2D,0,1)
// CLIP TO VALID RANGE
P00 e S P 4 6)
end for
: // UPDATE MODEL PARAMETER 6
. 9n+1 — Hn - % 21 VH‘CQ(:%(T)v Y, 61)
: // UPDATE REGULARIZATION STRENGTH A

P A1 = — O (e =230 & — i)

—zl2

A G S S s

—_—
N

3.2 Implementation for DRF

In this subsection, we introduce the specific implementation
of our proposed DRF. See pseudocode in Algorithm 1. RS
focuses on the certified robustness in Lo space; thus, we con-
sider the Euclidean norm || - || as the cost function, which
is differentiable except at the null point. Then, the final op-

timized objective of DRF becomes:

inf {de+ E sup{Es [Lo(z',y,0)] = \||2' —= ] .

WO{ B s 0] Al )
(13)

Similar to the original AT-based RS methods, we employ it-
erative gradient ascent to find adversarial example z. Given
the current parameter \,, (i.e., the initial value )\ after up-
dating for n iterations), we optimize the following objective
modified by Eq. (7) to obtain Z:

& = arg max {CE(Fg(x’ +6),y) — Al — x||2} .

(14)
Comparing Eq. (14) with original RS attacker (Eq. (7)),
we do not apply any explicit project operation into the ball
B.(x) (e.g., RENORM in PyTorch). The project procedure of
DREF can be seen as “soft projection”, i.e., implicitly project-
ing into a soft ball governed by A. The adversarial example
% gets closer to x when the value of A increases.

Then, we update the model parameter # in order to opti-
mize the outer minimization objective in Eq. (13). Following
previous works (Salman et al. 2019; Jeong and Shin 2020),
we minimize the averaged loss over (& + 01,%), -, (& +
Om,Y), i.e., ming % > i Lo(Z,y,6;), where 81, -+, 0, ~
N(0,021); different methods specify Ly differently (see
Section 3.1).

Finally, we update the coefficient of the regularization
term A. Given the batch size « , we preserve a batch of ad-
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versarial examples {#;}/ ; and corresponding benign ex-
amples {z; }%_,. We define A, as the average distance from
ttow, ie, Ay = 237 | ||&; — x]l2. If Ay is less than
€, meaning that adversarial examples are globally close to
benign examples, then A should be decreased; otherwise, A
should be increased because of & being far from z globally.
Thus, given the current \,, and learning rate (), we update
)\n+1 =M — C)\(E - An)

Remark 4. The intuition behind learnable A is straightfor-
ward: using a fixed A to perturb diverse images can be sub-
optimal. When X is small, the resulting adversarial examples
are far from their benign counterparts, making classification
difficult. Conversely, setting A to a high value makes the ad-
versarial examples similar to benign examples, rendering the
model vulnerable to adversarial attacks. Thus, we employ
a learnable A to achieve better generalization performance.
Our approach leverages the concept of softball to generate
diverse and flexible adversarial examples, some of which lie
within the e-balls while others lie outside. It is natural to re-
move the “hard projection” since randomized smoothing is
a general defense regardless of specific attack strength e.

3.3 Efficacy of DRF

To demonstrate the efficacy of DRF, we depict the confi-
dence gap between the ground truth and the “runner-up”
class across Gaussian noise samples (x + d,y), defined as
log Fj/ (x + 6) — max, log F§(x + ). Intuitively, samples
that are easily and accurately classified exhibit a large confi-
dence gap, thereby yielding a large certified radius (Eq. (6)).

In Figure 2, for each frequency distribution histogram and
kernel density estimation (KDE), we utilize noise level o =
1.0 and the complete test set (10,000 samples) of CIFAR-
10, aligning with the results of ¢ = 1.0 in Appendix. We
exclusively count samples that are classified correctly. The
observations are as follows:

* The confidence gap in the Consistency is notably lower
and more concentrated compared to the SmoothAdv. This
indicates that both easy and challenging samples ex-
hibit a consistently robust radius. As a result, Consis-
tency underperforms at lower values of 7 but surpasses
SmoothAdyv at larger r.

This phenomenon arises due to the regularization term
KL(Fy(")||Fp(2' + &)) within the loss function of Con-
sistency (Eq. (11)). This term enforces alignment be-
tween the confidence of the clean sample (r = 0) and
the confidence of the noisy sample. However, such over-
regularization can lead to poor performance for small
values of r. In contrast, SmoothAdv does not distinctly
focus on the “hard” samples (r = o), which results in a
prolonged tail in its histogram.

Figure 2 further unveils the following insights into our
method. By regulating the distance between the adversarial
example and its benign counterpart using the learnable \:

e Our DRF mitigates the heavy-tailed issue within the
SmoothAdy histogram.

e For Consistency, DRF effectively moderates over-
regularization, leading to a less concentrated histogram.
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Confidence gap

Figure 2: Frequency distribution histogram and kernel den-
sity estimation (KDE) for the confidence gap, quantified as
log )/ (z + 0) — max,, log F§(z + 0).

These experimental results verify the efficacy of our ap-
proach through the incorporation of a learnable A. Through
the dynamic adjustment of the distance between adversar-
ial examples and their benign counterparts via adaptive A,
we can achieve a more harmonious balance between clean
accuracy and certified robustness and result in an enhanced
Average Certified Radius (ACR).

4 Experiments

In this section, we evaluate the effectiveness of our frame-
work on well-established image classification datasets to
measure robustness, including MNIST (LeCun et al. 1998)
and CIFAR-10 (Appendix) (Krizhevsky and Hinton 2009).
Additionally, we conduct sensitivity analysis in Section 4.3
to further investigate the components in our framework. De-
tails of the experimental setup (e.g., datasets, computing re-
sources, hyperparameters for the baseline methods, etc.) are
provided in Appendix.

4.1 Setups

Baseline methods. We compare our framework with a va-
riety of existing techniques proposed for the robust train-
ing of smoothed classifiers: @ Gaussian-based: (a) Gaus-
sian (Cohen, Rosenfeld, and Kolter 2019): standard train-
ing with Gaussian augmentation; (b) Stability training (Li
et al. 2019): a cross-entropy regularization between Fy(x)
and Fyp(z + 6); (c) MACER (Zhai et al. 2020): a regular-
ization that maximizes an approximative form of the certi-
fied radius in Eq. (6); (d) SmoothMix (Jeong et al. 2021):
uses mixup loss to regularize the over-confident predic-
tions; @ AT-based: (¢) SmoothAdv (Salman et al. 2019):
adversarial training on the smoothed classifier; (f) Consis-
tency (Jeong and Shin 2020): a KL-divergence-based regu-
larization that minimizes the variance of Fy(z + J) across
different 4.

Training details. We train every model via stochas-
tic gradient descent (SGD) using Nesterov momentum of
weight 0.9 without dampening. The weight decay and batch
size are set to 10~* and 256 for all the models. The differ-
ent training schedules for each dataset are provided below:
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o Models (MNIST) ACR |0.00 0.25 050 0.75 1.00 1.25 1.50 1.75 2.00 225 2.50 2.75
Gaussian (Cohen, Rosenfeld, and Kolter 2019) 0.911]99.2 984 96.7 93.1 0.0 00 0.0 00 00 0.0 00 0.0
Stability training (Li et al. 2019) 0.915]99.3 98.6 97.1 93.8 00 00 0.0 00 00 0.0 0.0 0.0
MACER (Zhai et al. 2020) 0.920(99.3 98.7 974 947 00 00 0.0 00 00 0.0 0.0 0.0
SmoothMix (Jeong et al. 2021) 0.927199.4 989 979 960 00 00 00 00 00 0.0 00 0.0

0.25 SmoothAdv (Salman et al. 2019) 0.932]199.4 989 98.1 96.7 00 0.0 0.0 00 00 0.0 0.0 0.0
+ DREF (ours) 0.933/99.4 99.0 98.2 969 00 00 00 00 00 0.0 00 0.0
Consistency (Jeong and Shin 2020) 0.932199.3 989 98.1 968 00 00 00 00 00 0.0 00 0.0
+ DRF (ours) 0.933/99.3 99.0 982 97.0 00 00 00 00 00 0.0 00 0.0
Gaussian (Cohen, Rosenfeld, and Kolter 2019) 1.555]99.1 98.3 969 943 89.7 81.8 67.5 443 0.0 0.0 0.0 0.0
Stability training (Li et al. 2019) 1.571199.2 98.5 972 949 90.7 83.0 69.2 459 00 00 0.0 0.0
MACER (Zhai et al. 2020) 1.598 |98.7 98.0 96.4 94.0 90.2 83.7 724 540 0.0 00 0.0 0.0
SmoothMix (Jeong et al. 2021) 1.677199.1 98.5 97.5 95.7 929 882 80.0 652 0.0 0.0 0.0 0.0

0.50 SmoothAdv (Salman et al. 2019) 1.688199.0 98.3 97.3 95.7 93.0 88.6 81.1 67.6 0.0 0.0 00 0.0
+ DREF (ours) 1.69399.0 984 97.4 958 93.2 88.7 81.6 682 0.0 0.0 00 0.0
Consistency (Jeong and Shin 2020) 1.692198.6 98.0 97.0 95.3 92.5 88.3 81.8 70.3 0.0 0.0 0.0 0.0
+ DREF (ours) 1.697 | 98.5 98.0 97.0 95.2 92.6 884 82.0 70.8 0.0 0.0 0.0 0.0
Gaussian (Cohen, Rosenfeld, and Kolter 2019) 1.620 [96.3 944 914 86.8 79.8 70.9 594 46.2 32.5 19.7 109 5.8
Stability training (Li et al. 2019) 1.631]96.4 946 91.6 87.2 80.6 71.8 60.5 469 33.1 200 11.2 5.7
MACER (Zhai et al. 2020) 1.593191.6 88.1 83.5 77.7 71.3 63.7 55.6 47.3 384 29.2 20.0 11.5
SmoothMix (Jeong et al. 2021) 1.786 | 95.6 93.6 90.5 86.3 80.6 73.5 64.3 53.7 43.1 33.2 23.7 13.7

1.00 SmoothAdv (Salman et al. 2019) 1.776195.7 939 90.6 86.5 80.8 73.6 644 53.8 43.2 328 222 12.0
+ DREF (ours) 1.788 | 95.6 93.7 90.6 86.3 80.7 73.6 64.5 54.1 44.1 34.1 24.2 13.8
Consistency (Jeong and Shin 2020) 1.818 194.2 92.0 88.5 84.3 79.0 72.1 63.8 54.6 454 37.1 28.0 194
+ DREF (ours) 1.824 (94.1 92.0 88.5 84.2 78.9 72.2 639 54.8 45.7 37.5 28.5 20.0

Table 1: Comparison of the certified accuracy (%) and ACR on MNIST. Every model is certified with ¢ used for its training.
Each value except ACR indicates the fraction of test samples with an Lo certified radius larger than the threshold specified in
the top row. We highlight our results in bold whenever the value improves relative to the Gaussian baseline, and underline them
whenever the value represents an improvement relative to the considered AT-based RS baseline.

(a) MNIST: The initial learning rate is set to 0.01. We train
LeNet (LeCun et al. 1998) model for 90 epochs. (b) CIFAR-
10: The initial learning rate is set to 0.1; We train ResNet-
110 (He et al. 2016) model for 150 epochs, and the learning
rate is decayed by 0.1 at 50-th and 100-th epoch.

Evaluation metrics. Our evaluation of the robustness
is based on the practical certification procedure CERTIFY
proposed by Cohen, Rosenfeld, and Kolter (2019) and sim-
ilar to a number of prior works (Salman et al. 2019; Zhai
et al. 2020; Jeong and Shin 2020; Jeong et al. 2021). We
consider two evaluation metrics: (a) the certified accuracy
at various radii, which is the fraction of the test dataset
that CERTIFY classifies correctly, and (b) the average cer-
tified radius (ACR) (Zhai et al. 2020), namely the average
of certified radii returned by CERTIFY on the test dataset
counting only the correctly classified samples, i.e., ACR :=
Wlestl Z(Ly)epmt CR(fg,0,x) - L f(z)=y)> Where Drest 1S
the test dataset and CR is the certified radius returned by
CERTIFY (Eq. (6)). We apply CERTIFY with n = 100, 000,
ng = 100 and o = 0.001, following (Cohen, Rosenfeld,
and Kolter 2019; Salman et al. 2019; Jeong and Shin 2020;
Jeong et al. 2021).

Remark 5. The certified accuracy is a function of the fixed
attack strength r; it is difficult to compare the robustness
of two models unless one is uniformly better than the other
for all values of r. Thus, ACR is a more suitable choice than
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certified accuracy for comparing the robustness under condi-
tions of trade-off between accuracy and robustness (Tsipras
et al. 2019; Zhang et al. 2019). By its definition, ACR natu-
rally assigns O for the incorrectly classified test samples, i.e.,
f@ (z) # y; thus, a decreasing clean accuracy of fg would
negatively affect the value of ACR.

4.2 Results on MNIST

For the MNIST (LeCun et al. 1998) experiments, we train
every method on LeNet (LeCun et al. 1998) for 90 epochs,
then report the certified accuracy and ACR of smoothed
classifiers using the full MNIST test dataset. When DREF is
used, we employ fixed hyperparameter values of ¢, = 0.02
and x = 100 in this subsection, while \g = 1.0, 2.0 for
SmoothAdv and Consistency, respectively. For the other hy-
perparameters of DRF added to these two methods, we uti-
lize the same configurations as outlined in the original works
(Salman et al. 2019; Jeong and Shin 2020). See Appendix
for the specific hyperparameters of these two baselines.

For each model configuration, we train and evaluate the
models with noise levels o € {0.25,0.5,1.0}, the results
are reported in Table 1. Due to space limitations, figures of
the certified accuracy over the full range of radii per o are
attached in Appendix. The improvements of our proposed
DRF are summarized below:
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Figure 3: Comparison of the certified accuracy and ACR across models with various parameters via DRF. ACR results are

reported over five runs on MNIST.

* DREF consistently improves “SmoothAdv” and “Consis-
tency” baselines in terms of ACR. DRF obtains a new
SOTA ACR compared with all baselines. These results
verifiy an orthogonal contribution of our DRF compared
to prior works.

DREF generally exhibits a better trade-off between clean
accuracy and robustness: e.g., for o = 1.0, the clean ac-
curacy declines only slightly, while ACR and the certi-
fied accuracy at large r are significantly promoted. When
o = 0.5, DRF can effectively preserve the clean accu-
racy while also improving the certified accuracy at large
r. Overall, our DRF can further improve the certified ac-
curacy, especially at large radii, and achieve better per-
formance in ACR.

Compared with the notable increase introduced by DRF
relative to the “Gaussian” baseline, the improvements
of other regularization-based approaches (e.g., Stability
training, MACER) are limited. This is because the regu-
larization term A in DRF is adaptable; it can leverage the
global information when solving the outer minimization
in Eq. (13).

4.3 Sensitivity Analysis

In this section, we conduct a sensitivity analysis on MNIST
to carefully examine the effect of different hyperparameters
in DRF. We perform experiments on “SmoothAdv + DRF”
with o = 1.0.

The initial value of \. By design, A controls the distance
between the adversarial example & and original input z. A is
adaptive and updated by Algorithm 1. We further examine
the effect of A\ (i.e., the initial value of A) on two metrics:

* Certified accuracy: In Figure 3a, we illustrate the cer-
tified accuracy with respect to (w.r.t) varying Ao when
o = 1.0. As expected, we observe a clear trade-off be-
tween the clean accuracy and the certified robustness.
When ) increases, the clean accuracy of the smooth
classifier increases while the certified accuracy at large
r decreases. This reveals that A significantly impacts the
performance of the smoothed classifiers as an effective
term to trade off the robustness against the clean accu-
racy. Thus, it is necessary for us to find a proper trade-off
between the clean accuracy and robustness; to do so, we
choose A\g = 1.0 for MNIST in Section 4.2.
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* ACR: Figure 3b plots how ACR changes w.r.t A\g. From
the figure, we can see that ACR decreases as Ay in-
creases, which reveals that we can control ACR by ad-
justing A\g. Recall that as )\ increases, the clean accuracy
of the smooth classifier increases. This is because an in-
crease in the clean accuracy often makes less of a contri-
bution to the increase in ACR, i.e., f correctly classifies
more test samples with the CR closer to 0.

Effect of (. In DREF, the learning rate () of A is a hyper-
parameter. To determine whether the performance of DRF
is sensitive to (y, we conduct experiments on the ACR w.r.t
different values of () and present the results in Figure 3c. As
shown in Figure 3c, the performance of DRF is not very sen-
sitive to ¢, when it is within the range of 0.001 to 0.02, then
suffers from a small drop when () is larger than 0.02. Thus
we choose () = 0.02 for MNIST in Section 4.2. The results
demonstrate that DRF can work well over a wide range of
learning rate ().

Effect of x. We investigate the influence on ACR of the
batch size of adversarial examples  to update A (see Fig-
ure 3d). From the result, we can determine that ACR in-
creases slightly with rising , then remains stable at values
of x larger than 100; thus, we choose x = 100 for the main
experiments. The results illustrate that the performance of
the smoothed classifier is not sensitive to «.

5 Conclusion

In this paper, we view certified robustness from a different
perspective, i.e., the worst-case population loss over the in-
put distribution. We provide a novel unified distributional
robustness framework for randomized smoothing, namely
DRE. Our proposed approach unifies and improves the per-
formance of the selected AT-based RS methods, namely
SmoothAdv and Consistency, and achieves SOTA results
compared with various baselines.
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