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Abstract

Real-world graphs are dynamic, constantly evolving with
new interactions, such as financial transactions in financial
networks. Temporal Graph Neural Networks (TGNNs) have
been developed to effectively capture the evolving patterns
in dynamic graphs. While these models have demonstrated
their superiority, being widely adopted in various important
fields, their vulnerabilities against adversarial attacks remain
largely unexplored. In this paper, we propose T-SPEAR, a
simple and effective adversarial attack method for link pre-
diction on continuous-time dynamic graphs, focusing on in-
vestigating the vulnerabilities of TGNNs. Specifically, be-
fore the training procedure of a victim model, which is a
TGNN for link prediction, we inject edge perturbations to
the data that are unnoticeable in terms of the four constraints
we propose, and yet effective enough to cause malfunction
of the victim model. Moreover, we propose a robust train-
ing approach T-SHIELD to mitigate the impact of adversar-
ial attacks. By using edge filtering and enforcing tempo-
ral smoothness to node embeddings, we enhance the robust-
ness of the victim model. Our experimental study shows that
T-SPEAR significantly degrades the victim model’s perfor-
mance on link prediction tasks, and even more, our attacks
are transferable to other TGNNs, which differ from the vic-
tim model assumed by the attacker. Moreover, we demon-
strate that T-SHIELD effectively filters out adversarial edges
and exhibits robustness against adversarial attacks, surpass-
ing the link prediction performance of the naı̈ve TGNN by up
to 11.2% under T-SPEAR. The code and datasets are available
at https://github.com/wooner49/T-spear-shield.

1 Introduction
Graph Neural Networks (GNNs) have shown impressive ca-
pabilities across various tasks (Sun et al. 2022; Jin et al.
2021). However, their susceptibility to adversarial perturba-
tions (Bojchevski and Günnemann 2019; Dai et al. 2018;
Zügner, Akbarnejad, and Günnemann 2018; Xu et al. 2019)
has raised concerns about their safe use in critical applica-
tions, including fraud detection (Hooi et al. 2016; Zeager
et al. 2017) and malware detection (Hou et al. 2019). Despite
substantial progress made in developing attack and defense
techniques (Sun et al. 2022; Jin et al. 2021), the focus has
primarily been on GNNs designed for static graphs.
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In the real world, graphs are dynamic, constantly chang-
ing over time. For example, in financial networks, transac-
tions between accounts occur continuously over time, lead-
ing to ever-changing graphs. Dynamic graphs fall into two
types: Discrete-Time Dynamic Graphs (DTDGs), denoted as
a sequence of static graph snapshots, and Continuous-Time
Dynamic Graphs (CTDGs), represented as a sequence of in-
teractions over continuous time. Due to the capability of CT-
DGs to capture more intricate and fine-grained temporal pat-
terns in dynamic graphs, CTDGs have recently garnered in-
creasing attention, resulting in the development of numerous
machine learning models on CTDGs for time-critical appli-
cations (Kazemi et al. 2020; Thomas et al. 2022).

To effectively capture the evolving patterns in CTDGs,
Temporal Graph Neural Networks (TGNNs) (Rossi et al.
2020; Kumar, Zhang, and Leskovec 2019; Xu et al. 2020;
Wang et al. 2021a; Zhou et al. 2022) have been developed.
TGNNs jointly learn the temporal, structural, and contextual
relationships present in CTDGs by encoding graph infor-
mation into time-aware node embeddings. By incorporating
temporal information, TGNNs have demonstrated superior
performance over static GNNs in various tasks like link pre-
diction (Cong et al. 2023; Wang et al. 2021b) and dynamic
node classification (Rossi et al. 2020).

Nonetheless, in contrast to the actively researched adver-
sarial attacks on static GNNs, the vulnerabilities of TGNNs
to adversarial attacks remain underexplored, yet the signif-
icance of conducting such research is undeniable. For in-
stance, in a financial attack (Fursov et al. 2021; Zeager et al.
2017) scenario, an adversary may inject adversarial transac-
tions into the transaction graph, perturbing the timing and
content of transactions to mislead the model running on the
graph. This manipulation could lead to the model falsely
predicting fraudulent transactions as legitimate, resulting in
inaccurate risk predictions and potential financial losses.

In this context, we explore the weakness of TGNNs by
introducing T-SPEAR, a simple and effective adversarial at-
tack method for link prediction on CTDGs. From an ad-
versarial perspective, designing effective attacks on CT-
DGs poses unique challenges compared to attacks on static
graphs. First, in addition to the perturbation injected into
graphs, attacks should carefully be timed. Second, attacks
should stay stealthy and not deviate significantly from the
usual evolving patterns of interactions in the original graph.
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To address these challenges, we impose four constraints on
perturbations to ensure the attack remains unnoticeable: in
terms of the (C1) perturbation budget, (C2) distribution of
time, (C3) endpoints of adversarial edges, and (C4) number
of perturbations per node. While satisfying the above con-
straints, we generate edge perturbations by selecting edges
that are unlikely to be formed when considering the evolu-
tion of dynamic graphs, and then inject them into the data
before the training process of a victim model (i.e., a poi-
soning attack). Benchmarking on link prediction tasks, T-
SPEAR outperforms baselines, all within the same pertur-
bation budget. Moreover, T-SPEAR remains effective even
when the victim model differs from the model assumed by
the attacker, indicating that T-SPEAR is transferrable.

In terms of the defense against adversarial attacks, the
techniques available for static GNNs (Mujkanovic et al.
2022) are not adequate, partly because they do not consider
the dynamic nature of the graphs. For instance, in CTDGs,
a normal edge may turn into an adversarial edge over time,
but a defense algorithm for static GNNs cannot adapt to this
change. To mitigate the impact of adversarial attacks on CT-
DGs, we propose T-SHIELD, a robust training method for
TGNNs. By employing the edge filtering technique that con-
siders graphs’ dynamics, T-SHIELD eliminates potential ad-
versarial edges from the corrupted dynamic graphs without
any prior knowledge of the attacks. In addition, we enforce
temporal smoothness on node embeddings to prevent abrupt
changes, further enhancing the models’ robustness.

In summary, our contributions are as follows:
• To the best of our knowledge, we are the first to formulate

adversarial attacks on CTDGs under realistic constraints
regarding unnoticeability.

• We propose T-SPEAR, a simple and effective poisoning
attack method on CTDGs, and demonstrate its superiority
over 5 baselines across 4 different datasets and 4 victim
models on link prediction tasks.

• We propose T-SHIELD, a robust training method for
TGNNs that shows robustness against adversarial attacks,
surpassing the naı̈ve TGNN by up to 11.2% on link pre-
diction tasks.

2 Related Work
Temporal Graph Neural Networks (TGNNs). TGNNs
are categorized into two types: discrete-time TGNNs and
continuous-time TGNNs. Discrete-time TGNNs operate on
sequences of static graph snapshots that are evenly sam-
pled. Many discrete-time TGNNs integrate spatial and tem-
poral information by combining GNNs with sequence mod-
els (Sankar et al. 2018; Seo et al. 2018; Pareja et al. 2020;
Kazemi et al. 2020). Especially, DySAT (Sankar et al. 2018)
leverages structural and temporal self-attention on DTDGs.

The continuous-time TGNNs to which our work relates
directly learn the time-aware node embeddings on CT-
DGs, allowing them to capture finer temporal patterns com-
pared to discrete-time TGNNs. Specifically, JODIE (Ku-
mar, Zhang, and Leskovec 2019) employs two Recurrent
Neural Network (RNN) modules to sequentially update the
source and destination node embeddings as new edges ar-
rive. TGAT (Xu et al. 2020) employs an attention-based

message-passing to aggregate messages from a historical
neighborhood. To alleviate the expensive neighborhood ag-
gregation of TGAT, TGN (Rossi et al. 2020) employs an
RNN memory module to encode the history of each node.
Our proposed method mainly focuses on targeting the above
three representative continuous-time TGNNs.

In addition to these, various studies (Jin, Li, and Pan 2022;
Wang et al. 2021a; Zhou et al. 2022; Cong et al. 2023)
have been conducted on continuous-time TGNNs. Most re-
search on continuous-time TGNNs has demonstrated their
advancement using link prediction as a downstream task, so
we mainly investigate link prediction as our target task to
study the effect of adversarial attacks.

Adversarial Attacks on Graphs. Many studies have
delved into adversarial attacks on static graphs (Sun et al.
2022; Jin et al. 2021). Moreover, graph adversarial attacks
have been explored from diverse angles, such as perturba-
tion types (Liu et al. 2019) and unnoticeability (Zügner, Ak-
barnejad, and Günnemann 2018; Dai et al. 2023).

Some studies consider adversarial attacks on DTDGs,
focusing on degrading the link prediction performance.
Specifically, TGA (Chen et al. 2021) is a white-box evasion
attack that greedily selects edge perturbations across graph
snapshots. TD-PGD (Sharma et al. 2023) is a Projected Gra-
dient Descent (PGD) based attack under temporal dynamics-
aware perturbation constraint. However, these methods are
only applicable to DTDGs and cannot generate edge pertur-
bations with continuous timestamps. Despite diverse studies,
adversarial attacks on CTDGs are insufficiently studied.

Adversarial Defenses on Graphs. A bunch of work has
proposed adversarial defense methods for static graphs (Mu-
jkanovic et al. 2022). Especially, GCN-SVD (Entezari et al.
2020) substitutes the adjacency matrix with its low-rank
approximation before plugging it into a regular GNN.
ProGNN (Jin et al. 2020) alternately optimizes the parame-
ters of the GNN and the graph structure. GNNGuard (Zhang
and Zitnik 2020) filters edges in the message passing stage
using cosine-similarity. However, these methods cannot be
directly applied to CTDGs, and repeatedly applying them
whenever new interactions occur is computationally pro-
hibitive, and further fail to consider the dynamics in graphs.

In contrast, the literature on adversarial defense for dy-
namic graphs is limited. AdaNet (Li et al. 2022) proposes
an adaptive neighbor selection technique for reliable mes-
sage propagation on CTDGs. However, the method demon-
strates its robustness against small amounts of contextual
noise such as outdated links and node feature noise, rather
than structural perturbations that are our main focus.

3 Problem Formulation
3.1 Notation and Preliminaries
From now on, unless specified otherwise, by a dynamic
graph we refer to CTDG. A dynamic graph denoted as
G = (V, E) is a sequence of temporal interactions, where
V is the set of nodes, E = {e1, e2, · · · , e|E|} is the set of
interactions. Each interaction ei = (ui, vi, ti) is a dyadic
event between two nodes ui, vi ∈ V occurring at a specific
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time ti ∈ R+. For simplicity, we first assume these inter-
actions are undirected, unattributed, and ordered chronolog-
ically (i.e., ti ≤ ti+1). Later, we will discuss how our pro-
posed method can be extended to attributed dynamic graphs.

TGNNs are commonly trained using temporal interac-
tions as supervision (Thomas et al. 2022). Therefore, the
capability of a model is evaluated by how accurately it may
predict future interactions based on historical events. Specif-
ically, given two nodes u and v at time t, TGNNs aim to
learn their time-aware embeddings hu(t) and hv(t), where
the presence of an interaction between them can be predicted
with a downstream classifier, i.e., ŷuvt = clf(hu(t),hv(t)).
The loss function is typically formulated as:

LE = −
∑

(u,v,t)∈E

log ŷuvt + En∼Pn(V) log (1− ŷunt), (1)

where Pn(V) is the negative sampling distribution. In this
paper, we refer to the classifier clf(·) as the edge scorer and
the output ŷuvt as the edge score of the edge (u, v, t).

3.2 Dynamic Graph Adversarial Attack
Attacker’s Goal. Given a dynamic graph, an attacker
makes slight yet intentional changes to the data to achieve
a purpose, for instance, deteriorating the prediction perfor-
mance of the models. In this work, we assume that the goal
of the attacker is to degrade the dynamic link prediction per-
formance of TGNN models by injecting temporal adversar-
ial edges into the original edge sequence. Formally, a cor-
rupted dynamic graph is denoted as G̃ = (V , E ∪ Ẽ), where
Ẽ = {ẽ1, ẽ2, · · · , ẽ∆} is the set of adversarial edges and ∆ is
the perturbation budget. Our proposed attack takes place be-
fore the victim model is trained, i.e., it is a poisoning attack.

Constraint for Unnoticeability. To ensure the effective-
ness and stealthiness of adversarial attacks, we impose four
constraints on dynamic graph attacks:
(C1) Perturbation budget: To control the extent of adver-
sarial perturbations, we impose a budget constraint ∆ on the
attacks, limiting the number of adversarial edges to be no
more than a budget, i.e., |Ẽ | ≤ ∆. We control the budget
with the perturbation rate p, i.e., ∆ = bp · |E|c.
(C2) Distribution of time: To enhance the stealthiness, we
impose a distribution constraint on the timing of the adver-
sarial edges. To this end, when adding an adversarial edge
ẽ = (ũ, ṽ, t̃) at time t̃, we ensure that the time t̃ follows
the time distribution observed in the original edges, i.e.,
t̃ ∼ Pt(E), where Pt is the time distribution1. This constraint
aims to align the occurrences of adversarial edges with the
natural flow of interactions in dynamic graphs, making the
adversarial edges less distinguishable from genuine edges.
(C3) Endpoints of adversarial edges: If an adversarial
edge is composed of nodes that were activated a significant
time ago, it becomes easily detectable because it deviates
from the typical pattern of interactions. Thus, we enforce

1We use Kernel Density Estimation (KDE) to approximate the time
distribution of the original edges. We employ the Gaussian kernel
with a bandwidth of 0.1. The timestamps of the adversarial edges
are drawn from the estimated temporal distribution.

a restriction that adversarial edges can only be formed us-
ing nodes from interactions that occurred within a specific
time window W . Formally, when an adversarial edge ẽ is
added at time t̃, where ti ≤ t̃ ≤ ti+1, we select two nodes
ũ and ṽ from the set of nodes comprising the preceding W
edges, i.e., ũ, ṽ ∈ Vi,W = {ui−W+1, vi−W+1, · · · , ui, vi}.
This constraint ensures that the adversarial edges are derived
from recent interactions, making them less conspicuous.
(C4) Number of perturbations per node: A sudden in-
crease in the degree of nodes can make the attack easily
detectable (Bhatia et al. 2020). By limiting the number of
perturbations per node to N , the attack becomes less notice-
able. It is important to note thatN is not a fixed value for the
entire graph; it can vary over time, considering the dynamics
of the original interactions in dynamic graphs.

Attacker’s Knowledge. We focus on limited-knowledge
attacks, in which the attacker lacks knowledge about the
victim model, including its architecture and trained weights.
However, the attacker does possess the same level of knowl-
edge about the data as the victim model, allowing them to
observe all the dynamic graph data G and to study the tem-
poral interactions within the dynamic graph. Note that while
our primary focus is on targeting TGN (Rossi et al. 2020),
one of the representative TGNNs, the scope is not limited to
this model. We investigate the transferability of the proposed
attack, demonstrating its effectiveness for other victim mod-
els. These settings are realistic because the attacker cannot
know the details of the victim model in real situations.

4 Proposed Attack Method: T-SPEAR
In this section, we introduce our proposed adversarial attack
method T-SPEAR. Our attack exploits the edge scores (ŷuvt)
to create adversarial edges, leveraging the fact that a low
edge score indicates the edge is unlikely to be formed, and
thus likely to corrupt the natural evolution of the dynamic
graph. The method aims to strategically generate and inject
adversarial edges into the original edge sequence while ad-
hering to the four constraints (C1-C4).

4.1 Surrogate Model
We face the challenge of limited knowledge about the victim
model’s parameters and architecture. To address this issue,
we employ a surrogate model, specifically the TGN model,
which serves as a substitute for the victim model. This en-
ables us to develop and optimize adversarial edges without
directly accessing the victim model’s internals.

Node Memory. TGN uses node memory to summarize
past interactions. When there is an interaction involving a
node, the memory of that node is updated. For each interac-
tion (u, v, t), a message from v to u is computed as follows:

mu(t) = [su(t−)||sv(t−)||Φ(t− t−u )||euv]. (2)

Here, su(t−) is the memory of node u just before time t, ||
is the concatenation operator, and Φ(∆t) = cos(ω∆t + φ)
is the time encoder which encodes the time interval ∆t =
t − t−u into a vector, where ω and φ are learnable vectors.
Edge features are denoted as euv , but they can be ignored if
not provided. The node memory is then updated as:
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su(t) = mem(su(t−),mu(t)), (3)
where mem(·) is the GRU (Cho et al. 2014) memory updater.
The memory of node v is also updated in the same manner.

Attention Aggregator. TGN employs the attention mech-
anism of Transformer (Vaswani et al. 2017) to aggregate in-
formation from temporal neighbors. The attention aggrega-
tion of node u is computed by the queries, keys, and values
from its temporal neighbors v ∈ Nu(t), where Nu(T ) =
{v : (u, v, t) ∈ E , t ≤ T}. The temporal embedding hu(t)
of node u at time t can be computed by:

hu(t) =
∑

v∈Nu(t)

attn(su(t), sv(t), euv,vu(t),vv(t)), (4)

where attn(·) is the temporal graph attention module (Xu
et al. 2020), and vu(t) is the node features. The node fea-
tures can also be disregarded if they are not provided. The
attention aggregator enables TGN to integrate relevant in-
formation from its temporal neighbors, considering their im-
portance in the context of the dynamic graph at time t.

Train the Surrogate Model. As discussed in Section 3.1,
a surrogate TGN is trained in conjunction with a link classi-
fier, which is responsible for predicting the occurrence of fu-
ture interactions based on the time-aware node embeddings.
After training, the classifier (i.e., edge scorer) estimates the
likelihood of edge formation (i.e., edge score).

4.2 Naı̈ve Adversarial Edge Selection
Given a well-trained surrogate model and its associated edge
scorer, to create the adversarial edges Ẽ = {ẽ1, ẽ2, · · · , ẽ∆},
we first determine the timestamps, i.e., t̃1, · · · , t̃∆, at which
the adversarial edges are to be injected. Ensuring stealthi-
ness, we sample t̃1, · · · , t̃∆ ∼ Pt(E) to align them with the
time distribution of the original edges (C2).

Next, for each time sampled t̃, we select two nodes ũ and
ṽ based on their edge score. To satisfy the constraint (C3),
we choose two nodes from the set of nodes that comprise the
previous W edges. When ti ≤ t̃ ≤ ti+1 holds, we compute
edge scores for all pairs of nodes in Vi,W using the node
embeddings at time t̃. The node pair with the lowest edge
score is chosen as the endpoints of the adversarial edge. It is
formally described as follows:

(ũ, ṽ) = arg min
(u,v)∈E(Vi,W )

clf(hu(t̃),hv(t̃)). (5)

Here, E(Vi,W ) = {(u, v)|u, v ∈ Vi,W , u 6= v} denotes all
pairs of nodes within Vi,W . The lowest edge score indicates
that the corresponding edge is the least likely to be formed
at time t̃. Thus, the proposed adversarial edge selection rule
may effectively perturb the temporal dynamics of the graph.
We repeat the edge selection ∆ times for all timestamps
t̃1, · · · , t̃∆, thereby satisfying the constraint (C1).

4.3 Advanced Edge Selection on a Batch
Selecting adversarial edges one by one is effective but it
may become impractical when dealing with large datasets.
To overcome this issue, we propose an alternative where ad-
versarial edges are selected in batches, improving efficiency.
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Figure 1: Comparison of Low-K selection (left) and Hungar-
ian selection (right) when K is 5. The Hungarian selection
provides more inconspicuous and balanced perturbations.

The batch size |B| is set to half of the window size b|W |/2c
to adhere the constraint (C3), and we generateK = bp · |B|c
adversarial edges per batch.

For each batch b, we first sample K timestamps from the
time distribution Pt(E), i.e., t̃b,1, · · · , t̃b,K ∼ Pt(E), where
tb,1 ≤ t̃b,1 ≤ · · · ≤ t̃b,K ≤ tb,|B|. Here, tb,1 and tb,|B|
are the first and the last timestamps of the original edges in
the batch b, respectively. Let Vb−1 be a set of nodes consti-
tuting the edges in the previous batch b − 1. We then com-
pute the edge scores for all node pairs within Vb−1 using the
node embeddings at time t̃b,1, which is the first timestamp
of the perturbations. For an edge (u, v, t̃b,1), its edge score
is ŷuvt̃b,1 . Based on these edge scores, we select K edges as
the adversarial edges.

Low-K Selection. The simplest way to select K edges is
to pick the K edges with the lowest edge scores. However,
we found that this method often leads to a substantial over-
lap of nodes. While it effectively corrupts information re-
lated to specific nodes, it may not sufficiently degrade the
overall link prediction performance. Moreover, this method
can result in a sudden increase in high-degree nodes, which
violates constraint (C4), making the attack more detectable.

Hungarian Selection. To ensure the chosen edges are
both impactful and inconspicuous, it is important to select
adversarial edges with low edge scores and minimal over-
lapping endpoints. To this end, we reframe our challenge as
the problem of assignment between the nodes in Vb−1. For-
mally, let xuv be an assignment indicator where xuv = 1 if
node u is matched with node v, otherwise xuv = 0. We only
allow one-to-one matching between distinct nodes. The op-
timal set of edges made within Vb−1, denoted as E∗, can be
obtained by solving our assignment problem formulated as:

E∗ = argmin
{(u,v)|xuv=1}

∑
u∈Vb−1

∑
v∈Vb−1

ŷuvt̃b,1xuv, (6)

subject to
∑

v∈Vb−1

xuv =
∑

v∈Vb−1

xvu = 1 and xuu = 0, ∀u ∈ Vb−1.

Note that, if the sets of nodes available for the source and
destination nodes differ (i.e., a bipartite dynamic graph),
the problem changes to a rectangular assignment prob-
lem (Crouse 2016). To solve this problem, we employ the
Hungarian algorithm (Jonker and Volgenant 1988), one of
the most well-known solvers of an assignment problem.
Solving this problem ensures that the selected edges have
non-overlapping nodes, which helps improve the unnotice-
ability when considering (C4). Figure 1 illustrates the con-
cept of the Hungarian selection and its impact on reducing
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the occurrence of overlapping nodes. Furthermore, we apply
the Hungarian algorithm N times, excluding previously se-
lected edges, to create the candidate pool consisting of the
selected edges. From this pool, we choose the K edges hav-
ing the lowest edge score as the adversarial edges. Then,
we randomly assign t̃b,1, · · · , t̃b,K to the chosen edges. This
approach allows us to limit the maximum number of adver-
sarial edges per node to N , ensuring balanced contamina-
tion of all nodes in the graph while maintaining stealthi-
ness (C4). In this paper, we maintain N as the minimum
number of times that all perturbations can be selected, i.e.,
N = d K

Emax(Vb−1)e, where Emax(Vb−1) is the maximum
number of non-overlapping edges can be made within Vb−1.

5 Proposed Defense Method: T-SHIELD
The goal of adversarial defense is to enhance the model’s
robustness against perturbations and alleviate performance
degradation. The defense for dynamic graphs is particu-
larly challenging because the criteria for judging legitimate
and adversarial edges change over time in CTDGs. To at-
tain this goal, we identify and eliminate potential adversar-
ial edges from the corrupted graphs considering the evolu-
tion of dynamic graphs without prior knowledge of adver-
sarial attacks. Moreover, we enforce temporal smoothness
on node embeddings to prevent sudden changes. In the fol-
lowing subsections, we elaborate on the proposed defense
method called T-SHIELD.

5.1 Filtering Potential Adversarial Edges
T-SHIELD selectively excludes potential adversarial edges
from the training process. For this, we leverage the edge
scores generated by the link classifier (i.e., edge scorer),
which is trained alongside the TGNN model.

For each edge e = (u, v, t), we first compute its edge
score ŷuvt, and if the edge score is less than a threshold
τ ∈ (0, 1), we classify it as a potential adversarial edge, i.e.,
e ∈ Ê , where Ê is the set of potential adversarial edges. Sub-
sequently, we can train the model on the cleaned dynamic
graph Gc = (Vc, Ec), where Vc is the set of remaining nodes
and Ec = E ∪ Ẽ − Ê , obtained by removing the set of poten-
tial adversarial edges Ê from the corrupted dynamic graph.

However, using a fixed threshold for edge filtering could
lead to two significant issues. First, in the initial stages of
training, the model and edge scorer might not be sufficiently
trained, resulting in low confidence in the edge scores. Set-
ting a high fixed threshold during this phase could remove
numerous legitimate edges, impacting the model’s perfor-
mance. Second, as training progresses and the model and
edge scorer become well-trained, the edge scores become
more reliable. In this later stage, using a low fixed threshold
could increase the likelihood of failing to filter out adversar-
ial edges effectively, leaving the model vulnerable to adver-
sarial attacks. To address these concerns, we employ the co-
sine annealing scheduler to gradually increase the threshold
from τs to τe where 0 ≤ τs ≤ τe ≤ 1. This approach pro-
vides a more adaptive and balanced filtering approach dur-
ing the training process. The cleaned dynamic graph is then
trained with the loss function LEc (Eq. (1)).

5.2 Temporal Smoothness
Adversarial edges may change the node embeddings dra-
matically, preventing the model from learning the dynam-
ics graphs. We ensure the temporal smoothness of node em-
beddings to mitigate the impact of adversarial edges that
evade edge filtering. Maintaining temporal smoothness lim-
its the difference between two consecutive embeddings to
be relatively small, preventing the embeddings from deviat-
ing too dramatically from recent history. To impose temporal
smoothness, we introduce a regularization term as follows:

Ltmp = −
∑

(u,v,t)∈Ec

∑
i∈{u,v}

w(t− t−i )sim(hi(t),hi(t
−
i )), (7)

where w(∆t) = exp (−θ∆t) is the weight function that as-
signs higher weights to interactions within shorter periods
and sim(·) denotes the cosine similarity. We set θ to 0.01.

Finally, by integrating edge filtering and temporal regular-
ization, the loss function of T-SHIELD is the weighted sum
of LEc and Ltmp, i.e., L = LEc + λLtmp, where λ is a hy-
perparameter to control the extent of temporal smoothness.

6 Complexity Analysis
The time complexities of T-SPEAR and T-SHIELD are pre-
sented in Lemmas 1 and 2, respectively. To focus on the time
complexities of the proposed methods, we denote the time
complexity of TGN for the inference of a single node’s em-
bedding as Ctgn and the time complexity of the edge scorer
as Cclf . Here, d denotes the dimension of node embeddings.
The proofs are provided in Appendix B.

Lemma 1 (Time complexity of T-SPEAR). The time com-
plexity of T-SPEAR isO

(
(Ctgn+|W |·Cclf +p·|W |2)·|E|

)
.

Lemma 2 (Time complexity of T-SHIELD). The time com-
plexity of T-SHIELD is O

(
(Ctgn + Cclf + d) · |E|

)
.

7 Experiments
7.1 Experimental Setup
Datasets. We conduct experiments on 4 real-world
datasets: Wikipedia (Kumar, Zhang, and Leskovec 2019),
MOOC (Feng, Tang, and Liu 2019), UCI (Panzarasa, Op-
sahl, and Carley 2009), and Bitcoin-OTC (Kumar et al.
2016). The details of them are provided in Appendix A.2.
Across all datasets, we use the same 70%/15%/15% chrono-
logical splits for the train/validation/test sets as in (Rossi
et al. 2020). Then, to make attacked graphs, we inject per-
turbations on all the split sets using the attack method.

Victim Models. We assess the proposed methods us-
ing 4 TGNNs: TGN (Rossi et al. 2020), JODIE (Kumar,
Zhang, and Leskovec 2019), TGAT (Xu et al. 2020), and
DySAT2 (Sankar et al. 2018) (see Section 2 for their sum-
maries). Our evaluation mainly focuses on TGN (see Sec-
tion 4.1 for its details), while the other models are utilized to
verify the transferability of our proposed attack.

2Technically, DySAT is a discrete-time TGNN.
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Dataset Victim Clean RANDOM PA JACCARD* STRUCT-D STRUCT-PR T-SPEAR

Wikipedia

TGN 80.5 ± 0.5 66.0 ± 0.6 65.3 ± 1.1 - 66.4 ± 0.5 66.9 ± 0.9 60.0 ± 1.6
JODIE 63.2 ± 1.2 36.3 ± 3.4 35.0 ± 2.3 - 33.0 ± 2.1 35.0 ± 2.5 33.8 ± 2.4
TGAT 57.0 ± 0.6 41.4 ± 0.6 39.2 ± 1.0 - 41.1 ± 0.6 40.8 ± 0.5 40.7 ± 0.5
DYSAT 66.6 ± 0.4 63.0 ± 0.5 62.4 ± 0.5 - 62.1 ± 0.2 62.8 ± 0.4 62.0 ± 0.4

MOOC

TGN 61.8 ± 2.1 55.4 ± 1.7 56.0 ± 1.6 - 50.3 ± 1.4 53.2 ± 1.2 48.2 ± 1.3
JODIE 37.4 ± 2.0 23.8 ± 0.6 29.3 ± 3.9 - 26.2 ± 1.8 26.6 ± 1.6 22.8 ± 1.9
TGAT 11.8 ± 0.1 10.2 ± 0.2 10.0 ± 0.1 - 10.7 ± 0.2 9.6 ± 0.1 9.3 ± 0.2
DYSAT 18.4 ± 0.1 14.5 ± 0.1 14.5 ± 0.3 - 14.5 ± 0.2 14.4 ± 0.2 14.3 ± 0.2

UCI

TGN 44.2 ± 0.4 42.5 ± 0.3 44.2 ± 0.9 43.0 ± 0.5 42.5 ± 0.5 42.9 ± 0.8 41.6 ± 0.3
JODIE 24.9 ± 0.4 21.9 ± 0.5 22.3 ± 0.4 21.9 ± 0.2 21.8 ± 0.6 21.4 ± 0.5 21.7 ± 0.2
TGAT 16.3 ± 0.3 15.5 ± 0.3 14.7 ± 0.1 14.9 ± 0.2 14.7 ± 0.2 15.7 ± 0.4 14.6 ± 0.2
DYSAT 71.3 ± 0.9 65.3 ± 0.7 65.3 ± 0.3 65.3 ± 0.5 65.4 ± 0.3 65.3 ± 0.6 64.7 ± 0.4

Bitcoin

TGN 48.3 ± 0.7 48.0 ± 1.3 48.0 ± 1.0 48.4 ± 0.9 46.8 ± 0.5 46.2 ± 0.7 45.2 ± 1.4
JODIE 34.6 ± 0.7 31.4 ± 0.5 30.3 ± 0.6 32.1 ± 0.6 29.2 ± 0.8 27.9 ± 0.9 28.9 ± 0.7
TGAT 21.8 ± 0.4 18.6 ± 0.3 17.3 ± 0.3 18.5 ± 0.4 17.1 ± 0.4 16.6 ± 0.6 17.1 ± 0.2
DYSAT 84.7 ± 0.7 79.0 ± 0.8 78.9 ± 0.2 79.4 ± 0.6 79.0 ± 0.4 79.0 ± 0.2 78.8 ± 0.2

A.P.D.↓ - -14.7% -14.9% -7.5% -16.3% -16.4% -18.9%
*JACCARD cannot be applied to bipartite graphs.

Table 1: MRR at a perturbation rate p = 0.3. For each victim model, the best and second-best performances are highlighted in
boldface and underlined, respectively. A.P.D. stands for average performance degradation.

Baselines. We compare T-SPEAR and T-SHIELD with
various baseline approaches including 5 edge-perturbation-
based adversarial attacks and 2 defense methods. A detailed
description of these baselines is provided in Appendix A.3.

Evaluation Protocols. We adopt the Mean Reciprocal
Rank (MRR) and hit rate (specifically, Hit@10) of the true
edge among 100 randomly selected negative edges (without
replacement) as a validation metric. Note that, all metrics are
normalized by multiplying 100.

Because our settings involve perturbations in both the val-
idation and test sets, we evaluate the metrics for all edges
(including both ground truth and adversarial edges) in the
validation set. For the test set, we only evaluate the met-
rics for the ground truth edges to be a fair comparison. Es-
pecially, since T-SHIELD and TGN-COSINE employ edge
filtering, the evaluation process differs from others; for the
validation set, we assess the metrics for the remaining edges
after edge filtering, on the other hand, for the test set, we
evaluate the metrics for the ground-truth edges before edge
filtering. All the results are averaged over 5 runs. The results
evaluated by Hit@10 are provided in Appendix C.

Implementation Details. Details on the implementation
and hyperparameters of all victim models, attack models,
and defense models are provided in Appendix A.4.

7.2 Attack Performance
We conduct a comprehensive comparison of our attack
method against various baseline approaches. Table 1 sum-
marizes the link prediction performance of all victim mod-
els under different attack methods with a perturbation rate
of 0.3. Across all datasets and victim models, our proposed
attack consistently outperforms the baselines (lower val-
ues indicate better attack performance). Overall, T-SPEAR

T-SPEAR (Proposed)

Random PA Struct-D

Struct-PR

Clean 0.1 0.2 0.3 0.4
Perturbation Rate (p)
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Figure 2: Link prediction performance of TGN on Wikipedia
(left) and MOOC (right) as the perturbation rate increases.

shows the most substantial performance degradation, aver-
aging -18.9%. Moreover, our attack significantly degrades
the performance of other TGNNs (i.e., JODIE, TGAT, and
DySAT), which differ from the surrogate model (i.e., TGN)
used by T-SPEAR. In Figure 2, we observe the drop in link
prediction performance of TGN on Wikipedia and MOOC
datasets as the number of adversarial edges increases. T-
SPEAR consistently achieves a more significant reduction in
performance compared to other baselines in any perturba-
tion rates. In Appendix C, we assess the efficacy of our at-
tack under the scenario where the attacker lacks knowledge
about the embedding size of the victim model.

T-SPEAR demonstrates particular effectiveness when the
victim models are TGN and JODIE. This is because these
models incorporate a memory module to retain historical
node interactions. As the perturbations generated by our at-
tack are the least likely edges to be formed when consid-
ering the graphs’ dynamics, these perturbations effectively
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Model
Wikipedia (Clean: 80.5 ± 0.5) MOOC (Clean: 61.8 ± 2.1) UCI (Clean: 44.2 ± 0.4)

A.P.G.↑
p = 0.1 p = 0.2 p = 0.3 p = 0.1 p = 0.2 p = 0.3 p = 0.1 p = 0.2 p = 0.3

TGN 73.2 ± 1.1 68.3 ± 0.9 66.0 ± 0.6 58.7 ± 1.0 57.8 ± 0.9 55.4 ± 1.7 44.5 ± 0.3 43.5 ± 0.7 42.5 ± 0.3 -
TGN-SVD 65.3 ± 1.1 63.9 ± 1.2 60.6 ± 0.9 58.8 ± 0.3 58.0 ± 1.4 55.0 ± 1.1 44.5 ± 0.7 44.3 ± 0.5 44.7 ± 0.7 -2.1%
TGN-COSINE 75.8 ± 0.5 71.6 ± 0.7 68.8 ± 0.4 53.7 ± 2.7 52.8 ± 4.1 54.0 ± 3.2 43.2 ± 0.6 43.0 ± 0.6 43.8 ± 0.4 -0.9%
T-SHIELD-F 77.4 ± 0.5 77.4 ± 0.2 76.0 ± 0.3 59.2 ± 1.0 58.8 ± 1.3 58.0 ± 0.6 44.1 ± 0.2 44.2 ± 0.6 44.2 ± 0.7 +5.1%
T-SHIELD 77.3 ± 0.5 77.0 ± 0.3 76.5 ± 0.5 59.4 ± 1.2 58.4 ± 1.1 58.4 ± 0.6 43.9 ± 0.6 44.3 ± 0.7 44.6 ± 0.8 +5.3%

Table 2: MRR under RANDOM attack. A.P.G. stands for average performance gain over the naı̈ve TGN.

Model
Wikipedia (Clean: 80.5 ± 0.5) MOOC (Clean: 61.8 ± 2.1) UCI (Clean: 44.2 ± 0.4)

A.P.G.↑
p = 0.1 p = 0.2 p = 0.3 p = 0.1 p = 0.2 p = 0.3 p = 0.1 p = 0.2 p = 0.3

TGN 71.0 ± 2.0 63.7 ± 2.6 60.0 ± 1.6 55.2 ± 0.6 52.4 ± 0.4 48.2 ± 1.3 43.6 ± 1.0 41.7 ± 0.5 41.6 ± 0.3 -
TGN-SVD 67.6 ± 0.9 61.2 ± 1.4 58.1 ± 1.8 55.7 ± 1.3 50.6 ± 2.6 50.1 ± 2.1 46.0 ± 0.5 45.5 ± 0.4 46.5 ± 0.4 +1.8%
TGN-COSINE 72.3 ± 0.8 62.9 ± 2.0 59.6 ± 2.1 53.5 ± 3.1 47.6 ± 1.7 45.2 ± 2.1 43.7 ± 0.4 44.1 ± 0.3 43.2 ± 1.3 -1.0%
T-SHIELD-F 77.3 ± 0.5 76.8 ± 0.3 75.3 ± 0.4 58.5 ± 0.5 55.7 ± 0.9 54.5 ± 0.9 44.4 ± 0.8 45.5 ± 0.3 44.7 ± 0.4 +11.0%
T-SHIELD 77.1 ± 0.2 76.9 ± 0.3 76.1 ± 0.3 58.8 ± 0.7 56.3 ± 1.2 53.9 ± 1.1 44.9 ± 0.3 44.3 ± 0.5 45.4 ± 0.8 +11.2%

Table 3: MRR under T-SPEAR attack. A.P.G. stands for average performance gain over the naı̈ve TGN.

distort the node memory compared to baselines, which only
consider basic graph statistics such as node degree, PageR-
ank centrality, and the number of common neighbors. On
the other hand, TGAT and DySAT operate without relying
on node memory. They utilize a self-attention mechanism
for adaptive message aggregation, which makes them less
susceptible to perturbations over long periods. Nevertheless,
since our attack injects perturbations considering the current
dynamics of graphs, it can substantially reduce performance.

Additionally, we found that connecting two nodes with
low node centrality (in terms of degree and PageRank cen-
trality) is also an effective attack. This demonstrates that
low-degree attacks (Hussain et al. 2021; Ma, Ding, and Mei
2020), which are effective in static graphs, also exhibit par-
tial effectiveness in dynamic graphs.

7.3 Defense Performance
To demonstrate the generality of our proposed defense
method, we evaluate its robustness under two distinct at-
tacks: RANDOM and T-SPEAR. We first poison dynamic
graphs using each attack, and then train the T-SHIELD and
its baselines on the poisoned graphs to evaluate their link
prediction performance. Tables 2 and 3 summarize the per-
formance of the defense models against the RANDOM and T-
SPEAR, respectively. T-SHIELD-F, which uses only edge fil-
tering, is a variant of T-SHIELD to validate the effect of edge
filtering itself. Notably, T-SHIELD and T-SHIELD-F consis-
tently improve the link prediction performance across differ-
ent attack methods, datasets, and perturbation rates. It veri-
fies that our proposed defense method is a suitable defense
method for real-world situations where the attacker’s de-
tails are unknown. The primary performance improvement
comes from edge filtering, but enforcing temporal smooth-
ness on node embeddings provides additional enhancement.
On the other hand, baselines exhibit insufficient defense per-
formance (even if carefully optimized), except for the UCI
dataset. It indicates that cosine similarity is not appropriate

Attack Model Wikipedia MOOC UCI

RANDOM
TGN-COSINE 0.605 0.633 0.495
T-SHIELD-F 0.848 0.697 0.531
T-SHIELD 0.850 0.709 0.534

T-SPEAR
TGN-COSINE 0.474 0.556 0.518
T-SHIELD-F 0.858 0.679 0.608
T-SHIELD 0.864 0.674 0.620

Table 4: AUROC of adversarial edge classification at pertur-
bation rate p = 0.3.

to filter out adversarial edges in bipartite graphs, and apply-
ing SVD to the entire training set can not capture the re-
liability of edges changing over time. To sum up, it is not
straightforward to extend static defense methods to CTDGs.

Table 4 shows the AUROC of filtering-based defense
models in classifying adversarial edges at p = 0.3, demon-
strating that our proposed defense methods more accurately
discriminate adversarial edges compared to the baselines.

8 Conclusion
In this paper, we propose T-SPEAR, an effective poison-
ing adversarial attack method for TGNN-based link predic-
tion on CTDGs. While adhering to the four constraints for
unnoticeability, we strategically generate adversarial edges,
which are unlikely to be formed, and thus likely to corrupt
the natural evolution of the dynamic graphs. Additionally,
to mitigate the impact of adversarial attacks, we propose
T-SHIELD, a robust training method for TGNNs. By em-
ploying the edge filtering technique and enforcing temporal
robustness to node embeddings, we improve the robustness
of the victim mode. Experimental results demonstrate that
T-SPEAR significantly degrades victim model performance
and is transferable across various TGNNs. Moreover, T-
SHIELD yields significant performance improvements over
the basic TGN model under different adversarial attacks.
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