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Abstract

Quantum Machine Learning (QML) has emerged as a
promising field of research, aiming to leverage the capa-
bilities of quantum computing to enhance existing machine
learning methodologies. Recent studies have revealed that,
like their classical counterparts, QML models based on
Parametrized Quantum Circuits (PQCs) are also vulnerable
to adversarial attacks. Moreover, the existence of Universal
Adversarial Perturbations (UAPs) in the quantum domain has
been demonstrated theoretically in the context of quantum
classifiers. In this work, we introduce QuGAP: a novel frame-
work for generating UAPs for quantum classifiers. We con-
ceptualize the notion of additive UAPs for PQC-based clas-
sifiers and theoretically demonstrate their existence. We then
utilize generative models (QuGAP-A) to craft additive UAPs
and experimentally show that quantum classifiers are suscep-
tible to such attacks. Moreover, we formulate a new method
for generating unitary UAPs (QuGAP-U) using quantum gen-
erative models and a novel loss function based on fidelity con-
straints. We evaluate the performance of the proposed frame-
work and show that our method achieves state-of-the-art mis-
classification rates, while maintaining high fidelity between
legitimate and adversarial samples.

Introduction
Rapid advancements in the field of machine learning have
led to development of solutions to problems which were
previously intractable (Jordan and Mitchell 2015; LeCun,
Bengio, and Hinton 2015; He et al. 2015; Zhao et al. 2023;
Silver et al. 2016). Concurrently, rapid advances are being
achieved in the domain of quantum computing. While de-
velopment of fault-tolerant large-scale quantum computers
holds the potential to unravel solutions to classically hard
problems (Shor 1994; Cao et al. 2019), quantum computing
has applications even in the current NISQ (Noisy Interme-
diate Scale Quantum) era (Preskill 2018; Lau et al. 2022;
Bharti et al. 2022).

A promising direction of research, termed quantum ma-
chine learning (QML) attempts to bridge the domains of
machine learning and quantum computing in an attempt
to leverage NISQ devices to enhance machine learning
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methodologies (Biamonte et al. 2017; Lloyd, Mohseni,
and Rebentrost 2014; Rebentrost, Mohseni, and Lloyd
2014; Dallaire-Demers and Killoran 2018). Within QML,
parametrized quantum circuits (PQCs), recognized as a
quantum analogue of classical neural networks, have gar-
nered significant attention in recent times (Cerezo et al.
2021; Benedetti et al. 2019). While the application domains
where QML can provide an advantage are being explored,
recent advances suggest that classification is a promising
candidate. (Huang et al. 2021). The rise in prominence of
PQC-based classifiers stems from their capacity to achieve
performance comparable to classical neural networks in
multiple use cases while utilizing far fewer parameters (Ab-
bas et al. 2021; Schuld et al. 2020).

Classical machine learning classifiers are well-known to
be susceptible to adversarial attacks that severely degrade
performance (Xu et al. 2020; Akhtar and Mian 2018; Zhang
et al. 2020). Recent studies reveal that PQC-based classi-
fiers too, are susceptible to adversarial attacks, mirroring the
vulnerabilities observed in classical settings (Liu and Wittek
2020; Lu, Duan, and Deng 2020). Akin to the classical ML ,
the existence of universal attacks has also been demonstrated
in the realm of quantum classifiers (Gong and Deng 2022).
In this work, we propose QuGAP (Quantum Generative Ad-
versarial Perturbation), a framework to generate UAPs for
quantum classifiers. Our main contributions are:
• We theoretically demonstrate the existence of additive

UAPs for quantum classifiers used in the classification
of amplitude-encoded classical data.

• We propose a strategy for generating additive UAPs us-
ing classical generative models and conduct experiments
to validate the viability of the proposed approach.

• We propose a novel strategy for generating unitary UAPs
using explicit fidelity constraints. We empirically eval-
uate the performance of the proposed framework and
achieve state-of-the-art results.

Related Work
Adversarial Attacks on Neural Networks
The idea that carefully constructed adversarial samples,
which differ only slightly from the true samples, could
fool classical deep neural networks was first discussed in
(Szegedy et al. 2014). After the conception of this idea, a
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number of attacks were proposed in the white-box setting,
where the adversary has full access to the target classifier.
The proposed attacks adopt different strategies, including
gradient-based methods (Goodfellow, Shlens, and Szegedy
2015; Madry et al. 2019), optimization-based methods (Car-
lini and Wagner 2017; Liu et al. 2017) and generative model
based methods (Xiao et al. 2019; Bai et al. 2021). However,
these attacks are all input specific attacks as the perturbation
applied on each input is different.

The notion of a “universal” adversarial perturbation
(UAP) was initially introduced in (Moosavi-Dezfooli et al.
2017). The idea was to generate input-agnostic perturbations
which can fool the target model in a classification problem
across all classes. The idea of generating UAPs using gener-
ative networks was proposed in (Poursaeed et al. 2018). This
method of generating UAPs showed a marked improvement
over the iterative method proposed in (Moosavi-Dezfooli
et al. 2017). Our work takes inspiration from the method pro-
posed in (Poursaeed et al. 2018) to generate additive UAPs
for quantum classifiers.

Adversarial Attacks on PQC-Based Classifiers
The vulnerability of quantum classifiers to adversarial at-
tacks has been studied in (Liu and Wittek 2020; Lu, Duan,
and Deng 2020). Quantum adversarial attacks and adversar-
ial learning were experimentally demonstrated in (Ren et al.
2022). The effect of noise in making quantum classifiers ro-
bust to adversarial attacks was studied in (Du et al. 2021;
Huang et al. 2023) whereas the effect of encoding schemes
in protecting quantum classifiers was studied in (Gong et al.
2022). The transferability of attacks across classical and
quantum classifiers was studied in (West et al. 2023). The
existence of unitary UAPs for quantum classifiers has re-
cently been theoretically demonstrated in (Gong and Deng
2022); they also propose an iterative scheme for generating
UAPs. In this work, we propose a more effective framework
for generating unitary UAPs for quantum classifiers.

Background
We use “ket” notation, like |ψ⟩ for instance, to denote a com-
plex column vector. Unless specified otherwise, |ψ⟩ ∈ Cd
where Cd is the complex d−space and d is a positive inte-
ger. In general, a quantum state is represented by its den-
sity matrix σ. A pure quantum state is characterized by a
density matrix of rank 1, and therefore can be equivalently
represented by a complex column vector |ψ⟩. For the rest of
the paper, “quantum state” is used to refer to a pure quan-
tum state represented by a column vector |ψ⟩ unless speci-
fied otherwise. For a more detailed introduction to quantum
states, density matrices and other concepts in quantum com-
puting, we refer the readers to (Nielsen and Chuang 2010).

Quantum Classifiers We denote a PQC-based quantum
classifier by Q. For a review of such classifiers, we re-
fer the readers to (Cerezo et al. 2021). The classifier Q
takes in a quantum state |ψ⟩ as input and outputs a la-
bel Q(|ψ⟩) ∈ {0, 1, ...k − 1} for a k-class classification
problem. Note that the state |ψ⟩ could be from a quantum

dataset or could be from an encoded classical dataset. Anal-
ogous to classical classifiers, given a dataset H of samples
{(|ψi⟩ , cψi

)}Ni=1 where cψi
denotes the assigned label of

|ψi⟩, we loosely say a quantum classifier Q is trained if it
achieves Q(|ψi⟩) = cψi for “most” of the samples in H. The
exact accuracy that can be achieved depends on the classifier
as well as the dataset.

Classical UAPs Consider a classical dataset D of samples
{(xi, cxi)}

N
i=1 where xi ∈ Rd and cxi denotes the assigned

label of xi. Let D′ ⊂ D be the subset of all samples such
that M(xj) = cxj for every xj in D′ and a trained classical
classifier M. In this context, a UAP for M is an additive
perturbation δ ∈ Rd such that:

1. M(xj + δ) ̸= cxj

2. ||δ||p ≤ ϵ

for “most” of xj in D′. Effectiveness of δ is measured by
the misclassification rate, which is the fraction of such xj in
D′. Note that ||.||p denotes Lp norm and ϵ is a user-defined
threshold controlling the strength of the perturbation.

Quantum UAPs As in the classical case, let H′ ⊂ H
be the subset of the dataset such that for every |ψj⟩ in H′,
Q(|ψj⟩) = cψj

for a trained quantum classifier Q. A quan-
tum UAP for Q is a unitary transformation U ∈ Cd×d such
that:

1. Q(U |ψj⟩) ̸= cψj

2. |ψj⟩ and U |ψj⟩ are “close”

for a significant fraction of ψj . Again, the effectiveness of
U is measured by the misclassification rate. In the exist-
ing literature, closeness of |ψj⟩ and U |ψj⟩ is ensured by
constraining U to be close to the identity matrix (Gong and
Deng 2022); in this work, we explore the effect of using a
fidelity-based loss function instead.

Encoding Schemes To use quantum classifiers for clas-
sifying classical data, it is necessary to encode the data
into quantum states. There are a number of such proposed
schemes for encoding classical data (LaRose and Coyle
2020). Amplitude encoding is one of the most commonly
used data encoding schemes, due to the fact that it offers
an exponential advantage in number of qubits required to
encode classical data (compared to other quantum encod-
ing schemes); to encode d-dimensional classical data we
require only ⌈log2 d⌉ qubits. The amplitude encoded state
|ψx⟩ for a classical sample x can be computed as |ψx⟩ =∑d−1
k=0 x

(k) |k⟩ where x(k) is the kth element of the normal-
ized d−dimensional vector x and {|k⟩}d−1

k=0 is the set of com-
putational basis states. While in general the amplitudes cor-
responding to the computational basis states of a quantum
state may be complex, in practice, for classical data, the am-
plitudes are constrained to be real values.

Adversarial Loss In order to train generative models for
adversarial sample generation, we define an adversarial or
fooling loss inspired by the formulations in (Xiao et al. 2019;
Poursaeed et al. 2018).
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For targeted attacks, the fooling loss is defined as:

Lfool,targeted =
∑
x∈D

LCE(ŷx, t)

where LCE is the cross-entropy loss, ŷx gives the prediction
probabilities for input x and t denotes the target class. For
untargeted attacks, two formulations exist: either the target
class can be set as the least-likely class and targeted attack
can be used or a separate fooling loss can be defined:

Lfool,untargeted = −
∑
x∈D

LCE(ŷx, cx)

where cx is the label of input x. Both formulations were ob-
served to have competitive performance in (Poursaeed et al.
2018). In our experiments, we use the latter formulation for
untargeted attacks. We use Lfool to denote fooling loss in
general. We also reiterate that the effectiveness of an attack
on a dataset is measured by its misclassification rate: per-
centage of correctly predicted samples which are misclassi-
fied after the attack. This metric will be used throughout the
paper to measure the effectiveness of adversarial attacks.

Additive UAPs
Motivation A proposed application of quantum classifiers
is to carry out classification tasks on classical data encoded
into quantum states (Benedetti et al. 2019). In such cases,
we propose to generate additive UAPs for classical data mo-
tivated by the following reasons:
• Unlike a quantum dataset where the quantum states may

be directly accessible, an adversary may not have access
to the quantum states after encoding classical data as the
encoded data is directly fed to the quantum classifier.

• The classical notion of additive UAPs does not directly
carry over to the quantum domain because quantum
states, unlike classical data, can only be perturbed using
unitary transformations.

It is thus valuable to study the effect of classical additive at-
tacks on quantum classifiers. For the rest of the discussion
in this section, we assume amplitude encoding of classical
data. A justification for this choice may be found in the pre-
vious section.

Existence of Additive UAPs
The key idea behind using additive perturbations is to take
advantage of the normalization step in the amplitude encod-
ing scheme. By applying a large enough perturbation to a
sample and re-normalizing the resulting vector, it might be
possible to project the sample to a different decision region
of the quantum classifier. We provide an intuitive demon-
stration of this idea in the supplementary material.

To develop a theoretical framework for formally proving
the existence of additive UAPs, we make the following as-
sumptions:
Assumption 1 The dataset under consideration is a clas-
sical dataset {(xi, cxi

)}Ni=1, where xi ∈ Rd are
d−dimensional data samples, cxi

∈ {0, 1, ..., k − 1} are
the labels for the k−class classification problem and N is
the total number of labelled data samples.

Assumption 2 Encoding of classical data into quantum
states is carried out using the amplitude encoding scheme.
We abuse notation and use |x⟩ to denote the amplitude en-
coded quantum state corresponding to the data sample x.
We also assume x is normalized since this is necessary for
amplitude encoding.
Assumption 3 The trained quantum classifier, Q, is a
noiseless PQC-based classifier with a total ofD+K qubits.
D = ⌈log2 d⌉ data qubits are used for encoding classical
data and K = ⌈log2 k⌉ ancillary qubits are used for mea-
suring output probabilities. Inputs are padded with zeros to
ensure d = 2D.
Assumption 4 Q assigns a prediction ĉx to an input sam-
ple x as follows: first, a global unitary transformation
U ∈ Cn×n, where n = 2D+K , is applied to |x⟩ ⊗ |0⟩⊗K
to obtain a state |y⟩. The prediction is then computed as
ĉx = argmax{| ⟨12D ⊗ i|y⟩ |2}k−1

i=0 , where 12D is a vec-
tor in C2D with all its elements as 1 and {|i⟩}k−1

i=0 are the
first k standard basis states of space R2K (jth standard basis
state is a vector with its jth element equal to 1 and all other
elements equal to 0).
A note regarding notation: all vectors and matrices are zero-
indexed. For instance, the first entry of vector x will be de-
noted as x0 and the top-left entry of matrix U will be de-
noted as U0,0. Also, ∥.∥ denotes L2 norm unless specified
otherwise. With these assumptions and notations in place,
we now state a few important lemmas and the main theo-
rems. All detailed proofs are provided in the supplementary.
First, we prove the following lemma:
Lemma 1 The probability of an input x being classified
as class c is given by P (ĉx = c) = x†M cx where,
x† denotes the conjugate transpose of x and M c ∈
Cd×d is a positive semi-definite matrix given by: M c

ij =∑d−1
t=0 U∗

k′t+c,k′i Uk′t+c,k′j with ∗ denoting the complex
conjugate and k′ = 2K .
Proof sketch: Straightforward to prove by expanding out and
then rewriting the expression in Assumption 4.
Now, our objective is to examine whether a perturbation,
when added to input samples, can cause the classifier to mis-
classify most of the input samples. Therefore, it is necessary
to examine the effect of such a perturbation on output pre-
diction probabilities. Towards this, we prove the following
lemma:
Lemma 2 Let x, y ∈ Rd such that ∥x∥ = 1 and
∥y∥ = 1. If ∥x− y∥ ≤ ϵ, where ϵ ∈ R, the proba-
bility of the point y being classified as c is bounded as
|P (ĉy = c)− P (ĉx = c)| ≤ d ·

(
ϵ2 + 2ϵ

)
.

Proof sketch: The key idea is to write y as x+ δ for some δ
and use Lemma 1 to express P (ĉy = c) in terms of P (ĉx =
c) and some additional terms involving M c. The expression
can then be simplified using the triangle inequality and the
fact that M c is PSD. The result then follows from the fact
that Tr(M c) ≤ d, where Tr() denotes the trace operator.

Next, we explore how introducing a perturbation im-
pacts the amplitude encoding of data samples. The following
lemma is established for large perturbations:
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Lemma 3 For any x ∈ Rd with ∥x∥ = 1 on which a pertur-
bation p is applied, the resultant vector is given by p+ x. If
we normalize this vector to obtain y = p+x

∥p+x∥ , then we have∥∥∥ p
∥p∥ − y

∥∥∥ ≤
√

2− 2
√
1− 1

∥p∥2 whenever ∥p∥ > 1.

Proof sketch: The expression of norm is first expanded out
in terms of p and x. The bound can then be computed by
maximizing the expression and imposing the condition that
∥p∥ > 1.

With Lemmas 2 and 3 in place, we are ready to state the
following theorem for perturbations with norm greater than
1:

Theorem 1 For an additive universal adversarial perturba-
tion p applied on inputs of classifier Q, a strength of pertur-
bation ∥p∥ ∈ R will cause Q to classify all inputs as c (class
to which p/∥p∥ belongs) if:

∥p∥ ≥ 2

ϵc
√
4− ϵ2c

where ϵc is given by:

ϵc =

√
1 +

1

2d
·
(
p̂TM cp̂− p̂TM c′ p̂

)
− 1

where p̂ = p/∥p∥ and c′ is the class with highest output
probability for p̂ after c.

Proof sketch: A lower bound is first placed on the probability
of classifying the input sample after perturbation as class c.
Lemma 2 is then invoked to rewrite the bound in terms of ϵc.
The bound is then related to ∥p∥ by using Lemma 3.

By using Theorem 1, it can be concluded that a suffi-
ciently large perturbation can cause the classifier Q to clas-
sify all input samples as belonging to the class of the per-
turbation. This result is then directly applicable to targeted
UAP generation; a sample belonging to the target class can
be chosen as the perturbation. This perturbation, when ap-
propriately scaled, can cause Q to misclassify all samples
as belonging to the target class. For untargeted attacks, the
target class can be chosen as the least probable class in the
dataset.

Next, we focus on the case where the norm of the pertur-
bation is constrained. In such cases, it may not be possible
to guarantee a result as strong as Theorem 1. However, it
is still possible to characterize the set of inputs for which
we can ensure a required classification. To establish such a
characterisation, we state a more general version of Lemma
3:

Lemma 4 For any x ∈ Rd with ∥x∥ = 1 on which a pertur-
bation p, such that ∥p∥ ≥ δ, is applied, the resultant vector
is given by p + x. If we normalize this vector to obtain y =

p+x
∥p+x∥ , then we have ∥p̂− y∥ ≤

√
2− 2

(
δ+p̂T x√

δ2+2δp̂T x+1

)
where p̂ = p

∥p∥ .

Proof sketch: Similar to the proof of Lemma 3.
With Lemma 4 in place, we are ready to state the follow-

ing theorem:

Theorem 2 For an additive universal adversarial perturba-
tion p applied on inputs of classifier Q, with the constraint
∥p∥ ≤ δ, an input x is predicted as belonging to class c
(class to which p/∥p∥ belongs) if any one of the following
conditions hold true:
1. If δ ≥ 2

ϵc
√

4−ϵ2c
2. If 1 ≤ δ < 2

ϵc
√

4−ϵ2c
and (p̂Tx ≤ t1 or p̂Tx ≥ t2)

3. If δ < 1 and p̂Tx ≥ t2

where p̂ = p/∥p∥, thresholds t1, t2 are in [−1, 1], t1 ≤ t2
and t1, t2 are the solutions of the quadratic equation:

t2 + 2δϵ′t+ (ϵ′(δ2 + 1)− 1) = 0

where ϵ′ = ϵ2c −
ϵ4c
4 (ϵc defined in Theorem 1).

Proof sketch: Similar to Theorem 1, except that now we
place a bound on ∥p∥. The bound is then used to compute
allowed values of p̂Tx using Lemma 4.

With Theorem 1, we have established the existence of ad-
ditive UAPs which can cause a quantum classifier to classify
all samples as belonging to a target class. Further, Theorem
2 establishes a connection between the perturbation strength
and the subset of input space which gets classified as belong-
ing to a target class. Theorem 2 implies that for any given δ,
there is a subset of vectors in Rd which get classified as be-
longing to class c.

Before moving forward, we would like to emphasize that
the statements of both Theorem 1 and Theorem 2 involve
sufficient conditions and not necessary conditions; it is pos-
sible that other perturbations exist which are “better” than
the ones which satisfy conditions in Theorem 1 or 2. The
objective of the developed theoretical framework is to prove
the existence of additive UAPs for quantum classifiers at var-
ious perturbation strengths; no claim is made with respect to
the optimality of the perturbations. A strategy for generating
effective additive UAPs is discussed in the next section.

Generative Framework
As described above, it is not straightforward to determine
the perturbation p, which causes the highest misclassifica-
tion under a given norm constraint. The generation of such
UAPs is further complicated by the fact that the effectiveness
of a UAP also depends on how the samples are distributed
and therefore on the dataset under consideration. Therefore,
in this section, we introduce an effective framework for ob-
taining additive UAPs in a constrained-norm setting.

The proposed strategy for generating additive UAPs, de-
noted henceforth as QuGAP-A, for an amplitude-encoded
classical dataset is illustrated in Figure 1. A brief descrip-
tion of the training procedure is given in the caption.

The key idea is to train the classical generator G to con-
vert a given random vector z to an additive UAP z′ for the
dataset under consideration. Note that the generated UAP z′
is scaled to ensure that the Lp norm is below a fixed thresh-
old. The training is done by performing backpropagation and
updating the parameters of G using the fooling loss Lfool.
Typically, p = 2 or p = ∞ is used. The gradient computa-
tion can either be done completely classically by simulating
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Figure 1: QuGAP-A: A framework for generating additive UAPs for quantum classifiers. A random vector z sampled from Rm
is passed through a classical generative network. The generated perturbation z′ is then scaled to impose the norm constraint
and then added to an input sample x. The perturbed input sample x′ is then amplitude-encoded and passed through the trained
quantum classifier Q. Output predictions from Q are then used to compute the fooling loss Lfool. Gradients computed are
backpropagated to update the generator parameters. The process is repeated for all input samples over multiple epochs.

Q (straightforward once the parameters of Q are known), or
it can be done in a hybrid fashion where gradients from Q
can be directly computed using the parameter-shift method.
Additional details such as the structure of G, hyperparame-
ters for training and software packages used as well as exper-
iments for targeted attacks are detailed in the supplementary.

Once the generator G training is complete, we no longer
require access to the quantum classifier to generate adver-
sarial samples. This makes our attack a semi-whitebox at-
tack (Xiao et al. 2019). The noise z used during training is
passed to the trained generator to generate the attack. The
generated perturbation is added to a clean input to generate
an adversarial sample.

(a) MNIST: 2 Class (b) FMNIST: 2 Class

(c) MNIST: 4 Class (d) FMNIST: 4 Class

Figure 2: The misclassification rates for 16×16 MNIST and
FMNIST using additive untargeted UAPs. We report results
for binary classification between classes 0 and 1 and 4-class
classification between classes 0, 1, 2 and 3.

Experimental Results
We test the generative framework by attacking quantum
classifiers of different depths trained on two tasks: binary
classification and four-class classification, and two datasets:
MNIST (LeCun, Cortes, and Burges 2010) and FMNIST
(Xiao, Rasul, and Vollgraf 2017). We downsample both
datasets to 16 × 16 pixels due to computational limitations.
We constrain the L∞ norm of the attack to be less than ϵ.
UAPs are generated with different values of the bound ϵ for
the classifier. The UAP generation is stochastic in nature
as we sample a random vector z initially. To enable a fair
evaluation, we test each setting 10 times to ensure reason-
ably small standard deviations. While dealing with images,
an additional step of clipping the data after perturbation is
required to ensure that the pixels are in the range [0, 1]. The
implications of this additional step on the UAP generation as
well as more specifics regarding the experiments, such as the
training procedure and hyperparameters used, are detailed in
the supplementary.

To illustrate the effectiveness of our framework, we plot
the misclassification rates (along with standard deviation)
for the experiments in Figure 2. CNN represents a classical
convolutional neural network, whereas Q10, Q20, Q40 and
Q60 represent PQCs with depths 10, 20, 40 and 60, respec-
tively. As expected, the misclassification rates increase with
an increase in ϵ. Note that the misclassification rate plateaus
around 50% for binary classification and around 75% for 4-
class classification. This is in line with the developed theory;
for a k−class classification problem, assuming even distri-
bution of samples across all classes and an ideal classifier,
the misclassification rate when all samples are classified as
one particular class will be k−1

k . A naive approach to gener-
ate additive UAPs for quantum classifiers would be to gener-
ate perturbations for a classical classifier and transfer them
to quantum classifiers. However, empirically such attacks do
not transfer well. Transferability studies are presented in the
supplementary material.
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Figure 3: QuGAP-U: A framework for generating unitary UAPs for quantum classifiers. The quantum generator GQ takes in an
input state |ψi⟩ and transforms it into a perturbed state |ϕi⟩ = UG |ψi⟩. The fidelity between |ψi⟩ and |ϕi⟩ is computed from
which Lfid is calculated. |ϕi⟩ is also passed through a trained quantum classifier Q to compute Lfool. Gradients are computed
using the total loss Lfool + αLfid and used to update the parameters of GQ over all training samples for multiple epochs

Unitary UAPs
In this section, we propose a strategy for generating uni-
tary transformations in the quantum domain which can act
as UAPs. In contrast to the previous section where additive
perturbations are added to classical data before encoding, in
this section we focus on the case where adversarial manipu-
lations directly transform the quantum state. This enables us
to attack encoded classical data as well as quantum data.

Motivation
The existence of quantum UAPs has been theoretically es-
tablished in (Gong and Deng 2022); furthermore they em-
ploy the iterative qBIM (Lu, Duan, and Deng 2020) algo-
rithm to generate quantum UAPs. However, a drawback of
the algorithm is that the search space for the global unitary
U is limited as U is constrained to be a product of local
unitaries near the identity matrix. This limitation is further
worsened by the fact that only a single variational layer is
used to generate the UAP.

We propose a novel strategy to overcome these limita-
tions; instead of constraining U to be a product of local
unitaries near identity, we implement a fidelity-based loss
function to control the perturbation strength. Further, a PQC-
based generative network is used instead of a single varia-
tional layer to search over a larger space of unitaries.

Proposed Framework
The proposed framework for generating unitary UAPs, de-
noted as QuGAP-U, is illustrated in Figure 3. A brief de-
scription of the training procedure is given in the caption.

We introduce a novel loss function LU of the form:

LU = Lfool + αLfid

where Lfool is the fooling loss and Lfid is a fidelity-based
loss of the form:

Lfid = (1−F(|ψ⟩ , |ϕ⟩))2

F(|ψ⟩ , |ϕ⟩) = |⟨ψ|ϕ⟩|2 is the fidelity between the input
state and the perturbed state. α is a hyper-parameter con-
trolling the trade-off between misclassification and fidelity;
a higher value of α generates UAPs which ensure a higher
fidelity of perturbed states but may have lower misclassifica-
tion rates. Some details regarding implementation on quan-
tum hardware: since |ψi⟩ and |ϕi⟩ are pure states, the fidelity
can be computed exactly using the SWAP test (Stein et al.
2021). The gradients can also be computed using parameter-
shift rule (Schuld et al. 2019; Mitarai et al. 2018).

Classical Simulation
To empirically verify the viability of the proposed frame-
work, we simulate it classically by optimizing for a uni-
tary UGQ which acts as a proxy for the quantum generator
GQ. The objective then is to learn UGQ which minimizes the
loss LQ. To perform the optimization, we take inspiration
from (Kiani et al. 2022) and project the matrix learned after
each step of gradient descent into the space of unitary ma-
trices. The simulation is done on two datasets: MNIST and
Transverse-field Ising Model (TIM) Dataset. The synthetic
TIM dataset maps the states of the transverse-field Ising
model described in (Pfeuty 1970) to the phase of the sys-
tem (ferromagnetic or paramagnetic). We model this phys-
ical system as a binary classification task on pure quantum
data. More details regarding the TIM dataset as well as the
complete pseudocode for classical optimization are given in
the supplementary.

The results are illustrated in Figure 4. The plots validate
the hypothesis that by varying the value of α, we can achieve
fine-grained control over the fidelity of the perturbed states
produced by the learned UAP. We also note that while the
misclassification rate approaches 100% for MNIST classi-
fication as you decrease α, misclassification rate for TIM
classification stays at around 54%. An explanation for this
disparity is given in (Gong and Deng 2022); the maximum
allowed misclassification rate has an upper bound which de-
pends on the dataset distribution.
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(a) TIM: 2 Class (b) MNIST: 2 Class

Figure 4: Classical simulation of a framework for generating
unitary UAPs. Misclassification rates for TIM binary classi-
fication are given in (a), and for 8x8 downsampled MNIST
binary classification are given in (b). Achieving competitive
misclassification rates for MNIST results in much lower at-
tack fidelities.

PQC Simulation
In practice, quantum UAPs are implemented using PQCs.
While we have demonstrated the effectiveness of the pro-
posed approach through classical simulation in the previ-
ous section, it must be noted that PQCs, by construction,
have access to only local unitaries. In such a scenario, it
has been shown that for constructing an arbitrary unitary in
a Hilbert space of dimension d, one would require O(d2)
gates (Shende, Bullock, and Markov 2005). Therefore, we
expect the depth of the PQC to have a significant impact in
determining the quality of the generated UAP.

Fidelity TIM MNIST
constraint qBIM QuGAP-U qBIM QuGAP-U

0.95 3.18 10.54 0.00 0.00
0.90 6.37 54.88 0.00 0.00
0.85 9.44 54.88 0.00 12.56
0.80 13.39 54.88 0.00 36.65
0.75 16.68 54.88 0.05 50.78
0.70 23.27 54.88 0.15 54.97

Table 1: Comparison of misclassification rates for a PQC
classifier of depth 10 trained on TIM and MNIST datasets
after qBIM and QuGAP attacks. Fidelity constraint is the
minimum average fidelity to be maintained while attacking.

We repeat the classical simulation experiments with a
PQC-based quantum generative model, implemented using
the Pennylane library (Bergholm et al. 2022). For bench-
marking performance, we compare the performance of our
method with the qBIM-based approach proposed in (Gong
and Deng 2022). Tests are run for binary classification on the
TIM dataset and an 8 × 8 downsampled version of MNIST.
QuGAP-U uses a quantum generator with 30 layers for the
TIM dataset and 200 layers for the MNIST dataset. The
number of parameters in the generative models is chosen
to be around d2 in each case. Here d denotes the Hilbert
space dimension or equivalently the number of input fea-
tures. The effect of varying generator depth on the perfor-
mance of QuGAP-U is detailed in the supplementary. Note
that qBIM can utilize only a single variational layer; deeper

(a) TIM: 2 class (b) MNIST: 2 class

Figure 5: Misclassification rate evolution of QuGAP-U
on classifiers with depths 10(Q10) and 20(Q20). (a) TIM
dataset; (b) 8× 8 downsampled MNIST dataset

circuits will significantly degrade the fidelity of the gener-
ated samples as the method does not explicitly rely on fi-
delity constraints. The benchmarking results are presented
in Table 1. We observe that the performance of qBIM is
much poorer than QuGAP-U, possibly because QuGAP-U
utilizes deeper quantum generators and hence has a signifi-
cantly larger search space. A more detailed analysis, as well
as further discussion, can be found in the supplementary.

QuGAP-U clearly outperforms qBIM, the only other ex-
isting method for generating unitary UAPs, on both tasks,
thereby achieving state-of-the-art performance in unitary
UAP generation. We also observe that for the TIM dataset,
misclassification saturates at 90% fidelity. This is because
the misclassification rate rises drastically in the 90% - 95%
fidelity range, as evidenced in Figure 5 (a). We also note
that the performance closely matches the classical simula-
tion (Figure 4 (a)) for the TIM dataset. We plot the perfor-
mance of QuGAP-U on MNIST in Figure 5 (b). While TIM
can be attacked with a quantum generator depth of just 30, a
generator depth of around 200 is required to achieve good re-
sults for MNIST. Even then, the attacks are weaker than the
classical simulation (Figure 4 (b)). This observation further
supports our hypothesis that higher dimensional datasets re-
quire deeper PQCs for generating effective unitary attacks.

Discussion and Conclusion
With the rising prominence of quantum classifiers, it is nec-
essary to study and mitigate the effect of adversarial attacks
on such classifiers. In this work, we have analyzed univer-
sal adversarial perturbations in the context of quantum clas-
sifiers. We theoretically proved existence of additive UAPs
and proposed a framework for UAP generation. We then es-
tablished a novel framework for generating unitary UAPs
and empirically demonstrated its advantages over existing
methods.

A natural extension to our work would be to examine the
effect of additive perturbations on encoding schemes other
than amplitude encoding. Moreover, while we have designed
the framework with considerations for practical implemen-
tations, our experiments are limited to simulations. Imple-
mentation of the proposed schemes on actual quantum com-
puters may also be a worthwhile avenue for future research.
Finally, it might be interesting to analyze the impact of quan-
tum noise on the performance of the generated attacks.
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Ethics Statement
In this work, we introduce algorithms to generate Univer-
sal Adversarial Perturbations (UAPs) for quantum classi-
fiers which act on amplitude-encoded classical, and quan-
tum datasets. Using the methods we propose, adversaries
may tailor adversarial attacks which show reasonable effi-
ciency even on real-world noisy quantum classifiers. How-
ever, due to the limited presence of PQC-based quantum
classifiers in real-world applications at the time of publica-
tion of this work, we believe that our work does not pose
any immediate security threats. On the other hand, the theo-
retical and empirical demonstrations of the efficacy of such
attacks in our research, pre-emptively highlights the need
to develop effective defense strategies capable of mitigat-
ing such attacks. We also concretely conceptualize the two
types of UAPs for quantum classifiers: Additive UAPs (gen-
erated using QuGAP-A) and Unitary UAPs (generated us-
ing QuGAP-U); allowing future work in developing defense
strategies to be broadly centered around these areas. To the
best of our knowledge our work does not raise any ethical
concerns, other than those addressed above.
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Quesada, N.; Roberts, C.; Sá, N.; Schoch, I.; Shi, B.; Shu,
S.; Sim, S.; Singh, A.; Strandberg, I.; Soni, J.; Száva, A.;
Thabet, S.; Vargas-Hernández, R. A.; Vincent, T.; Vitucci,
N.; Weber, M.; Wierichs, D.; Wiersema, R.; Willmann, M.;
Wong, V.; Zhang, S.; and Killoran, N. 2022. PennyLane:
Automatic differentiation of hybrid quantum-classical com-
putations. arXiv:1811.04968.
Bharti, K.; Cervera-Lierta, A.; Kyaw, T. H.; Haug, T.;
Alperin-Lea, S.; Anand, A.; Degroote, M.; Heimonen, H.;
Kottmann, J. S.; Menke, T.; et al. 2022. Noisy intermediate-
scale quantum algorithms. Reviews of Modern Physics,
94(1): 015004.
Biamonte, J.; Wittek, P.; Pancotti, N.; Rebentrost, P.; Wiebe,
N.; and Lloyd, S. 2017. Quantum machine learning. Nature,
549(7671): 195–202.
Cao, Y.; Romero, J.; Olson, J. P.; Degroote, M.; Johnson,
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