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Abstract

This study introduces a new method for detecting and localiz-
ing image forgery by focusing on manipulation traces within
the noise domain. We posit that nearly invisible noise in RGB
images carries tampering traces, useful for distinguishing and
locating forgeries. However, the advancement of tampering
technology complicates the direct application of noise for
forgery detection, as the noise inconsistency between forged
and authentic regions is not fully exploited. To tackle this,
we develop a two-step discriminative noise-guided approach
to explicitly enhance the representation and use of noise in-
consistencies, thereby fully exploiting noise information to
improve the accuracy and robustness of forgery detection.
Specifically, we first enhance the noise discriminability of
forged regions compared to authentic ones using a de-noising
network and a statistics-based constraint. Then, we merge a
model-driven guided filtering mechanism with a data-driven
attention mechanism to create a learnable and differentiable
noise-guided filter. This sophisticated filter allows us to main-
tain the edges of forged regions learned from the noise. Com-
prehensive experiments on multiple datasets demonstrate that
our method can reliably detect and localize forgeries, surpass-
ing existing state-of-the-art methods.

Introduction

Forged images present risks in numerous areas, such as
copyright watermark removal, fake news generation, and
even evidence falsification in court (Zhang et al. 2023a,b;
Lin et al. 2023). Consequently, image forgery detection
and localization (IFDL) is of paramount importance. How-
ever, with the widespread use of techniques like GAN (Isola
et al. 2017; Zhu et al. 2017), VAE (Kingma and Welling
2013; Van Den Oord, Vinyals et al. 2017), and homogeneous
manipulation (Cong et al. 2022; Ling et al. 2021), the ma-
nipulation traces of forged images become visually invisi-
ble, making IFDL challenging. Thus, it is crucial to devise
effective methods for accurate manipulation trace capture.
Conversely, the noise distribution of authentic and forged
regions is inconsistent (Zhou et al. 2018; Wang et al. 2022a),
leading to manipulation traces in the noise domain. Many
researchers have used this noise information to aid IFDL,
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Figure 1: We process the forged image using denoising net-
works with different standard deviations (CBDNet (Guo
et al. 2019) trained with noise with standard deviations of
15, 25, and 50), and then extract the noise separately. For
this image, the denoiser of 25 standard deviation can help to
obtain discriminative noise. (Best viewed on screen.)

achieving significant results. For instance, RGB-N (Zhou
et al. 2018) leverages noise features extracted from a ste-
ganalysis rich model filter layer to identify the noise incon-
sistency between authentic and tampered regions. SPAN (Hu
et al. 2020) extracts anomalous local noise features from
noise maps using CNNs to differentiate heterologous re-
gions. MVSS-Net (Chen et al. 2021) learns multi-view fea-
tures by utilizing both noise views and boundary artifacts.
These methods directly build the end-to-end mapping of
noise features to masks and adopt fusion strategies to inte-
grate RGB and noise information to enhance forgery detec-
tion accuracy. However, as tampering and post-processing
techniques evolve, the difference between the two regions in
the noise domain becomes less noticeable or even hidden.

Given these findings, we propose that explicitly learn-
ing and leveraging noise inconsistencies can further improve
IFDL performance. Therefore, we introduce a novel two-
step noise-guided scheme. The first step involves training
a noise extractor to explicitly enlarge the noise distribution
difference between authentic and forged regions. We use a
denoising network followed by a Bayar convolution (Wu,
AbdAlmageed, and Natarajan 2019) to construct the noise
extractor, optimized using a statistics-based constraint. The
rationale for using a denoiser stems from the observation
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that a suitable denoising network can amplify the noise dis-
tribution difference between two regions. As shown in Fig-
ure 1, the denoising network with a standard deviation of 25
maximizes the difference between the two regions, i.e., au-
thentic and forged regions, in the noise domain, while the
directly extracted noise cannot achieve the same effect. In
order to adaptively tune the denoising network, we impose
the customized constraint on the processed image noise, de-
signed based on the Jensen—Shannon (JS) divergence of the
Gaussian distribution.

The second phase involves the integration of noise incon-
sistency and RGB data for forgery detection and localiza-
tion. Unlike previous fusion strategies, we utilize noise ex-
plicitly to guide the RGB branch, significantly enhancing
effectiveness. We merge the hand-crafted guided filtering
(He, Sun, and Tang 2012) and data-driven attention mecha-
nism (Wang et al. 2018) to create the Cross-Attention-Based
Guided Filter (CAGF). Thanks to the local linearity and
edge preservation of guided filtering, CAGF not only fully
integrates the complementary information in the RGB and
noise domains but also ensures the transfer of structural in-
formation from the noise domain to the RGB domain. In
essence, our method explicitly learns the noise inconsistency
in the first phase and utilizes this representation in the sec-
ond phase. This approach allows us to effectively mine the
noise prior and use it to model forgery inconsistency. Our
contributions are as follows:

* We propose a novel discriminative noise-guided scheme
that explicitly enhances the representation and exploita-
tion of noise inconsistencies.

* We develop a method to highlight noise inconsistencies
in forged regions, using a denoising network to process
images and a statistics-based constraint to optimize the
noise extraction.

* We design a cross-attention-based guided filter that com-
bines model-driven and data-driven technologies to ex-
plicitly enhance the guiding effect of noise inconsis-
tencies on the RGB branch, fully utilizing the forgery-
informed noise representations.

Extensive experiments on several representative benchmarks
show that our method is superior to state-of-the-art meth-
ods, especially on the real-life dataset IMD20 (Novozamsky,
Mahdian, and Saic 2020).

Related Work
Noise-unrelated IFDL

Most early works tend to focus on a specific type of forgery,
including splicing (Huh et al. 2018), copy-move (Coz-
zolino, Poggi, and Verdoliva 2015), and removal (Aloraini,
Sharifzadeh, and Schonfeld 2020). While the above works
demonstrate satisfactory performance, the practical applica-
tion of these methods encounters challenges due to the un-
predictability of forgery types. Therefore, recent studies em-
phasize the need for an approach that employs one model
to address multiple forgery types. ManTra-net (Wu, AbdAl-
mageed, and Natarajan 2019) leverages an end-to-end net-
work, which extracts image manipulation trace features and
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identifies anomalous regions by assessing how different a
local feature is from its reference features. PSCCNet (Liu
et al. 2022) uses a progressive spatial-channel correlation
module that uses features at different scales and dense cross-
connections to generate masks in a coarse-to-fine fashion.
Besides, some methods (Liu et al. 2024) explore forgery
detection in the frequency domain, such as ObjectFormer
(Wang et al. 2022b) captures forged traces from the high-
frequency parts of images. Different from the above, we fo-
cus on fully mining and exploiting noise inconsistencies.

Noise-assisted IFDL

A series of methods use noise information to assist IFDL.
Mahdian et al. (Mahdian and Saic 2009) detects changes in
noise standard deviations for blind image forensics. Lyu et
al. (Lyu, Pan, and Zhang 2014) expose region splicing by
revealing inconsistencies in local noise levels. These meth-
ods focus on specific tampering artifacts and are limited to
specific forgeries. Recently, some deep learning-based IFDL
also utilize noise information as assistance. RGB-N (Zhou
et al. 2018) explores to leverage noise features to model
the inconsistency between tampered and untouched regions.
NoiseDF (Wang and Chow 2023) extracts noise traces and
features from the video image frames’ cropped face and
background squares. ERMPC (Li et al. 2023) utilizes noise
branches as auxiliary information to facilitate further refine-
ment of forgery localization. TruFor (Guillaro et al. 2023)
learns the noise-sensitive fingerprint by training on real data
in a self-supervised manner. In contrast, our method explic-
itly learns the noise inconsistency by statistical constraints
and exploits the noise in the form of explicit guidance.

Methodology
Overview

Noise features between the source and target images are un-
likely to match (Zhou et al. 2018), and the tampering op-
eration destroies the natural noise distribution (Wang et al.
2022a). Besides, using noise can suppress the content in-
formation, which is beneficial to extract semantic-agnostic
features for IFDL (Chen et al. 2021). However, with the de-
velopment of tampering and post-processing techniques, the
inconsistency of the noise is not obvious or even hidden. We
argue that explicitly mining and exploiting noise inconsis-
tencies can further improve accuracy and robustness.
Therefore, we propose a two-step strategy to make full
use of noise inconsistencies for IFDL, including noise rep-
resentation learning and noise guided network. First, we pro-
pose a learning scheme using a denoising network and a
customized constraint. The input image is represented as
X € RIXWX3 \where H and W represent the height and
width of the image. X is input to the denoising network to
obtain the image X ,, and then the noise G4 € RT*XWx3 ig
extracted by BayarConv (Wu, AbdAlmageed, and Natarajan
2019). The choice of denoising networks is not the focus of
this work, so we use the widely used CBDNet (Guo et al.
2019) for the trade-off of performance and computation.
And we impose a statistics-based constraint on G4 to en-
sure that the noise distributions of the two regions are pulled
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(b) Noise Guided Network. The well-trained DNE comes from the Noise Representation Learning Network.

Figure 2: An overview of our two-step discriminative noise guided scheme. It contains noise representation learning and noise
guided network. The dashed red lines denote the constraints we imposed.

apart. Second, we train the noise-guided network (NGNet)
to explicitly apply noise inconsistency. The NGNet is a
dual-branch network that contains multiple cross-attention-
based guided filters that progressively guide RGB informa-
tion with noise inconsistencies for more accurate IFDL.

Noise Representation Learning

To explicitly represent the noise inconsistency, we design a
noise representation learning network (NRLNet) as in Fig-
ure 2a, which uses a denoising network to process images
and statistical losses to optimize the network. Considering
that the noise distribution of a forged image is unknown, we
use the blind denoising network CBDNet (Guo et al. 2019)
and load the weights of blind denoising as initialization. The
specific architecture and training strategy is described below.

We process the input image X using a CBDNet-based
network. Specifically, we first predict a noise level map
[ € REXWX3 which can be viewed as weights related to
the noise distribution. Then we feed [ together with the in-
put X into the encoder-decoder structure to get the image
X' € REXWx3 which is expressed as:

[ =NE(X),
X' =D (Concat (X,i)) ,

ey
@)

where Concat denotes the concatenate operation. NE is the
noise estimation module implemented by a five-layer fully
convolutional network, and the convolution kernel size is
3 x 3. D is a U-Net architecture that obtains images with
discriminative noise. Then, following (Chen et al. 2021), we
adopt BayarConv to extract the noise G4 € R¥*Wx3 from
X', Besides, in order to make the learned noise more con-
ducive to IFDL, we feed the noise into the Res-CNN to pre-
dict coarse localization result G, € REXWx1 Res-CNN
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contains ten res-blocks, and one block consists of two 3 x 3
convolution and ReLU function.

Optimization. To explicitly pull apart the noise distribu-
tion of the two regions (authentic and forged), we introduce
the JS divergence to constrain G. First, we divide G4 into
the noise of the authentic region N, and the noise of the
forged region Ny with the help of the mask of the ground
truth. The stationary disturbances in images can be modeled
as Gaussian (Guo et al. 2019), and both N, and Ny can be
regarded as sampled values of noise. Therefore, we utilize
the JS divergence of the continuous Gaussian to measure the
distance between the noise distributions of two regions:

1 1
JSD (P, || Py) = 5KL(Py | M)+ 3KL(Py || M),

€)
where P, and P are the distributions of N, and IV respec-

tively, and M is @. The KL divergence of two Gaus-

sian distributions is calculated as follows:

of + (1 — pa2)®
202

1
KL (P || P2) =logos — logo, + ~ 3 4)

where o1, 05 are the standard deviations of P; and P», and
141, po are the means respectively. Then, Equation 3 is cal-
culated as follows:

Vol +op? logoa+logos (e —ps)’ 1
JSD = log 3 — 5 + 0a? £ 0,2 >
(&)

where o, 0y, are the standard deviations of N, and N, and
{11, 2 are the mean values of NV, and Ny. In addition, if only
JS divergence is used as the loss function, the optimization
process of the network will oscillate. Therefore, we adopt
the loss of forgery localization to assist the optimization of
the network, which is also more conducive to the final im-
age forgery localization. We combine the assisted loss and



The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

Algorithm 1: Cross-attention-based Guided Filter (CAGF)
Input: G,,: guidance image(Noise), GG, input image(RGB),
Output: q: CAGF filtering output.
1: mean,, = MFConv(G,,)
mean,. = MFConv(G,.)
2. # Calculate variance and covariance (CMA: Figure 3)
var, = CMA(G,, G,)
covy, = CMA(G,,, G,)
3. # Calculate coefficients of local linear relationship
a = ResBlock(Concat(cov,,,, var,))
b =mean, - a x mean,,
4: mean, = MFConv(a)
mean, = MFConv(b)
5: # Output
q =meang * Gy + meany,
return q

JS divergence to compose the loss function for noise repre-
sentation learning, which can be written as:

where £ denotes the Dice loss (Chen et al. 2021), Y €
RAXWX1 ig the ground-truth, and \ is the hyperparameter
to balance the two terms which is set as 0.80.

Noise Guided Network

As shown in Figure 2b, after the NRLNet converges, we em-
bed the well-trained discriminative noise extractor (shown in
the box: the denoiser and BayarConv) into the noise guided
network (NGNet). Different from previous work, we apply
noise in the form of explicit guidance. The network architec-
ture of NGNet, cross-attention-based guided filter (CAGF)
and optimization are detailed as follows.

Network architecture. We utilize two branches to han-
dle RGB and noise information. The well-trained discrimi-
native noise extractor is used to obtain the input of the noise
branch to better extract forged traces. We use ResNet-50 pre-
trained on ImageNet (Deng et al. 2009) as the backbone net-
work. Then to guarantee the guiding effect of noise incon-
sistency on RGB, we design CAGF and place it alternately
with the ResNet block, as shown in Figure 2b. Guided by the
noise, the RGB branch can extract features highly correlated
with tampering artifacts. Finally, we transform the extracted
features with plain convolutional layers and bilinear upsam-
pling into the final predicted mask G,; € RF>*Wx1,

Cross-attention-based guided filter. Existing IFDL
methods directly use fusion strategies, which cannot explic-
itly guarantee that the tampering artifacts in the noisy do-
main are fully exploited. The guided filter can guarantee the
transfer of structural information from the guided image to
the target image and has the edge-preserving property (He,
Sun, and Tang 2012). Inspired by this, we explore the fusion
of noise and RGB information from a guidance perspective
thus proposing CAGEF, as shown in Algorithm 1. And we use
three CAGF blocks in practice. The traditional guided filter
is derived from a local linear model. It generates the filtering
output by considering the guidance.

7742

L cxHxW
ResBlock
3SO\
’\
CxHxW
| 1x1 Conv | | 1x1 Conv | | 1x1 Conv | | 1x1 Conv |
L g7
cxtow | CHxW
X Y

& Matrix multiplication (© Hadamard product

Figure 3: Cross-Modal Attention. It can flexibly calculate
the variance and covariance of noise and RGB (Equation 7
to 8). If X and Y are the same, then Z is the variance, and if
they are not, then Z is the covariance.

However, the traditional guided filter is a non-trainable
algorithm without considering the mutual dependency be-
tween the guidance and the target, which is inappropriate
for IFDL. Because of the large information gap between
noise and RGB, simply transferring structural information
from noise to RGB would result in various artifacts. There-
fore, based on the traditional algorithm, we use the atten-
tion mechanism to calculate the variance and covariance
and use the convolutional layer instead of the mean filter.
Specifically, denoting input features derived from the noise
stream and the RGB stream as G,, € R7-*W:xCs and G, €
R xWsxCs We take (7, as the guide image and G, as the
input image. First, we design novel cross-modal attention
(CMA) to obtain covariance and variance. Taking the calcu-
lation of covariance as an example, the input of CMA is G,
and G,.. CMA leverages the computation block described in
Figure 3 to convert them to cov,,, € RHs*xWsxCs.

covnr = CMA (Gn, Gr)

=Res(C(C(Gn)" ®C(G,)) ® C(C(Gr) ® C(Gy))),

@)
where ® is the matrix multiplication, ® is the Hadamard
product, Res denotes the res-block containing two 3 x 3
convolution and ReLLU function, and C denotes the 1 x 1
convolution. We perform matrix multiplication on G,, and
G, to obtain C' € RN*N (N = H, x W) instead of the
correlation coefficient corr,,. of traditional guided filtering,
and calculate the Hadamard product of the two to replace
mean,, * mean,. of the traditional algorithm (He, Sun, and
Tang 2012). Before the matrix multiplication of GG, and G,
the two are converted to C /7 x N, where r is a scalar that re-
duces channel dimension for computation efficiency. In the
same way, when both inputs of CMA are the noise features
G,,, we can obtain the variance var,, € RHsxWsxCs.

var, = CMA (G,,,G,) . (8)
The res-block is used to obtain coefficient @ € R *WsxC.
a = Res (Concat (covp,, vary,)) . )
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Next, we follow the equation in Algorithm 1 to calculate
b € RH:xWsxCs Ingpired by (Wu et al. 2018), we use con-
volution operation (MFConv) instead of the mean filter:

Conv (M
meany = MFConv (M) = COI;:;((J)),

where M is the input of MFConv, J is the all-ones matrix
with the same size as M, and Conv is the 3 x 3 convolution.
Finally, we obtain the output of CAGF q € R7:xWsxCs
according to the local linear relationship:

q = meang, ® G, + meany, (11)

where mean, and mean; are the results of a and b after
MFConv, the size is H;, x W, x C.

Detector. For the detector, we apply the ConvGeM pro-
posed by MVSS-Net++ (Dong et al. 2023), which can con-
vert localization results GG+ into detection prediction D,,,;.
ConvGeM strikes a good balance between detection and lo-
calization through a decayed skip connection. Thus, we use
ConvGem to obtain a more accurate detection result:

Doyt = ConvGeM (Gout) (12)

Optimization. Following most studies (Chen et al. 2021;
Wang et al. 2022c), we also utilize the edge supervision.
However, this is not the focus of this work, so we have used
some common methods. Following (Chen et al. 2021), we
use the Sobel layer and the residual block to obtain the edge
prediction G, € RHexWex1 ip a shallow-to-deep manner.
For edge loss, the ground-truth edges £ € RZXWx1 jg
downsampled to a smaller size £/ € R7exWex1 to match
G.. This strategy outperforms upsampling G, in terms of
computational cost and performance. The loss of NGNet can
be written as:

LN = CME1 (Y, Gout)+ﬁ£2 (y7 DD’U«t)+(1 —a— 5) ‘C3 (El? Ge)
(13)
where £ and L3 denote the Dice loss (Chen et al. 2021),
L is BCE loss, y is a label that represents the authenticity
of the image and «, 3 are the hyperparameters to balance the
loss function. In practice, « is set as 0.60 and S is set as 0.2.
Note that authentic images are only used to compute L.

(10)

Experiments
Experimental Setup

Pre-training Data. We construct a substantial image tam-
pering dataset and employ it for pre-training our model.
This dataset comprises three categories: 1) splicing, 2) copy-
move, and 3) removal.

Testing Datasets. Following (Liu et al. 2022), we evaluate
our model on CASIA (Dong, Wang, and Tan 2013), Cov-
erage (Wen et al. 2016), Columbia (Hsu and Chang 2006),
Nist Nimble 2016 (NIST16) (Guan et al. 2019) and IMD20
(Novozamsky, Mahdian, and Saic 2020). We apply the same
training/testing splits as (Hu et al. 2020; Wang et al. 2022b)
to fine-tune our model for fair comparisons.

Evaluation Metrics. To quantify the localization perfor-
mance, following previous works (Hu et al. 2020; Wang
et al. 2022b), we use pixel-level Area Under Curve (AUC)
and F1 score on manipulation masks. To evaluate detection
performance, we use image-level AUC and F1 score. Since
binary masks are required to compute F1 scores, we adopt
the Equal Error Rate (EER) threshold to binarize them.
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Image Forgery Localization

Following SPAN (Hu et al. 2020) and ObjectFormer (Wang
et al. 2022b), our model is compared with other state-of-
the-art tampering localization methods under two settings:
1) training on the synthetic dataset and evaluating on the full
test datasets, and 2) fine-tuning the pre-trained model on the
training split of test datasets and evaluating on their test split.
Pre-trained Model. Table 1a shows the localization per-
formance of pre-trained models for different methods on
five datasets under pixel-level AUC. We compare our model
NGNet with MantraNet (Wu, AbdAlmageed, and Natarajan
2019), SPAN (Hu et al. 2020), PSCCNet (Liu et al. 2022),
ObjectFormer (Wang et al. 2022b), TANet (Shi, Chen, and
Zhang 2023) and HiFi-Net (Guo et al. 2023) when evalu-
ating pre-trained models. The pre-trained NGNet achieves
the best localization performance on Coverage, CASIA,
NIST16 and IMD20 and ranks second on Columbia. Espe-
cially, NGNet achieves 94.1 % on the copy-move dataset
Coverage, whose image forgery regions are indistinguish-
able from the background. This validates our model owns
the superior ability to capture tampering traces in the
noise domain. We fail to achieve the best performance on
Columbia, falling behind TANet 0.2 % under AUC. We con-
tend that the explanation may be that the distribution of
their synthesized training data closely resembles that of the
Columbia dataset. This is further supported by the results
in Table 1b, which show that NGNet performs better than
TANet in terms of both AUC and F1 scores. Furthermore,
it is worth pointing out NGNet achieves decent results with
less pre-training data.

Fine-tuned Model. The network weights of the pretrained
model are used to initiate the fine-tuned models that will
be trained on the training split of Coverage, CASIA, and
NIST16 datasets, respectively. We evaluate the fine-tuned
models of different methods in Table 1b. As for AUC and
F1, our model achieves significant performance gains. This
validates that our method could precisely capture subtle tam-
pering traces by discriminative noise representation learning
and cross-attention-based guided filtering.

Image Forgery Detection

To avoid false alarms, we also consider the forgery detec-
tion task. Following ObjectFormer (Wang et al. 2022b), we
conduct experimental comparisons on the CASIA-D dataset
introduced by (Liu et al. 2022). As shown in Table lc, our
method has excellent detection performance, i.e., 99.81%
in terms of AUC and 98.72% in F1. Our method explicitly
models and exploits noise inconsistencies, thus accurately
distinguishing forged images from authentic ones.

Robustness Evaluation

To analyze the robustness of our model for localization,
we follow the distortion settings in (Wang et al. 2022b) to
degrade the forged images from NIST16. These distortion
types include resizing images to different scales, applying
Gaussian blur with a kernel size k, adding Gaussian noise
with a standard deviation ¢, and performing JPEG compres-
sion with a quality factor q. We compare the forgery local-
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Figure 4: Visualization of the predicted manipulation mask by different methods. From top to bottom, we show forged images,
GT masks, predictions of ManTraNet, SPAN, PSCC-Net, HiFi-Net and ours.

Loc. | Data | CoL Cov. CAS. NLI6 IM:20 Loc Cov. CAS. NL16 Det. AUC(%) Fl1(%)
: Metric: AUC(%) — Pre-trained : Metric.: AUC(%) / F1(%) — Fine-tuned ManTra 5004 56.69
ManTra | 64K | 824 819 81.7 795 7438 RGB-N | 81.7/437 79.5/408  93.7/722 : :
SPAN | 96k |93.6 922 797 840 750 SPAN | 93.7/55.8 83.8/382  96.1/58.2 SPAN | 6733 6348
PSCC | 100k | 982 847 829 855  80.6 PSCC | 94.1/72.3  87.5/55.4 99.6/81.9 PSCC 99.65 97.12
ObFo. | 62K | 955 928 843 872 821 Ob.Fo. | 95.7/75.8 88.2/57.9  99.6/82.4 Ob.Fo. 99.70 9734
TANet | 60K | 987 914 853 89.8  84.9 TANet | 97.8/78.2 89.3/61.4  99.7/86.5 - e
HiFi | 100k | 983 932 858 870 829 HiFi | 96.1/80.1 88.5/61.6  98.9/85.0 HiFi 99.50 97.40
Ours | 60K |98.5 941 872 90.0 852 Ours | 98.1/81.2 91.3/62.1  99.8/86.8 Ours 99.81 98.72
(a) (b) (©

Table 1: Image forgery detection and localization results. (a) Localization performance of the pre-train model. (b) Localization
performance of the fine-tuned model. (c) Detection performance on CASIA-D dataset. (Bold means best, underline means

second best).

ization performance (AUC scores) of our pretrained mod-
els with SPAN and ObjectFormer on these corrupted data,
and report the results in Table 2. Our model demonstrates
better robustness against various distortion techniques. It
is worth noting that JPEG compression is commonly per-
formed when uploading images to social media. And our
model performs significantly better on compressed images.

Ablation Study

In this section, we conduct experiments to demonstrate the
effectiveness of our method. The noise representation learn-
ing (NRL) is designed to explicitly enlarge the difference
in the noise distribution between the two regions (authen-
tic and forged). The cross-attention-based guided filter con-
tains the cross-modal attention (CMA) and guided filtering
mechanism (GF). CMA fully integrates the complementary
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information contained in the RGB and noise branches, while
GF guarantees the transfer of structural information from the
noise to the RGB and has the edge-preserving property. To
evaluate the effectiveness of NRL, CMA and GF, we remove
them separately from our method and evaluate the forgery
localization performance on CASIA and NIST16.

Table 3 presents the quantitative outcomes. The baseline
denotes that we just use ResNet-50. It can be seen that with-
out GF, the AUC scores decrease by 4.5 % on CASIA and
5.9 % on NIST16, while without CMA, the AUC scores de-
crease by 7.6 % on CASIA and 10.9 % on NIST16. Further-
more, when NRL is discarded, serious performance degra-
dation in Table 3, i.e., 9.5% in terms of AUC and 20.9% in
terms of F1 on CASIA can be observed.

Since different denoiser may derive different perfor-
mance, we perform ablation study on the choice of de-
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Distortion | SPAN Ob.Fo. HiFi Ours

no distortion 83.95 87.18 87.0 90.04
Resize(0.78 %) 83.24 87.17 869 89.85 [0.19
Resize(0.25x) 80.32 86.33 86.5 88.83 |1.21
Blur(k = 3) 83.10 8597 86.1 89.24 |0.80
Blur(k = 15) 79.15 80.26 81.0 88.77 [1.27
Noise(o = 3) 75.17  79.58 819 89.16 [0.88
Noise(o = 15) 6728 78.15 79.5 86.28 |3.76
Compress(q = 100) | 83.59 86.37 86.5 89.19 [0.85
Compress(q = 50) | 80.68 86.24 86.0 8898 [1.06

Table 2: The performance on NIST16 dataset under var-
ious distortions. AUC scores are reported (in %), (Blur:
GaussianBlur, Noise: GaussianNoise, Compress: JPEG-
Compress.)

Variants CASIA NIST16
AUC F1 AUC F1
baseline | 75.6 43.0 79.9 69.9
w/oNRL | 82.6 49.1 832 73.1
w/oCMA | 844 503 88.7 772
w/o GF 872 551 939 812
Ours 91.3 62.1 998 86.8

Table 3: Ablation results on CASIA and NIST16 dataset us-
ing different variants of our proposed scheme.

noiser. We choose blind denoising networks such as DnCNN
(Zhang et al. 2017), FFDNet (Zhang, Zuo, and Zhang 2018),
RIDNet (Anwar and Barnes 2019) and DRUNet (Zhang
et al. 2021) for comparison. As shown in Table 4, CBDNet
trades off performance and computational complexity.

Denoiser | FLOPs(G) Col. Cov. CAS. NIL16 1IM.20
FFDNet 31.80 884 873 852 821 75.6
DnCNN 145.52 87.0 894 86.1 83.9 78.4

CBDNet* 161.13 985 941 872 90.0 85.2
RIDNet 391.82 922 935 846 87.1 82.9
DRUNet 411.65 98.1 933 868 90.2 83.2

Table 4: The ablation study of different denoising architec-
tures. FLOPs(G) is calculated on images of size 512 x 512.
AUC scores are reported (in %).

Visualization Results

Qualitative results. As shown in Figure 4, we provide pre-
dicted masks of various methods. The results demonstrate
that our method can not only locate the tampering regions
accurately but also develop sharp boundaries. It benefits
from the ability of our model to explicitly enlarge the noise
difference between the two regions and preserve the edges.
Visualization of noise representation learning. We show
the change of features with and without the NRL in Figure 5.
Itis clear that NRL facilitates the learning of forgery features
and obtains more accurate contours of forged regions. This
is because NRL helps the network capture tampering traces
in the noise domain.
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Forged Mask w/o NRL w/o CAGF NGNet Prediction

Figure 5: Visualization of noise representation learning and
cross-attention-based guided filter. From left to right, we dis-
play the forged images, masks, GradCAM (Selvaraju et al.
2017) of the feature map without (w/o) NRL and without
CAGEF and with both (NGNet), and predictions.

Figure 6: Noise obtained without (w/o) and with (w) NRL.
NRL can model more explicit noise inconsistencies.

Visualization of cross-attention-based guided filter. To
verify the effect of CAGF, we show the change of features
before and after the filter in Figure 5. It can be seen that
CAGF can improve the accuracy of forgery localization. The
network without CAGF will make false judgments about ob-
jects that are similar to the forgery.

Visualization of discriminative noise representation. To
further validate the motivation and effectiveness of our
method, we show the extracted noise without and with the
noise representation learning (NRL) in Figure 6, respec-
tively. It can be seen that NRL obtains a more discriminative
noise representation, which is forgery-informed.

Conclusion

In this paper, we propose a two-step noise-guided scheme
containing noise representation learning and noise guided
network. The first step is to explicitly highlight the discrim-
inability in noise distribution between authentic and forged
regions. In the second step, a customized cross-attention-
based guided filter that combines model-driven and data-
driven technologies is devised to enhance the guiding effect
of noise inconsistencies on the RGB branch, fully utilizing
the forgery-informed noise representations. Our work pro-
vides a new research strategy to solve the problem of diffi-
cult extraction of subtle forged traces. Extensive experimen-
tal results on several benchmarks demonstrate the effective-
ness of the proposed scheme.
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