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Abstract

Image hiding aims to conceal one or more secret images
within a cover image of the same resolution. Due to strict
capacity requirements, image hiding is commonly called
large-capacity steganography. In this paper, we propose
StegFormer, a novel autoencoder-based image-hiding model.
StegFormer can conceal one or multiple secret images within
a cover image of the same resolution while preserving the
high visual quality of the stego image. In addition, to mitigate
the limitations of current steganographic models in real-world
scenarios, we propose a normalizing training strategy and a
restrict loss to improve the reliability of the steganographic
models under realistic conditions. Furthermore, we propose
an efficient steganographic capacity expansion method to in-
crease the capacity of steganography and enhance the effi-
ciency of secret communication. Through this approach, we
can increase the relative payload of StegFormer to 96 bits
per pixel without any training strategy modifications. Exper-
iments demonstrate that our StegFormer outperforms existing
state-of-the-art (SOTA) models. In the case of single-image
steganography, there is an improvement of more than 3 dB
and 5 dB in PSNR for secret/recovery image pairs and cov-
er/stego image pairs.

Introduction

Steganography is a technique of information hiding whose
primary goal is to conceal secret data in a carrier without
affecting its representation and avoid arousing suspicion.
As an essential part of steganography, image steganography
uses images as a carrier for information hiding, which has
a long history dating back to ancient Greece. Nowadays, re-
search on digital image steganography is still proceeding.
Traditional image steganography methods include using the
LSB (Least Significant Bit) algorithm (Wang, Lin, and Lin
2001) to hide the information in bits into the least significant
bits of pixels or using the DCT (Discrete Cosine Transform)
transform (Patel and Dave 2012) to conceal the data into the
frequency domain of the image. However, the capacity of
those methods is small, which is far from meeting the needs
of modern secret communication.
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Figure 1: The illustration of difference between autoencoder
based steganography and INN-based steganography.

Recently, the advancement of deep learning has led to the
emergence of numerous deep steganographic models. Those
models have a larger capacity than traditional methods. Con-
sequently, image hiding, as a branch of image steganogra-
phy, has seen significant development. Image hiding requires
concealing one or more secret images into a carrier image,
and its relative payload is beyond 24 bits per pixel (bbp).
Because of stricter requirements on capacity, it is also called
large-capacity steganography.

To the best of our knowledge, current large-capacity
steganography frameworks can be classified into two archi-
tectures. The first is the autoencoder architecture, exempli-
fied by BalujaNet (Baluja 2017), which consists of separate
conceal network and reveal network. The second is the in-
vertible neural network (INN) architecture, exemplified by
HiNet (Jing et al. 2021), which utilizes the same parameters
for hiding and recovery processes. The INN-based steganog-
raphy treats the concealing and recovering processes of the
secret image as a pair of inverse problems, utilizing identi-
cal parameters for both processes. This approach minimizes
information loss and renders it especially suitable for large-
capacity steganography.

While the INN excels in image hiding, it faces notable
challenges. Firstly, during the training process, each itera-
tion necessitates performing backward propagation twice, as
illustrated in Figure 1. Consequently, INN demands double
training time of autoencoder-based models with equivalent
computational cost. Secondly, the invertible framework im-
poses several constraints on the architecture. For instance,
both the conceal network and the reveal network must be
entirely consistent, which presents difficulties in modifying
the structure to specific requirements.
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In addition, we observe that almost all steganographic
models are trained and tested under ideal experimental con-
ditions, neglecting their performance in real-world scenar-
ios. Current models tend to concentrate information into the
high-frequency of the cover image (Zhang et al. 2020), caus-
ing some pixel values of the stego image to be invalid (out of
range [0,255]). These pixel values will be truncated before
propagating in transmission channels, resulting in informa-
tion loss and artifacts in the recovery image.

To address the aforementioned challenges, we intro-
duce novel solutions. Firstly, we propose StegFormer, an
autoencoder-based image hiding framework. The archi-
tecture of the conceal network and reveal network in
StegFormer can be individually adjusted according to spe-
cific needs, allowing for a highly flexible model design.

Secondly, we introduce a novel normalizing training strat-
egy and a restrict loss to mitigate the model’s dependence on
invalid pixel values. This approach can be flexibly applied to
various steganographic models with different structures.

Thirdly, we introduce an efficient steganography capac-
ity expansion method by simply cascading multiple secret
images. Through this approach, we can increase the capac-
ity of StegFormer to 96 bits per pixel without any training
strategy modifications.

Experimental results demonstrate that StegFormer out-
performs the previous state-of-the-art (SOTA) methods. For
single-image hiding, StegFormer outperforms HiNet (Jing
et al. 2021) by 3.1 dB and 5.5 dB in secret/recovery image
pairs and cover/stego image pairs. StegFormer also shows
the potential for multi-image hiding and outperforms Deep-
MIH (Guan et al. 2022) by 3.0 dB and 3.5 dB in secret/re-
covery image pairs and cover/stego image pairs.

Overall, our contributions can be summarized as follows:

* We present StegFormer, an autoencoder-based stegano-
graphic model, to challenge the dominance of INN in
image hiding.

* We present a plug-and-play normalizing training strat-
egy and a restrict loss to enhance the reliability of the
steganographic models in real-world scenarios.

* We present an efficient steganography capacity expan-
sion method, and experiments show that StegFormer es-
tablishes new SOTA on single and multi-image hiding.

Related Work
Steganography and Image Hiding
The history of steganography can be traced back to ancient
Greece. According to different carriers, it can be catego-
rized into image steganography, video steganography, and
audio steganography. Traditional image steganography in-
volves using the LSB algorithm (Wang, Lin, and Lin 2001)
to conceal information in the spatial domain of the image or
employing Discrete Cosine Transform (Wang, Lin, and Lin
2001) to hide data in the frequency domain of the image.
However, they can only hide a small amount of data.
Recently, the advancement of deep learning has led to
the emergence of numerous deep steganography techniques.
Baluja (Baluja 2017) was the first to use CNN for image
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steganography. Subsequently, Zhu et al. (Zhu et al. 2018),
Tancik et al. (Tancik, Mildenhall, and Ng 2020) and Fang et
al. (Fang et al. 2022) used a noise layer to approximate the
distortions in realistic conditions. Zhang et al. (Zhang et al.
2023) utilized the information at the frequency level. Luo et
al. (Luo et al. 2020) used GAN to optimize the perceptual
quality of steganographic images. Wang et al. (Wang, Wu,
and Wang 2023) proposed the Adapter to adjust the encod-
ing strength according to the cover image. However, these
methods prioritize robustness over capacity. For instance,
StegaStamp (Tancik, Mildenhall, and Ng 2020) has a rela-
tive payload of approximately 0.00125 bbp.

Image hiding is an essential branch of image steganogra-
phy, which is dedicated to concealing one or multiple im-
ages within a carrier image. Due to the strict requirement
on capacity, it is also called large-capacity steganography.
Baluja (Baluja 2017) first applied CNN to image hiding and
successfully concealed a color image into a carrier image of
the same resolution. The autoencoder architecture used by
BalujaNet (Baluja 2017) has been widely used in subsequent
work (Ahmadi et al. 2020; Chen et al. 2023).

However, autoencoder-based steganography tends to per-
form poorly in balancing the quality of stego images and re-
covery images, while INN-based steganography does better.
HiNet (Jing et al. 2021) was the the first to employ INN for
image hiding and it concealed images in the wavelet domain.
ISN (Lu et al. 2021) and DeepMIH (Guan et al. 2022) intro-
duced different multi-image steganography strategies. Xu et
al. (Xu et al. 2022) enhanced the robustness of INN by in-
troducing a distortion model. Lan et al. (Lan et al. 2023)
significantly improved the security of INN by embedding
information into the DCT coefficients of the cover image.

While the INN excels in image hiding, it faces notable
challenges in training time and architectural flexibility. Our
StegFormer demonstrates that autoencoder-based steganog-
raphy has great potential in image hiding.

Vision Transformer

Transformer (Vaswani et al. 2017) shows great performance
in natural language processing. Inspired by Transformer’s
success, Dosovitskiy ef al. proposed ViT (Dosovitskiy et al.
2020), which directly applies a pure Transformer-based ar-
chitecture on the 16 x 16 flattened patches. However, ViT
has two significant drawbacks. Firstly, the coarse patch em-
bedding hinders ViT from capturing details (Park and Kim
2022). Secondly, the quadratic computational cost of self-
attention limits its applicability to specific visual tasks.

To address the first problem, PVT (Wang et al. 2021)
introduced a pyramid structure. CrossViT (Chen, Fan, and
Panda 2021) adopted a dual-branch structure with different
patch sizes to learn multi-scale information. Uformer (Wang
et al. 2022) formed a U-shaped structure. To solve the sec-
ond problem, Swin Transformer (Liu et al. 2021) introduced
window-based self-attention. DAT (Xia et al. 2022) used de-
formable attention to avoid excessive attention computation.

Inspired by Uformer (Wang et al. 2022), we propose
StegFormer, a model specifically designed for image hid-
ing. Our experiments prove that StegFormer outperforms the
previous state-of-the-art methods.
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Figure 2: The framework of StegFormer. The secret image concatenates with cover image as the input of the StegFormer conceal
network to generate a stego image. Then the pixel values of the stego image will be truncated to range [0,255] and input to

StegFormer reveal network to recover secret image.

Proposed Method
Overall Pipeline

As shown in Figure 2 (b), the overall structure of the
StegFormer is a U-shaped network with skip-connections
between the encoder and decoder following the U-Net (Ron-
neberger, Fischer, and Brox 2015). Take StegFormer con-
ceal network as an example. Suppose the input is a cover
image I.oper € R3>HXW and a secret image Isocrer €
R3*HXW Then we concatenate I.oye, and Igeqres together
to be Linput € RO6*HXW and applies a 3 x 3 convolutional
layer to extract low-level features X 0 ROXHXW Next,

mg
we split X?mg into non-overlapping patches sized P x P

by a patch divide module to get X0, =~ € R *P°C,

Each patch is treated as a token and }QQ/ is the number

of tokens, P2C is the dimension of each token. Follow-
ing the design of the U-Net, X2, . will be passed through
K encoder stages. Each stage contains a stack of the pro-
posed Channel Adaptive Transformer Block (CATB) and
one down-sampling layer. In the down-sample layer, we use
4 x 4 convolutional layer with stride 2 for down-sampling,
double the channels and reduce half of the resolution of the
feature maps.

Then, we use Global Enhance Bottleneck (GEB) as the
bottleneck stage. With the help of global self-attention, GEB
can capture longer dependencies. GEB uses Conditional
Positional Encoding (CPE) (Chu et al. 2021) for posi-
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tion embedding, which can change along with the input
size and keep translation equivalence. Thanks to the GEB,
StegFormer can generalize to arbitrary input resolution.
Next, we use the U-Net decoder to reconstruct features.
Similar to the encoder, the decoder also consists of K stages.
Each stage contains an up-sampling layer and a stack of
CATB. We use 2 x 2 transposed convolution with stride 2
to up-sample, reduce half of the feature channels and double
the resolution of the feature maps. Then the up-sampled fea-
tures are concatenated with the corresponding features from
the U-Net encoder through skip-connection and input to the
CATB to restore the image. After K decoder stages, we get

HW 2 .
xoutput o Rz X2P7C We reghape it to 2D feature maps

token
Xoutrut ¢ R2OXHXW and apply a 3 x 3 convolution to
c R3xXHXW

img
obtain stego image X $1¢9°

Before inputting X t¢9° to the reveal network, the pixel
values of the X*%°9° will be truncated to range [0,255]. The
structure of the reveal network is similar to conceal network,
except that the input is stego image X %/¢9° ¢ R3*HXW Af.
ter processing by the reveal network, the output is the recov-
ery image. We train StegFormer using three different loss
functions, which will be explained in the following sections.

Channel Adaptive Transformer Block

There are three main challenges to applying vision trans-
formers for image hiding. Firstly, the coarse patch embed-
ding mechanism leads to losing local features. Previous
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Figure 3: The illustration of the Channel Adapter.

work (Park and Kim 2022) has demonstrated that ViT has
difficulty capturing local features which is crucial for low-
level tasks like image hiding. Secondly, the global self-
attention mechanism has a quadratic computational cost,
making it unsuitable when input image resolution is high.
Thirdly, the self-attention mechanism only considers spatial
information and neglects channel information.

To address the issues mentioned above, we propose the
Channel Adaptive Transformer Block (CATB) as the fun-
damental block of the StegFormer. As illustrated in Figure
2(c), CATB comprises two core modules. The first is the
Channel Adapter, which utilizes the global information of
each channel to adjust the distinctions between channels dy-
namically. The second is the Swin Transformer Block (Liu
et al. 2021), which employs the window-based attention
mechanism to model local features.

Channel Adapter. Channel information plays a crucial
role in image hiding (Li et al. 2023). In CATB, the window-
based self-attention only focuses on spatial information and
neglects the channel information. The introduction of chan-
nel attention is essential to enhance the performance of the
StegFormer. Inspired by SENet (Hu et al. 2017), we propose
the Channel Adapter.

c

As shown in Figure 3, given input Xyogen € RFEXP? ,
we first reshape the tokens to 2D feature maps Xj;,,, €
REXHXW “then use two 1 x 1 convolution with a GELU
non-linearity in between to capture channel information
Xehanner € REXHXW - Qubsequently, we use global pool-
ing and 2-layer MLP with Sigmoid activation to get chan-
nel attention weights X,cign: € RE. After that, we multi-
Ply Xchanner and Xyeigne in channels to get channel bias
Xpias € ROXW  Finally, we add Xpies to the Xipmg
and reshape it into X7, as the output of the Channel
Adapter. Channel Adapter adjusts the strength of different
channels in the form of bias to enhance the performance of
the StegFormer.

Swin Transformer Block. We use Swin Transformer
Block (STB) (Liu et al. 2021) to capture local features.
As shown in Figure 2(c), STB consists of a window-based
multi-head self-attention (W-MSA) followed by a 2-layer
MLP with a GELU non-linearity in between. The W-MSA
module lacks connections across windows. Therefore, Swin
Transformer (Liu et al. 2021) uses a shifted window (SW)
partitioning approach that alternates between two partition-
ing configurations in consecutive STBs. The operation of
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two consecutive STBs can be expressed as:

X! = W-MSALN(X'™1))+ x'1,

X! = MLP(LN(XY) + X!,

X = SW-MSA(LN(XY)) + X!,

X+t MLP(LN(X'+1)) 4+ X!+, (1)

where X! and X! denote the output features of the (S)W-
MSA module and the MLP module for block [, respectively.

Global Enhance Bottleneck

StegFormer employs window-based self-attention to extract
local features in the encoder stages, limiting its ability to
leverage global information. Notably, the resolution of the
feature map is substantially reduced due to multiple down-
sampling operations, resulting in a comparatively reduced
computational cost for the global self-attention operation.
Therefore, we use Global Enhance Bottleneck (GEB) to
model global features. GEB consists of a Position Encoding
Generater (PEG) and multiple standard Transformer Blocks
(Dosovitskiy et al. 2020).

Positional Encoding Generator. As shown in Figure
2(d), GEB incorporates Conditional Positional Encoding
(CPE) generated by Positional Encoding Generator (PEG)
for position embedding. It has been demonstrated in prior re-
search (Islam, Jia, and Bruce 2020; Chu et al. 2021) that con-
volution can implicitly capture position information through
zero padding. So we adopt depth-wise convolution as PEG,
as shown in Figure 4. The CPE generated by PEG can adapt
to varying input resolutions while maintaining translation
equivalence. Given input Xoren, € RV*4, we convert it
into a 2D representation X;ope, € RT*W>d where N =
H x W. We employ a 3 x 3 depth-wise convolution with
zero-padding to generate positional encoding PFE ken, €
RIxWxd Next, we reshape it to be PE;ppe, € RY*¢ and
add it to Xyoken for position embedding.

Transformer Block with Global MSA. After position
embedding, we use multiple Vision Transformer Blocks
(Dosovitskiy et al. 2020) to capture global features. The pro-
cess is as follows:

Xl

MSA(LN(X'™1)) + x'=1,
X! MLP(LN(X!)) + X!, 2)

where X! and X' denote the output features of the MSA
module and the MLP module for block [, respectively.
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By introducing CPE, GEB possesses the inductive bias
inherent to convolution, which ensures the robustness of
StegFormer across arbitrary resolutions. Our experiments il-
lustrate that StegFormer, trained on images sized 256 x 256,
performs well on images as large as 1024 x 1024.

Loss Function

The overall loss function comprises three distinct compo-
nents: the concealing loss to guarantee the concealing per-
formance, the revealing loss to ensure the recovering perfor-
mance and a novel restrict loss to enhance the reliability of
the steganographic models under realistic conditions.

Concealing loss. The concealing loss is based on Char-
bonnier Loss (Charbonnier et al. 1994). Given the cover im-
age I oper and the stego image It 40, We define concealing
loss as follows, € is used to prevent the loss from being 0.

Lcon = \/chover - Istego||2 + €2. (3)

For image hiding, previous work generally uses L1 Loss
for training. L1 Loss is faster to convergence, but may be
difficult to converge to optimal due to not differentiable at
zero. However, the Charbonnier loss has a consistent gradi-
ent around zero (Lai et al. 2017), which can fully exploit the
potentiality of the conceal network.

Revealing loss. The revealing loss is also based on Char-
bonnier Loss. Given the secret image ..+ and the recov-
ery image I ccovery, We define the revealing loss as follows,
where € is used to prevent the loss from being 0.

“

Restrict loss. 'We propose the restrict loss, which encour-
ages the conceal network to normalize the representation of
the stego image. Given the stego image I,;cg4,, We define re-
strict loss as follows:

Lrev = \/HIsecret - Irecovery”2 + 62'

H %(Istego(ivj) - 1)27 ifIStEQO(iMj) >1
Lres = Z Z %(Istego(i7j))2a if Istego(imj) <0
i=1j=1 | (. otherwise

&)

Total loss function. The total loss function L;,¢q; is the
sum of the concealing loss L., the revealing loss L,..,, and
the restrict loss L., as follows:

Ltotal = Lcon + Lrev + Lres~ (6)

Normalizing Training Strategy

Existing large-capacity steganographic models are com-
monly trained using the concealing loss and the revealing
loss mentioned above. While this approach performs well
under ideal experimental conditions, a crucial issue is over-
looked: the pixel value of the stego image should be bounded
within [0, 255]. Current models tend to concentrate infor-
mation into the high-frequency region of the cover image
(Zhang et al. 2020), which causes some pixel values of the
stego image to be invalid (out of range [0,255]). Conse-
quently, these values will be truncated before propagating
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Figure 5: Visual comparisons of the recovery secret im-
ages by different methods with or without normalizing train-
ing under realistic conditions. For each image set, the first
row represents the secret image. The second row represents
the recovery secret image without normalizing training. The
third row represents the recovery image after normalizing
training. NT means normalizing training.

in transmission channels, resulting in information loss and
artifacts in the recovery image, as shown in Figure 5.

One straightforward solution to this problem is using a
saturated activation function like Sigmoid or Tanh at the
end of the conceal network (Baluja 2017). However, this ap-
proach may lead to the problem of gradient vanishing (Mi-
nai and Williams 1993), causing a substantial reduction in
performance. Therefore, we propose a plug-and-play nor-
malizing training strategy. By introducing restrict loss and
performing gradient truncation, we can preserve the orig-
inal performance of the steganographic model and greatly
enhance its reliability in real-world scenarios. Our experi-
ments demonstrate that this strategy applies well to other
steganographic models.

Restrict loss. As explained above, we propose the restrict
loss. The image will be normalized to the range of [0, 1]
during the training and testing procedure, so we calculate
the mean squared error (MSE) loss for the part of the stego
image exceeding one and those below zero, as depicted by
Equation 5.

Gradient truncation. Given stego image I ¢cq,. We trun-
cate its pixel values to the range of [0,1] to get I jqmyp ac-
cording to Equation 7. Subsequently, during the training
process, we use Iqmp as the input of the reveal network.
This approach truncates the gradients associated with invalid
pixel values and prevents the conceal network from becom-
ing reliant on these specific pixel values.

1, if Igeqo(i,7) > 1
Istego(ivj)v if 0 S Istego(iaj) S 1 (7)
0. if Torego(i, 7) < 0

Iclamp(i7 ]) =

Normalizing training. As shown in Figure 2(a), by intro-
ducing restrict loss and truncating the pixel values of the
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Cover/Stego image pair
Methods DIV2K (1024 1024) COCO (256x 256) ImageNet (256 x 256)
PSNRT SSIMT MAE| RMSE] |PSNRT SSIMT MAE| RMSE| [PSNRT SSIMT MAE| RMSE|
HiDDeN 3248 09172 9.73 13.93 | 3298 09137 9.66 13.39 | 3295 09124 9.87 13.60
UDH 44.68 0.8913 3.58 4.43 43.89 0.8988 3.79 4.65 43.87 0.9018 3.81 4.66
HiNet 50.79 0.9926 1.46 2.06 4598 0.9806 243 3.56 46.00 0.9853 2.49 3.55
DeepMIH 4573 0.9873 221 3.14 43.13 09721 2.83 391 43.29 09621 2.74 4.21
DAH-Net 49.39 0.9896 1.72 2.79 46.15 0.9856 2.96 3.84 4575 0.9857 2098 3.78
StegFormer (Ours) | 56.30 0.9956 0.73 1.23 48.77 0.9884 1.41 2.48 48.79 0.9859 1.51 2.50
Secret/Recovery image pair
Methods DIV2K (1024 x 1024) COCO (256x 256) ImageNet (256 x 256)
PSNRT SSIMT MAE] RMSE||[PSNRT SSIMT MAE] RMSE]| [PSNRT SSIMT MAE] RMSE]|
HiDDeN 39.24 09502 3.54 5.29 36.29 0.9235 532 8.01 36.02 09132 5.02 7.32
UDH 42.02 09781 2.15 3.23 3475 09175 4.82 7.79 34.62 0.9034 5.29 8.22
HiNet 52.32 0.9936 0.88 1.28 47.06 0.9796 1.82 2.78 47.07 09764 195 2.86
DeepMIH 4792 0.9892 1.76 2.54 4531 0.9698 2.83 3.53 45.83 0.9889 2.79 3.54
DAH-Net 50.72  0.9896 1.54 1.98 47.46 09726 1.54 217 4735 0.9834 2.07 2.95
StegFormer (Ours) | 55.45 0.9964 0.73 1.08 49.21 0.9882 1.48 2.33 49.18 0.9851 1.62 241

Table 1: Results on different datasets under ideal conditions, with the best results in bold and the second bests underlined.

Stego Recovery-1

Methods Amount

Recovery-2

Recovery-3 | Recovery-4 |Average-Recovery

PSNRT SSIMT

PSNRT SSIMT

PSNRT SSIMT

PSNRT SSIM7T|[PSNRT SSIMT| PSNRT SSIMT

38.76  0.9715
36.44  0.9583
3490 0.9432

36.55
32.54
30.34

2 images 0.961
3 images

4 images

DeepMIH

0.9130
0.8869

3

37.72
33.27
32.17

0.9696
0.9251
0.9119

/ /
35.81 0.9521
33.76 0.9239

/ /
/ /
35.63 0.9479

37.14  0.9655
33.87 0.9301
3298 09177

41.82(+3.0) 0.9854
39.67(+3.2) 0.9709
38.05(+3.1) 0.9224

40.73
36.95
33.37

2 images
3 images
4 images

StegFormer(Ours)

0.9841
0.9646
0.9162

40.61
36.93
33.88

0.9832
0.9642
0.9290

/ /
36.81 0.9630
33.65 0.9168

/ /
/ /
33.75 09175

40.67(+3.5) 0.9836
36.89(+3.0) 0.9639
33.66(+0.6) 0.9198

Table 2: Results of StegFormer and DeepMIH with different number of secret images on COCO dataset.

stego image, then training the steganographic model end-to-
end, the reliability of the steganographic model in real-world
conditions can be improved.

Experimental Results
Experimental Settings

Datasets and basic settings. We use DIV2K to train
our StegFormer and the testing datasets comprise DIV2K
(Agustsson and Timofte 2017), COCO (Lin et al. 2014), and
ImageNet (Deng et al. 2009) to test the generalization abil-
ity. The AdamW optimizer is used to train StegFormer with
the cosine decay strategy to decrease the learning rate to
le-6 with the initial learning rate le-3. We default to con-
duct experiments under realistic conditions. Our code will
be released in https://github.com/aoli-gei/StegFormer.

Evaluation metrics. We mainly adopt PSNR and SSIM
metrics to evaluate the steganography performance. Other
metrics include MAE, MSE, and RMSE. Note that we eval-
uate the PSNR on the Y channel in the YCbCr color space
following the previous work (Jing et al. 2021).

Benchmarks. We compare StegFormer with several state-
of-the-art image hiding methods, including HiDDeN (Zhu
et al. 2018), UDH (Zhang et al. 2020), HiNet (Jing et al.
2021), DeepMIH (Guan et al. 2022) and DAH-Net (Zhang
et al. 2023). We slightly modify HiDDeN for image hiding.
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Single-image Steganography

Ideal condition. Table 1 compares the numerical results
of our StegFormer with other methods under ideal con-
ditions. To be specific, for cover/stego image pairs, our
StegFormer achieves substantial PSNR improvements of
5.51 dB, 2.62 dB, and 2.79 dB compared to the second-
best results on the DIV2K, COCO, and ImageNet datasets,
respectively. Similarly, for secret/recovery image pairs, our
method exhibits significant PSNR improvements of 3.13 dB,
1.75 dB, and 1.83 dB over the second-best alternatives on
the DIV2K, COCO, and ImageNet datasets, respectively.

Real-world condition. In this experiment, we truncate the
pixel value of the stego image to the range of [0,1]. When
employing the conventional training strategy, as illustrated
in Table 3, the quality of recovery image for all models no-
tably diminish. As shown in Figure 5, evident artifacts ap-
peared in the recovery image. During normalizing training,
since we utilize the restrict loss to normalize the stego image
generated by the conceal network, the quality of the stego
image is slightly reduced. However, Table 3 shows the qual-
ity of the recovery image is significantly improved and the
performance of StegFormer is still the best.

Multi-image Steganography

By simply cascading multiple secret images, StegFormer
can be used to multi-image hiding. Table 2 shows that
StegFormer outperforms DeepMIH in multi-image hiding.
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Cover/Stego image pair

Methods NT DIV2K (1024 x 1024)

COCO (256 x 256) ImageNet (256 < 256)

PSNR7T SSIMT MAE| RMSE||PSNR7T SSIMT MAE| RMSE||[PSNRT SSIMT MAE| RMSE|

HiDDeN x | 32.48 09172 9.73 1393 | 3298 09137 9.66 13.39 | 32.95 09124 9.87 13.60
v/ 3225 09192 998 14.01 | 32.78 09112 9.85 13.51 | 32.65 0.9104 997 13.78

UDH x | 44.68 0.8913 3.58 443 |43.89 0.8988 3.79 4.65 | 43.87 09018 3.81 4.66
v | 4442 08914 3.65 445 |43.78 09019 3.82 4.63 | 43.79 09025 3.84 4.64

HiNet x| 50.79 09926 146 2.06 |4598 09806 243 3.56 | 46.00 09853 249  3.55
v'|49.64 09692 247 236 | 4575 09582 2.60 3.69 | 4595 09528 2.53 3.63

DeepMIH x | 45772 09875 194 281 |43.10 09821 2.81 3.88 | 4331 09602 271 4.12
v | 4448 09829 2.03 2.83 |4232 09813 2.88 4.01 | 4221 09810 290 4.23

DAH-Net x| 4939 09896 1.72 279 |46.15 09856 296 3.84 | 4575 09857 298  3.78
v | 48.78 09856 196 293 |46.03 09815 3.15 397 | 4534 09888 3.02 394

StegFormer (Ours) x | 5630 0.9956 0.73 1.23 | 4877 09884 141 248 | 4879 09859 1.51 2.50
v | 5598 09928 0.81 1.28 |48.70 09863 1.56 2.61 | 49.14 09846 1.63 2.57

Secret/Recovery image pair

Methods NT DIV2K (1024 x 1024)

COCO (256 256) ImageNet (256 x 256)

PSNRT SSIMT MAE| RMSE|[PSNRT SSIMT MAE| RMSE||[PSNRT SSIMT MAE| RMSE|

HiDDeN x | 35773 09324 421 7.28 |33.13 09102 6.04 823 | 33.67 09194 6.28  8.98
v/ | 3893 09408 3.84 558 |35.85 09145 5.15 7.63 | 3579 09104 531 7.75

UDH x | 37.94 09649 3.18 557 | 3252 0.8974 6.03 9.79 | 32.53 0.8843 6.60 10.28
v 14099 09731 236 3.55 |33.81 09051 527 833 | 33.56 0.8918 570 8.73

HiNet x | 4435 09797 1.73 327 | 39.10 0.9561 3.00 541 | 39.10 0.9473 336 5.78
v/ | 51.28 09886 1.01 1.38 |45.03 09718 223 322 | 4584 09764 234 3.12

DeepMIH x | 40.19 09713 2.87 3.71 | 3734 09512 3.89 6.01 | 38.83 09452 4.14 5.78
v | 46.87 09898 2.12 2.89 |43.78 09696 2.82 3.83 | 43.83 09719 3.12 3.97

DAH-Net x | 3773 09324 421 7.28 |35.13 09102 6.04 823 | 35.67 09194 6.28  8.98
v 14989 09796 1.82 238 |4492 09626 198 2.87 | 4532 09764 257 3.18

StegFormer (Ours) x 1 37.89 0.8976 343 9.17 | 33.59 0.8803 5.81 14.35 | 34.23 0.8789 595 139
v/ | 53.43 0.9940 0.81 1.28 | 46.10 09829 1.79 2.86 | 4598 09759 191 296

Table 3: Results on different datasets under realistic conditions. NT means normalizing training.

Tr. Loss Cover/Stego image pair [Secret/Recovery image pair

PSNR SSIM MAE RMSE[PSNR SSIM MAE RMSE

CA Cover/Stego image pair | Secret/Recovery image pair

PSNR SSIM MAE RMSE |PSNR SSIM MAE RMSE

x v |56.54 0.9991 0.64 0.96 |42.26 0.9670 1.92 4.57 x [53.94 09928 095 1.78 |50.89 0.9847 1.13 1.74
V' x |53.56 09917 0.74 1.11 |52.03 0.9917 1.25 1.86 v/ 5598 0.9928 0.81 1.28 |53.43 0.9940 0.81 1.28
v v |55.98 0.9928 0.81 1.28 |53.43 0.9940 0.81 1.28

Table 4: Ablation study on normalizing training strategy.

Ablation Study

Effectiveness of normalizing training. Normalizing
training strategy includes restrict loss and gradient trunca-
tion. As shown in Table 4, in the training of StegFormer, re-
strict loss and gradient truncation need to be used together to
balance the quality of the stego image and recovery image.

Effectiveness of Channel Adapter. We remove the
Channel Adapter (CA) in CATB. As shown in Table 5, we
can see that CA is very important to StegFormer. With the
help of CA, the cover/stego and secret/recovery pairs of
StegFormer improved by 2.04 dB and 2.54 dB in PSNR re-
spectively. This may be because the CA introduces channel
information to StegFormer, which is highly related to the
way of image hiding (Zhang et al. 2020).

Table 5: Ablation study on Channel Adapter.

Conclusion

In this paper, we propose a novel image steganography
model named StegFormer. StegFormer is based on au-
toencoder architecture, which can flexibly adjust for dif-
ferent scenarios and has higher flexibility than INN-based
steganography. In subsequent quantitative experiments, we
proved that StegFormer has stronger performance than other
SOTA models, and its steganographic capacity can be ex-
tended to multiple images without any training strategy
modifications. To mitigate the limitations of current stegano-
graphic models in real-world scenarios, we propose a nor-
malizing training strategy and a restrict loss to improve the
reliability of the steganographic models under realistic con-
ditions. Experiments demonstrate that our StegFormer out-
performs existing SOTA models. However, the cause of the
problem current models face under real-world scenarios re-
mains to be further explored in follow-up research.
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