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Abstract

Transferable black-box adversarial attacks against classifiers
by disturbing the intermediate-layer features have been ex-
tensively studied in recent years. However, these methods
have not yet achieved satisfactory performances when di-
rectly applied to object detectors. This is largely because the
features of detectors are fundamentally different from that of
the classifiers. In this study, we propose a simple but effec-
tive method to improve the transferability of adversarial ex-
amples for object detectors by leveraging the properties of
spatial consistency and limited equivariance of object detec-
tors’ features. Specifically, we combine a novel loss func-
tion and deliberately designed data augmentation to distort
the backbone features of object detectors by suppressing sig-
nificant features corresponding to objects and amplifying the
surrounding vicinal features corresponding to object bound-
aries. As such the target object and background area on the
generated adversarial samples are more likely to be con-
fused by other detectors. Extensive experimental results show
that our proposed method achieves state-of-the-art black-box
transferability for untargeted attacks on various models, in-
cluding one/two-stage, CNN/Transformer-based, and anchor-
free/anchor-based detectors.

Introduction
Deep neural networks have shown remarkable performance
in real-world applications, yet concerns arise due to their
vulnerability to adversarial examples (Szegedy et al. 2014).
Adversarial attacks are crucial for evaluating the robustness
of models and can be categorized in either white-box or
black-box manner based on the level of attacker knowledge.
Generally speaking, black-box attacks are more challenging
and realistic for practical applications, as attackers usually
cannot fully access the model’s structure and parameters.

One approach to implement black-box adversarial attacks
is to estimate gradients from queried data, known as query-
based attacks (Brendel, Rauber, and Bethge 2018; Ilyas et al.
2018; Tramèr et al. 2017; Uesato et al. 2018). However,
these attacks are often constrained by the limited number of
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Figure 1: Adversarial examples crafted on FasterRCNN by
our method effectively suppress the significant features and
amplify the vicinal ones in both surrogate and target models.
High-brightness areas correspond to high-value features.

possible queries in practice. Consequently, transfer-based at-
tacks have been proposed, employing white-box attacks on a
local surrogate model and leveraging adversarial examples’
transferability to attack the target model.

Traditional white-box attacks (Goodfellow, Shlens, and
Szegedy 2014; Kurakin, Goodfellow, and Bengio 2017;
Madry et al. 2017) often suffer from overfitting to the source
model, resulting in poor transferability to other black-box
models. Various methods have been proposed to address this
issue, including input transformation based (Xie et al. 2019;
Dong et al. 2019; Lin et al. 2020), gradient optimization
based (Dong et al. 2018; Lin et al. 2020; Gao et al. 2020),
and model ensemble based (Dong et al. 2018; Liu et al.
2017; Xiong et al. 2022). Moreover, rather than directly ma-
nipulating the output layer, attacking the intermediate lay-
ers (Zhou et al. 2018; Naseer et al. 2018; Ganeshan, BS, and
Babu 2019; Lu et al. 2021; Wang et al. 2021b; Zhang et al.
2022a,b) has shown great potential for crafting more trans-
ferable adversarial examples recently.
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Figure 2: Overview of our framework for generating Object-Aware Significant Feature Distortion Attacks. Given a benign
image, we add the adversarial noise to create an adversarial example. Data augmentation method RRB consists of parallel
random axis rotation and adaptive random resizing techniques, along with Gaussian blur, to further transform the adversarial
examples. After extracting backbone features from benign and augmented adversarial examples, we utilize our designed loss
function to suppress the significant features of the target object and amplify its neighboring parts to achieve our OSFD attacks.

In contrast to classifiers, detectors typically have diverse
and more flexible architectures consisting of backbone (Si-
monyan and Zisserman 2015; He et al. 2016; Sandler et al.
2018; Liu et al. 2021; Wang et al. 2021a), neck (Lin et al.
2017; Liu et al. 2018; Ghiasi, Lin, and Le 2019; Wang et al.
2019), and head components, which bring about more chal-
lenges for transferable adversarial attacks. While the neck
and head components vary greatly across different detectors,
the backbone often exhibits a notable similarity, with many
detectors even sharing the same one, like ResNet. Thus, ex-
ploring the characteristics of backbone features to design at-
tacks can be a promising approach to enhance adversarial
transferability. However, existing untargeted attacks against
detectors (Xie et al. 2017; Li et al. 2018; Zhang, Zhou, and
Li 2020; Chow et al. 2020) mainly focus on leveraging the
model output to design perturbation strategies, making the
crafted adversarial examples overfit the model’s structure.
Although there is method (Wei et al. 2019) that further per-
turb intermediate layer features of detectors, their limited
consideration for the characteristics of these features results
in unsatisfactory adversarial transferability.

Compared to attacking irrelevant regions in the image, at-
tacking the areas containing the objects and their vicinity has
a greater impact on detection results. This is because detec-
tors rely more on local regions of the image for precise ob-
ject localization, whereas classifiers mainly utilize global in-
formation for category prediction. The backbone features of
detectors produce high-valued responses in the regions con-
taining objects, referred to as significant features, enabling
the subsequent neck and head components to localize the
objects’ positions. Thus, these significant features have two

key characteristics: a notable spatial consistency, indicating
that their positions in the feature map closely match the
location of objects in the image, and limited equivariance,
whereby the features extracted from an image after a certain
degree of data augmentation are approximately equivalent
to the features obtained by directly applying the same aug-
mentation. By leveraging these two properties, we design a
loss function and data augmentation method RRB to sup-
press significant features and amplify the vicinal parts effec-
tively, as shown in Fig. 1. Our OSFD (Object-Aware Sig-
nificant Feature Distortion) method disrupts original object
detection bounding boxes and yields additional interfering
boxes on the objects and their neighboring regions, signifi-
cantly enhancing the transferability of adversarial examples
by confining the attack to the object and its vicinity. The il-
lustration of our framework is presented in Fig. 2. The major
contributions of this work are as follows.

• We have leveraged backbone features’ spatial consis-
tency and limited equivariance to design our OSFD
method, significantly improving the transferability of un-
targeted attacks on object detection.

• Our OSFD method utilizes a simple and efficient loss
function and data augmentation method RRB, consisting
of random axis rotation, adaptive random resizing, and
Gaussian blur, effectively distorting the significant fea-
tures of the object and its vicinity.

• Our attack has undergone rigorous testing and validation,
demonstrating its efficacy in attacking a wide range of
detectors, compared to other state-of-the-art methods.
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Related Work
Transferable Black-box Attacks. To alleviate the overfit-
ting issues of traditional white-box attack methods (Good-
fellow, Shlens, and Szegedy 2014; Kurakin, Goodfellow,
and Bengio 2017; Madry et al. 2017; Carlini and Wagner
2017), many studies, including MIM (Dong et al. 2018),
NIM (Lin et al. 2020), and VIM (Wang and He 2021), have
been proposed to enhance the transferability of adversarial
attacks by modifying the gradients. In addition to modify-
ing the gradient, data augmentation on input images can fur-
ther enhance the transferability of adversarial examples, like
DIM (Xie et al. 2019), PIM (Gao et al. 2020), TIM (Dong
et al. 2019), and SIM (Lin et al. 2020). In this paper, consid-
ering the nature of object detection, we propose an essential
data augmentation method called RRB. Similarly to other
approaches, our RRB can be easily ensembled with other
attacks to generate more transferable adversarial examples.
Internal Feature Perturbation. Apart from generating ad-
versarial examples at the output layer, some studies have
focused on the features of the internal layers. TAP (Zhou
et al. 2018) and NRDM (Naseer et al. 2018) have discov-
ered that perturbing intermediate layer features by maxi-
mizing the feature distance between adversarial and benign
images can enhance adversarial transferability. FDA (Gane-
shan, BS, and Babu 2019) divides element properties by
mean value across the channel, suppressing elements above
and amplifying those below the mean. FVA (Lu et al. 2021)
achieves adversarial attacks by reducing feature variance,
sharing a similar idea with other methods above. FIA (Wang
et al. 2021b), RPA (Zhang et al. 2022b), and NAA (Zhang
et al. 2022a) incorporate label information to obtain aggre-
gated gradients, enabling accurate measurement of feature
importance and enhancing the transferability of adversarial
attacks. While attacks like FDA have shown remarkable ad-
versarial transferability on image classifiers, directly apply-
ing these methods to detectors does not yield satisfactory
results due to their mismatch with the characteristics of de-
tector features. Meanwhile, gradient aggregation-based at-
tacks like RPA come with hardware and time costs, and may
overfit complex detector model structures.
Adversarial Attacks for Object Detection. Early adversar-
ial attacks of detectors focus on the white-box setting, where
the methods are often limited by the type of detectors em-
ployed. Attacks like DAG (Xie et al. 2017), RAP (Li et al.
2018), and CAP (Zhang, Zhou, and Li 2020) are specifi-
cally designed to exploit the region proposal network (RPN)
and are limited to proposal-based (two-stage) object detec-
tors. Although the UEA (Wei et al. 2019) attack can target
both one-stage and two-stage models, its limitation is that
it only provides transfer attack results on a limited set of
black-box models. TOG (Chow et al. 2020) can attack mod-
els regardless of their architectures since backpropagation
on the training loss is feasible. Additionally, several other
approaches (Cai et al. 2022b,a) leverage the co-occurrence
of objects and their relative locations and sizes as contextual
information to achieve transferable targeted attacks. Most
of these methods primarily focus on perturbing the output
of the detector model through design strategies, and only a
small portion of them utilize intermediate layer features with

limited consideration for their characteristics.

Methodology
In this section, we first define the black-box adversarial
attack on detectors and specify our goals. Next, we will
present the mathematical formulation and implementation
of our proposal, then explain how our method achieves the
object-aware significant feature distortion.

Problem Definition
Given a benign image x, by attacking a surrogate detector,
we aim to craft its corresponding adversarial example x̃ that
can be effectively transferred to multiple black-box detec-
tors. This optimization problem can be formulated as Eq. 1,
where L is a loss function for perturbing the model output
or internal layers, and the lp-norm is adopted to measure the
distance between x and x̃.

argmax
x̃

L, s.t. ∥ x̃− x ∥p ≤ ϵ (1)

In this paper, we specifically focus on the backbone of the
detector, which typically involves n(n ≥ 1) stages for fea-
ture extraction. We denote the feature of the i-th stage as
Fi ∈ RC×H×W , where i is an integer ranging from 1 to n.
Considering spatial consistency and limited equivariance of
the detectors, we aim to design loss function L and employ
data augmentation method to distort the backbone features,
thereby disturbing the original objects and its surrounding
regions and achieving high black-box transferability.

Attack Formulation
Loss function. We start from the MSE loss and amplify the
value of the benign features by multiplying a constant k,
where k ≥ 1. Our attack can be formulated as Eq. 2, where
n is the total number of stages in the features, Fij(·) de-
notes the j-th element of i-th stage features, which contain
Ni items. T (·) represents the data augmentation performed
on the adversarial examples before feature extraction.

LOSFD =
n∑

i=1

1

Ni

Ni∑
j=1

(Fij(T (x̃))− k · Fij(x))
2 (2)

Random axis rotation. For a given image z, we can extract
the coordinates of the centers of the object bounding boxes
and the center of the entire image from the labels. We ran-
domly sample a coordinate as the rotation axis for each data
augmentation step from the square regions with side length
ls centered around these center points. And then, we rotate
the image around the selected rotation axis by a random an-
gle ϕ, where ϕ ∈ [−θ,+θ], and θ represents the pre-defined
maximum rotation angle.
Adaptive random resizing. We adopt the resizing-padding
pattern from DIM (Xie et al. 2019) and introduce an adap-
tive scaling factor s based on the object’s size, limiting the
maximum padding space p during augmentation.

sh = min(1 + ρ× bh
Ih

, smax)) (3)
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The scaling factor of height sh is calculated using Eq. 3,
where bh and Ih are the height of the bounding boxes and
the image, respectively, and min(·, ·) represents taking the
minimum value. smax is a constant used to limit s, and ρ
is a parameter used to adjust the relationship between aug-
mentation intensity and the size of the bounding boxes. The
maximum height of padding space ph applied after image
resizing can be represented as Eq. 4.

max ph = (sh − 1)× Ih ≤ ρ× bh (4)

The scaling factor of weight sw and the maximum height of
padding space pw can be computed similarly to Eq. 3 and
4. For situations with multiple objects in an image, we ran-
domly select a bounding box of one object during each aug-
mentation to calculate the parameter s.
OSFD pipeline. Adversarial examples are constructed by
combining benign images with noise, where the noise serves
as our optimization target. Our data augmentation method
RRB (Rotation, Resizing, and Blurring) is then applied to
enhance adversarial examples. In RRB, random axis rotation
and adaptive random resizing are applied in parallel before
performing Gaussian blur with a mean of µ and a standard
deviation of σ. We further extract the features of adversarial
examples enhanced by RRB and combine them with am-
plified benign features to calculate and maximize the loss
function. After back-propagating the gradients, we update
the adversarial noise to complete one step of the attack.

Explanation of OSFD
Given an image z, we classify its backbone features F (z)
into three parts based on their importance to object detec-
tion: significant features FI(z), vicinal features FII(z), and
vanilla features FIII(z), respectively, as shown in Fig. 3.
Significant features are high-valued responses in the feature
map, often appearing in regions with objects due to their
spatial consistency and directly impacting object detection
results. Vanilla features typically correspond to negligible or
nearly zero responses in regions without objects, providing
little contribution to the detection of the current object. Vici-
nal features are distributed around significant features, typi-
cally corresponding to the neighboring regions of objects or
some part of the object in the image. Magnifying them will
directly affect the boundaries of significant features, impact-
ing object detection accuracy.

Regarding the numerical magnitude of three-part features,
we can get Eq. 5, where | · | represents the absolute value.
This formula holds for any benign sample x and its corre-
sponding adversarial example x̃t on t-th iteration attack.

|FI(z)| > |FII(z)| > |FIII(z)| ≈ 0 (5)

At the first iteration of the attack, where t = 0, the ad-
versarial example x̃0 is typically initialized as Eq. 6, where
| ∆ |< ϵ, ϵ is l∞ constraint for the perturbation.

x̃0 = x+∆ (6)

Due to the detector’s robustness to a certain level of uni-
formly distributed random noise ∆, we can obtain Eq. 7.

F (x̃0) = F (x+∆) ≈ F (x) (7)

Loss Function Effect
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Figure 3: The suppression and amplification effects on fea-
tures of enhanced adversarial examples by our loss function.

By leveraging the limited equivariance of the detector’s
backbone features, we will get Eq. 8, where T (·) represents
a certain degree of data augmentation, including rotation, re-
sizing, and blurring. It explains the reason for changes in the
features of the enhanced adversarial example T (x̃0) at the
first iteration attack compared to the features of the benign
image x, as shown in Fig. 3.

F (T (x̃0)) ≈ T (F (x̃0)) ≈ T (F (x)) (8)

As depicted in Fig. 3, amplifying benign features by mul-
tiplying them with a scaling factor k increases their values
in significant, vicinal, and vanilla regions while expanding
the coverage area of significant and vicinal features. By in-
corporating Eq. 5, we can derive Eq. 9 and 10.

|FI(x)| ≤ |FI′(x)| (9)

|FII(x)| > |FIII′(x)| ≈ 0 (10)
Due to the detector features’ spatial consistency and limited
equivariance, data augmentation T (·) only changes the spa-
tial position and area of different feature parts in the feature
map without altering their numerical relationships. There-
fore, combining with Eq. 8, we can obtain Eq. 11 and 12.

|FI(T (x̃0))| ≈ |FT (I)(x̃0)| ≈ |FI(x̃0)| ≈ |FI(x)| (11)

|FII(T (x̃0))| ≈ |FT (II)(x̃0)| ≈ |FII(x̃0)| ≈ |FII(x)|
(12)

Regarding Eq. 9 and 10, we can derive the relationship be-
tween the features of enhanced adversarial examples and the
amplified benign features as Eq. 13 and 14.

|FI(T (x̃0))| ≤ |FI′(x)| (13)

|FII(T (x̃0))| > |FIII′(x)| (14)
Our designed rotation and resizing methods aim to

constrain the significant features of adversarial examples
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Benign mAP 0.521 0.662 0.622 0.656 0.591 0.717 0.584 0.623 -

Backbone D-53 R-50 R-101 Swin R-50 CSPD R-50 R-50 MeanModel Attack YOLOv3 VFNet FRCNN MRCNN YOLOF YOLOX FCOS DETR

YOLOv3

NRDM 0.009 0.271 0.296 0.359 0.243 0.243 0.244 0.248 0.272
FDA 0.001 0.319 0.336 0.416 0.285 0.352 0.277 0.318 0.329
NAA 0.012 0.323 0.326 0.385 0.284 0.298 0.275 0.319 0.316
RPA 0.004 0.296 0.316 0.372 0.259 0.271 0.247 0.296 0.294
TOG 0.004 0.375 0.376 0.446 0.332 0.395 0.320 0.370 0.373

OSFDDIM 0.000 0.139 0.166 0.223 0.129 0.122 0.127 0.142 0.150
OSFDRRB 0.000 0.107 0.128 0.172 0.097 0.114 0.099 0.111 0.118

VFNet

NRDM 0.195 0.010 0.096 0.273 0.066 0.257 0.062 0.019 0.138
FDA 0.111 0.000 0.022 0.201 0.009 0.202 0.010 0.001 0.079
NAA 0.187 0.007 0.087 0.247 0.066 0.269 0.053 0.022 0.133
RPA 0.170 0.005 0.053 0.223 0.035 0.249 0.027 0.011 0.109
TOG 0.283 0.006 0.168 0.372 0.130 0.405 0.105 0.046 0.215

OSFDDIM 0.085 0.000 0.014 0.125 0.005 0.124 0.006 0.001 0.051
OSFDRRB 0.065 0.000 0.012 0.088 0.004 0.119 0.005 0.001 0.042

FRCNN

NRDM 0.180 0.043 0.002 0.320 0.035 0.352 0.034 0.065 0.147
FDA 0.104 0.007 0.000 0.192 0.004 0.254 0.003 0.018 0.083
NAA 0.155 0.056 0.003 0.224 0.046 0.284 0.044 0.067 0.125
RPA 0.135 0.034 0.002 0.190 0.029 0.260 0.026 0.044 0.103
TOG 0.173 0.038 0.000 0.254 0.032 0.336 0.024 0.058 0.130

OSFDDIM 0.080 0.004 0.000 0.132 0.002 0.176 0.002 0.009 0.058
OSFDRRB 0.049 0.001 0.000 0.077 0.001 0.144 0.001 0.004 0.039

MRCNN

NRDM 0.111 0.100 0.147 0.003 0.107 0.195 0.109 0.095 0.123
FDA 0.360 0.448 0.469 0.088 0.427 0.549 0.403 0.405 0.437
NAA 0.147 0.147 0.175 0.005 0.147 0.207 0.137 0.135 0.156
RPA 0.114 0.100 0.120 0.002 0.099 0.155 0.093 0.085 0.109
TOG 0.128 0.107 0.137 0.000 0.113 0.170 0.099 0.104 0.123

OSFDDIM 0.084 0.064 0.105 0.002 0.075 0.132 0.080 0.059 0.085
OSFDRRB 0.039 0.035 0.055 0.001 0.063 0.113 0.042 0.032 0.054

Table 1: The mAP metric of different attacks against detectors. The first line represents the mAP metric for benign samples
across various detectors. Attacks take place on the white-box detectors in the first column, and metrics are measured across all
models, with the last column representing the mean of all black-box results. OSFDDIM and all comparative attack methods are
ensembled with MIM and DIM. OSFDRRB utilizes our proposed data augmentation method RRB for optimization instead of
integrating DIM. The best results are highlighted in bold, while the second-best results are marked underlined.

FI(x̃0) as much as possible within the region of FI′(x)
while allowing vicinal features FII(x̃0) to intersect with
widely distributed vanilla features FIII′(x). Besides, we
apply an appropriate level of Gaussian noise to generate
high-valued noise responses around the significant features
FI(x̃0), which helps the amplification effect for the features
FII(x̃0). Using the loss function in Eq. 2, we can suppress
the significant features FI(x̃0) of adversarial examples and
amplify a portion of vicinal features FII(x̃0), resulting in
object-aware significant feature distortion.

Experiments
Experiment Setup
Dataset. We randomly select 2000 images from the trainval
dataset of VOC2012 (Everingham et al. 2009). Each image
is resized to 800× 800, padding with zeros.

Models. We choose four representative models containing
YOLOv3 (Redmon and Farhadi 2018), VFNet (Zhang et al.
2021), FasterRCNN (Ren et al. 2015), and MaskRCNN (He
et al. 2017) as the source model to craft adversarial exam-
ples. The backbones of the four models are divided into
CNN-based models, including Darknet-53 (Redmon and
Farhadi 2018), ResNet-50 (He et al. 2016), ResNet-101 (He
et al. 2016), and Transformer-based models, including Swin-
Transformer (Liu et al. 2021). In addition, YOLOv3 and
VFNet are anchor-based and anchor-free one-stage detec-
tors, respectively, while FasterRCNN and MaskRCNN are
two-stage detectors. To further validate the transferability of
adversarial examples across a diverse range of detection ar-
chitectures, we additionally selected YOLOF (Chen et al.
2021), YOLOX (Ge et al. 2021), FCOS (Tian et al. 2019),
and DETR (Carion et al. 2020) detectors as target models.
These models offer more backbones, including CSPDarknet,
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VFNetYOLOv3 YOLOF YOLOX FCOS FRCNN MRCNN DETR

Figure 4: Visual results of the adversarial examples crafted by our OSFDRRB method across various detectors. The column
with colored borders shows the white-box attack results, while the others depict black-box attacks. Our method effectively
suppresses the significant features corresponding to the original object while amplifying the vicinal features surrounding it. It
enables the generated adversarial examples to evade detection while effectively increasing nearby detection boxes. Adversarial
examples generated on a white-box detector can exhibit similar attack effects when transferred to other black-box models.

and various neck and head designs, such as DETR. MaskR-
CNN and DETR are Transformer-based, while the other six
detectors in Tab. 1 are CNN-based. All models are well-
trained on the COCO (Lin et al. 2014) dataset using the
mmdetection (Chen et al. 2019) framework.
Baseline Methods. We select four feature-level adver-
sarial attacks, namely NRDM (Naseer et al. 2018) and
FDA (Ganeshan, BS, and Babu 2019), as representatives of
methods that solely attack the features, and NAA (Zhang
et al. 2022a), and RPA (Zhang et al. 2022b), as examples
of aggregated gradients based approaches. In terms of ad-
versarial attacks on detectors, TOG (Chow et al. 2020) ex-
hibits superior performance compared to UEA (Wei et al.
2019) and RAP (Li et al. 2018). Other approaches (Cai et al.
2022b,a) primarily focus on targeted attacks. Hence, we se-
lect TOG as the state-of-the-art method for detectors since
it can directly maximize the training loss to achieve untar-
geted attacks. All comparative methods are integrated with
MIM (Dong et al. 2018) and DIM (Xie et al. 2019) by de-
fault to achieve better transferability.
Evaluation. To evaluate the effectiveness and transferability
of the adversarial examples on both source and target mod-
els, we utilized the primary challenge metric of the COCO
dataset as the evaluation criteria. The mAP metric in this
paper computes AP at ten different IoU thresholds, ranging
from 0.5 to 0.95, with an interval of 0.05, which provides
a more reliable and accurate evaluation of the model’s per-
formance. In this paper, we perform 200 attack steps for all

methods, which are sufficient for the attacks.
Parameters. In all experiments, We use the l∞ norm as a
constraint with the maximum perturbation ϵ = 5/255. For
our method, we set the amplification factor k = 3 for all four
source models. As for random axis rotation, we consider a
center region with a size of ls = 10 and a maximum rotation
angle of θ = 7◦. For adaptive random resizing, we set the
parameter ρ = 0.8 and smax = 1.1. For Gaussian blur, we
set the mean µ = 0 and the standard deviation σ = 6.0.

Evaluation of Attack Performance
Comparison of Transferability. We evaluated the mAP of
adversarial examples generated by our method on YOLOv3,
VFNet, FasterRCNN, and MaskRCNN. As shown in Tab. 1,
the OSFDDIM method, which consists of our designed loss
function and DIM, has already outperformed other compara-
tive attacks regarding effectiveness on adversarial examples
crafted on the four source models, both in white and black-
box attacks. OSFDRRB, which replaces DIM with our aug-
mentation method RRB, further demonstrates its remarkable
black-box adversarial transfer effect.

NRDM can be regarded as a special of the OSFDDIM

method, where the amplification parameter for benign fea-
tures is set to k = 1. The transferability results of NRDM are
obviously inferior to OSFDDIM, which also demonstrates
the necessity of suppressing signif icant features. Despite the
FDA achieving good transfer results on VFNet and Faster-
RCNN, its generality to detectors is still a non-negligible
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OSFD Settings FRCNN YOLOv3 VFNet MRCNN YOLOF YOLOX FCOS DETR Mean

baseline 0.000 0.049 0.001 0.077 0.001 0.144 0.001 0.004 0.039
w/o RRB 0.000 0.302 0.046 0.403 0.032 0.501 0.029 0.055 0.195

w/o Resizing 0.000 0.073 0.001 0.092 0.001 0.165 0.001 0.004 0.048
w/o Rotation 0.000 0.085 0.002 0.137 0.001 0.199 0.001 0.008 0.062

w/o Blur 0.000 0.069 0.001 0.088 0.001 0.157 0.001 0.003 0.046

Table 2: We conduct an ablation study on three data augmentation methods in our RRB: random axis rotation, adaptive random
resizing, and Gaussian blur. The baseline for the ablation study is our OSFDRRB. The last column represents the mean of all
black-box results. All attack experiments are conducted on FasterRCNN, and the generated adversarial samples are transferred
to various models to measure mAP metric.

issue. FDA uses the cross-channel mean value as the cri-
terion to distinguish positive and negative attributes, which
lacks precision when dealing with YOLOv3 features that
may contain negative values. NAA and RPA, which are gra-
dient aggregation-based methods, incur forward-backward
costs for obtaining accurate gradients and suffer from over-
fitting issues in complex detector model structures. As a re-
sult, they demonstrate weaker adversarial transfer results on
models like YOLOv3. The TOG method, which maximizes
the training loss to achieve untargeted attacks, is also prone
to overfitting due to the impact of the neck and head struc-
tures and parameters. TOG generally shows inferior trans-
ferability results when attacking four models compared to
NRDM, indicating that focusing on attacking the feature
layers can reduce information interference and lead to bet-
ter transfer performance. Moreover, Tab. 1 shows the high
natural transferability of adversarial samples between detec-
tors with ResNet series backbones. For instance, adversarial
samples of all attacks on VFNet can be well transferred to
target detectors with ResNet 50 backbone, indicating that
similar backbones share similar vulnerabilities despite the
differences in detector neck and head structures.
Visualization. We visualized the adversarial examples gen-
erated by our OSFDRRB method, and the detection results
on various models are shown in Fig. 4. The results demon-
strate that the adversarial examples generated by our method
successfully suppress the detection of the original objects in
the white-box detector while generating numerous bounding
boxes on the objects and their surrounding regions. When
transferring adversarial examples to other black-box mod-
els, although the adversarial noise may not always generate
numerous detection boxes around the object, the original ob-
ject can always successfully evade detection due to the per-
turbation strategy applied to the object and its surrounding
region. Significant features typically correspond to a specific
part for larger objects in images, while vicinal features in
the surrounding region may correspond to other parts of the
original object. In this case, the suppression and amplifica-
tion effect of the loss function leads to the misalignment of
features from different parts of the larger object, thereby de-
composing the detection bounding box of the large object
into multiple smaller ones, as illustrated in the second row
of Fig. 4. In the case of smaller objects, significant features
often represent the overall object. Our attack, on the other
hand, tends to suppress the original detection bounding box

and generate additional bounding boxes around it.

Ablation Study
To investigate the impact of data augmentations on our
OSFDRRB, we conducted ablation experiments on the
FasterRCNN, as shown in Tab. 2. We remove the RRB data
augmentation method from OSFDRRB and only keep our
loss function and MIM, as shown in the second-row re-
sults in Tab. 2. In this scenario, the loss function we de-
signed will suppress all features of the adversarial examples.
The lack of amplification of vicinal features hinders its per-
formance compared to the comparative methods in Tab. 1
regarding black-box transferability, highlighting the impor-
tance of perturbing the surrounding regions of the object.

To evaluate the individual contributions of each compo-
nent in RRB to adversarial attacks, we conduct experiments
by removing one of them while retaining the other two. The
experimental results show that rotation improves the final
black-box transfer results more than resizing. It can be ex-
plained that during the attack on FasterRCNN, the rotation
operation not only maintains the suppression of significant
features but also provides more amplification potential for
vicinal features. Considering the distinctiveness of the two
augmentation modes, our RRB method parallelly integrates
both to achieve greater diversity. Gaussian blur is an auxil-
iary approach to increase the possibility of amplifying vici-
nal features by introducing noise to features. The experimen-
tal results demonstrate a decrease in the adversarial trans-
ferability of generated adversarial examples on a black-box
model after ablating it.

Conclusions
This paper proposes the Object-Aware Significant Feature
Distortion method to craft untargeted adversarial attacks
against object detectors. Specifically, considering the spa-
tial consistency and limited equivariance of the detector’s
backbone features, we design a concise and efficient loss
function in conjunction with a compound data augmenta-
tion method to effectively suppress significant features asso-
ciated with objects and amplify vicinal features in the adja-
cent regions. The experiments demonstrate that the adversar-
ial examples crafted by our method can achieve satisfactory
transferability across multiple detectors, achieving state-of-
the-art black-box adversarial attack performance.
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