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Abstract

With the rise of cameras and smart sensors, humanity gen-
erates an exponential amount of data. This valuable infor-
mation, including underrepresented cases like AI in medi-
cal settings, can fuel new deep-learning tools. However, data
scientists must prioritize ensuring privacy for individuals in
these untapped datasets, especially for images or videos with
faces, which are prime targets for identification methods. Pro-
posed solutions to de-identify such images often compromise
non-identifying facial attributes relevant to downstream tasks.
In this paper, we introduce Disguise, a novel algorithm that
seamlessly de-identifies facial images while ensuring the us-
ability of the modified data. Unlike previous approaches, our
solution is firmly grounded in the domains of differential pri-
vacy and ensemble-learning research. Our method involves
extracting and substituting depicted identities with synthetic
ones, generated using variational mechanisms to maximize
obfuscation and non-invertibility. Additionally, we leverage
supervision from a mixture-of-experts to disentangle and pre-
serve other utility attributes. We extensively evaluate our
method using multiple datasets, demonstrating a higher de-
identification rate and superior consistency compared to prior
approaches in various downstream tasks.

Introduction
Global privacy laws safeguard personal data, including reg-
ulations like GDPR (Voigt and Von dem Bussche 2017) in
Europe, HIPPA (HIP 2003) and CCPA (CCP 2018) in the
US, and PIPL (PIP 2021) in China. Particularly stringent for
medical information and data from medical settings, these
rules tightly control storage and distribution of patient im-
ages to ensure confidentiality. Yet, this data holds valuable
potential, e.g., automating medical procedures and new AI-
driven diagnoses. To tap into it, scientists explore techniques
for using sensitive images without compromising identity.
Most methods focus on face obfuscation (Newton, Sweeney,
and Malin 2005), blurring (Frome et al. 2009), pixelation
(Zhou and Pun 2020), warping (Korshunov and Ebrahimi
2013)), affecting image saliency. Face-swapping (Hukkelås,
Mester, and Lindseth 2019; Maximov, Elezi, and Leal-Taixé
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Figure 1: Disguise anonymizes face images while preserv-
ing their utility (i.e., attributes relevant to downstream tasks).
For instance, facial landmarks and gaze direction are better
preserved compared to prior art: the red dots for landmarks
and red arrows for gazes in new images above are better
aligned with the blue ones in the original images. We outper-
form prior art by a large margin along various axes, includ-
ing privacy, utility, and image quality. For the latter, small
radius indicates higher FIQ score and better image quality.

2020; Cao et al. 2021; Proença 2021; Agarwal, Chattopad-
hyay, and Wang 2021) is emerging as a promising solution.

Popularized through the notion of deepfakes (Westerlund
2019), these deep-learning models are trained to replace any
face in an image or video by another one (user-provided or
AI-generated), while trying to preserve the overall saliency
or specific facial attributes, such as perceived gender, ex-
pression, or hair color. While recent solutions can generate
convincing results, they are not suitable for the targeted use
cases as they lack formal privacy and utility guarantees for
the resulting images. Face-swapping methods evade the con-
fidentiality of the ID provider since the swapped face leaks
the source ID. In addition, they lack proper mechanisms to
maximize de-identification and minimize identity leakage of
the target ID. Furthermore, they do not emphasize on main-
taining the utility of resulting images, i.e., they do not guar-
antee that the altered images can have the same function
as the original ones for various downstream tasks. For ex-
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ample, a dataset would become useless for analysis if rel-
evant non-biometric features are corrupted (e.g., facial ex-
pressions have changed for sentiment analysis tasks) or for
training recognition models if the altered images no longer
match their annotations (e.g., facial landmarks, gaze direc-
tions, head-pose orientations, etc.).

In this work, we aim to address the challenge of
anonymizing images of individuals while ensuring privacy
and maintaining high data utility. To this end, we pro-
pose Disguise (Deep Identity Swapper Guaranteeing Utility
with Implicit Supervision from Experts), a de-identification
method built upon face-swapping technology that offers for-
mal guarantees regarding identity obfuscation and utility re-
tention. Our main contributions are as follows:

• We propose a simple yet effective framework for face de-
identification which generates natural faces with distinct
identities from the original ones, while maintaining non-
biometric attributes unchanged.

• Unlike prior art that pre-discards original face IDs, we
condition synthetic faces on the original ID vectors and
maximize the distance to the original identities while
ensuring differential privacy (Dwork, Roth et al. 2014),
with randomization to prevent re-identification.

• We demonstrate superior results than state-of-the-art
methods through extensive evaluation regarding the de-
identification rate, utility preservation, and image quality
of the resulting data over a large number of metrics.

Related Work
Face Swapping. The topic of face swapping has received
significant attention in research and is highly relevant, as ev-
idenced by the large body of works dedicated to it (Nirkin,
Keller, and Hassner 2019; Li et al. 2020; Perov et al. 2020;
Chen et al. 2020; Zhu et al. 2021; Xu et al. 2022). How-
ever, it presents inherent and important differences com-
pared to face anonymization/de-identification. Face swap-
ping aims to change the original identity to a specified tar-
get identity, whereas face anonymization shall not rely on
actual identities, as it would otherwise compromise both tar-
get and source individuals. Moreover, the two domains con-
sider different performance indicators and evaluation met-
rics. Anonymization aims at providing privacy-preserving
guarantees, including face anonymization rate and non-re-
identifiability (Gross et al. 2005; Liu et al. 2021; Croft, Sack,
and Shi 2021; Tölle et al. 2022), which implies additional
mechanisms compared to the face-swapping methods that
prioritize preserving facial attributes while reckoning the vi-
sual quality of the injected identity (Nirkin, Keller, and Has-
sner 2019; Xu et al. 2022).

Face Anonymization. Although traditional methods such
as blacking out, pixelation, and Gaussian blur (Boyle, Ed-
wards, and Greenberg 2000; Gross et al. 2006, 2009;
Neustaedter, Greenberg, and Boyle 2006; Newton, Sweeney,
and Malin 2005) are effective in removing privacy-sensitive
information, they drastically alter the original data distri-
bution, resulting in a significant loss in utility. In other
words, these methods generate anonymized images that are
not suitable for downstream tasks such as gaze estimation

(Kellnhofer et al. 2019; Zhang et al. 2020), head-pose pre-
diction (Zhou and Gregson 2020; Hempel, Abdelrahman,
and Al-Hamadi 2022), facial-landmarks regression (Deng
et al. 2020; King 2009), and expression estimation (Wen
et al. 2021; Savchenko 2022) due to the lack of necessary
visual information.

A significant amount of research on face anonymization
approaches the problem as an image inpainting task, where
the face region is first erased and then replaced with another.
Early methods (Gross et al. 2005; Padilla-López, Chaaraoui,
and Flórez-Revuelta 2015) use a database of real faces
to aggregate the new identity, while more recent methods
(Hukkelås, Mester, and Lindseth 2019; Maximov, Elezi, and
Leal-Taixé 2020; Liu et al. 2021) use generative models to
synthesize fake identities based on the learned distribution.
DeepPrivacy (Hukkelås, Mester, and Lindseth 2019) is one
of the pioneering works in this field, which reconstructs the
missing face by taking the masked face and facial landmarks
as inputs. However, the reconstructed face distribution suf-
fers from bias as it is solely conditioned on its training data,
leading to a tendency to generate smiling, young-looking
faces. CIAGAN (Maximov, Elezi, and Leal-Taixé 2020) is
another work that uses facial masks and landmarks to gen-
erate new faces. However, it tends to generate faces with
duplicated identities due to the length limitation of the one-
hot vector. RePaint (Lugmayr et al. 2022), a recent method
based on diffusion models, generates photo-realistic faces
with large facial variances, but it fails to maintain the utility
of the faces and is sensitive to input distributions.

Some methods (Gu et al. 2020; Cao et al. 2021; Proença
2021) have focused on making the anonymization process
reversible, such as Password (Gu et al. 2020) and RiD-
DLE (Li et al. 2023), which generate anonymized faces con-
ditioned on a password that can be used to de-anonymize
them. While such a feature can be desirable in some sce-
narios, it violates privacy regulations like GDPR (Voigt and
Von dem Bussche 2017) that protects pseudonymous data
(data that has been de-identified from the data’s subject but
can be re-identified as needed by the use of additional in-
formation). In this work, we propose to anonymize faces in
an irreversible manner. Other solutions (Li and Lin 2019;
Chen et al. 2021; Li and Clifton 2021; Liu et al. 2021) in-
corporate notions of differential privacy (Duchi, Jordan, and
Wainwright 2013; Dwork, Roth et al. 2014; Abadi et al.
2016) by adding adequately-calibrated random noise either
at training or inference time, ensuring privacy levels linked
to their parameter ϵ. Or directly optimize in the latent space
of StyleGAN (Barattin et al. 2023). However, they often ne-
glect utility preservation (e.g., they edit image background
and utility attributes) and require complex post-processing,
making them not readily applicable to anonymization tasks.

Methodology
In this section, we formalize our objectives, theoretically
ground our work, and finally describe our proposed solution.

Problem Formulation
Privacy Utility Dual Optimization. Let X ⊂ R3×H×W be
the image space, with x ∈ X an image depicting an indi-
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Figure 2: Illustration of the training process for the proposed Disguise framework. More discussions in Methodology Section.

vidual. Let (Z, dZ) be a metric space, with Z ⊂ RnZ space
of identity-distilled facial features (i.e., facial features that
uniquely identify an individual) and dZ : Z ×Z → R a dis-
tance function attached to space Z . Let (Y , dY) be another
metric space, with Y ⊂ RnY containing utility-distilled fa-
cial features (i.e., features that are useful to downstream
tasks) and dY : Y × Y → R a distance function relating
to Y . We note fZ : X → Z and fY : X → Y the objective
labeling functions respective to each domain.

We define a conditional generative function G : X → X
parameterized by θ, that takes x ∈ X as input and returns
an edited version G(x) = x̃. Our goal is to learn a G such
that utility is maximized (i.e., fY(x) = fY(x̃)) and privacy
is maximized (i.e., fZ(x) is distant from fZ(x̃)). In other
terms, the output of G should contain the same utility at-
tributes as the input and contain identity attributes different
from the input beyond recognition. Formally, we want G to
achieve Pareto optimality (Sener and Koltun 2018; Momma,
Dong, and Liu 2022) w.r.t. the aforementioned multiple ob-
jectives (i.e., identity obfuscation and utility preservation),
accounting for their possible competition (depending on
downstream tasks, utility and identity attributes may over-
lap), thus minimizing the following objective:

min
θ

(
−Ex∈X

[
dZ

(
fZ (x) , fZ ◦Gθ (x)

)]
,

Ex∈X
[
dY

(
fY (x) , fY ◦Gθ (x)

)])⊺ (1)

Before tackling the challenges of multi-objective optimiza-
tion that such a task brings, one has to consider how to
model the unknown objective distance and labeling func-
tions dZ , fZ and dY , fY for the identity and utility space
respectively. We argue that identity and utility are conceptu-
ally subjective, i.e., different authoritative entities have dif-
ferent definitions and target features assigned to each con-
cept. e.g., given a picture of a person, each human or al-
gorithmic agent will rely on different features (facial land-
marks, eye color, etc.) and their own subjective judgment to
certify the person’s identity, as there is no absolute objec-
tive function to perform the ill-posed mapping of a facial
picture to an identity. Similarly, the concept of utility is con-
ditioned by a set of target tasks or the agents in charge of
said tasks. e.g., an image with the person’s face completely
blurred could still be used by a person-detection algorithm,

but would be useless for facial landmark regression.
Therefore, we propose to rely on predefined agents (ex-

perts) to provide the identity and utility definitions to guide
the optimization of our model (Gross et al. 2005). We
thus consider some parameterized models hZ and hY pre-
optimized to approximate their respective objective label-
ing functions fZ and fY . Note that we make no assumption
on the architecture or training of each of these models (we
demonstrate with various state-of-the-art identity extraction
and recognition models). Without loss of generality and to
account for individual bias, we define HZ =

{
hiZ

}kZ
i=1

and

HY =
{
hiY

}kY
i=1

as sets of kZ and kY unique models which
differ in terms of architecture and/or training regime, c.f .
mixture-of-experts theory (Miller and Uyar 1996; Masoud-
nia and Ebrahimpour 2014; Dai et al. 2021). We demonstrate
in this paper how these identification/utilization experts can
be leveraged in an adversarial/collaborative framework to
train g towards a satisfying optimum.

Identity Obfuscation Guarantees. To provide formal
de-identification guarantees, we ground our work in the
extensive theory on ϵ-differential privacy (ϵ-DP) and ϵ-
local-differential privacy (ϵ-LDP, relevant when obfusca-
tion should be performed without global knowledge) applied
to identity-swapping functions (Duchi, Jordan, and Wain-
wright 2013; Dwork, Roth et al. 2014; Abadi et al. 2016;
Yu et al. 2020; Liu et al. 2021; Croft, Sack, and Shi 2021;
Tölle et al. 2022; Qiu et al. 2022). Let ψ : Z → Z be a
function that performs ID obfuscation, i.e., taking an iden-
tity vector z and returning a new one z̃ that maximizes
dZ(z, z̃). We consider that an approximate but randomized
function ψϵ : Z → Z satisfies ϵ-LDP if, for any two
adjacent inputs z, z′ ∈ Z and for any subset of outputs
Zs ⊆ range(ψϵ), it holds that P (ψϵ(z)) ≤ eϵP (ψϵ(z′)).
Given ∆ψ = supz,z′∈Z ∥ψ(z)− ψ(z′)∥1 the sensitivity of
ψ, Laplace noise is commonly leveraged to define an ϵ-DP
version of the function: ψϵ(z) ≜ ψ(z) + (Lap (∆ψ/ϵ))

nZ

(Duchi, Jordan, and Wainwright 2013; Dwork, Roth et al.
2014; Abadi et al. 2016; Liu et al. 2021). We demonstrate
that to ensure ϵ-LDP, the dZ -maximization property of the
identity-obfuscation function has to be relaxed. The mani-
fold of identity vectors generated by an identification func-
tion hZ is bounded by the range of said function. In such
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Figure 3: Identity transformation. The identity vector is nor-
malized to the surface of a unit n-sphere.

a space and for any Euclidean distance dZ , a non-relaxed
version of ψ would be the bijective (and thus non-private)
function ψopp mapping an ID vector to its opposite. No other
function (e.g., ψϵ) could ensure dZ -maximization. There-
fore, in this work, we consider the inherent trade-off be-
tween maximizing swapping-based identity obfuscation and
ensuring differential privacy, and we propose a variety of
solutions ψϵ tailored to different needs (as illustrated in Fig-
ure 3, and more details in Proposed Solution Section).

Non Re-identifiability. Another important aspect to con-
sider in privacy-preserving applications is non-invertibility.
If the de-identified data can be re-identified with additional
information, then the operation is not truly anonymization
but pseudonymization. For example, with the correct pass-
word for Password (Gu et al. 2020) and RiDDLE (Li et al.
2023), or using the opposite ID for ψopp, the original ID
is compromized. We empirically demonstrate that the pro-
posed obfuscation solutions achieve varying degrees of ro-
bustness to such re-identification efforts.

In the remaining of the section, we explain how we de-
fine and train g to ensure privacy-preserving non-invertible
identity swapping in images and utility preservation.

Proposed Solution
The proposed architecture can be defined as the composi-
tion of a face-swapping model g : X × Z → X , an identity
extractor hZ : X → Z , and an identity obfuscation func-
tion ψϵ : Z → Z , such that G(x) = g (x, ψϵ ◦ hZ(x)).
Given a facial image x, hZ extracts the vector z encoding
the identity of the depicted person. This vector z is passed
to the privacy-enabling function ψϵ, which returns a syn-
thetic identity z̃ that maximizes obfuscation. Finally, the
face-swapper model g edits the original image x to inject the
fake identity z̃, resulting in an image x̃where the original vi-
sual identifying attributes are replaced by those encoded in
z̃. Additionally, during its training, g relies on the feedback
of tasks-specific models hiY : X → Y to ensure that the util-
ity of x̃ is maintained compared to x. We expand on each
block in the following paragraphs.

Identity Extraction. As mentioned in Section , we pro-
pose to extract the identity information from facial images
via model ensembling (Miller and Uyar 1996; Masoudnia
and Ebrahimpour 2014; Dai et al. 2021), to ensure general-
izability as well as to limit the impact of models’ bias (as
we assume no control over the architecture or training reg-
imen of selected identity-expert models). Therefore, given
a set HZ =

{
hiZ

}kZ
i=1

of ID extractors, we define hZ as

the ensemble method hZ(x) = MLPθz
( ∥∥kZ

i=1
hiZ(x)

)
, i.e.,

concatenating (symbol ∥) the kZ predicted vectors together

and merging them into z ∈ Z via a multilayer perceptron
(MLP) with parameters θz and tanh as final activation.

Identity Transformation. A variety of techniques can
be considered to perform the identity transformation ψ, as
shown in Figure 3. If we were to maximize the distance be-
tween the original and obfuscating IDs, the optimal function
would be ψopp(z) = −z since argmaxz′ dZ(z, z

′) = −z in
our normalized Euclidean identity space. However, such a
function is reversible, making it easy to re-identify the orig-
inal individual by taking the opposite of the pseudonymized
ID. A more secure solution would be a parametric func-
tion, e.g., ψmlp(z) = MLPθψ (z), trained to optimally
fool hZ . As a non-explicit function, ψmlp is more chal-
lenging to invert, though not impossible with the access
to the model or its parameters θψ (c.f . gradient-based at-
tacks (Fredrikson, Jha, and Ristenpart 2015; Wang, Si, and
Wu 2015)). To increase robustness and ensure ϵ-LDP, we
can add dimension-wise noise to the inner operation, i.e.,
ψϵmlp(z) = MLPθψ (z + (Lap (β))

nZ ), with β =
∆ψmlp

ϵ .
The larger β is set (i.e., the smaller ϵ is), the more noise is ap-
plied to the original ID vector before further MLP-based ob-
fuscation. Therefore, larger β provides stricter privacy guar-
antee and robustness but adversarial affects the ability of
ψϵmlp to learn how to fool identification experts HZ .

To better navigate this trade-off and guarantee a more
continuous space for the noise application, we leverage
the properties inherent to variational autoencoders (VAEs)
(Kingma and Welling 2013). We introduce a variational
encoder-decoder (VED) to transform the identity vector, i.e.,
ψϵved(z) = VEDθψ′ (z). This model’s encoder predicts the
parameters (µ, σ) of the latent data distribution (assumed to
be Gaussian). A latent vector vz is picked as µ + ση with
η ∼ (N (0, 1))

nv (c.f . reparameterization (Kingma, Sali-
mans, and Welling 2015)) then passed to the decoder. While
a VAE decoder would reconstruct the input identity from
vz , our VED decoder should generate a new, distant iden-
tity. During inference, we sample vz as µ + σ (Lap (α))

nv

to meet ϵ-LDP, with nv dimension of latent space and α =
∆ψved
ϵ . To train either of these models, we enforce cosine dis-

similarity between the original and generated ID vectors:

Ldeid = 1 +
z · z̃

∥z∥2∥z̃∥2
. (2)

For the VED model, we add to this criterion the usual Kull-
back–Leibler divergence (KLD) loss Lkld (Kingma, Sali-
mans, and Welling 2015; Kingma and Welling 2013).

Face Swapping. Once the fake identity vector z̃ is gen-
erated, it is passed to the face-swapping model g, along with
the original image x. Similar to existing solutions (Chen
et al. 2020; Perov et al. 2020; Liu et al. 2021), g is com-
posed of three modules: (1) an image encoder that extracts
identity-unrelated features ν; (2) an ID injector that aggre-
gates ν and z̃ into a vector encoding the content of the obfus-
cated image x̃; (3) a decoder conditioned on this vector that
generates x̃. These existing works also share similar losses
that we borrow and adapt:
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Lmix = ∥g(x, z̃)− g(x, z)∥1; (3)

Lgen =

kd∑
i=1

log (1−Di(x, x̃)) ; (4)

Lid =
∑

ẑ∈{z,z̃}

(
1− ẑ · ẑh

∥ẑ∥2∥ẑh∥2

)
; (5)

with ẑh = hZ (g(x, ẑ)). Here, Lmix is a mixing loss to en-
sure implicit disentanglement of ID features (encoded in z
or z̃) and residual features (i.e., ν). Lgen pits the generator
against kd discriminators D to ensure realistic results pre-
serving image saliency, c.f . recent GAN solutions (Wang
et al. 2018; Hukkelås, Mester, and Lindseth 2019; Chen et al.
2020) (we also use their weak-feature matching loss, further
ensuring the high-level semantic alignment between the im-
age pairs). Finally, Lid enforces cosine similarity between
the injected identity ẑ and the one observed by the iden-
tification model hZ in the resulting image. Combined to-
gether, along with Ldeid and Lkld (using weighting hyper-
parameters), these losses form the overall objective for our
privacy-enforcing face-swapping solution G.

Utility Preservation. Existing face-swapping methods
(Hukkelås, Mester, and Lindseth 2019; Chen et al. 2020;
Perov et al. 2020; Liu et al. 2021) claim that their adversarial
and feature-matching losses ensure the preservation of non-
identifying content. However, such supervision is too weak
to guarantee that the images will maintain their utility w.r.t.
downstream tasks, especially for tasks relying on small at-
tention regions (e.g., gaze estimation). We thus complement
the aforementioned objective with a criterion that lever-
ages the implicit expertise of tasks-relevant models HY , as
Luti =

∑kY
i=1 λuti,i∥hi,lY (x) − hi,lY (x̃)∥1, with hi,lY (·) the fea-

tures returned by the last differential non-softmax layer l of
model hiY , and λuti ∈ RkY hyperparameters weighting the
task/expert contributions. Hence, Luti imposes that altered

images contains the same utility attributes as original im-
ages, as expected by tasks-relevant models.

Note that the entire solution G(x) = g (x, ψϵ ◦ hZ(x))
is end-to-end differentiable, thus single-pass trainable. In
practice, we leverage its modularity and train each com-
ponent separately before jointly fine-tuning. Scalar hyper-
parameters weigh the contribution of each loss to the to-
tal objective (we fix {λid, λdeid, λmix, λuti,eye, λuti,emo, λkld} =
{30, 30, 10, 2, 2, 0.2}).

Experiments
We now describe our experimental setup and compare with
other methods in terms of privacy robustness and data us-
ability. More details in supplementary material.

Experimental Protocol
Datasets. We use multiple datasets for training and evalua-
tion. We train our models on VGGFace2 dataset (Cao et al.
2018), which totals 3.31 million images with 9,131 identi-
ties. Evaluation datasets include LFW (Huang et al. 2008)
(13,233 face images and 5,749 identities) for utility and de-
identification performance, CelebA-HQ (Karras et al. 2017)
(30,000 face images) for utility evaluation, and WFLW (Wu
et al. 2018) (10,000 face images) for the training usability
w.r.t. the downstream task of landmark detection.

Identity and Utility Models. To demonstrate the gener-
icity of our method, we consider a variety of pretrained face-
identification networksand of utility networks over differ-
ent recognition tasks. As identity experts, we use ArcFace
(Deng et al. 2019), AdaFace (Kim, Jain, and Liu 2022),
FaceNet (Schroff, Kalenichenko, and Philbin 2015), and
SphereFace (Liu et al. 2017). Either ArcFace (harc

Z ), AdaFace
(hada

Z ), or both (hmix
Z ) are used to guide g during training (c.f .

Equation ??); FaceNet and SphereFace are used only for
evaluation. For the downstream tasks, we use ETH-XGaze
(Zhang et al. 2020) (noted heye

Y ) for gaze estimation, DAN
(Wen et al. 2021) (hemo

Y ) for facial expression recognition, or
both (hmix

Y ) to provide utility feedback during training. Dur-
ing evaluation, we use L2CS-Net (Abdelrahman et al. 2022)
for gaze estimation, DeepFace (DF) (Serengil and Ozpinar
2021) for emotion recognition, and RetinaFace (Deng et al.
2020) and Dlib (King 2009) for landmark detection.

Metrics. We employ the commonly-used validation rate
and verification accuracy as metrics for evaluating privacy
preservability (Schroff, Kalenichenko, and Philbin 2015;
Liu et al. 2017; Deng et al. 2019; Kim, Jain, and Liu 2022).
The validation rate is defined as the true positive rate (TPR)
at certain false positive rate (FPR), e.g., TPR @ FPR=1e-3.
Verification accuracy is the percentage of image pairs cor-
rectly classified as the same/different person using the best
ℓ2 distance threshold. The verification accuracy of random
guessing is thus 50%, which is what anonymization aims
at. To measure utility preservation, we use ℓ2 pixel distance
and normalized mean error (NME) for facial landmark de-
tection, mean absolute error (MAE) for gaze estimation, and
accuracy for emotion recognition. For image quality, we use
SER-FIQ (Terhorst et al. 2020).

The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

922



3

2

1

0

D
en

si
ty

0.25 0.75 1.25 1.75

(b) de-id (unpairing)

12

8

4

0

D
en

si
ty

FIQ score

DeepPrivacy
CIAGAN
Password
RePaint
Ours

positive
negative

(a) image quality

0.2 0.4 0.60.0 0.8 1.0

1.0

0.8

0.6

0.4

0.2

0.0

Tr
u

e 
Po

si
ti

ve
 R

at
e 

(T
P

R
)

0.2 0.4 0.6 1.0
False Positive Rate (FPR)

0.0 0.8

diagonal

.04

.03

.02

.01

.00

D
en

si
ty

10 102 103

ℓ2 pixel error

3

2

1

D
en

si
ty

0 0.5 1.0 1.5
ℓ2distance between 

orig./inv. ID pairs

(d) utility (landmarks) (e) non-invertibility(c) de-id (validation %)

ℓ2distance btw. pos., neg., 
or orig./anon. ID pairs

pure noise

Figure 5: Disguise outperforms existing methods in various aspects, including image quality, de-id rate, and utility. For non-
invertibility, our solution is close to other methods that completely erase the original IDs (i.e., recovering pure Gaussian noise).

Methods TPR (%) @ FPR=10−3 / Accuracy (%) ↓ FIQ ↑
FaceNet Sph.Face AdaFace avg SER

Original 93.8 / 97.1 87.9 / 96.2 95.4 / 97.7 92.4 / 97.0 .77
DeepPriv 7.3 / 73.8 2.9 / 70.9 4.6 / 68.6 4.9 / 71.1 .67
DeepPriv.2 1.7 / 62.5 1.0 / 61.5 2.2 / 62.2 1.6 / 62.1 .68
CIAGAN 1.8 / 64.5 1.0 / 59.0 5.6 / 71.0 2.8 / 64.8 .58
Password 31.7 / 79.1 17.1 / 73.5 51.0 / 84.0 33.3 / 78.9 .69
RePaint 2.8 / 67.7 1.1 / 63.5 3.6 / 68.5 2.5 / 66.6 .54
Ours 0.03 / 50.0 0.03 / 50.0 0.00 / 50.0 0.02 / 50.0 .90

Table 1: Identification / validation rate and image quality
evaluation over edited LFW data.

Comparison. We consider various de-identification
methods, including DeepPrivacy (Hukkelås, Mester, and
Lindseth 2019), DeepPrivacy2 (Hukkelås and Lindseth
2023), CIAGAN (Maximov, Elezi, and Leal-Taixé 2020),
Password (Gu et al. 2020), and RePaint (Lugmayr et al.
2022). For readibility of the tables, we denote different ver-
sions as “Ours (a, b, c)” where a fixes the identity model(s)
haZ used, b the transformation function ψϵb, and c the utility
model(s) hcY . For simplicity, we use “Ours (arc, ved, eye)” as
our default method unless otherwise mentioned. We demon-
strate the impact of different transformation models and
identity/utility experts in ablation studies.

Privacy: Obfuscation Evaluation
De-identification performance. As shown in Table 1, we
achieve near perfect de-id rate, i.e., with a validation rate
close to 0 and verification accuracy close to 50%, out-
performing other methods by a significant margin, and is
even more secure than randomly picking replacement im-
ages from the dataset. Figure 5(b) presents the ℓ2 distance
histogram for original positive pairs, original negative pairs,
and original-anonymized positive pairs on LFW (Huang
et al. 2008), and Figure 5(c) shows the ROC curves of valida-
tion rate. We observe that Disguise creates image pairs that
are close to the negative distribution, hence perfect obfus-
cation. We also achieve the highest facial image quality, see
Figures 1 and 4 for visual reference. Among other compar-
ing methods, it is worth noticing that Password fails to de-
identify images, hence the highest validation rate. CIAGAN
and RePaint are better than Password in de-identification,
however they suffer from low facial image quality due to
high artifacts and distortions.

Original and anonymized ID de-correlation. We con-
sider scenarios where malicious attackers attempt to link
anonymized IDs with their original IDs, allowing them to
perform inversion inference on the anonymized IDs and re-
cover the original ones. We use encoder-decoder networks to
learn the correlation on existing original-anonymized image
pairs. Figure 5(e) shows the results of using MLPs to decode
obfuscated IDs from CelebA-HQ (Karras et al. 2017) while
trained on LFW (Huang et al. 2008) using original IDs as su-
pervision. While methods like DeepPrivacy, CIAGAN, and
RePaint are inherently robust to inversion attacks since the
original face region is entirely erased, and their networks are
solely tasked with inpainting the blank region, our method
still offers de-correlation on par with these methods, sug-
gesting that our method is also resilient to inversion attacks.

Utility: Usability Evaluation
Utility corruption in anonymized images. Our method
demonstrates superior utility preservation compared to oth-
ers across datasets (Table 2). We highlight our approach’s
excellence through qualitative comparison (Figure 1 and 4).
DeepPrivacy lacks facial attribute preservation, exhibiting
bias towards smiles and youth. CIAGAN bears heavy arti-
facts; Password yields blurry and easily re-identifiable out-
comes. RePaint excels with in-distribution faces (RePaint
is trained on CelebA-HQ thus has improved performance
on the same dataset in Table 2), but it fails elsewhere and
doesn’t retain original attributes. For challenging scenarios,
like heavy occlusion (e.g., masks), CIAGAN and DeepPri-
vacy falter, unlike our effective face-swapping model.

Usability of anonymized images as training data. We
have demonstrated utility attribute non-corruption by com-
paring performance of pretrained task-specific models on
obfuscated versus original data. Now, we advance toward
the initial motivation of data anonymization for new solu-
tions, evaluating how utility networks trained from scratch
on anonymized data perform on real, unseen samples. Ide-
ally, these privacy-preprocessed models should match per-
formance of those trained on original, non-obfuscated data.
Taking facial landmark detection as an example on the
WFLW dataset (Wu et al. 2018) (98 landmarks per image),
we split data into training/testing sets (7,500/2,500) and
generate obfuscated training data using mentioned meth-
ods (test data remains unaltered). We use an HRNetv2-W18
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Methods
Facial landmarks (L2 pixel distance ↓) Gaze estimation (MAE ↓) Emotion

RetinaFace (5 points) Dlib (68 points) L2CS-Net ETH-XGaze (Acc. % ↑)
All Eyes Nose Mouth All Eyes Nose Mouth Pitch Yaw Pitch Yaw DAN DF

L
FW

DeepPriv 23.9 13.1 9.9 16.5 263.0 32.7 25.1 89.0 7.7 13.6 8.0 16.3 27.1 34.3
DeepPriv2 31.2 18.4 14.4 19.6 385.7 59.9 49.9 120.6 9.2 12.2 7.8 15.1 22.4 30.2
CIAGAN 14.6 9.3 5.5 9.2 348.2 59.0 31.2 97.7 8.8 14.6 7.8 16.9 32.5 36.9
Password 17.4 10.4 7.7 11.1 204.8 26.5 19.3 55.4 10.5 24.7 7.7 11.5 45.9 43.4
RePaint 66.1 30.8 32.2 47.3 1103.1 133.5 152.1 432.0 11.3 18.1 9.2 18.8 17.3 19.4
Ours 12.9 7.7 5.6 8.2 203.3 28.8 19.8 60.0 6.8 8.4 5.6 10.0 46.2 47.0

C
el

eb
A

H
Q DeepPriv 13.1 4.8 4.3 10.8 293.9 30.4 24.2 113.0 7.0 8.7 6.7 10.1 41.0 45.5

CIAGAN 14.9 10.3 4.6 8.6 365.6 79.2 35.6 91.5 8.7 13.7 7.5 13.4 38.0 44.4
RePaint 9.9 3.0 4.6 7.5 249.1 22.7 29.7 95.9 6.2 8.0 5.5 8.0 50.4 55.8
Ours 6.7 3.4 3.3 4.3 196.0 25.1 20.0 59.9 5.6 6.2 4.6 5.9 61.9 59.6

Table 2: Utility performance of anonymization methods over diverse downstream tasks on LFW and CelebA-HQ datasets.

Methods Normalized Mean Error (NME) ↓
all pose illu occ blur mu exp

Original .039 .068 .039 .047 .045 .038 .043
DeepPrivacy .058 .100 .057 .072 .066 .060 .066
CIAGAN .055 .087 .054 .064 .061 .053 .060
Ours .047 .079 .047 .056 .054 .046 .050

Table 3: Usability of de-identified datasets for the training of
task-specific models (facial landmark detection on WFLW).

model (Wang et al. 2021) for the task, trained for 60 epochs
with Adam optimizer (Kingma and Ba 2014) (β1 = 0,
β2 = 0.999), learning rate 10−4, and batch size 64. Table
3 shows models on obfuscated data perform worse (higher
NME of facial landmarks) than the one on original data. Our
anonymized data model demonstrates the smallest accuracy
drop, confirming higher utility preservation for downstream
tasks while maintaining privacy.

Ablation Study
Here we demonstrate the impact of different transformation
models, identity and utility experts.

Impact of transformation models on re-identifiability.
As justified in Section and experimentally measured in Ta-
ble 4, ψopp would suffer high re-identification, i.e. we can re-
cover the original ID using the opposite of transformed ID.
MLP-based transformations outperforms opposite transfor-
mation but VED-based transformations yield the best results
in terms of de-identification and non-invertibility, confirm-
ing the superiority of our proposed solution.

The introduction of stochastic operations in alignment
with ϵ-LDP further strengthens the method. As shown in Ta-
ble 5, the higher the amount of β or α noise introduced (i.e.,
the lower ϵ), the more robust to attacks the method becomes,
but the lower the original de-id rate (the noisier the data, the
harder it is to synthesize an ID that maximizes obfuscation).
This negative impact is however better mitigated by the pro-
posed VED. We provide further insights in annex.

Effects of using multiple ID extractors. As shown in Ta-
ble 4, MLP transforms relying on multiple identity extrac-
tors, i.e., “(mix,mlp, eye)”, outperform versions with only
one ID expert. We attribute the increased robustness to the

Proposed
Solutions

TPR (%) @ FPR=1e-3 ↓ (LFW data)
Swapped Inverted

(id, trans, util) FaceNet Sph.Face FaceNet Sph.Face

(arc, opp, Ø) 0.63 0.03 67.03 53.07
(arc, ved, emo) 0.23 0.00 12.03 7.10
(arc, ved, eye) 0.03 0.03 13.03 6.43
(arc, mlp, eye) 0.00 0.00 52.90 45.97
(arc, mlp, emo) 0.03 0.00 49.77 45.97
(arc, mlp, mix) 0.00 0.00 50.23 44.67
(mix, mlp, eye) 0.07 0.00 36.70 34.70

Table 4: Re-identifiability of our ID transformation methods.

Methods TPR (%) @ FPR=1e-3 ↓ (LFW data)

Net Noise Swapped Inverted
FaceNet Sph.Face FaceNet Sph.Face

MLP
β = 0.0 0.00 0.00 52.90 45.97
β = 0.5 0.40 0.00 23.20 20.80
β = 0.9 5.90 2.50 3.07 1.30

VED
α = 1.0 0.03 0.03 13.03 6.43
α = 2.0 0.37 0.00 7.43 3.20
α = 3.0 0.37 0.10 5.37 2.23

Table 5: Effect of ψϵ· noise w.r.t. (re-)identifiability.

combined knowledge of the two algorithms which capture
more varied ID-related features that are then obfuscated.

Conclusion and Discussion
We introduced Disguise, a privacy-enhancing face de-
identification model that ensures both depicted people’s pri-
vacy and image usability. Our experiments demonstrate its
effectiveness in pre-processing sensitive data for inference
or training. Rooted in privacy and mixture-of-experts theory,
it outperforms prior methods in re-identification robustness
and utility preservation.

Limitations. Our model, primarily for face obfuscation,
doesn’t address other unique identifiers like glasses or hair-
cuts. ID-extracting methods like HZ (Bhanu, Kumar et al.
2017) or multi-objective learning (Désidéri 2012; Momma,
Dong, and Liu 2022) might improve recognition of overlap-
ping identity and utility features.
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