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Abstract

Drone based terrorist attacks are increasing daily. It is not
expected to be long before drones are used to carry out terror
attacks in urban areas. We have developed the DUCK multi-
agent testbed that security agencies can use to simulate drone-
based attacks by diverse actors and develop a combination of
surveillance camera, drone, and cyber defenses against them.

Introduction
76 drone-based terrorist attacks by groups like ISIS, PKK,
and occurred before 2019 with a 70% success rate (Barten
et al. 2022; Balkan 2019).

DUCK is an agent-based drone urban cyber-defense
testbed in which a Blue team defends a city against a Red
team (terrorists). Built using a deontic logic theory (Sub-
rahmanian et al. 2000; Stroe, Subrahmanian, and Dasgupta
2005), DUCK allows defenders to use CCTVs, Blue drones,
and cyber attacks, to defend against a swarm of Red drones.
Defenders can simulate attacks and see the impact of those
attacks. We can answer questions such as “If there are m
blue drones (of different types and capabilities) and n red
drones of varying types and capabilities that attack New
York, what damage will be done?” Eventually, DUCK will
enable defenders to answer questions such as: (i) how many
blue drones are needed to save X% of New York City from
k red drones? (ii) if we invest Y dollars to protect Chicago
from k red drones, what percentage of Chicago will be
saved?

DUCK Testbed
DUCK represents a city as a graph: nodes represent regions,
edges denote adjacency relationships. Each drone is an au-
tonomous agent. Autonomous Blue and Red headquarter
(HQ) agents serve as a command centers for their team. Blue
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has CCTV agents that monitor nodes. HQ agents set goals
for drones (e.g. protect a set of nodes), send them instruc-
tions, and/or hack them. Drone agents can move from node
to node, fire at drones of the other color, and fire at a node
(red drones only), send camera feeds to its HQ, and more.

Each agent can perform some actions according to con-
straints in a deontic logic “agent program”, e.g., a blue drone
bd may be permitted (but not required) to fire at red drones
within their firing range as long as they have payload. bd
might be forbidden from firing at city nodes (Eiter, Subrah-
manian, and Pick 1999). Upper (resp. lower) case symbols
denote variables (resp. constants).

Pfire(RD) ← range(bd,R)& dist(bd,RD,R′)&
R′ ≤ R & payload(bd, P )&P ≥ 0.

Ffire(CN) ← city node(CN).
A drone’s agent program imposes constraints on what the

agent is permitted, forbidden, or obliged to do in different
situations. Each agent autonomously chooses what actions
to perform in a given state based on a set of objective func-
tions to capture local objectives (e.g. a blue drone might
minimize expected damage to only the nodes it is protect-
ing) and global objectives (e.g. minimize expected damage
to the whole city). The key computation performed by an
agent is to compute a Pareto-optimal set of actions at each
time step. DUCK enables us to vary all of these parameters,
e.g. number and types of drones, capabilities, positioning,
agent actions, agent programs, objective functions and more.

At any time t, a DUCK agent communicates with other
agents during a communication phase, and then computes
a Pareto-optimal set of actions to perform (e.g. hacking ac-
tions (Lin et al. 2018; Yahuza et al. 2021; Nassi et al. 2021),
firing, moving to another location, etc.) leading to a new
state at time t+ 1. DUCK includes new algorithms to com-
pute such Pareto-optimal sets of actions extending (Stroe,
Subrahmanian, and Dasgupta 2005) (which looked at a sin-
gle objective function).

DUCK Testbed Implementation
The DUCK architecture (Figure 1) has over 10,100 lines
of code in C++ and Python. DUCK uses a customized 3D
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Figure 1: Simplified DUCK Testbed Architecture for a single execution cycle (timestep).

city model based on the Unreal Engine and Microsoft’s Air-
Sim (Shah et al. 2018) simulator to visualize multiple drones
in the 3D environment, navigation, and real-time drone
state management. We extended AirSim to include CCTVs,
drone-drone attacks, destruction of regions, hacking, battery
and payload constraints. We built high-level Python APIs
for the new DUCK features to interact with AirSim. Key vi-
sualization, control, communications, and concurrency as-
pects were built within the Robot Operating System (ROS)
which is connected to AirSim. The ROS component is used
in DUCK’s decision, control, and visualization layers. Each
layer has separate nodes running in parallel for message
communications. The decision layer identifies the actions
each agent decides to perform at time t (by finding a Pareto-
optimal set of actions for that agent that is compatible with
that agent’s agent program). Not all actions that agents per-
form will succeed. The control layer injects stochasticity
into agent actions and determines which attempted actions
succeed. For example, a blue drone bd may fire at a red
drone rd. ROS will render this in the 3D environment but
may decide that rd is not destroyed. The visualization layer
shows information such as ground truth, attempted actions
by agents objective values, camera images sent by agents,
real-time movement on a map and more.

DUCK Demonstration
The DUCK demo1 allows a user to set the number and ca-
pabilities (e.g. payload, firing range, battery) of the blue and
red drones, and the number of CCTVs. Figure 2 shows the
demonstration on 3 screens shortly after launching.

1Available at: https://sites.northwestern.edu/nsail/projects/duck

Left Screen. The top left window shows Red HQ’s view of
a red drone camera (which can be swapped to show other
red drone cameras). The bottom left window shows how
objective function values change as the demonstration pro-
ceeds (e.g. if an agent’s actions don’t work out as expected
because of another agent’s actions). The bottom right view
shows agents’ optimal actions at time t. The top right win-
dow shows a real-world map with top-view of the drones.
The Middle Screen shows the ground truth at one intersec-
tion in NYC. Three blue drones (in the yellow circle) are
shown firing at a target red drone (red circle) which is trying
to destroy the region.
Right Screen. The top and bottom windows of the right part
show Blue HQ’s view (of one blue drone camera) and video
from one CCTV. The center-left window shows the cam-
era view controller which allows users to swap HQ cam-
era feeds. The top-left window visualizes the state of the
drones, e.g., GPS coordinates, battery, payload, hack status,
alive/destroyed, etc. The launch button in the bottom center
handles event-driven simulation. On each click, agents exe-
cute actions at that timestep.

Conclusion
DUCK allows defenders to simulate terrorist attacks on ur-
ban areas and assess efficacy of diverse defenses (e.g. drone
deployments, hacking) and thus compute how to achieve
minimize damage to the city under some cost constraints.
Extensions will include using game theoretic and reinforce-
ment learning models, hacking, vision, pursuit-evasion (Ag-
mon, Kaminka, and Kraus 2011; Amigoni and Basilico
2012), and human-agent interaction techniques.

Figure 2: DUCK 3-Screen Demonstration. The middle screen visualizes GT. Left and right screens show other technical details.
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