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Abstract

In this paper, we measure the privacy leakage via studying
whether graph representations can be inverted to recover the
graph used to generate them via graph reconstruction attack
(GRA). We propose a GRA that recovers a graph’s adjacency
matrix from the representations via a graph decoder that min-
imizes the reconstruction loss between the partial graph and
the reconstructed graph. We study three types of represen-
tations that are trained on the graph, i.e., representations out-
put from graph convolutional network (GCN), graph attention
network (GAT), and our proposed simplicial neural network
(SNN) via a higher-order combinatorial Laplacian. Unlike the
first two types of representations that only encode pairwise re-
lationships, the third type of representation, i.e., SNN outputs,
encodes higher-order interactions (e.g., homological features)
between nodes. We find that the SNN outputs reveal the low-
est privacy-preserving ability to defend the GRA, followed by
those of GATs and GCNs, which indicates the importance of
building more private representations with higher-order node
information that could defend the potential threats, such as
GRAs.

Introduction

Most real-world graphs associated with people or human-
related activities are often sensitive and might contain confi-
dential information. In this paper, we focus on the threat of
edge privacy, e.g., in an online social network, a user’s friend
list could potentially be private to the user. The server could
aggregate node representations with their neighbors to learn
better user representations to improve its services. Thus, if
there is an edge between two nodes, their output representa-
tions obtained from the graph neural network (GNN) should
be closer. Therefore, a potential adversary could possibly re-
cover the sensitive edge information (e.g., friend lists) via
a machine learning classifier that computes distance differ-
ences in graph representations.

In this paper, we study three representation methods (two
low-order and one higher-order) that perform different ag-
gregations to capture important graph structure properties,
i.e., representations output from GCN, GAT, and our pro-
posed SNN. Unlike the first two types of representations that
only encode pairwise relationships, the proposed SNN uti-
lize a higher-order combinatorial Laplacian to learn a graph
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convolution that encodes the homological features of sim-
plicial complexes, which are higher-dimensional analogs of
graphs (Horak and Jost 2013). We will then measure if SNN
outputs are more vulnerable to potential attacks compared to
regular GCN or GAT outputs.

We use GRAs as the potential attacks to measure pri-
vacy leakage. GRAs study whether representations can be
inverted to recover the graph used to generate them. We pro-
pose a novel GRA for accurate representation inversion, i.e.,
from the representation outputs of a graph G, we can find

a graph G with a very similar adjacency matrix. When a
user’s device computes a representation via GNN and sends
it to a server for node classification, we assume the ad-
versary could access the representation outputs with non-
confidential edges during the data uploading process. We
propose a graph decoder that reconstructs the graph by min-
imizing the reconstruction loss between the partial graph
(with non-confidential edges) and the reconstructed graph.
In our experiments, we will show that the SNN outputs
reveal the lowest privacy-preserving ability to defend the
GRAs. This calls for future research towards building more
private representations with higher-order node information
that could defend the potential attacks, such as GRAs.

Our Proposed Methods

SNN Outputs In this paper, we will refer abstract simpli-
cial complex to simplicial complexes. An abstract simpli-
cial complex is a collection K of subsets of a finite set S
that satisfies two axioms: (1) The singleton set {v} lies in
K for each v in S. (2) Whenever some o C S lies in K,
every subset of o must also lie in /. The constituent subsets
o C S which lie in K are called simplices. Next, we will
introduce the computation of d-dimensional incidence ma-
trices. Fixing a collection K and letting K indicate the set
of all d-simplices in K, the d-dimensional incidence matri-
ces operators can be represented as 9y : R¥¢ — RFd-1 To
build these incidence matrices operators, one first orders the
nodes in K so that each d-simplex o € K can be uniquely
expressed as a list o = [vg, ..., v4] of nodes in increasing or-
der. The desired matrix dy is completely prescribed by the
following action on each o: dg(0) = Zfzo(—l)i SO,
where o_; := [vg, ..., U4, ..., vq] and ¥; indicates that v; is
omitted. These operators form a sequence of vector spaces



Dataset

Attacks Citeseer Cora Pubmed Computers Photos
Attack-6 (He et al. 2021) 0.9795  0.9638  0.9702 0.9800 0.9691
GRA _GCN outputs (Ours) | 0.8832¢  0.8900% 0.8937  0.9041+  0.9157+
GRA_GAT outputs (Ours) | 0.9224%  0.9640  0.9704  0.9800=  0.9703
GRA SNN outputs (Ours) | 0.9833 0.9713 0.9826 0.9802  0.9832

Table 1: AUC Score on Three Types of Representations.

and linear maps:

., Oan REa Qg REa—1 (1)

In order to model the higher-order interactions be-
tween nodes, the graph Laplacian was generalized
to simplicial complexes by Horak and Jost (2013).
The higher-order combinatorial Laplacian can be
formulated as: L 044105, + 0% 04. There-
fore, leveraging this L4, we could obtain the final
SNN outputs via the graph convolution as follows:
H® = o(Q 2LsQ 20(Q 2Ly Q 2 HOWOY W),
where L4 = L4 + L, Lis the identity matrix, Qi = Zj 7:'%,
and W) is a layer-specific trainable weight matrix. o(-)
denotes an activation function. H*) is the matrix of acti-
vations in the k-th layer and the initial node representations
are H(®),

Graph Reconstruction Attack A graph G = (V) E) is
represented by the set of nodes V' = {vl}l‘;‘l and edges
E = {e”}ﬁl=1 To measure the privacy leakage via GRA,
we will then propose a decoder only approach. Specifically,
we utilize the outputs H*) and a partial adjacency ma-
trix A* as the prior knowledge, the decoder fy.. recon-
structs the adjacency matrix A,.c. = fiec(H®)) via Ayco =
o((A*H®W,)(A*H®W,)T), where W, is trained using
back-propagation to minimize reconstruction loss between
the adjacency matrix of thee partial graph .A* and the recon-
structed partial graph A*_ using £(**) = || A* — A*__||3.
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Experiments

Datasets In our experiments, we used five well-known
real-world datasets: CiteSeer and CORA from Sen et al.
(2008), PubMed (Namata et al. 2012), as well as Amazon
Computers and Amazon Photo from Shchur et al. (2018).

Experimental Set-Up In order to generate GCN and
GAT outputs, we follow the original graph convolution
in GCNs (Welling and Kipf 2016) and concatenation
in GATs (Velickovi¢ et al. 2017). We only consider 1-
simplices, i.e., d = 1.

Performance for Three Types of Representations Ta-
ble 1 shows the GRA performance in terms of AUC of three
types of representations for recovering the adjacency matrix
A of G. We compare our results with Attack-6 (He et al.
2021) because it also requires node representations and the
partial adjacency matrix A* as prior knowledge. Our pro-
posed GRA with GCN outputs (GRA_GCN outputs) obtains
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inferior performances compared to Attack-6 (with |). How-
ever, GRA_GAT outputs achieve higher performances com-
pared to Attack-6 in most of the cases and GRA_SNN out-
puts achieve the highest performances for all datasets (in
bold), e.g., it achieves 98.33% AUC on the Citeseer dataset.
This indicates the SNN outputs reveal the lowest privacy-
preserving ability to defend the GRAs, followed by GAT and
GCN outputs.

Conclusion

In this paper, we measure the privacy leakage via study-
ing whether representations can be inverted to recover the
graph used to generate them using GRA. Our proposed GRA
recovers a graph’s adjacency matrix from the representa-
tions via a graph decoder that minimizes the reconstruc-
tion loss. We studied three types of representations that are
trained on the graph, i.e., GCN outputs, GAT outputs, and
SNN outputs using a higher-order combinatorial Laplacian.
We found SNN outputs reveal the lowest privacy preserving
ability. This indicates the importance of building more pri-
vate representations with higher-order node information that
could defend the potential threats.
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