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In the talk, I shall describe my lab’s recent advances in
Al, applied machine learning, and data mining to combat
malicious actors (sockpuppets, ban evaders, etc.) and dan-
gerous content (misinformation, hate, etc.) on web and so-
cial media platforms. My vision is to create a trustworthy
online ecosystem for everyone and create the next gener-
ation of socially-aware methods that promote health, eq-
uity, and safety. Broadly, in my research, I have created
novel graph, content (NLP, multimodality), and adversar-
ial machine learning methods leveraging terabytes of data
to detect, predict, and mitigate online threats. My interdis-
ciplinary research innovates socio-technical solutions that I
achieve by amalgamating computer science with social sci-
ence theories. I am also passionate about putting my re-
search into practice — my lab’s models have been deployed
on Flipkart, influenced Twitter’s Birdwatch, and now being
deployed on Wikipedia. My research has started a paradigm
shift from the current slow and reactive approach against
online harms to agile, proactive, and whole-of-society so-
lutions. My talk will outline four thrusts of my research:

(1) Detection of harmful content and malicious actors
across platforms, languages, and modalities: Going be-
yond the standard practice of studying “English text on Twit-
ter”, my research seeks to address the grand challenge of
addressing fundamental problems rooted deeply across plat-
forms (Micallef et al. 2022), languages (Verma et al. 2022b),
and modalities (Verma et al. 2022b,c) (images, videos, text).

(2) Robustifying detection models against adversar-
ial actors by predicting future malicious activities: My
work is pushing the boundaries by developing the first ad-
versarial learning techniques to proactively forecast adver-
sary behavior to fool detection models. Next, we improve
model robustness against manipulation. My lab has inves-
tigated the vulnerabilities of models deployed on some of
the biggest platforms: Facebook’s TIES bad actor detec-
tor (He, Ahamad, and Kumar 2021), Twitter’s Birdwatch
misinformation detector (Mujumdar and Kumar 2021), and
Wikipedia’s ban evasion (Niverthi, Verma, and Kumar
2022).

(3) Attributing the impact of harmful content and the
role of recommender systems: My lab has created data-
driven techniques to establish the impact of online harm in
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the real world (e.g., exacerbating mental health (Verma et al.
2022a)). Further, to understand the algorithmic impact on
harm, my recent work has illustrated how adversaries can
manipulate recommendation systems (Oh et al. 2022).

(4) Mitigation techniques to counter misinformation
by professionals and non-expert crowds: My lab is build-
ing one of the first socio-technical counter-misinformation
systems to simultaneously empower professionals (to en-
able faster, accurate, and focused fact-checking) and non-
experts (Micallef et al. 2020).
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