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Abstract

Audio watermarking is widely used for leaking source trac-
ing. The robustness of the watermark determines the trace-
ability of the algorithm. With the development of digital tech-
nology, audio re-recording (AR) has become an efficient and
covert means to steal secrets. AR process could drastically
destroy the watermark signal while preserving the original
information. This puts forward a new requirement for audio
watermarking at this stage, that is, to be robust to AR dis-
tortions. Unfortunately, none of the existing algorithms can
effectively resist AR attacks due to the complexity of the
AR process. To address this limitation, this paper propos-
es DeAR, a deep-learning-based audio re-recording resistan-
t watermarking. Inspired by DNN-based image watermark-
ing, we pioneer a deep learning framework for audio carriers,
based on which the watermark signal can be effectively em-
bedded and extracted. Meanwhile, in order to resist the AR
attack, we delicately analyze the distortions that occurred in
the AR process and design the corresponding distortion lay-
er to cooperate with the proposed watermarking framework.
Extensive experiments show that the proposed algorithm can
resist not only common electronic channel distortions but al-
so AR distortions. Under the premise of high-quality embed-
ding (SNR=25.86 dB), in the case of a common re-recording
distance (20 cm), the algorithm can effectively achieve an av-
erage bit recovery accuracy of 98.55%.

Introduction

As an efficient method to trace the source of leakage, digi-
tal watermarking technology has been widely studied. There
have been many excellent works in image (Fang et al.
2018), audio (Erfani, Pichevar, and Rouat 2016), and video
(Asikuzzaman and Pickering 2017) watermarking. The two
most important properties that audio watermarking should
satisfy are fidelity and robustness. Fidelity ensures the nor-
mal use of the watermarked audio. Robustness guarantees
that even if the audio is distorted (MPEG encoding, noise
addition, audio re-recording, etc.), the embedded watermark
can still be extracted losslessly(Wu, Su, and Kuo 1999).
Most traditional audio watermarking methods are con-
cerned with the robustness of digital distortions in the elec-
tronic channel because most audio copying occurs in the dig-
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Figure 1: The re-recording operation preserves the content
information while destroying the watermark information in
the audio to hide the source of the leakage.

ital channel. However, with the miniaturization of recording
devices, audio re-recording (AR) has become a more con-
venient and converted way to copy audios. Meanwhile, AR
could effectively preserve the audio content and significantly
damage the embedded watermark signal; attackers can eas-
ily and stealthily steal the audio content without any wa-
termark evidence, as shown in Fig. 1. Therefore, ensuring
robustness to AR becomes the urgent property of audio wa-
termarking at this stage.

Currently, the research field of audio watermarking is stil-
I dominated by traditional mathematical algorithms, which
try to search for an invariant feature before and after distor-
tion to conduct watermark embedding. Most used features
are in the transform domain, such as discrete cosine trans-
form (DCT), discrete wavelet transform (DWT), and fast
Fourier transform (FFT) (Su et al. 2018; Xiang et al. 2017;
Natgunanathan et al. 2012; Liu, Huang, and Huang 2018).
However, due to the complexity of the AR process itself,
quantitatively and delicately analyzing the distortions and
finding the robust feature in this process is a nontrivial task.
Therefore, none of the existing algorithms can resist AR dis-
tortion very well. This drives the demand to seek a learnable
feature that is adapted to AR distortions.

In recent years, deep-learning-based watermarking has
achieved tremendous success in the field of image and video
watermarking (Zhu et al. 2018; Tancik, Mildenhall, and Ng
2020; Zhang et al. 2019; Luo et al. 2021). The main back-
bone of such a framework is an end-to-end auto-encoder-like
architecture that contains an encoder, a distortion layer, and
a decoder. The central part to ensure robustness is the dis-
tortion layer which tries to generate the distorted image for



training (Zhu et al. 2018), and it is essential to make the
distortion layer differentiable. However, the AR process is a
complex and non-differential process. Although some algo-
rithms currently focus on deep learning-based information
hiding studies in the audio field (Kreuk et al. 2020; Jiang
et al. 2020), they cannot handle the robustness requirement
against distortions, including AR distortion.

To address the robustness of AR distortion, in this pa-
per, we propose DeAR, a deep-learning-based audio re-
recording resistant watermarking method, which can effec-
tively resist AR distortion at different distances in the re-
al world. Specifically, we adopt the classic deep-learning-
based watermarking framework, where an encoder and a de-
coder are jointly trained for watermark embedding and ex-
traction. To achieve robustness against re-recording, we first
analyze the re-recording process from the effects of sound
propagation in the air and the processing of microphones and
speakers. According to the analysis, we delicately model the
AR distortion with several differential operations (environ-
ment reverberation, band-pass filtering, and Gaussian noise)
and serve such operations as the distortion layer to coop-
erate with the proposed framework. In addition, motivated
by traditional audio watermarking, we change the input of
the time domain signal into the low-frequency coefficients
of the audio for better robustness. Specifically, we introduce
the differential time-frequency transform and its correspond-
ing reverse transform into the end-to-end training process,
which can automatically search for the optimal embedding
frequency rather than be determined by a pre-defined rule
such as Singular Value Decomposition (SVD). Experimen-
tal results verify that the proposed method can achieve satis-
fying robustness against audio re-recording at different dis-
tances and is also resilient to other common distortions.

The primary contributions of our work are concluded as
follows:

e We are the first to propose a deep-learning-based audio
watermarking against audio re-recording (AR), DeAR,
which can achieve watermark embedding and extraction
in an end-to-end manner rather than based on handcraft-
ed rules. According to the audio cover, we flexibly adapt
audio frequency transform and one-dimensional convo-
lution operations for better implementation.

To achieve robustness against AR, we first analyze the
distortions induced by AR and model it as a distortion
pipeline composed of environment reverberation, band-
pass filtering, and Gaussian noise. The whole pipeline is
further absorbed into the training of DeAR.

Extensive experiments demonstrate that the proposed
method can achieve robustness against audio re-
recording and common electronic channel distortions
while guaranteeing the requirement of fidelity. In addi-
tion, some ablation studies further verify our design and
prove the flexibility of DeAR.

Related Work
Traditional Audio Watermarking

Traditional audio watermarking (AW) mainly embeds water-
mark information in the time domain and the transform do-
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main. Time-domain based AW (Cvejic and Seppanen 2004;
Natgunanathan and Xiang 2010) is simple and efficient but
not robust enough. In comparison, transform-domain based
AW (Bansal et al. 2015; Su et al. 2018) can achieve better
robustness. For example, Su et al. (Su et al. 2018) conduct-
ed DWT transform and DCT transform on the audio and
appended the watermark information in the low-frequency
band to achieve robustness. However, its watermark extrac-
tion is non-blind, requiring the access to the raw audio. Be-
sides, they did not consider robustness against re-recording
process. Based on the above method, Liu et al. (Liu, Huang,
and Huang 2018) first considered the re-recording robust-
ness in traditional framework. Specifically, they simplify the
practical process as an idealized noise appending process,
which only influences the amplitude of the target audio.
However, Liu’s method does not perform well in a practi-
cal scenario. We explained that re-recording is composed of
not only the additive noise but also other different distor-
tions such as the convolutional noise (namely, environment
reverberation) and noise induced by microphones and speak-
ers, which is demonstrated in many existing works (Peddinti
et al. 2015; Yakura and Sakuma 2018).

Real-world Air Channel Distortion

In this paper, we regard the re-recording process as an air
channel distortion. Eliminating the side effect of the air
channel distortion has always been an inspiring topic in au-
tomatic speech recognition (ASR) tasks. To address this is-
sue, massive perturbed data are collected for training noise
adaptive acoustic models, which is not applicable for the
audio watermarking task. Except that, the most similar re-
search field is robust adversarial audio of speech-to-text
models, which guarantees robustness against air channel dis-
tortion. In detail, the corresponding studies (Qin et al. 2019;
Yakura and Sakuma 2018) modeled these distortions by ex-
pectation over transformation (EOT) operations, which is in-
corporated in the optimization procedure of the adversarial
audio. Motivated by this, we first analyze the re-recording
process from the effects of sound propagation in the air and
the processing of microphones and speakers. Then, we mod-
el the re-recording as a distortion pipeline, which is com-
posed of environment reverberation, band-pass filtering, and
Gaussian noise. This distortion pipeline can easily cooper-
ate with the deep-learning-based audio watermarking frame-
work.

Deep-learning-based Image Watermarking

In recent years, some deep-learning (DL)-based image wa-
termarking schemes have been proposed. For example, Zhu
et al. (Zhu et al. 2018) proposed the first end-to-end image
watermarking framework. As shown in Fig. 2, the popular
framework contains three parts: an encoder responsible for
watermark embedding, a differential distortion layer to sim-
ulate the transmission process, and a decoder structure re-
sponsible for watermark extraction. The main challenge is
making the non-differential distortion differential, which is
necessary for end-to-end training.

In (Zhu et al. 2018), Zhu et al. leveraged a differential ap-
proximations for non-differential JPEG compression, which
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Figure 2: Illustration of the deep-learning-based image wa-
termarking framework.

was further improved by subsequent works (Ahmadi et al.
2020; Ying et al. 2021). Based on (Zhu et al. 2018), Tancik
et al. (Tancik, Mildenhall, and Ng 2020) further considered
the distortion caused by printing and camera-shooting, Ji-
a (Jia et al. 2020) realized resilience to 3D rendering, and
Zhang et al. (Zhang et al. 2020) even achieved robustness
against model extraction.

Based on DL-based image watermarking, there have been
a few attempts at DL-based audio steganography. For ex-
ample, Jiang et al. (Jiang et al. 2020) converted raw audio
to 2D mel-spectrum images by short-time Fourier transfor-
m (STFT) to satisfy the above image watermarking frame-
work. However, STFT and its inverse transform can intrinsi-
cally induce the loss of embedded information. In addition,
this method lacks the consideration of any robustness during
transmission, including audio re-recording (AR).

Method

As shown in Fig. 3, DeAR is mainly composed of three part-
s, namely, an encoder for watermark embedding, a decoder
for watermark extraction, and a distortion layer to enhance
robustness against audio re-recording. All of the above parts
are jointly trained, and we introduce each part in detail.

Watermark Embedding

We use A to represent a single-channel raw audio with
length V. Rather than directly feeding the raw audio A into
the encoder, we first transfer it into the frequency domain
by a differential DWT and obtain the corresponding approx-
imate coefficients A,. and detail coefficients A4, i.e.,

Aaw Adc - DWT(A), (1)

where the length of A,. and Ay, is half the original audio
signal, namely, N/2. Motivated by traditional audio water-
marking, we propose embedding the watermark into the low
frequency of the raw audio, namely, leveraging A,. as the
audio cover. Meanwhile, A, is deposited for subsequent au-
dio reconstruction. The goal of the encoder is to embed the
watermark information W into A,.. As shown in Fig. 3, we
want the encoder En to generate a stealthy residual R and
further stamp it onto the original A,. to generate the water-

marked approximate coefficients AZ‘Z, ie.,

AZ‘; =En(Auc, W) x5+ Aqe, )
where S is the strength factor and set as 1 by default. To sat-

isfy the fidelity requirement, we constrain the watermarked
approximate coefficients A" acoustically consistent with
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the original one A,.. To achieve this, we introduce a ba-
sic loss L. for the encoder’s training, that is, we adopt the
widely-used mean square error MSE as L., i.e.,

o N/2
Lo=MSE(Aoe, All) = 72 D (Aucli) — AL (D)%,
=1

€)]
To further improve the fidelity and minimize the domain gap
between A}fg and A,., we introduce an extra discriminator
D for adversarial training with the encoder En, and adver-
sarial loss £, will let En embed watermarks better so that
D cannot distinguish A", from the watermark-free A, i.e.,

La = log(1 = D(AL)). )
Meanwhile, for D, Lp = log(1 —D(A4.)) +log(D(AY)).

Watermark Extraction
Given the watermarked approximate coefficients AV, the

ac’
decoder De needs to recover watermark W' as consistent as
the original watermark W . To achieve this, we introduce the
watermark loss £,,, namely, the MSE between the original

watermark W and the extracted watermark W', i.e.,
L, = MSE(W,W"). 5)

It should be emphasized that we adopt the binary watermark
W € {—1,1}* instead of {0, 1}, which is better for foren-
sics. Meanwhile, this helps the MSE-based constraint work
better.

Audio Re-recording Modeling

To enhance the robustness against the audio re-recording
(AR) process, we further insert a distortion layer between
the encoder and the decoder. As mentioned above, it is es-
sential to make the distortion layer differentiable, which can
prevent gradient interruption during end-to-end learning.
However, the AR process is a complex and non-differential
process. To overcome this challenge, we learn from the s-
tudies on real-world air channel distortion (Qin et al. 2019;
Yakura and Sakuma 2018), and introduce a differential au-
dio re-recording operation DAR, which consists of three
components: environment reverberation, band-pass filtering,
and Gaussian noise. Because DAR is a processing pipeline
operated on the time domain, it cannot be directly applied
to AW Therefore, after generating A}Y, we adopt inverse
DWT (IDWT) to transform the watermarked approximate
coefficients A" back to the watermarked audio A", with
the corresponding deposited A, i.e.,

AV =1IDWT (AW, A4). (6)

Environment Reverberation. The impulse Response
(IR) is the environment’s reaction when presented with a
brief input signal. It describes the acoustic characteristics of
an environment, particularly of interest being the behavior
of reverberation in the space. IR can reproduce the reverber-
ation in the captured environment by convolution. From d-
ifferent microphones, room environments, and speakers, we
can collect diverse base IR p to form a set P. Given a target
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Figure 3: The overall framework of the proposed DeAR.

audio A, we randomly select a base IR p from the dataset P,
and operate convolution Conv(-) on A by p to simulate the
Environment Reverberation (ER). i.e.,

ER(A) = Conv(A4, p), 7

Here, we follow the previous work (Paloméki, Brown, and
Barker 2004) and leverage the acoustic impulse responses
dataset! that was collected using four mics and various de-
grees of reverberation in the varechoic chamber at Bell Labs.

where p € P.

Band-pass Filtering. Since the frequency band of human
hearing is limited, the widely-used normal range is from 500
Hz to 2000 Hz. Based on this, commonly-used speakers will
not play audio with a too high or too low-frequency band.
Meanwhile, the microphone will also process the playing
audio, usually cutting off the frequency band outside the nor-
mal range to reduce noise, that is, a basic denoising process.
Therefore, to simulate the distortions caused by the inherent
characteristics of devices such as the speaker and the micro-
phone, we apply a frequency band-pass filtering BF(-) oper-
ation to the watermarked audio. Given a target audio A, we
conduct BF(-) as follows:

BF(A) = LF[HF[A,q], ], ®)

where LH|[-] and H F'[-] represent the low-pass filtering and
the high-pass filtering, respectively. And « and 3 denote the
corresponding thresholds of H F'[-] and LF[-].

Gaussian Noise. In addition to the above two components,
we introduce the popular Gaussian noise to simulate the ran-
dom noise induced by indeterminate factors during AR pro-
cess. Gaussian noise is a kind of additive noise, that is widely

"https://www1 icsi.berkeley.edu/Speech/papers/gelbart-
ms/pointers/
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used in current automatic speech recognition (ASR) systems
(Yin et al. 2015) to enhance the robustness against random
environmental noise. Specifically, we operate GN(-) on au-
dio A by directly superimposing noise w ~ N(0,02), i.e.,

9

It shall be mentioned that the o is audio-aware and deter-
mined by the pre-defined signal-noise-ratio, which is ran-
domly sampled from 20 dB to 25 dB.

GN(A) = A + w, where w ~ N(0,0?).

The pipeline of the distortion layer. DAR is set as the
distortion layer to enhance robustness against AR process.
The pipeline of DAR is as follows:

DAR(-) = GN(BF(ER("))). (10)

Given a watermarked audio A", we can finally obtain the
attacked audio (A", i.e.,

(AW)et = DAR(A™). (11

Afterward, we leverage DWT to acquire its corresponding
approximate coefficients (A")* and feed it into the de-

coder De for watermark extraction, i.e.,

(AW )att, (AWt =DWT(A™)),
W' = De((A")alf).
More Details of DeAR

Network Structures. For the encoder En, we adopt a ful-
ly convolutional network, which keeps the size of the feature
maps in each layer unchanged. Similar to En, the decoder
De and the discriminator D also utilize a fully convolution-
al network but further append convolutional downsampling
module and mean operation for final extraction and binary
classification, respectively. To remedy the information loss



during forward propagation, we leverage the skip connec-
tion to stack the initial information with the feature map in
each layer for both En and De. More importantly, we lever-
age 1D convolution rather than 2D convolution in basic net-
works, which is effective for the 1D audio waveform.

Loss functions. During the training stage, we jointly train
the encoder and the decoder, and the whole loss function £
can be formulated as follows:

L=ALe+ AaLla+ AwLuw, 13)

where \., \g, and \,, are used to balance the three terms.

Experiments
Experiment Settings

Dataset. We conduct our experiments on FMA (Deffer-
rard et al. 2017), a famous music analysis dataset in which
12000 audios are utilized for the training of the proposed
DeAR, and 200 randomly selected audios are adopted as
testing audios. The sampling frequencies are all 44.1kHz
and are processed as wav audio with 500k sample points in
length.

Metrics. To measure the fidelity of the watermarked au-
dio, the signal-to-noise ratio (SNR) is adopted with the fol-
N .
>in A)?

lowing definition:
Sy [AV() — A(i)f) '

Besides, we take the average bit recovery accuracy ACC,
calculated from 200 testing audios, to evaluate the robust-
ness of watermarking schemes.

SNR = 10 - log (

Implementation Details. In the training process of
DeAR, we set A\, = 150, A\, = 1 and Ay = 0.01, and u-
tilize Adam(Kingma and Ba 2014) with a learning rate of
10~* for optimization by default. And we empirically set
the threshold of the high-pass filtering (H F[]) and that of
the low-pass filtering (LF'[-]), namely, o and 3 as 1 kHz and
4 kHz for training the model robust to re-recording.

In the testing process, the same watermark bit sequence of
100 bits is embedded for all testing audios. We adopt meth-
ods the most relevant to the proposed DeAR as the baseline
methods, i.e., Liu’s method (Liu, Huang, and Huang 2018)
and Su’s method (Su et al. 2018). For a fair comparison, we
slightly modify the parameter of Su’s method for better ro-
bustness?.

For re-recording experiments, we use one consumer-
grade speaker, SENNHEISER Sp10, as the playback device
and a consumer-grade microphone, ATR2100-USB, to re-
record the played audio. The corresponding experimental s-
cenario is shown in Fig. 4, where 5 cm is set as the default
distance between the speaker and the microphone. Consid-
ering the de-synchronization introduced by digital-to-analog
conversion, we design a synchronization strategy and apply
it to DeAR and all baseline methods for a fair comparison.

The upper bound of the interval of the search space of intensity
factor is set to 2.
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Figure 4: A practical experimental environment to evaluate
robustness against audio re-recording.

Metrics | DeAR Liu Su
SNR (dB) 25.86 25.81 24.94
ACC (%) 99.18 77.09 56.00

Table 1: Quantitative comparison with the baseline methods.

Specifically, we shift the target re-recorded audio within a
pre-defined range (3/44.1s,8/44.1s) and calculate the cor-
responding bit recovery accuracy (ACC), in which the high-
est one is regarded as the final ACC.

Comparison Results

Fidelity. We first compare the fidelity of the proposed
DeAR with the baseline methods. As shown in Table 1,
DeAR achieves a 25.86 SNR, which outperforms the base-
line methods (SNR is 25.81 and 24.94 for Liu’s method (Li-
u, Huang, and Huang 2018) and Su’s methods (Su et al.
2018), respectively). Furthermore, we provide one visual ex-
ample of the watermarked audio for qualitative comparison
in Fig. 5. We can observe that the proposed DeAR and Liu’s
method tend to modify the original audio adaptively, while
Su’s method prefers a relatively large and uniform noise pat-
tern. Compared with Liu’s method, DeAR induces more s-
light modification to guarantee fidelity.

Robustness Against Audio Re-recording. We compare
robustness against audio re-recording in this experiment and
provide quantitative results in Table 1. With comparable fi-
delity, DeAR outperforms the baseline methods by a large
margin (above 20% and 40%, respectively). Su’s method is
fragile to the audio re-recording (AR) process because it on-
ly considers the common distortions during the digital trans-
mission but lacks the consideration of AR. For Liu’s method,
we believe that its limited performance (77.09%) is due to
its AR model being an idealized additive noise, which is
inconsistent with the practical scenario. In Fig. 6, we pro-
vide a visual example of the noise induced by the practical
re-recording process, which is a more complex noise pat-
tern with an even larger amplitude than the original audio.
In addition to the default distance (5cm), we further con-
duct a controlled comparison with Liu’s method at different
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Figure 5: Qualitative comparison of fidelity. The top row shows the original audio and watermarked audios of DeAR and the
baseline methods, wherein the black component represents the 10x residuals. To better illustrate their difference, the enlarged
views of the same regions are shown in the middle and bottom rows.

Distance (cm) 5 20 50 100
DeAR 99.18 98.55 93.40 92.68
Liu 77.09 82.64 74.76 66.02

Table 2: Comparison of robustness against re-recording at
different distances.

MMW'WMMWW%MM Original

Re-recorded

Residual

Figure 6: Visual example of noise induced by audio re-
recording.

distances. As shown in Table 2, our method performs better
over a wide range of distances. As the distance increases,
the robustness against AR suffers a corresponding degrada-
tion but is still acceptable (all above 90%).

Robustness Against Other Common Distortions. To
compare robustness more comprehensively, we further e-
valuate it under other common distortions during digital
transmission, namely, Gaussian noise under different signal-
to-noise ratios (10dB, 15dB, 20dB, 25dB), MP3 com-
pression (64 kbps, 128 kbps), Band-pass (1 kHz high-pass,
4kHz low-pass), Re-sampling (the watermarked audios are
resampled to 90% of the original sampling frequency and
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Distortions DeAR Su Liu
10dB 87.13/98.67 100.0 60.09
Gaussian 15dB 93.77/99.89 100.0 62.41
Noise 20dB 96.10/99.99 100.0 65.76
25dB 96.96/99.99 100.0 71.61
MP3 64kbps | 9522/99.94 9798 88.54
128 kbps | 97.00/99.97 98.00 98.53
Band-pass 1kHz 98.17/100.0 57.02 99.14
4kHz 92.12/99.06 99.99 50.57
Re-sampling 97.04/100.0 100.0 99.37
Dropout 97.147/99.99 99.08 69.63
Amplitude Modification | 97.14/99.99 98.00 99.84
Re-quantization 97.11/100.0 100.0 94.22
Median Filtering 96.16/100.0 100.0 90.80

Table 3: Robustness against other common distortions. We
provide the ACC of the default / the enhanced DeAR.

then resampled back), Dropout (drop (zero) a sample ev-
ery 100 sample points), Amplitude Modification (90% of
the original audios), Re-quantization (requantize down to 8
bits/sample), and Median Filtering (window size of 3). As
shown in Table 3, Su’s method achieves excellent robustness
in most cases except under the 1 kHz high-pass (underlined
data), which may be the reason for its fragility to audio re-
recording. Liu’s method cannot extract the watermark well,
facing 4 kHz low-pass. In contrast, DeAR is robust under all
types of distortions.

Furthermore, we propose the enhanced DeAR by adding
additional distortions to the distortion layer in addition to the
AR distortion. And one distortion is randomly selected for
each mini-batch during training. The additional distortion-
s contains the above common distortions except Gaussian
noise and band-pass filtering. For example, it only involves
Gaussian noise under 10dB for the enhanced training. As
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Figure 7: The influence of different embedding bits on robustness.

Distance (cm) 5 20 50 100
Default 99.18 98.55 93.40 92.68
Enhanced 98.65 98.54 94.98 91.33

Table 4: Comparison of robustness against AR between the
default and the enhanced DeAR.

shown in Table 3 and Table 4, the enhanced DeAR can
achieve better robustness against other common distortions
while still preserving robustness against audio re-recording.

Ablation Study

The Influence of Different Embedding Bits. We further
explore the influence of different embedding bits on robust-
ness. We take 64 bits, 100 bits, 169 bits, and 225 bits as ex-
amples to evaluate the robustness against Gaussian noise,
band-pass, simulated reverberation, and audio re-recording.
We evaluate the robustness of the model with different em-
bedding bits under the exact SNR requirement (SNR =
26 + 0.2). For each distortion, we also test on differen-
t strengths. We shall note that the simulated reverberation
is implemented by convolving watermarked audios and im-
pulse responses. The impulse response here is selected in a
conference room at different distances between the speak-
er and the microphone. As shown in Fig. 7, in most cases,
we shall sacrifice the robustness ability to some extent if we
want to embed more information into the target audio.

The Importance of Each Component of the Re-recording
Modeling. To fully verify the importance of the proposed
re-recording modeling, we re-train the model with the mod-
ified distortion layer three times. In each training, one com-
ponent of three distortions in the distortion layer is removed.
Besides the default consumer-grade microphone, we also u-
tilize the widely-used smartphone (e.g. Apple iPhonel2 pro)
to re-record the watermarked audio. As shown in Table 5, all
designed distortion components, i.e., environment reverber-
ation, band-pass filtering, and Gaussian noise could improve
the robustness against audio re-recording process. Among
them, the reverberation is much necessary because it induces
an accuracy improvement of more than 25%.
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Device \ Default w/oER w/oBF w/oGN
Microphone | 99.18 73.63 98.52 75.80
Smartphone | 98.57 66.17 92.64 75.25

Table 5: The robustness performance (ACC) of differen-
t configurations under different devices.

Strength Factor | 0.2
SNR (dB)
ACC (%)

0.5 0.8 1 1.2
39.84 31.88 27.79 2586 24.27
79.58 94.81 98.48 99.18 99.49

Table 6: Performance of DeAR with different strength fac-
tors.

Flexibility with Strength Factor. Given an audio coeffi-
cient and watermark as input, the well-trained encoder out-
puts a watermark residual, which is further superimposed
on the input. In a practical scenario, we are able to flexibly
adjust the strength of the residual to balance the trade-off
between fidelity and robustness. In Table 6, we provide the
quantitative results of fidelity and robustness against audio
re-recording under different strength factors, which demon-
strate the flexibility of the proposed DeAR.

Conclusion

To the best of our knowledge, we are the first to propose
using deep neural networks for audio watermarking and
achieve robustness against the audio re-recording (AR) pro-
cess. To achieve this, we jointly train an encoder and decoder
for watermark embedding and extraction, between which
a distortion layer that simulates the re-recording process
is further inserted to enhance robustness. Extensive experi-
ments demonstrate that our method outperforms the baseline
methods in terms of both fidelity and resilience to the AR
process. Furthermore, some ablation studies are also con-
ducted to verify the importance of our design and the flexi-
bility in practical scenarios.
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