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Abstract

The rapid development of neural network dataset distillation
in recent years has provided new ideas in many areas such
as continuous learning, neural network architecture search
and privacy preservation. Dataset distillation is a very effec-
tive method to distill large training datasets into small data,
thus ensuring that the test accuracy of models trained on their
synthesized small datasets matches that of models trained on
the full dataset. Thus, dataset distillation itself is commer-
cially valuable, not only for reducing training costs, but also
for compressing storage costs and significantly reducing the
training costs of deep learning. However, copyright protection
for dataset distillation has not been proposed yet, so we pro-
pose the first method to protect intellectual property by em-
bedding watermarks in the dataset distillation process. Our
approach not only popularizes the dataset distillation tech-
nique, but also authenticates the ownership of the distilled
dataset by the models trained on that distilled dataset.

Introduction

Deep neural networks have recently made a number of
breakthroughs and have had great success with well-
known applications and tasks ranging from computer vi-
sion (Krizhevsky, Sutskever, and Hinton 2012; He et al.
2016) and natural language processing (Devlin et al. 2018;
Doan and Reddy 2020) to other popular areas such as games
(Berner et al. 2019; Silver et al. 2017), computational ad-
vertising (Zhao et al. 2020b; Xu et al. 2021), and struc-
tural biology (AlQuraishi 2019; Doan et al. 2021). How-
ever, the training of neural networks usually requires large
datasets, and at the same time, the whole training process is
labor-intensive and resource-intensive. Though IP protection
methods (Uchida et al. 2017; Darvish Rouhani, Chen, and
Koushanfar 2019; Adi et al. 2018; Quan et al. 2020) based
on embedding watermarks on the models can achieve cer-
tain effectiveness on protecting the copyright of neural net-
works. But as the network models become larger and larger,
the corresponding model weights take up more and more
space. Therefore, model owners want to know if they can
provide services by providing a small amount of weight in-
formation instead of sharing the total model weights.
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To alleviate the pressure from large models, back in 2015,
(Hinton et al. 2015) proposed a method to distill the knowl-
edge of complex models into simple models, i.e., model
distillation. However, the performance of small models ob-
tained from model distillation can have a significant upper
limit and gradually fail to meet the increasingly complex
needs. And more importantly training a good deep learn-
ing model usually requires a large training dataset, so find-
ing a way to avoid not leaking data or needing to obtain or
share a large dataset first are particularly important to drive
the commercialization of neural networks. To address this
problem, (Wang et al. 2018) proposed a task related but or-
thogonal to model distillation, namely dataset distillation.
They were able to distill the knowledge of large training
datasets into very small sets of synthetic training images
(down to one image per class), while ensuring that model
trained on the distilled data would yield similar test perfor-
mance to that of the model trained on the original dataset.
Since the distilled dataset takes up only a small amount of
space, this significantly reduces the training cost and training
time for consumers. Since then, dataset distillation has be-
come an active research topic in machine learning (Bohdal,
Yang, and Hospedales 2020; Nguyen, Chen, and Lee 2020;
Nguyen et al. 2021; Sucholutsky and Schonlau 2021; Zhao
and Bilen 2021a,b; Zhao, Mopuri, and Bilen 2020) with var-
ious applications such as continuous learning, neural archi-
tecture search, and privacy-preserving ML. Although there
are many approaches to dataset distillation, no one has in-
vestigated the copyright protection of distilled datasets.

Therefore, we propose a copyright-protectable authenti-
cation method for distilled datasets to address the above
challenges. Our approach makes the model of the distilled
dataset generated by training not only learn the normal func-
tions but also embed the watermark into the training model
itself for the purpose of authenticating and protecting the
copyright of the distilled dataset. We improve the perfor-
mance of our dataset distillation method on normal functions
by imitating a multi-expert system trained on real datasets on
the one hand, and make our dataset distillation method cer-
tifiable by learning watermarked training datasets to embed
model watermarks based on backdoor attacks on the other
hand. It is worth mentioning that we update the generated
distillation dataset by learning and imitating the knowledge
of expert networks trained under diversity constraints during



synthetic dataset distillation and continuously adding back
propagation information of the model loss function. Ulti-
mately, we achieve the task of learning normal functions and
embedding model watermark information using distillation
datasets through a process similar to multi-task learning. Our
approach provides a feasible solution for copyright protec-
tion of distillation datasets. An illustration of our approach
is shown in Figure 1.

Our contributions are summarized below:

1) We present a novel problem: embedding watermark to
distillation dataset for intellectual copyright protection.

2) We propose a copyright-certified distillation dataset
method, which enable models trained on these dataset to si-
multaneously learn normal functions and embed watermarks
which later used for copyright authentication of the distilled
dataset.

3) We specifically design several robustness enhance-
ments by a comprehensive examining the potential threats
and perform comprehensive experiments in different set-
tings to show the performance of our method.

Related Works

Watermarking of Deep Neural Networks. Current re-
search on neural network model watermarking has focused
on embedding watermarks into the model weights them-
selves or embedding specific watermarks into the model out-
puts. The former concept of neural network model water-
marking by embedding watermarks on the model weights
themselves was first proposed by Uchida et al. (Uchida et al.
2017), who embedded watermark information on the model
weight feature layer to achieve copyright identity authenti-
cation. The latter concept such as backdoor watermarking,
which was first proposed by (Zhang et al. 2018). They back-
door attacked a model by training dataset containing a spe-
cific trigger pattern, such that the trained model misidentifies
the images containing the particular trigger pattern in the
prediction phase. Since then, some researchers have found
that it is possible to construct watermarking protocols with
the help of cryptography (Adi et al. 2018; Zhu et al. 2020)
to implement this watermarking method based on backdoor
to accomplish the watermarking authentication task.

Data Distillation. The dataset distillation was first intro-
duced by (Wang et al. 2018), who distilled datasets based on
hyperparametric optimization methods (Maclaurin, Duve-
naud, and Adams 2015). Subsequently, soft labeling-assisted
distillation learning (Bohdal, Yang, and Hospedales 2020;
Sucholutsky and Schonlau 2021), gradient matching to im-
prove learning efficiency (Zhao, Mopuri, and Bilen 2020),
data augmentation to improve learning (Zhao and Bilen
2021a), infinitely wide kernel-based optimization (Nguyen,
Chen, and Lee 2020; Nguyen et al. 2021), and currently
the best performance based on imitating long-path expert
learning (Cazenavette et al. 2022) have been used to im-
prove dataset distillation. At present, dataset distillation has
been applied to many domains, including continuous learn-
ing (Zhao and Bilen 2021a; Wang et al. 2018; Zhao, Mop-
uri, and Bilen 2020), neural network architecture search
cloud services (Zhao and Bilen 2021a; Zhao, Mopuri, and

6459

Bilen 2020), federated learning (Goetz and Tewari 2020; Su-
cholutsky and Schonlau 2020; Zhu et al. 2020), and privacy
preservation of image, text, and medical imaging data (Li
et al. 2020; Sucholutsky and Schonlau 2020).

Imitation Learning Imitation learning attempts to learn a
good strategy by observing a collection of expert demonstra-
tions (Osa et al. 2018; Peng et al. 2018, 2021). Behavioral
cloning trains the learned policy to behave in the same way
as the expert demonstrations. Some complex formulations
involve policy learning with specific labels (Ross, Gordon,
and Bagnell 2011), while other methods avoid any labels
at all, such as distribution matching (Ho and Ermon 2016).
This type of approach (behavioral cloning) has been shown
to work well in offline situations (Fu et al. 2020).

Watermarking Requirements
Problem Formulation

We assume that the clean training dataset is D¢ and
clean validation dataset is Dr. Let the neural network
model f trained on the clean training dataset as D¢ be
f@yep.(®) = y and parameter of the model as 6. We
set the average accuracy of clean validation dataset is Acc.
We let the dataset for embedding watermarking as Dyw con-
taining pairs uniformly named as (z’,y’) € Dy and its
secret key as Key. We assume the watermarked model as

f@y)epc Yoy (®) =Y.

Functionality-Preserving Requirement. The model after
embedding the watermark should perform about the same as
the model trained on a clean training set. Then we can define
Functionality-preserving requirement as follows.

Pr(d(f(w)a f(w)) < 6)(w,y)€’Dc >1-e¢ (1

Where ¢ and J represent the security level and its threshold.
It can be proved by a posterior probability. In order to eval-
uate the functionality-preserving performance quantitatively
in watermarking scheme, we transform it into :

V(:r,,y) € DCvd(f(w)a f(ili)) <90

2
Watermarking Protocol Requirement.We use

Verify(f(«’), Key) as watermark validation function
and Pr(Verify(f(x’), Key) 1) > 1 — € to check
correctness of watermark validation.

Our problem is to generate synthetic distilled dataset Dy,

and make the accuracy Acc of the model f(myy )eDy,, (T) have
the same accuracy with Acc of the model f(x) trained on
clean dataset Dc. At the same time, we have to ensure the
model trained on Dsy,, can pass the watermark verification.

Threat Model

We assume that the user usually comes with some prudent
operations after training a refined dataset containing copy-
right information, so we treat the operations presented below
as our threats.

Model modification. Fine-tune (FT) : Many users usually
will finetune the model trained by distilled dataset on run-
ning backpropagation on a smaller data set to fit their tasks.
Neuron pruning (NP) : Users with restricted computational
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Figure 1: Training: in Stage I, we train multi expert models @ under different constrains 7" for M steps; Distilling: in Stage II,
we perform data distillation by sample parameters from multi experts at random timestep to update parameters of our distilled

model  and synthetic data Dgy,. Validation: in Stage III, we use our Key to generated watermarked pairs D\]N( Y for querying
the suspicious model whether has trained on our distilled dataset with no copyright permission. Then we compare our Key

with the extracted Key’ calculating from the inferences f (’Dé,( “Y) of the model to validate our copyright.

resource will pruning some less important neuron to save en-
ergy. Fine-pruning (FP) (Liu, Dolan-Gavitt, and Garg 2018):
Prudent users will conduct fine-pruning to eliminate poten-
tial backdoors inserted in the pre-trained model by distilled
dataset. They prune less important neurons and fine-tuning
on their local dataset which are usually smaller than the orig-
inal training dataset.

Watermarking Detection. The embedded watermark has to
be such that a potential attacker cannot distinguish between
a watermarked model and a clean model, otherwise the at-
tacker will use a clean model to evade copyright regulation.
Current watermark detection methods for neural networks
are based on backdoor screening methods or reverse engi-
neering to highlight backdoor-based watermarks.

Watermarking Rewriting. After the attacker obtains the
model and knows the watermarking algorithm, they will em-
bed their watermark into the model and declare ownership
thereafter. Since the parameters of the model are hard to
prove not redundant, the embedding of the new watermark
can always be satisfied. Therefore, the performance require-
ment for watermarking is that the embedding of the new wa-
termark does not erase the previous watermark.

Privacy Exposure. Privacy exposure means that an attacker
has the ability to identify the model host without permission.
That is, a watermarked DNN exposes relevant information
about its author that may allow the model to be identified di-
rectly by its author information and not by its performance.
Ownership Piracy. Ownership piracy is not aimed at re-
moving the original legal watermark, but construct anther
illegal watermark without tuning its parameters or training
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extra learning modules. Due to cryptological protocols are
often used in secure watermarking schemes, it is almost im-
possible to black-box forging attack to achieve ownership
piracy within time complexity polynomial.

Method

Since watermarking for distilled datasets has not been stud-
ied, we propose a backdoor attack-based neural network wa-
termarking approach with a dataset distillation method to re-
verse embed the model watermarking knowledge into the
generated distilled dataset. As a result, our distilled dataset
has not only the knowledge allowing the model to learn
the normal functions but also the watermarking information
satisfying the copyright authentication requirements. The
workflow of our watermarking scheme is shown in Figure 1.
Our watermarking scheme is composed of three stages:
Stage I : Generating Watermarked Images for Training.
In this stage we mainly introduce an algorithm to generate
watermarked pairs Dy = {(x,vy}), -, (x,,y, )} based
on backdoor attacking to embed watermark into multi expert
models. We use K ey to generate a cluster of n samples with
specific watermarked and labeled samples Dy as below:

Dy < KenGen(Key, (,Y))(z,y)eDc

For function KeyGen(-), we also achieve this by two one-
way hash functions H, and H, taking the Key as input
to generate the x’,y’ sequences. We use SHA256 as hash
function, whose output can be divided into exactly 32 pixel
values. So we can use these pixels to form the desired wa-
termark pattern. And we continue to use it as input to the



hash equation to generate a new watermark pattern. We re-
peat the above operation until n watermarked pairs are gen-
erated. The above process can be formulated as:

Wi+1 — Hw(K€y7 Wl)vz = 1) N
iy =@+ Wip
Y41 = mod(Hy(Key, Wit 1), Cls)

3)

Where W; is the pixel block of the i, watermark pat-
tern. We set the size of the watermark pattern to 1616 on
CIFAR-10 and CIFAR-100 datasets and to 32x32 on Tiny
ImageNet just patched the watermark pattern on left-up cor-
ner of the images.
Stage II : Dataset Distillation from Multi Experts. We
mainly introduce a dataset distillation algorithm which can
be able to distill the knowledge of normal function and wa-
termark needed from multi experts training on watermarked
training dataset D = D¢ | Dw. Below is our specific design
of the dataset distillation process for different requirements.
Functionality-Preserving Enhancing. Our model intends
to learn two tasks, one for normal function classification
training, another for watermarking tasks. Considering two
tasks may not converge simultaneously, we add an extra loss
by comparing with a normal function well pre-trained model
6", which used to guide the training process to achieve the
tasks in order.

Lo =10 — 613 @)

For functionality-preserving of each task, we use the cross
entropy loss for achieving Lp. and Lp,, as shown below:

[’Dc = ‘CDC (f(w)vy)
(z,y)€Dc (5)
‘CDW = EDW (f(:li), y)
(z,y)EDw
Therefore, the total loss function is:
Lp.ypy =L +A1-Lpy + A2 Lo (6)

Resistance for Model Fine-tuning. Inspired by
(Cazenavette et al. 2022), we propose a multi-task
dataset distillation method learning from multi-domain
expert knowledge. That is, we differ from them in that we
do not only train expert networks on clean training datasets,
but also on datasets that contain backdoor triggers to add
watermarks to the model. In addition, we also select some
of these two types of expert networks above to do additional
robustness enhancement during the training process. Taking
145, expert for fine-tuning enhancing, we use the fine-pruning
defense (Liu, Dolan-Gavitt, and Garg 2018) approach here
to strengthen neurons having a relatively large impact on
the model performance and get an fine tuning model f(x)
from f (). Thus the loss to be optimized under fine-tuning
enhancing mode of the expert model can be expressed as:

Lp, = Lp, (f(z)y) (7
(x,y)EDw

Then the total loss is updated to:
EDcUDw = EDC + M 'EDW + A3 '[:Dw + X Lo (8)
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Later we train the last 10 epochs of the robustness-enhanced
expert training using the same procedure as the normal
model training.

Resistance for Watermark Detection. Due to lack of a uni-
versal watermark detector for neural network, the evaluation
of resistance for watermark detection is impractical. An in-
tuitive measure is to observe the difference in the parameters
between a watermarked model and a clean model. We em-
pirically use A2 to control for the difference between them.

Resistance for Watermark Rewriting. Usually the opera-
tion of watermark overwriting is a relatively expensive oper-
ation for an attacker. For the process of watermark rewriting
requires balancing both normal function learning and water-
mark embedding tasks, which makes it relatively difficult for
an attacker to achieve without having the complete dataset.
Considering the cost of watermark rewriting, we assume that
the attacker does not disturb the backbone layer of the model
too much, but only fine-tunes the last layer of the model. In
this case, our watermarking approach can still remain effec-
tive, as proven by (Adi et al. 2018).

Resistance for privacy exposure. Constraining privacy ex-
posure means attackers can not distinguish between different
watermarked models by different Key, even if the number
of candidates has been reduced to two. In order to constrain-
ing privacy exposure, Key in our watermarking protocol
is generated by a probabilistic algorithm and two one-way
hash function are used in KenGen(-). Above processes is
sufficient and crucial to make adversary can only conduct a
random guess, that is proved by (Li and Wang 2021).

Resistance for Ownership Piracy. We have designed a
hash chain based watermarking authentication method. First
we embed a watermark to the model through a backdoor
attack method. Then, the images and labels of our authen-
tication dataset need to be correctly 7 steps (here 7 is the
threshold for ownership validation, and 7 < n) on the model
in succession that match the hash inference we designed be-
fore the watermark authentication is considered successful.
From Equation (11), when n=15, Cls = 10 and 7 = 5, the
collision probability is smaller than 10~1°. So our one-way
hash-based authentication watermarking mechanism has the
ability to resist ownership pirate.

Multi Experts Guided Dataset Distillation. For all experts
networks, we used the same network structure and training
parameters for training but under different loss function con-
strains. During the training process, we save snapshot pa-
rameters of each expert at every epoch. Actually these se-
quences of parameters of each expert represent the theoret-
ical upper bound for the dataset distillation task. Here we
define 0} as the parameters of expert ¢ at the training step .
Accordingly, we define 6, as the parameters of watermarked
model trained on synthetic distillation dataset at training step
t. Inspired by (Cazenavette et al. 2022), we also encourage
6, to mimic expert following long-range parameter match-
ing strategy. At the first step of dataset distillation, we ran-
domly pick several images from clean training dataset D¢
to initial distilled data Dsy,, which will be generated later.
During each distillation step, we randomly select one ex-
pert and sample a random timestep 0 as the initial state



of performing dataset distillation model. Then we perform
N gradient descent updates on the dataset distillation model
with respect to the classification loss calculating on gener-
ated synthetic dataset Dyyy:

0i1iv1=0rpi — aVLU(P(Dayp; 011:)) )]

Where D, are randomly sampled from Dsy,, and O(-)
is the differentiable augmentation technique (Karras et al.
2020; Tran et al. 2020; Zhao et al. 2020a,c) used in previous
work (Cazenavette et al. 2022), and « is a trainable learning
rate used to update the dataset distillation model. The differ-
entiable augmentation technique make us be able to perform
back-propagate through the augmentation layer to our syn-
thetic dataset.

After N steps updating dataset distillation, we return to
update the expert parameters for M training updates which
willed used in the next round for updating the dataset distil-
lation model. Then we use a weight matching loss to update
our synthetic distilled images. Specifically, in order to bring
an extra weight matching loss to enhance robustness, we
train the Idx expert model under finepruning setting. Thus,
the total loss is shown below:

0 Idx
9t+N - 9t+M

N 2
%
b |

el

‘;,Ida:¢*

.
The L4 error can get a strong signal from experts and nor-
malization brings some benefits to self-calibrate the mag-
nitude difference across neurons and layers, which are also
proved in (Cazenavette et al. 2022). Where [ is a hyperpa-
rameter used to adjust the proportion of knowledge learned
from Idx expert. Finally, we minimize this object to update
the synthetic distilled dataset and the trainable learning rate
a. Since our experts models can be pre-computed before
distillation, which allowing for rapid distillation and experi-
mentation.
Stage III : Performing Watermark Verfication. We pro-
pose an watermark verification algorithm Verify(-) to prove
if a watermark K ey is present in a model 6 or not. We gener-
ate Diy®Y from K ey and we use Pr{Verify(Diy Y, Key) =
1} > 1 — e at least 7 steps. As for an arbitrary key compos-
ing n randomly selected intergers, it almost computationally
impossible to generate a Key' to collide with the true Key.
Supposing we randomly forge a Key’ and the probability of
itp, interger verification probability is 1/Cls, where Cls is
the number of classifications. Therefore, the upper boundary
probability of this event can be expressed by the following
equation.

Idx Idx
et - 0t+]\4

i(Cls — 1)1

Pr{Verify(Dy ", Key')} < ) - —iGia

=T

Y

Where 7 is the threshold of ownership validation. Therefore
the possibility of using an arbitrary K ey’ to make an effec-
tive collision is almost negligibility.
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Experiments and Results
Experiment Setup

Dataset. We choose three datasets to test our method, they
are CIFAR-10, CIFAR-100 and ImageNet-Tiny (Zhao and
Bilen 2021b).

Evaluation and Benchmarking: Since we are the first wa-
termarking study for dataset distillation, we compare our
approach with other dataset distillation methods for com-
parison on one hand, and evaluate traditional watermarking
performance metrics on the other hand. For the comparison
performance of dataset distillation, we compare to several
recent methods, such as Differentiable Siamese Augmenta-
tion (DSA) (Zhao and Bilen 2021a), concurrent works Dis-
tribution Matching (DM) (Zhao and Bilen 2021b), Aligning
Features (CAFE) (Wang et al. 2022) and Matching training
trajectories (MTT) (Cazenavette et al. 2022).

Network Architectures. We followed the same network ar-
chitecture ConvNet used in (Cazenavette et al. 2022) for all
our watermarking distillation task. The ConvNet consists of
several convolutional blocks with 128 filters, Instance nor-
malization (Ulyanov, Vedaldi, and Lempitsky 2016), RELU,
and 2x2 average pooling with stride 2. And a single layer
following these convolutional blocks produces the logits.
Further Details. For the evaluation of watermarking verifi-
cation, we set the length n of watermarked sequences gen-
erated by KeyGen(-) to 10 and the threshold for ownership
validation 7 to one in CIFAR-10. Due to the state-of-art per-
formances of normal function accuracy of distillation dataset
methods are not great than 50%, so we just set the length n
to 5 in CIFAR-100 and Tiny ImageNet to simply analyze the
effectiveness of our method. As a result, their lower perfor-
mance makes the distilled dataset itself less valuable at this
point. Therefore, we assume that an attacker is not willing
to spend too much effort to implement the ownership pirate
attack. So we consider sacrificing the performance of resis-
tance to ownership pirate on the CIFAR-100 and Tiny Image
dataset by reducing the threshold 7 to one to perform copy-
right authentication. As for the ratio of the %‘g, we experi-
mentally found that this ratio, if set too high, would affect
the performance of the distillation dataset in normal func-
tions, so we finally set it to 0.1 for all experiments Based
on several studies (Cazenavette et al. 2022) have proved that
long-range matching performs better, here we empirically
set M to 500 and N to 20 for all experiments. The optimal
A1, A9 and A3 are chosen by grid search.

Functionality-Preserving Performance

For the functionality-preserving property we require that
the model trained on generated copyright-certified distilla-
tion dataset should be as accurate as a model training on
clean training dataset. We perform our experiments on all
three datasets with the 32 x 32 resolution for CIFAR-10
and CIFAR-100 dataset and 64 x 64 resolution for Tiny
ImageNet. And we evaluate the performance of the dataset
distillation on different number of distilled images per class
from 1 to 50. For experiments on CIFAR-10 and CIFAR-
100 we use a depth-3 ConvNet and for Tiny ImageNet we
use a depth-4 ConvNet, both of them are taken from the



Dataset Img/cls  Ratio % DSA DM CAFE MTT Ours Ours* Clean
CIFAR-10 1 0.02 28.8 £0.7 26.0+0.8 303 +1.1 463+08 46.1 £0.7 714+03
CIFAR-10 10 0.2 52.1£0.5 489406 463+£06 653+07 638+£05 933+£02 84.8+0.1
CIFAR-10 50 1 60.6 £0.5 63.0+04 555406 71.64+02 70.8+03 97.6+£02
CIFAR-100 1 0.02 13.9+03 114+03 129403 243403 242+£05 315+02
CIFAR-100 10 0.2 323+£03 297403 27.8+03 40.1+04 384+03 524+03 562+£03
CIFAR-100 50 1 428 +04 43.6+£04 379+03 477402 468+03 563+£02
Tiny ImageNet 1 0.02 - 39402 - 8.8 £0.3 85+03 114405
Tiny ImageNet 10 0.2 - 12.9 £04 - 232402 2284+03 295+0.7 37.6+04
Tiny ImageNet 50 1 - 24.1 +£0.3 - 28.8+0.3 279+02 30.6+0.6

Table 1: The comparision between our method with other dataset distillation with respect to functionality-preserving perfor-
mances. All experiments are done with a 128-width ConvNet. All other dataset distillation focus on classification task only and
do not include watermarking task. Column of “Ours*” marked by (x) is the watermark validation accuracy only existed in our

experiments.

mages per Class

Figure 2: Generated distilled image for CIFAR-10.

open-source code (Cazenavette et al. 2022; Zhao and Bilen
2021a).

As seen in Table 1, our method outperforms all baselines
and except MTT in every setting. When increasing the num-
ber of distilled images per class from 1 to 50, the classifica-
tion accuracy and watermark validation accuracy both show
an increase from 46.1% to 70.8% and 71.4% to 97.6%. Here
we provide a comparison between one image per class and
10 images per class through visualizations shown in Fig-
ure 2. When more images are allowed to be ditilled, we can
see that more expressive and diverse features of the relative
class are distilled.

Although we have about 1~2% loss in accuracy com-
pared to the best method (MTT (Cazenavette et al. 2022)),
the best performance of MTT is based on zca whitening
method which usually processes and stores large changes
to the input image. Therefore their method does not very
suitable for backdoor-based watermark embedding methods.
Worth to note, on the image class distillation setting, we
achieve double test accuracy comparing with the next best
method (DSA (Zhao and Bilen 2021a)) on CIFAR-10 and
CIFAR-100 dataset shown in the sixth the last column of the
Table 1. Though the total performances on CIFAR-100 are
worse than on CIFAR-10, but watermark validation accuracy
of the former still large than normal function accuracy. For
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Attack Method Acew
Az, A2=0  A3=0  A2=0 A3, A2 #0
Finetuning 83.6 86.6 875 90.9
Finepruing 86.5 853 885 89.0
Neuron pruning 85.6 88.0  88.7 89.5

Table 2: Ablation study on CIFAR-10 with 10 image per
class dataset distillation setting. “Accy” means training
with sythentic distilled dataset with A\; # 0 and shows the
average performance of the the watermark validation accu-
racy. As for the third column to last column represent the
combinations of our mentioned two enhancements: resis-
tance for model fine-tuning and functionality-preserving.

CIFAR-100, these distilled images are shown in Figure 3.

In Tiny ImageNet, we improve the next best method (DM
(Zhao and Bilen 2021b)) to almost twice test accuracy in
10 Img/Cls and 20 Img/Cls settings shown in the seventh
column of the Table 1. In addtion, we can see that the
dataset distillation task on Tiny ImageNet becomes harder
than CIFAR-10 and CIFAR-100, which need to handle 200
classes and resolution up to 64x64. Even the clean model
trained on full clean dataset can just achieves an accuracy
of 37.6£0.4%. Thus it is not weird that the accuracies of the
dataset distillation methods are generally no more than 31%.

Notably, our approach not only outperforms all baselines
in terms of normal functionality-preserving performances,
but also achieves good performance in the task of water-
marking authentication. The watermark validation accuracy
on CIFAR-10, we get with an average score of 87.440.3%.
Limited by the difficulty of training CIFAR-100 and the task
of Tiny ImageNet itself, our watermark authentication accu-
racy is only able to reach 52.4% and 29.5% in 10 images
per class setting as shown in the eleventh row of Table 1.
Although the accuracy on Tiny ImageNet is low, it at least
shows that our method still has some watermark embedded
into the model. Because the blind guess probability is 0.01
(CIFAR-100) and 0.005 (Tiny ImageNet), respectively.



Figure 3: Generating 1 distilled image per class for CIFAR-100.

Watermark Detection

We examine our watermarked model trained on distilled
model against watermark detection. Here we use the prop-
erty inference attack (Ganju et al. 2018) to perform water-
mark detection, which also used in model watermark detec-
tion (Li and Wang 2021). Our method did not casue a sig-
nificant difference between the distributions of parameters
of the two models. Thus an attacker can hardly identify a
model is a watermarked model or a clean model.

Ablation and Robustness

We conducted three tuning attacks : finetuning, fineprun-
ing, neuron pruning, and the overwriting attack to our pro-
posed copyright-certified distillation dataset method. We
compared the performance of the A, A3 under different com-
binations to control the final loss function to adapt to dif-
ferent threats. Ay control the influence on funactionality-
preserving performance guided by a pre-trained model 6°.
A3 control the resistance of model to fine-tuning. Our re-
sults is shown in Table 2. We observe that utilizing either one
of enhancement, we improve the performance almost about
3%~4%, for example, facing finetuning we improve the per-
formance from 83.6% to 86.6% and 87.5% shown in the sec-
ond row of Table 2. From the last column of Table 2, when
we adopt both enhancements, we can achieve better perfor-
mance than either using alternative one. Therefore, our en-
hanced design in functionality-preserving and resistance to
tuning make sense.

Considering overwriting attack is a relatively expensive
operation. So we here simulate this attack by using another
key to generate a different set of watermarked images and
finetuning the last layer of the model on them for extra
epochs from 10 to 100. The results are shown in Table 3.
From the first and last column of Table 3, we observe that
the primary watermark validation accuracy almost maintain
88% within a fluctuation about 4% and only 0.3% fluctu-
ation on normal function accuracy. Meanwhile overwriting
by finetuning the last layer show several limitations on per-
formance, it seems model overfits after 50 epochs with no
performance improvement as shown in the second column
of Table 3.

We also evaluate our copyright-certified distillation

6464

Scheme Accew  Accr  Acc
Primary watermark 93.3 - 63.8
Overwriting 10 epochs 90.9 20.5 63.6
Overwriting 50 epochs 88.5 68.7 643
Overwriting 100 epochs ~ 87.5 71.8  64.1

Table 3: Robustness facing overwriting tested on CIFAR-10
with 10 image per class. “Accyy” is the watermarking val-
idation accuracy of primary watermark. “Accg” represents
the watermarking validation accuracy of the overwrote wa-
termark. “Acc” is accuracy of normal function.

Dataset Model Accw  Acc
ConvNet 93.3 63.8

CIFAR-10 ResNet 74.4 46.2
10 img/Cls VGG 409 495
AlexNet 214 339

Table 4: Performances of our copyright-certified distillation
dataset method tested on ConvNet, ResNet, VGG, AlexNet,
under CIFAR-10 with 10 image per class setting. “Accy” is
the watermarking validation accuracy of primary watermark.
“Acc” is accuracy of normal function.

dataset performs on different architectures on the CIFAR-
10 with 10 distilled images per class. Here we compare
our baseline ConvNet performance with ResNet, VGG, and
AlexNet. Results are shown in Table 4

Conclusion

In this paper, we present a new problem: embedding water-
marking into distilled dataset for intellectual copyright pro-
tection. And We first propose a copyright-certified distilla-
tion dataset method, which enable models trained on these
dataset to simultaneously learn normal functions and embed
watermarks which later used for copyright authentication of
the distilled dataset. According to the requirements of wa-
termarking, we comprehensively design several robustness
enhancements and perform various experiments. In the ex-
periments, we demonstrate that our copyright-certified dis-
tillation dataset method is secure against all possible treats.
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