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Abstract

The ensemble attack with average weights can be lever-
aged for increasing the transferability of universal adversarial
perturbation (UAP) by training with multiple Convolutional
Neural Networks (CNNs). However, after analyzing the Pear-
son Correlation Coefficients (PCCs) between the ensemble
logits and individual logits of the crafted UAP trained by the
ensemble attack, we find that one CNN plays a dominant role
during the optimization. Consequently, this average weighted
strategy will weaken the contributions of other CNNs and
thus limit the transferability for other black-box CNNs. To
deal with this bias issue, the primary attempt is to leverage the
Kullback—Leibler (KL) divergence loss to encourage the joint
contribution from different CNNs, which is still insufficient.
After decoupling the KL loss into a target-class part and a
non-target-class part, the main issue lies in that the non-target
knowledge will be significantly suppressed due to the increas-
ing logit of the target class. In this study, we simply adopt
a KL loss that only considers the non-target classes for ad-
dressing the dominant bias issue. Besides, to further boost the
transferability, we incorporate the min-max learning frame-
work to self-adjust the ensemble weights for each CNN. Ex-
periments results validate that considering the non-target KL
loss can achieve superior transferability than the original KL
loss by a large margin, and the min-max training can provide
a mutual benefit in adversarial ensemble attacks. The source
code is available at: https://github.com/WJJLL/ND-MM.

Introduction

The rapid development of Convolutional Neural Networks
(CNNs) has wittiness great success in various fields, e.g.,
image classification (He et al. 2016), object detection (Ren
et al. 2015), image segmentation (Long, Shelhamer, and
Darrell 2015). However, recent studies (Goodfellow, Shlens,
and Szegedy 2015a,b) indicated that the CNNs are highly
vulnerable to adversarial samples, i.e., adding a small
quasi-imperceptible perturbation can make the CNNs out-
put wrong predictions for an input. Besides, the adversarial
samples show strong transferability in attacking other un-
known black-box CNNs, and several different methods (Ku-
rakin, Goodfellow, and Bengio 2018; Dong et al. 2018,
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Figure 1: The PCC analysis between fused logits and single-
model logit vector for (a) the targeted UAP and (b) the non-
targeted UAP. [,, [, and [; is the logit computed by the
VGG16, ResNet50, and DenseNet121, respectively. [ ¢ is the
fused logits. (More details can be found in Sec. )

2019; Zhao, Liu, and Larson 2021) have been proposed to
improve the transferability of adversarial samples.

Instead of crafting the perturbations for each input indi-
vidually, Moosavi-Dezfooli et al. (2017) found the existence
of input-agnostic universal adversarial perturbation (UAP),
that a single perturbation 6 can fool a CNN model on a ma-
jority of inputs. After that, a wide range of methods (Mop-
uri, Garg, and Babu 2017; Zhang et al. 2020b; Benz et al.
2020) have been proposed for crafting more destructive and
purposeful UAPs. Notably, Zhang et al. (2020b) further an-
alyzed the properties of UAPs based on the Pearson Cor-
relation Coefficient (PCC) between the logits of adversar-
ial samples and the UAPs and found that the UAPs con-
tain the dominant features for the adversarial samples. Be-
sides, Zhang et al. (2020b) crafted the targeted UAPs that



can change the decision of an adversarial sample to a pre-
defined target class (targeted attack).

In the other aspect, using multiple CNNs to generate the
adversarial samples can effectively increase the transferabil-
ity of attacking unknown black-box models (Liu et al. 2016;
Dong et al. 2018). For crafting UAP, the ensemble strategy
also can improve the performance. However, we also ob-
serve a severe bias issue of the crafted UAP with the en-
semble attacks in the non-targeted and targeted attacks (as
shown in Fig.1). Specifically, when computing the PCCs
between the fused logits and individual logits by using the
crafted UAP ¢ as the input to the training CNNs, one PCC
will almost equal 1, which is significantly higher than the
others. Based on the analysis in (Zhang et al. 2020b), this
phenomenon indicates that one model will have the domi-
nant role in the ensemble learning, and the contributions of
other training models are been weakened. Thus, the widely
used ensemble training with the average weights for each
training model will limited the transferability of UAPs.

To address this bias issue, the primary attempt is lever-
aging the Kullback-Leibler (KL) divergence loss to enforce
that the logit distribution of each CNN is similar to the fused
logits, thus encouraging their joint contributions to increase
the final transferability. After using the KL loss, the bias
can be effectively alleviated in the first few training itera-
tions. But, the bias phenomenon still exists when training
with more iterations. To take a closer look of this issue, we
decouple the KL loss into a target class-related part and a
non-target class-related part, following the reformulation of
knowledge distillation in (Zhao et al. 2022). The non-target
class-related part is conditioned on the sum probability of
all non-targeted classes. Since the loss functions for crafting
adversarial samples aim to increase the probability of the
target class in the targeted attack (or predicted class of the
adversarial sample in the non-targeted attack) to achieve the
fooling goal, consequently, the probability of the target class
will be close to 1, and other non-target classes will be close
to 0. Thus, the knowledge of the non-target classes will be
neglected in the original KL loss function, which is insuf-
ficient to reduce the bias issue. Additionally, the non-target
knowledge has not been considered in previous studies for
crafting adversarial samples with higher transferability.

Inspired by the above analysis, we raise the question:
“Can we increase the transferability of UAP by only con-
sidering the knowledge in non-target classes to narrow the
gap between the logits distribution of each CNN and the
fused logits?” Therefore, in this study, we leverage the non-
target KL loss function only based on the logits of non-target
classes while omitting the logit of the target class during the
whole training process of the ensemble adversarial attack.
Besides, to further boost the transferability, we incorporate
the min-max learning framework (Wang et al. 2021) into our
loss to adjust the ensemble weights for each training CNN,
instead of using the average weights.

To sum up, the main contributions of this study for im-
proving transferability of UAPs are as follows:

* The original KL loss is insufficient to deal with the dom-
inant bias issue in the convention ensemble attacks. After
decoupling the KL loss into a target part and a non-target
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part, we find the non-target knowledge will be omitted
and propose using a non-target KL to solve the issue.

* Experimental results demonstrate the effectiveness of the
non-target KL for improving the transferability of UAPs
than the original KL loss. Further incorporating the min-
max learning framework can provide extra benefits for
the performance.

Related Work

In this section, we will review the recent advances related to
our study in following two aspects: Universal Attacks and
Ensemble Attacks.

Universal Attacks

Following the finding of UAP in Moosavi-Dezfooli et al.
(2017), a wide range of different methods have been pro-
posed for generating more disruptive and purposeful UAPs.
In this study, we mainly categorized them into feature-
based and decision-based.

Feature-based methods crafted the UAPs that can incor-
rectly activate the neurons in the hidden layers of the CNNs.
For example, Mopuri, Garg, and Babu (2017) proposed the
training data-free Fast Feature Fool (FFF) method to opti-
mize the UAP ¢ that can maximize the activation of neurons
when feeding it to the surrogate CNN. Follow up, Mop-
uri, Ganeshan, and Babu (2019) further boosted the fool-
ing ability of FFF by leveraging the statistics or the origi-
nal images from the training dataset as prior information. Li
et al. (2019) exploited the model uncertainty to generate a
more disruptive UAP, in which the Monte Carlo sampling
is employed to activate more neurons and a textural bias is
adapted as a statistical uncertainty. Khrulkov and Oseledets
(2018) used the (p, ¢)-singular vectors of the Jacobian met-
rics of the hidden layers’ features for computing the UAP.

Decision-based methods focus on disturbing the decision
boundary of the adversarial samples. For example, Li et al.
(2019) learned the UAPs for disturbing the image retrieval
systems by corrupting the pair-wise and list-wise relation-
ship among the retrieval ranking list. Zhang et al. (2020b)
first found that the UAPs contain dominant features of the
adversarial samples and then proposed margin-based loss
functions to craft the UAPs by enlarging the logit margins
between the targeted class and other non-targeted classes
in the targeted attack. Besides, Zhang et al. (2021) ob-
served the dominant label phenomenon in the UAPs and
leveraged a simple self-supervision cosine similarity loss
function to minimize the logits’ similarity between a clean
sample and its adversarial counterpart. Benz et al. (2020)
and Zhang et al. (2020a) achieved the targeted attacks
that can only affect the selected classes and have less im-
pact on other non-selected classes. These targeted attacks
were trained by combining the margin-based loss function
in (Zhang et al. 2020b) and the cross-entropy loss function.
The cross-entropy loss mainly forces the samples from the
non-selected classes to maintain their original labels.



Ensemble Attacks

The ensemble attack (Liu et al. 2016; Dong et al. 2018) is
an effective strategy to increase the adversarial transferabil-
ity by training with multiple CNN models. Considering K
training CNN models, the general objective function can be
formulated as

K

K
Lens = L (Z wipk(z + 6)) . s.t. Zwk =1, ()
k=1

k=1

where £(-) computes loss function for ensemble outputs in
targeted attack or non-targeted attack, wy, is the ensemble
weight for k-th model, and pg(z + ¢) is the outputs (e.g.,
logits, probabilities) of adversarial sample = + ¢ from k-th
model. In (Liu et al. 2016), the probabilities were used for
achieving the ensemble attack. Dong et al. (2018) leveraged
the logits for ensemble attack, which empirically obtained
better performance than ensemble in probabilities and en-
semble over loss functions Zszl wiL (pr(x + J)). How-
ever, (Liu et al. 2016; Dong et al. 2018) simply used the aver-
age weight for each model in experiments, i.e., wy = 1/K,
thus the performance was limited. Wang et al. (2021) fur-
ther explored the min-max framework for producing the en-
semble attacks which can self-adjust the weights w; for each
model, optimizing the following loss function,

K K

£en8 - Inéll'l Ing}(; wkﬁ (pk(x + 6)) ? s.t. ; Wk

=1

2
On the other hand, Yuan et al. (2021) proposed Meta Gra-
dient Adversarial Attack (MGAA) based on FGSM-related
techniques (Goodfellow, Shlens, and Szegedy 2015a; Ku-
rakin, Goodfellow, and Bengio 2018; Dong et al. 2019; Xie
et al. 2019) to simulate white-box and black-box scenarios
for boosting the transferability. Xiong et al. (2022) proposed
the stochastic variance reduced ensemble (SVRE) attack to
reduce the gradient variance of the ensemble models and
take full advantage of the ensemble attack. In contrast with
previous methods, we will leverage the non-target knowl-
edge which have not been considered in previous studies for
improving the transferability in ensemble attacks.

Method

In this section, we first describe the baseline model used for
crafting the UAPs. Then, we introduce the details of using
non-target knowledge for improving the transferablity of ad-
versarial examples. Finally, we present the min-max training
procedure for adjusting ensemble weights.

Baseline

Given K surrogate CNNs {M;, M,,..., Mk}, we can
compute their corresponding logits {li(z + ¢),lz2(z +
8), .., Ui (x+9)} for an input adversarial sample 2+ ¢. Their
fused logits is denoted as f(x +6) = >, wili(x + 6). To
optimize the § in the targeted and the non-targeted attacks,
we use the following loss functions for training built upon
the ensemble loss Eq. 1.

2770

Targeted Attack: The margin-based loss function pro-
posed in (Zhang et al. 2020b) is used for targeted attack,

L, = max (mﬁtx filz +9) — filx +9), —/€> , 3
where f;(z + J) denotes the i-th logit related to class ¢, ¢ is
the targeted class, « is hyper-parameter which is set to 10.

Non-Targeted Attack: For the non-targeted attack, we
adopt the widely used negative Cross-Entropy function for
crafting the UAPs, denoted as:

L =17 log (softmax(f(z + ) 4)

where ¢ = arg max f(x) is the estimated label of the clean
sample z, and 1. is the corresponding one-hot vector.

Pearson Correlation Coefficient Analysis: Although the
ensemble training strategy could improve the overall trans-
ferability, we also find that the generated UAPs still bias
to one of the training CNNs. Following the PCC analysis
in (Zhang et al. 2020b), Fig. 1 shows the P (f(9),1;(9))
between the fused logits f(4) and the logits ;(d) of each
individual model M; based on the § learned from ensem-
ble models (i.e., VGG16, ResNet50, DenseNet121). The
PCC with VGG16 is 1.00 in both targeted and non-targeted
attacks, which is significantly higher than the PCCs with
ResNet50 and DenseNet121. This phenomenon reveals the
VGG16 plays a dominate role during the optimization of
ensemble attack, thereby weakening the contributions of
others. Consequently, simply averaging the outputs of dif-
ferent CNNs to obtain the ensemble adversarial attack will
limit the transferability of attacking other black-box CNNs.

Non-Target Kullback-Leibler

To deal with the bias issue as shown in Fig. 1, we can lever-
age the Kullback-Leibler (KL) divergence loss function to
encourage each Iy (x + 0) having a similar distribution with
the fused logits f(x + J) during the optimization process.
For brevity, we omit the (x 4+ §) and can have the KL loss
function Lk, for increasing the similarity as,

K
Lk = Z KL (softmax(f) || softmax(Ix))

®)

where pgc and p!, are the probabilities of class i after the soft-
max over the fused logits f and the logits of the k-th model,
respectively. t is the target class in the targeted attack or the
predicted class of adversarial example in the non-targeted
attack', and C is the total number of classes.

"For simplicity, we will denote the predicted class with maxi-
mum logit of the adversarial sample in the non-targeted attack as
the target class ¢ in following sections.
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Figure 2: The logits trend over iterations of the UAPs in the
Targeted attack and the Non-targeted attack.

In Figure 2, we plot the logit trend of the UAPs over it-
erations of the target class ¢, and can observe that the KL
loss function is effective in alleviating the bias issue during
the first 100 to 125 iterations. However, the target logit of
VGG16 will rapidly increase when training with more itera-
tions, and thus it will neglect the effects of KL loss since the
probability of target class ¢ is close to 1 and other non-target
classes will close to O after the softmax.

To address this problem, we first delve into the KL loss
and decouple it into the target class related part and the
non-target classes related part following the reformulation of
knowledge distillation in (Zhao et al. 2022). Let’s define the
re-normalized probabilities after using softmax among non-

target classes as p™* = {p',--- ,p'~ L, ptt - 5O} (e,
[ p— ‘e = and z; is the logit of class 7). According to
jF#t
=1—pt = Xise
the probability Pt Z]:1 and pt=1—p S

we can get p' = p™ . b, Then, the KL loss function Eq. 5
can be reformulated as:

K
L1, = Z {pf log

k=1

+prlog }

K t
= Z [pf log( —f +Zp"t % log f pf)}
k=1 Py i#£t
K t n
= Z [pf log(—f) +pft log 7) DY Z log }
k=1 £t
Target KL

Non-target KL
(6)
After the reformulation, we can find the first part optimize
the KL divergence only related to the target class, and the
second part related to the non-target classes. Since the fused
logit of the target class f; rapidly increases, then p’} ~ 1
and p;}t ~ 0. Hence, the original KL loss function will omit
the knowledge from the non-target classes. On the other as-
pects, the first part in Eq. 6 has the similar effect as Eq. 3 and
Eq. 4, which enlarges the logit of the target class. Therefore,
the original KL loss extensively utilizes target-class related
knowledge to enforce the similarity between the logits of
each model and the fused logits, while largely overlook-
ing the knowledge among non-target classes. Thus it is
still inadequate to deal with the bias issue and limits the
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transferability of adversarial examples.

The above analysis inspires us to only leverage the knowl-
edge contained in non-target classes to narrow the gap be-
tween logits distribution of each model and the fused log-
its distribution for improving the transferability. The corre-
sponding non-target KL loss £ k1, for addressing the bias
issue can be depicted as:

K
LNk = Z KL (softmax(f) [l softmax(lk))
k=1 ;
K (N
= _KL(p/[Ip")
k=1

where f and [, are logits without the target class ¢.

Finally, we combine the ensemble loss functions L;
(Eq. 3) or L,; (Eq. 4) and the non-target KL loss function
Eq. 7 to optimize the universal perturbation ¢. The whole
loss function is

Lhy=Li+MoNkr, Lo =Ln+AngL, ((8)

where A is a hyper-parameter controlling the influence of
non-target knowledge.

Min-Max Training

Wang et al. (2021) have demonstrated the effectiveness of
self-adjusting the w in learning ensemble attacks, we also
leverage the min-max training framework for further boost-
ing the transferability. In contrast with the Eq. 2 that ensem-
ble over multiple losses in (Wang et al. 2021), we optimize
the bi-level min-max function over the fused logits,

. 1
Lens = mélnmgxgﬁa” (wklk(m + 5)) —v||w - EHQ,
K
sty wp =1, )
k=1

where ~ is a regularization parameter and set to the number
of models K in this study.

The above Eq. 9 is a bi-level optimization problem (Liu
et al. 2021), and can be solved by optimizing the inner maxi-
mization and the outer minimization iteratively. For the inner
maximization, the w is optimized by the following gradient
ascent algorithm:

K
1
w=w+aV [,Ca wrlg(x +9)) — Kl||lw — — },
| Lo (2wl +0)) — Klfw — e

(10)
where « is the learning rate for inner maximization. In this
sense, the trainable w can encode the difficulty level of at-
tacking each model. For the outer minimization, we employ
the ADAM optimizer and mini-batch training, which is as
same as in (Zhang et al. 2020b), denoted as below:

K
5= Clip|6 — BVsLau (Y wili(e + 5))}, (11)
k=1
where f3 is the learning rate of outer optimization, and the
Clip operation ensures the learned § within the valid pertur-
bation e-ball.



] Ens-Logits Ens-Loss Min-Max Ours-Loss  Ours-Logits

Attacks Models ntFR ntFR ntFR ntFR ntFR

VGG16 95.77 95.94 86.76 90.88 91.17

White-box ResNet50 74.67 68.62 87.60 89.05 89.41

DenseNet121 68.38 61.72 84.76 86.49 86.25

Avg. 79.61 7542 86.38 88.81 88.94

VGGI1 77.25 76.36 72.54 77.37 77.98

VGGI13 89.62 89.51 82.10 85.82 86.21

ResNetl8 59.98 56.99 69.36 74.17 74.04

ResNet101 53.87 48.54 70.38 74.02 73.91

Black-box DenseNet161 57.80 53.06 70.48 75.15 74.65

VGG19-BN 89.07 88.92 84.82 88.68 89.00

WideResNet50-2 64.09 60.10 75.39 78.49 78.66

GoogleNet 50.33 47.13 54.78 61.54 61.83

Avg. 67.75 65.07 72.48 76.91 77.04

(a) Non-targeted Attack
Ens-Logits Ens-Loss Min-Max Ours-Loss Ours-Logits
Attacks Models tFR ntFR FR ntFR tFR ntFR (FR ntFR  tFR  ntFR
VGG16 69.66 91.57 6897 8942 6132 86.06 58.80 8237 5850 8225
White-box ResNet50 3289 6125 5252 7200 57.69 75.03 61.10 7741 6322 7829
DenseNet121 29.77 58.68 4743 69.62 55.12 7438 59.59 76.06 60.55 76.45
Avg. 44,11 7050 56.31 77.01 58.04 78.49 59.83 78.61 60.76 79.00
VGGl11 13.37 6790 16.11 67.60 1554 65.64 1740 6428 18.25 64.96
VGG13 26.81 80.68 27.80 79.08 2551 76.00 31.05 73.80 31.56 73.99
ResNet18 7.84 5153 1595 56.68 17.99 58.17 19.61 60.79 2135 61.51
ResNet101 6.74 4391 16.09 51.19 17.68 5332 2224 56.63 23.01 57.35
Black-box DenseNet161 1570 4792 2790 55.11 3246 58.76 37.00 60.86 38.72 61.60
VGGI19-BN 30.77 77.79 3227 7748 31.51 7490 38.52 7439 39.61 74.28
WideResNet50-2 | 10.99 49.02 24.46 5596 28.64 58.34 3227 6091 33.03 61.14
GoogleNet 1.87 3827 497 4137 563 4250 7.12 4479 8.62 4578
Avg. 1426 57.13 20.69 6056 21.87 6095 25.65 62.06 26.77 62.58
(b) Targeted Attack

Table 1: Comparison with previous methods in both non-targeted attack and targeted attack. (The targeted fooling ratio (tFR)
and non-targeted fooling ratio (ntFR) in Targeted Attack are the mean value over 8 different targeted classes.)

Experiments

In this section, we conduct experiments on the ImageNet
dataset (Deng et al. 2009) to evaluate the effectiveness of the
proposed method on the non-targeted and targeted attacks.

Experimental Setup

Datasets. For training and testing the UAPs, we randomly
select 50k images from the ImageNet training set for train-
ing, and evaluate the attacking performance on ImageNet
validation set (50% images).

CNN models. For crafting the UAPs, we leverage 3 white-
box models with different network architectures for training,
i.e., DenseNetl121 (Huang et al. 2017), VGG16 (Simonyan
and Zisserman 2015) and ResNet50 (He et al. 2016).
For evaluating the transferability of attacking unknown
black-box CNNs, we choose 8 models, including: VGG11,
VGG13,VGG19-BN (Simon, Rodner, and Denzler 2016),
ResNet18, ResNetl01, WideResNet50-2 (Zagoruyko and
Komodakis 2016), DenseNet161 and GoogleNet (Szegedy
et al. 2015). Additionally, we also evaluate the performance
of attacking 4 defense mechanisms, including, the neu-
ral representation purifier (NRP) based on input-level pu-
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rifier (Naseer et al. 2020), the augmentation-based Aug-
mix (Hendrycks et al. 2019), SIN (Geirhos et al. 2018) with
stylized ImageNet dataset, and the adversarial training mod-
els (Salman et al. 2020).

Hyper-parameters. In the training phase, the hyper-
parameters are set as follows: the number of classifier mod-
els K = 3, the batch size N = 20, the number of train-
ing epochs T' = 5, the learning rate of inner maximiza-
tion & = 0.003. For other parameters, we follow the set-
tings in (Zhang et al. 2020b), i.e., the perturbation magnitude
€ = 10, and the initial learning rate of the Adam optimizer
(outer minimization) S = 0.005.

Evaluation metrics. For the non-targeted attack, we adopt
the fooling ratio (ntFR) to evaluate the performance, which
calculates the ratio of samples whose prediction changes
when the UAPs are added to the original images. For the
targeted attack, we adopt both the fooling ratio and the tar-
geted fooling ratio (tFR) to validate the performance. The
tFR computes the percentage of adversarial samples (except
the samples of the target class) that are successfully attacked
to a pre-defined target class. In this study, the targeted attack
is evaluated over 8 randomly selected target classes, follow-



ing (Zhang et al. 2020b).

Comparison with Previous Methods

In this section, we compare our proposed method with pre-
vious methods (Dong et al. 2018; Wang et al. 2021), and re-
port the results in Table 1. The Ens-Logits and Ens-Loss are
the ensemble on logits and ensemble on loss functions used
in (Dong et al. 2018). The Min-Max is the self-adjustable en-
semble training strategy used in (Wang et al. 2021). All the
comparison methods are trained with the same loss function
as described in Section .

From Table 1, we have the following findings. 1) Our pro-
posed methods can obtain better attacking performance than
(Dong et al. 2018; Wang et al. 2021) in both non-targeted
and targeted scenarios. Besides, there is no significant dif-
ference between the ensemble on logits and the ensemble on
loss under our proposed ensemble framework. 2) By com-
paring the Ens-Logits and Ens-Loss, we can find that the
Ens-Logits can achieve better performance in non-targeted
attack, while Ens-Loss is better for the targeted attack. Ad-
ditionally, the bias issue to the VGG16 exists obviously in
the Ens-Logits for the targeted attack. 3) Self-adjusting the
weights w of different models in the (Wang et al. 2021)
can largely alleviate the bias issue and increase the transfer-
ability for attacking the unknown black-box models in non-
targeted attack, while slightly increasing the performance in
the targeted attack when compared with the Ens-Loss.

Ablation Studies

In this part, we conduct a series of ablation experiments in
the non-targeted and targeted attacks as follows: 1) We com-
pare the performance of the non-target KL (NKL) with the
original KL divergence loss function. 2) We analyze the ef-
fectiveness of each component in our proposed method, i.e.,
NKL and min-max training (MM). 3) We study the impact of
the hyper-parameters A for controlling the influence of non-
target knowledge in our proposed method. Here, we follow
the settings in (Zhang et al. 2020b) and choose the class ‘sea
lion’ as the target class for targeted attacks. All the experi-
ments are reported with an average value of 5 times.

Non-target KL v.s. Original KL: From Table 2, we can
find that incorporating the original KL loss can increase
the performance of the ensemble attack over the baseline.
Significantly, the average tFR is increased from 51.41% to
63.12%, 18.83% to 27.66% in white-box and black-box tar-
geted attacks, respectively. However, we also notice that the
crafted UAPs are still largely biased to the VGG16.

On the other aspect, we can obtain a more consistent FR
and ntFR for the three white-box CNNs when incorporating
the NKL into the ensemble attacks. Besides, in the black-
box transfer scenarios, the average ntFR in the non-targeted
attacks and the average tFR in the targeted attacks are around
5% higher than the original KL. These results suggest that
the non-target knowledge plays an essential role for dealing
the bias and improving the transferability of the UAPs.

Effectiveness of each component: The NKL in Section
and the MM in Section are two main components for im-
proving the transferability in our proposed method. In the
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Figure 3: Ablation study on the performance of different
components for non-targeted and targeted attacks. (MM:
Min-Max training)
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Figure 4: Parameter sensitivity analysis of using different A
in Eq 8 for (a) Non-targeted attack and (b) Targeted attack.

part, we evaluate the effectiveness by gradually adding them
into the based models. From Fig. 3, we can find the NKL can
significantly boost the performance in both white-box and
black-box attacks. For example, for the non-targeted attacks,
the average fooling rates are increased by 8.88% and 8.18%
in white-box attacks and black-box attacks, respectively.
The average targeted fooling rates are raised by 13.75% and
13.82% for white-box targeted attacks and black-box tar-
geted attacks, respectively. When further using the min-max
training, the ntFR and tFR will slightly increase. These ex-
perimental results validate the mutual benefits of these two
components in our method.

Impact on hyper-parameter: In this section, we evaluate
the impact of the NKL under different A in Eq 9 with the
min-max training strategy. As shown in Fig. 4(a), the ntFR
for both white-box and black-box CNNss is increasing along
with the increment of ), and the optimal value is A = 1 in the
non-targeted attack. And further increasing A will decrease
the performance. In the targeted attack (Fig. 4(b)), the op-
timal value for white-box CNNs is A = 0.1. For black-box
CNNGs, the highest tFR is achieved at A = 1. Moreover, we
can observe a significant performance drop when A = 3.

Visualization of the PCC

In Figure 5, we visualize the P(f(),1;(d)) of the UAP §
learned by our proposed method. As can be seen, the PCC
values (0.93 and 0.94) are very similar to each other in both
the targeted attack and the non-targeted attack. This visual-
ization can further verify that our proposed method can deal



Non-targeted Attaks Targeted Attaks
Attack Model Ens +KL  +NKL Ens +KL +NKL

ntFR  ntFR  ntFR tFR  ntFR tFR  ntFR tFR  ntFR
VGG16 95777 9527 90.89 | 81.61 92.61 73.05 8834 6599 84.16
White-box ResNet50 74.67 79.77 89.02 | 33.74 6145 5724 7404 6544 78.88
DenseNet121 68.38 75.75 8555 | 38.89 61.56 59.06 7343 64.04 78.27
Avg. 79.61 83.60 8849 | 5141 71.87 63.12 78.60 65.16 80.44
VGG11 7725 77.59 7622 | 1446 6848 1390 64.53 16.10 65.08
VGG13 89.62 89.23 8554 | 3445 82.04 33.65 77.85 3422 75.36
ResNet18 5998 64.04 73.19 | 11.84 5390 2190 59.13 31.09 65.16
ResNet101 53.87 59.64 7257 | 821 4328 27.01 5346 3246 5854
Black-box DenseNet161 57.80 64.17 7321 | 2355 4835 4282 59.03 4947 64.40
VGG19-BN 89.07 89.54 88.05 | 44.08 79.19 46.76 7723 49.79 77.02
WideResNet50-2 | 64.09 6837 77.61 | 12.76 49.80 30.17 57.03 40.72 62.92
GoogleNet 50.33 53.72 61.04 | 1.29 38.84 504 4120 733 4572
Avg. 67.75 70.79 7593 | 18.83 57.98 27.66 61.18 32.65 64.28

Table 2: The comparison between the non-target KL (NKL) and the original KL.
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Figure 5: The correlation analysis between fused logit vec-
tor and single-model logit vector for targeted (a) and non-
targeted UAP (b). The UAP was crafted with our method. /¢
is fused logit, I, is VGG16-model logit.

with the dominant issue towards the VGG16 in the average
weighted ensemble attack, as shown in Fig. 1.

Attacking Defense Mechanisms

Finally, we conduct the experiments of attacking several
types of defense mechanisms in the non-targeted attack.
From Fig. 6, we can have two major conclusions: 1) Com-
paring with the UAPs trained on single model, the ensemble
attacks can increase the fooling rate against defense meth-
ods based on robust training. For the NRP based on in-
put transformation, there is marginal improvement between
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Figure 6: The fooling rate for non-target attack against dif-
ferent defense mechanisms. The ’S-V’, ‘S-R’ and ‘S-D’ rep-
resent UAPs trained by the single VGG16, ResNet50 and
DenseNet121, respectively.

the single-model attacks and multi-models attacks. 2) The
NKL can significantly boost the performance against de-
fense models than the ‘Ens’. Besides, the min-max training
in ours can further slightly improve the performance. These
results further confirm the effectiveness of each component
in our method.

Conclusion

In this study, we explored the non-target KL loss that only
considers the non-target knowledge to address the dominant
bias issue in ensemble attacks. Besides, we leverage the min-
max learning framework to adjust the ensemble weights to
further boost transferability. Experimental results on both
targeted and non-targeted attacks demonstrate that the non-
target KL loss outperforms the original KL loss, and the
min-max learning can provide mutual benefits for increas-
ing the transferability.
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