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Abstract

The transferability of adversarial examples is the key prop-
erty in practical black-box scenarios. Currently, numerous
methods improve the transferability across different mod-
els trained on the same modality of data. The investiga-
tion of generating video adversarial examples with image-
based substitute models to attack the target video models,
i.e., cross-modal transferability of adversarial examples, is
rarely explored. A few works on cross-modal transferabil-
ity directly apply image attack methods for each frame and
no factors especial for video data are considered, which
limits the cross-modal transferability of adversarial exam-
ples. In this paper, we propose an effective cross-modal at-
tack method which considers both the global and local char-
acteristics of video data. Firstly, from the global perspec-
tive, we introduce inter-frame interaction into attack pro-
cess to induce more diverse and stronger gradients rather
than perturb each frame separately. Secondly, from the lo-
cal perspective, we disrupt the inherently local correlation
of frames within a video, which prevents black-box video
model from capturing valuable temporal clues. Extensive ex-
periments on the UCF-101 and Kinetics-400 validate the pro-
posed method significantly improves cross-modal transfer-
ability and even surpasses stronger baseline using video mod-
els as substitute model. Our source codes are available at
https://github.com/lwmming/Cross-Modal-Attack.

Introduction

Deep Neural Networks (DNN5s) have achieved great success
in a wide range of computer vision tasks (He et al. 2016;
Ren et al. 2015; He et al. 2017). Unfortunately, these DNN's
are highly vulnerable to adversarial examples, i.e., the in-
conspicuous perturbations injected to the input can easily
deceive the model, leading to incorrect decisions. This phe-
nomenon implies the existence of potential safety risks in
current deployed DNN-based systems, such as autonomous
driving, face recognition payment. Thus, researches on ad-
versarial example are necessary and helpful to the develop-
ment of reliable DNNs.

Analogous to adversarial attacks for images (Goodfellow,
Shlens, and Szegedy 2014; Kurakin et al. 2017; Madry et al.
2017; Carlini and Wagner 2017; Dong et al. 2018; Xie et al.
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2019), video attacks have also attracted more and more at-
tentions from researchers, because of the applications of
DNNSs in various video related tasks (Wu et al. 2019; Wang
et al. 2019; Kim et al. 2019; Feichtenhofer et al. 2019; Yang
et al. 2020). Recently, a couple of works (Wei et al. 2019;
Jiang et al. 2019; Wei et al. 2020; Zhang et al. 2020; Wang,
Sha, and Su 2021; Wei et al. 2022c; Wei, Yan, and Li 2022)
have been proposed to perform video attacks and achieved
promising performances. However, most of them are query-
based methods, which seem infeasible in reality due to con-
siderable budgets of queries. To ameliorate this problem, a
transfer-based video attack named TT (Wei et al. 2022a,b)
is proposed. TT adopts temporal translations to augment
video data to improve the transferability of adversarial ex-
amples. In detail, TT is essentially a transfer-based video
attack on homomodal models, i.e., both the substitute and
target models are video models. Nevertheless, cross-modal
attack is rarely explored, i.e., generating video adversarial
examples using image-based substitute models to attack the
target video models.

Comparing with the query-based attacks and transfer-
based video attack on homomodal models, cross-modal at-
tack setting has two typical distinctions. Firstly, compar-
ing with the query-based video attacks, no information is
required about the target model, which avoids the hassle
of frequent queries. Secondly, comparing with the transfer-
based video attacks with video-based substitute models,
image-based substitute models are easier to collect and
the attack process is more simplified. If the attack perfor-
mance of cross-modal attack is comparable to or even better
than transfer-based video attacks with video-based substi-
tute models, it will be more practical and economical. To
the best of our knowledge, 12V (Wei et al. 2022b) is the first
work to tackle this new challenging attack setting. In detail,
it feeds each frame into the model and craft video adversarial
examples by minimizing the cosine similarity of intermedi-
ate feature between clean frames and adversarial frames then
concatenating each adversarial frame according to the tem-
poral order of original video. Unfortunately, it treats a video
as an orderless image set and ignores the inherent temporal
information in videos. Consequently, the cross-modal trans-
ferability of 12V (Wei et al. 2022b) is slightly moderate.

In this paper, by considering the characteristic of video
data from both global and local perspectives, we propose



an effective cross-modal transfer attack framework from im-
ages to videos. From the globality perspective, videos usu-
ally consist of a large number of semantic-consistent frames.
An intuitive idea is to perform inter-frame interactions in
video attack process. In other words, the gradient for cur-
rent frame fuses information from associated frames, which
has the potential to generate more diverse attack direction
thus more likely to fool various black-box video models. To
this end, we extend a video clip to be a convex hull spanned
by isolated frames and minimize the cosine similarities be-
tween the intermediate features of the benign points lied on
convex hull and their adversarial counterparts. The advan-
tage of introducing convex hull lies in it contains interaction
information from isolate frames naturally.

From the locality perspective, the temporal local correla-
tions are vital characteristics for videos. Specifically, there
exists inherent correlations among adjacent frames (Tong
et al. 2022), which are highly relevant with optical flow and
demonstrate effectiveness in video action recognition (Wang
et al. 2016; Zhao, Xiong, and Lin 2018; Wang et al. 2021a).
This motivates us to eliminate the correlations among ad-
jacent frames when optimizing adversarial perturbation for
videos. Consequently, original temporal cues can be dis-
rupted and the target video model fails to recognize videos
from temporal patterns. Concretely, we optimize video ad-
versarial examples by decreasing the similarities among in-
termediate features of adjacent adversarial frames.

Under the joint optimization of the above two constraints,
video adversarial perturbation is finally optimized and can
be directly injected onto benign video samples. The main
contributions of this paper are summarized as follows.

* We focus on cross-modal attack from images to videos
and propose an attack framework by fully considering the
characteristics of video data from both global and local
perspectives.

* We perform global inter-frame interactions in the attack
process by extending a video clip to a convex hull and
then stronger gradients are induced for effective adver-
sarial perturbation optimization.

* We propose local correlation disturbance to disrupt the
inherent temporal patterns in video adversarial examples,
from which target black-box video models cannot cap-
ture valuable temporal clues.

Related Work

In this section, we firstly review several representative
transfer-based attack methods in image domain. Then, the
recent transfer-based attack methods in video domain is
briefly introduced. At last, we present several video recog-
nition and representation works which are closely related to
our method and partially inspire us.

Transfer-based Image Attacks. Current adversarial at-
tack methods usually improve the black-box transferability
of adversarial examples from three aspects. Firstly, gradient-
based methods achieve high transferability by introducing
gradient enhancement strategies, such as momentum, vari-
ance tuning, which leads to stronger and more stable gra-
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Figure 1: An illustration of proposed GIE and LCD. (a) our
baseline, in which the cosine similarities among the interme-
diate features of the benign frames and adversarial frames
are minimized separately. (b) GIE, in which a convex hull is
spanned by isolated frames and each point in convex hull is
pushed away from its adversarial counterpart. (c) GIE+LCD,
in which the temporal local correlations of video adversarial
example are disrupted. The numbers next to the marks indi-
cate the temporal order.

dients for effective optimization of adversarial perturbation
(Dong et al. 2018; Lin et al. 2020; Zhao, Liu, and Larson
2021; Wang and He 2021; Yuan et al. 2021; Xiong et al.
2022). Secondly, since the mid-level features extracted by
different DNNs are similar to a certain extent, a couple of
works aim to perturb the mid-level features of substitute
model to fool various black-box models (Huang et al. 2019;
Inkawhich et al. 2020; Salzmann et al. 2021). Thirdly, input
augmentation can also facilitate the adversarial transferabil-
ity (Xie et al. 2019; Lin et al. 2020).

Transfer-based Video Attacks. The study of the transfer-
based attack methods on video recognition models are far
less than transfer-based attack methods on image models.
Temporal Translation (TT) (Wei et al. 2022a) is a represen-
tative method, which optimizes video adversarial examples
over augmented video clips by temporal translation trans-
formation. Most recently, based on the observation that in-
termediate feature space between images and video frames
are somewhat similar, 12V (Wei et al. 2022b) uses image-
based model as substitute model and achieve even better per-
formance than methods with video-based substitute model,
which is a promising finding.

Video Recognition and Representation. With the devel-
opment of DNNs, video action recognition has made re-
markable progress in recent years. In this task, temporal
local correlations plays a key role in video discrimination
and a series of works (Wang et al. 2016; Zhao, Xiong, and
Lin 2018; Wang et al. 2021a) utilize this characteristic to
improve video recognition. Specifically, (Wang et al. 2016;
Zhao, Xiong, and Lin 2018) use RGB differences, which
is closely related to temporal local correlations to repre-
sent motion information in videos. (Wang et al. 2021a) in-
troduces a temporal difference module to capture both the
short-term and long-term motion information. These meth-
ods motivate us to disrupt original video temporal differ-



ence when performing video attacks. Besides, our method
is partial motivated by (Cevikalp and Triggs 2010; Zhu et al.
2013), in which an image set is modeled as an affine-hull or
convex-hull. Different from these two works which focus on
the distance metrics between two image sets represented by
convex hulls to achieve an exact image set recognition, we
focus on optimizing the distance between points lied on con-
vex hull to generate adversarial examples with high transfer-
ability.

Methodology
Preliminary

Given a substitute model g and a clean video clip X
(€1, 20, ..x7] € RTXHXWXC coupled with its label y €
{1,2,...K'}, where T, H,W,C, K denote the number of
frames, image height, image width, the number of channels
and classes, respectively, we aim to optimize an adversarial
perturbation A = [0y, 8o, ..., 67] € RTXHXWXC for X to
generate a video adversarial example X® = X + A, to
fool the target video model F; to make incorrect decisions,
ie., Fi(X ad”) # y. Meanwhile, to ensure the impercepti-
bility of adversarial perturbation A, we constrain the /-
norm of A to satisfy the inequality, i.e., ||A]|oo <€, Where
€ is the maximum threshold, following most existing works
(Xie et al. 2019; Dong et al. 2019; Wu et al. 2020; Wei et al.
2022a,b). In this paper, we consider the case that the target
video model F; is unknown and we can only use a substitute
image model g pre-trained on ImageNet (Russakovsky et al.
2015), such as ResNet, VGG, to generate video adversarial
examples.

Global Interaction Enhancement (GIE)

For video adversarial example generation, a straightforward
scheme is to regard the input video as an image set and sep-
arately perturb each benign frame. Obviously, such way in-
duces monotonous gradients because the interactions among
the video frames has not been fully exploited. An intuitive
physical implication of the inter-frame interactions is image
blending. Taking image blending as an example, a natural
idea is to endow the blended adversarial perturbations with
the ability of disrupting the blended frames. In such way, ad-
versarial perturbation for each frame fuses information from
other frames then more robust and diverse gradients for opti-
mizing may be induced and various black-box video models
are likely to be fooled. To this end, we firstly extend a video
clip to be a convex hull spanned by isolated frames and then
focus on the adversarial perturbation optimization of each
point lying on convex hull. In this way, inter-frame interac-
tion is naturally introduced, which is vividly shown in Fig.
1. Formally, the convex hull of the video clip can be written
as

T T
H(X) = {Zaixi Y ai=10<q < 1}, M
1=1 =1

where «o; denotes the coefficient of the convex combina-
tion, x; denotes the ¢-th frame in the clean video X. From
Eq. 1, it can be seen that convex hull contains rich virtual
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Figure 2: (a) Gradient trends for 12V and our GIE. (b) Loss
(trends are shown in log scale) on NL-101. Numerical values
are computed on 400 randomly selected videos in Kinetics-
400. The adversarial video examples are generated using
VGG-16 as the substitute model and evaluated using NL-
101 as the target model.

frames, i.e., blended frames, after fully interactions of iso-
lated frames, which is more likely to creating diverse gradi-
ents. For the sake of the following formalization, we define
a benign-adversarial pair set:

T T

H(X, Xadv) — { (Z aixi,Zai(xi + 57,))
=1 =1

T

dai=1,0<0; < 1},

=1

where §; denotes the i-th frame of the adversarial pertur-
bation A. Then, the entire video adversarial perturbation is
optimized by minimizing the cosine similarities among the
intermediate features of the benign points lying on convex
hull and their adversarial counterparts, which can be formu-
lated as

)

g1(w) g (v)
g ()l - [lga()I[]’

where E[-] is the expectation w.rt. the set of benign-
adversarial pairs, g;(u) denotes the intermediate feature map
w.r.t. u of [-th layer in model g, and || - || stands for the (5-
norm of a vector. In practice, we treat adversarial perturba-
tion of a video as integrity and optimized it entirely using
above loss function.

To verify its effectiveness, a numerical analysis is con-
ducted on the impact of the inter-frame interactions on the
black-box transferability. Specifically, we present the evo-
lution of ¢1-norm of the gradients and loss values on target
video model over optimization process, in Fig. 2. It can ob-
served that our method produces larger gradient magnitudes
than 12V, resulting in efficient optimization and stronger ad-
versarial examples. Besides, our method makes black-box
target video model yield larger losses, which indicates a bet-
ter attack performance and no over-fitting has happened.

Note that the existing 12V (Wei et al. 2022b) is a special
case of Eq. 3, when the vector [a, @a, ..., cp] is in the form
of one-hot. Besides, different from a trivially mixing within
a batch of images (Zhang et al. 2018; Wang et al. 2021b),
our method performs inter-frame interactions in the input

3)

Lo =K v)er(x,xow)
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Figure 3: Correlation scatter diagram of adjacent frame simi-
larity based on four image models and one video model. The
x axis and the y axis are adjacent similarity computed by im-
age and video model, respectively. A narrower and longer el-
lipse indicates a higher degree of linear correlations. Numer-
ical values are computed on 400 randomly selected videos
from Kinetics-400.

video and aims to facilitate the adversarial perturbation op-
timization in a video-centric manner. In addition, Eq. 3 can
be viewed as a kind of self-supervised signal especially de-
veloped for video-based adversarial perturbation generation.

Local Correlation Disturbance (LCD)

GIE boosts the transferability of video adversarial examples
from the globality perspective. Here, our Local Correlation
Disturbance aims to enhance the attack strength from the
locality perspective of video data. Actually, a video can be
viewed as a smooth extension of still images in the tem-
poral dimension, and there exists inherent high correlations
among the adjacent frames (Tong et al. 2022). It is such tem-
poral local correlation that forms distinctive manifold struc-
ture of videos and differentiates videos from orderless image
sets. Therefore, this characteristic of video data plays an es-
sential role in different video understanding models (Wang
et al. 2016; Zhao, Xiong, and Lin 2018; Ng and Davis 2018;
Wang et al. 2021a). This observation raises an intuitive idea,
i.e., can we disrupt the temporal local correlations of the
video adversarial examples thus target video models fail to
capture valuable temporal cues?

Unfortunately, in cross-modal attack, we have no access
to video models. A question arises, is the temporal local cor-
relation computed by image model and video model consis-
tent with each other? Therefore, it is necessary to analyze
the similarities of the temporal local correlations computed
by the image and video models. Here, a numerical verifica-
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Algorithm 1: Global-Local Characteristic Excited Cross-
Modal Attack.

Input: Video clip X, image model g, perturbation budget
€, number of iterations I, step size «, balanced factor A,
index of feature layer [

Output: Video adversarial example X %
1: Initialize video adversarial perturbation:
A = (0.01/255)T>H>xWxC

2: forte {1,---I} do

3:  Construct benign-adversarial pair set H (X, X?%) as
Eq.2

4:  Forward each tuple in H (X, X%) to obtain inter-

mediate feature pair through g
5:  Calculate the GIE loss L as Eq. 3
Calculate the LCD loss L, as Eq. 4
7:  Update A; over total loss L7 with Adam optimizer:
Ay = ADAM Ay, o, L)
8:  Project X/™ to the e-ball of X*:
X0 = clipy o(Xp9 + Ay)
9: end for
10: return X ¢4V

tion is conducted. For convenience, we simply use feature
similarities of adjacent frames to measure the temporal local
correlations numerically. The image models are four com-
monly used models, i.e., AlexNet, ResNet-101, SqueezeNet
and VGG-16, which are trained on ImageNet (Russakovsky
et al. 2015). The target video model is TPN-101 (Yang
et al. 2020). It is selected because the frame number will
not decrease in its inference process. Fig. 3 gives the ad-
jacent similarity correlation scatter diagram based on im-
age and video models. As can be observed, there exists a
linearly proportional relationship between the local corre-
lations computed from the image and video models. The
averaged Pearson Correlation Coefficient (PCC)(Anderson
1962) value of adjacent similarities over 400 randomly se-
lected videos in Kinetics-400 between four image models
and video model are 0.9127, 0.9970, 0.9328 and 0.9412,
which implies that the temporal local correlations computed
by image and video models are somewhat similar. Based on
the above observation, we can decrease the similarity among
the adjacent frames by generating adversarial perturbation
with respect to image-based substitute model g via the fol-
lowing loss function,

“4)

Jop—— 1 z ||glgz z; + 0) T gi(@ig1 + 6ig1)

(zi + 00)|| - lgi(zi1 + dagr)||

At last, we generate the adversarial perturbation for cross-
modal attack via

ngn,CT =Lc+ My, (5)

where A\ controls the contribution of each term to the final
objective. Following (Wei et al. 2019, 2022b), we initial-
ize the video adversarial perturbation A with a small float



vector composed by value 0.01/255 and leverage the Adam
optimizer (Kingma and Ba 2014) to optimize Eq. 5.

Algorithm 1 summarizes the complete procedures of gen-
eration of video adversarial examples. Unlike 12V, our algo-
rithm directly outputs a video adversarial example without
temporal combination.

Experiments
Experimental Settings

Datasets. Two video recognition datasets, UCF-101
(Soomro, Zamir, and Shah 2012) and Kinetics-400 (Car-
reira and Zisserman 2017), are used for evaluations. UCF-
101 contains 13,320 videos spanned over 101 actions.
Kinetics-400 is a relatively large dataset which includes
about 240,000 videos in 400 classes.

ImageNet-pretrained image models. Video adversarial ex-
amples are generated on four commonly used ImageNet-
pretrained image models: AlexNet (Krizhevsky, Sutskever,
and Hinton 2012), ResNet-101 (He et al. 2016), SqueezeNet
1.1 (Tandola et al. 2016) and VGG-16 (Simonyan and Zis-
serman 2015), which are widely used in the image related
tasks.

Video recognition models. We choose three different video
action recognition architectures, i.e., Non-local (NL) (Wang
et al. 2018), SlowFast (Feichtenhofer et al. 2019), TPN
(Yang et al. 2020), as our black-box models. NL, SlowFast
and TPN all employ 3D ResNet-50/101 as the backbone. For
the training strategy and input clip constructing scheme of
video models, we use the same experimental settings as 12V
(Wei et al. 2022b).

Attack setting. By following 12V, we randomly select one
video per class, which is correctly classified by all black-box
models, to conduct experiments. The attack performance
is evaluated by the commonly used Attack Success Rate
(ASR). A higher ASR indicates a better attack performance.
For optimization strategy, we set the maximum perturba-
tions € as 16.0, step size « as 0.005, number of iterations
I as 60, A in Eq. 5 as 0.01. For the intermediate layer [ in
Eq. 3, we select feature.7 for AlexNet, layer2 for ResNet-
101, features.6.expand3 x 3activation for SqueezeNet
and features.20 for VGG-16, which is consistent with I12V.

Implementation Details

In our method, a convex hull is introduced for inter-frame
interactions. Unfortunately, the points in Eq. 1 form a con-
tinuous region, which cannot be totally enumerated. In prac-
tice, we sample points uniformly from this contiguous re-
gion to simply this issue. The scale of sampling can be con-
trolled by two key factors, i.e., the number of frames for
interaction, 1, and number of interaction combinations, 75.
n1 < T means that the convex combination coefficients of
the rest I — ny frames are all zero. Besides, for the selected
ny frames, we set the convex combination coefficients all
equal to 1/n; and do not consider the influence of coeffi-
cients in this paper. For number of interaction combinations
ng, we randomly sample them from the total C7'. In such
way, the we can flexibly control the degree of frame inter-
action by setting these two hyper-parameters. In particular,
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Figure 4: The average attack success rates (%) against six
black-box video recognition models.

Attack UCF-101 Kinetics-400
baseline 36.63 56.42
GIE (n1=2,n0=2) 45.05 65.67
GIE (n1=2,n0=3) 44.06 66.04
GIE (n1=2,n0=4) 43.89 66.00
GIE (n1=3,n0=2) 42.90 64.46

Table 1: The average attack success rates (%) against six
black-box video recognition models for various number of
frames interacted, ny and number of interaction combina-
tions, ns. The adversarial video examples are crafted using
VGG-16 as substitute model.

Attack UCF-101 Kinetics-400
baseline 36.63 56.42
baseline+LCD (A=0.1) 35.14 56.33
baseline+LCD (A=0.01) 38.61 58.75
baseline+LCD (A=0.001) 37.29 56.33

Table 2: The average attack success rates (%) against six
black-box video recognition models for various A. The ad-
versarial video examples are crafted using VGG-16 as the
substitute model.

our method degenerates to 12V when n;=1. Furthermore,
the intermediate features of the points in the benign con-
vex hull are calculated in advance and saved into a lookup-
table. When optimizing adversarial examples, we only need
compute the intermediate features for the points in the ad-
versarial convex hull online and query intermediate features
for the points in the benign convex hull from lookup-table,
which saves much of computational cost. In practice, we set
n1 as 2 and noy as 3.



Black-box Video Model

Image Model - Attack 7767 N30 STowFast-T0T Slow-Fast-50 TPN-101 TPN-50 | Avérage
DR 2970 2673 19.80 7574 89T 13.86 | 20.19

AlexNet 2V 5049 5346 35.64 4356 2871 4450 | 4273
2V#(baseline) 4851 5347 3168 38.61 2472 39.60 | 39.43

Ours 5347 6238  37.62 46.53 2970 4554 | 45.87

DR 485 2376 1881 27772 15.84 2079 | 20.30

ResNeL 101 v 7128 6039  50.49 57.42 6138 7128 | 62.04
| DV*(bascline) 64.36 5842 5545 6337 5941 6634 | 6123
Ours 7129 6832 5842 72.28 6436 7822 | 68.82

DR 1287 2475 1287 15.84 495 1386 | 14.19

SqueczeNet v 4356 5445 3663 37.62 2376 3564 | 3861
DV*(bascline) 3861 5248  36.63 32.67 2772 2970 | 3630

Ours 5248 5941 4356 43.56 2673 4158 | 4455

DR 485 2970  13.86 2277 693 1584 | 17.33

VGG.16 v 4356 4851 2871 39.60 2178 3267 | 3581
DV*(bascline) 3564 4851  31.68 4554 2376 3465 | 3663

Ours 4752 6535  39.60 47.52 3465 4554 | 46.70

v 7128 7623 5643 6237 5247 7524 | 6567

Ensemble 12V#*(bascline) 73.27 7822 5347 69.31 6139 7327 | 68.16
Ours 7921 7921  67.33 7228 6337 7426 | 7261

Table 3: The attack success rates (%) against video recognition models on UCF-101. I2V*: results re-implemented by us.

Black-box Video Model

Image Model — Attack 7767 N30 SlowFast- 10T Slow-Fast:50 TPN-101 TPN-50 | Average
DR 2200 3150  43.00 a7 3100 39.00 | 3471

AlexNet RV 4400 5475 6150 59.50 5975 69.50 | 58.17

DV*(baseline) 44.50 5475  60.50 60.25 5800  69.00 | 57.83

Ours 5100 6100 6575 62.25 6200 7150 | 6225

DR 23550 3725 49.00 5225 4150 4275 | 41.38

ResNeL 101 v 5625 6450 7475 77.00 8725 9025 | 75.00
DV*(bascline) 5825 6375  76.50 7575 8925 9125 | 75.79

Ours 6500 7025  79.50 81.25 89.50  92.00 | 79.58

DR 1700 2500 37.00 36.50 2425 2950 | 2821

SqueczeNet RV 3775 SL00 6250 60.25 5550  58.50 | 5425
DV*(bascline) 3825 4925  64.00 65.25 5675 59.00 | 5542

Ours 4775 5775 7025 68.50 6325 6625 | 6229

DR 1675 2300 36,75 35.75 2375 29.00 | 27.50

VGG.16 v 3900 4625 5775 59.00 5900 70.50 | 55.25

DV*(bascline) 40.25 47.25  57.25 59.75 63.00  71.00 | 5642

Ours 5450 6650  72.00 70.50 7400 7950 | 69.50

v 6500 7225 7975 76.50 8575 88.00 | 77.88

Ensemble  12V*(bascline) 66.50 7350 8025 76.25 8775 8875 | 78.83

Ours 7325 7975 8375 80.50 86.50  90.00 | 8229

Table 4: The attack success rates (%) against video recognition models on Kinetics-400. I2V*: results re-implemented by us.

Ablation Study

We firstly study the effectiveness of our proposed GIE and
LCD for improving the cross-modal attack. Then a hyper-
parameter sensitivity analysis is performed for each module.
Our baseline is 12V (Wei et al. 2022b).

Evaluation of GIE. Using various substitute models, we
evaluate our proposed GIE in terms of average ASR over
six black-box video models. The results in Fig. 4 reveal that
the average ASR is respectively improved by 2.2% ~ 8.5%
and 1.5% ~ 9.6% on UCF-101 and Kinetics-400 with GIE.
These remarkable improvements demonstrate that the inter-
frame interaction can indeed boost the cross-modal trans-
ferability of adversarial examples. According to the results,
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our GIE prefers VGG and SqueezeNet, on which the gains
are about 5.6% ~ 8.5% and 5.6% ~ 9.6% on UCF-101 and
Kinetics-400, respectively.

Tab. 1 gives the average ASR of GIE with different num-
ber of frames in the interaction, n; and number of interaction
combinations, ns. It can observed that our GIE, i.e., n; > 1,
clearly outperforms the baseline, i.e., ny = 1. Besides, in-
creasing nq and ns can slightly boost the performance and
then show a tendency to saturate. Since larger n; and ng will
introduce heavy computational cost, we set ny = 2, no = 3
to balance the computational overheads and ASR in the lat-
ter experiments.

Evaluation of LCD. To evaluate LCD, we add it to



the baseline for a better comparison. As shown in Fig. 4,
LCD gives a positive effect on cross-modal transferability
in most cases. In particular, using ResNet-101 as the sub-
stitute model, LCD outperforms the baseline with a margin
of 6.1% on UCF-101, which suggests the vulnerability of
video models against disrupting temporal local correlations.
In the meantime, it gives unsatisfactory results when using
SqueezeNet as the substitute model on Kinetics-400. This
may result from that adjacent frame similarity computed
by 2D ResNet-101 and 3D ResNet-101, backbone of video
models, seems more linear correlated. On the contrary, there
is a non-negligible discrepancy between SqueezeNet and 3D
ResNet in terms of adjacent frame similarity as shown in
Fig. 3. As mentioned in the previous evaluation, the pro-
posed GIE works well on SqueezeNet, which can compen-
sate for overall performance.

Tab. 2 shows the results of parameter sensitivity analy-
sis of A\. LCD gives better performances when A is slightly
small and it performs less satisfactory when A is relatively
large. This is probably due to that too large A may interfere
with functionality of the baseline.

Assembling. Based on the above evaluations, GIE and
LCD can both improve the cross-modal transferability.
Moreover, from Fig. 4, it can be observed that the assem-
bled method, GIE+LCD, improves baseline by a large mar-
gin of 6.5% ~ 10.1% and 3.8% ~ 13.6% on UCF-101 and
Kinetics-400, which suggests that GIE and LCD can work
compatibly and play a complementary role to each other.
Therefore, we combine GIE with LCD to form our final
framework to compare with the state-of-the-art methods.

Performance Comparisons

We compare our method with two state-of-the-art methods,
i.e., DR (Lu et al. 2020) and 12V (Wei et al. 2022b). For
fair comparison, we re-implement 12V with the released
code provided by the authors. The results on UCF-101 and
Kinetics-400 are shown in Tabs. 3 and 4 respectively where
the performance of 12V reported in original paper is pre-
sented together with our implementation.

Tabs. 3 and 4 demonstrate that our method consistently
outperforms the state-of-the-art methods. Especially for
VGG-16, our method surpasses 12V by a margin of 10.07%
and 13.08% on UCF-101 and Kinetics-400, respectively.
These remarkable gains mainly come from the organic inte-
gration of GIE and LCD. Specifically, GIE boosts the cross-
modal transferability by yielding more diverse and stronger
gradients, while LCD disrupts the temporal local correla-
tions of videos to expose the vulnerability of video models.
They play a role from the global and local perspective re-
spectively. Moreover, our method can obtain a better perfor-
mance by the model ensemble technique and finally achieve
an ASR of 82.29% on Kinetics-400, which demonstrates
that our approach can be further enhanced via model ensem-
ble.

Comparing against Stronger Baselines

We further compare our method with stronger baselines us-
ing video recognition models as substitute models. Con-
cretely, we choose two representative competitors, i.e., MI-
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Attack substitute model Kinetics-400

MI-FGSM TPN-101 52.50
MI-FGSM w/ fine-tuning TPN-101 81.06
TAP TPN-101 67.75

TAP w/ fine-tuning TPN-101 82.63
2v DenseNet-121 81.69
12V+LCD (ours) DenseNet-121 82.00
GIE (ours) DenseNet-121 82.63
GIE+LCD (ours) DenseNet-121 84.00
GIE+LCD (ours) DenseNet-121+ResNet-101 85.50

Table 5: The average ASR (%) comparison of our method
and stronger baselines. The average ASR is calculated by
averaging ASRs over black-box video models which have
different architectures from the substitute model.

FGSM (Dong et al. 2018) and TAP (Zhou et al. 2018), which
perform better according to the results in 12V (Wei et al.
2022b). For these competitors, TPN-101 is employed as the
substitute model due to the superior performance shown in
(Wei et al. 2022b). Besides, we leverage ILAF (Huang et al.
2019) to fine-tune the generated adversarial examples for
them and re-implement all the competitors with the released
codes provided by their authors. For our method, we newly
introduce DenseNet-121 (Huang et al. 2017) as a candidate
substitute model.

The comparison results are demonstrated in Tab. 5. We
have two observations from the results. Firstly, the attack
performance of our method, i.e., GIE+LCD, with single
DenseNet-121 can approximate the attack performance of
TAP with fine-tuning, which is the strongest competitor
in the table and finally surpass it using an ensemble of
DenseNet-121 and ResNet-101 as the substitute model on
Kinetics-400. Secondly, the state-of-the-art method 12V is
weaker than TAP with fine-tuning. Besides, the attack per-
formance of 12V can be further improved by our proposed
LCD, which verifies the effectiveness of LCD. In general,
these comparison results verify the advantage of our method
in video attack task, i.e., under the premise that no loss in
attack performance, our method is more superior in econ-
omy because training image models is cheaper than training
video models.

Conclusion

In this work, we propose a new cross-modal attack method
from images to videos, in which global and local video
characteristic is considered. Specifically, inter-frame inter-
action is naturally introduced by extending a video clip to
be a convex hull thus stronger gradients are induced for en-
hancing transferability of video adversarial examples. For
another, local correlation disturbance is proposed to make
video recognition models fail to capture valid temporal cues.
Extensive experiments show the effectiveness of proposed
two modules respectively. More importantly, it is shown that
security of video recognition models is seriously threatened
by simple attack methods using even plain image models
as substitute models. Therefore, in the future, we plan to
investigate the robustness of video recognition models and
develop defense algorithms for evading common attacks.
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