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Abstract

Point cloud completion, as the upstream procedure of 3D
recognition and segmentation, has become an essential part
of many tasks such as navigation and scene understanding.
While various point cloud completion models have demon-
strated their powerful capabilities, their robustness against ad-
versarial attacks, which have been proven to be fatally mali-
cious towards deep neural networks, remains unknown. In ad-
dition, existing attack approaches towards point cloud classi-
fiers cannot be applied to the completion models due to differ-
ent output forms and attack purposes. In order to evaluate the
robustness of the completion models, we propose PointCA,
the first adversarial attack against 3D point cloud comple-
tion models. PointCA can generate adversarial point clouds
that maintain high similarity with the original ones, while be-
ing completed as another object with totally different seman-
tic information. Specifically, we minimize the representation
discrepancy between the adversarial example and the target
point set to jointly explore the adversarial point clouds in the
geometry space and the feature space. Furthermore, to launch
a stealthier attack, we innovatively employ the neighbour-
hood density information to tailor the perturbation constraint,
leading to geometry-aware and distribution-adaptive modifi-
cation for each point. Extensive experiments against different
premier point cloud completion networks show that PointCA
can cause a performance degradation from 77.9% to 16.7%,
with the structure chamfer distance kept below 0.01. We con-
clude that existing completion models are severely vulnera-
ble to adversarial examples, and state-of-the-art defenses for
point cloud classification will be partially invalid when ap-
plied to incomplete and uneven point cloud data.
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Introduction

With the flourishing development of diverse 3D sensors
like LIDAR, RADAR, and depth camera, point cloud data
are utilized among many safety-critical fields such as au-
tonomous driving, augmented reality, and robotics. Due to
its great success in the computer vision area (He et al. 2016),
deep learning techniques have been widely applied to point
cloud tasks as well. Recent studies show that neural net-
works are vulnerable to adversarial attacks, where misclas-
sifications can be easily triggered when facing adversar-
ial examples (Goodfellow, Shlens, and Szegedy 2015; Hu
et al. 2022a). Therefore, more and more research efforts are
devoted to exploring the security and robustness of deep
learning-based 3D point cloud systems.

Unfortunately, existing works only concentrate on the
point cloud classification scenario, whereas point cloud
completion, another important task for point cloud systems,
has received no attention. The completion model is designed
to restore the incomplete point cloud data induced by vari-
ous real-world circumstances, and thus it has become a nec-
essary upstream procedure in point cloud processing.

As opposed to point cloud classification, adversarial at-
tack of point cloud completion is more challenging since
it requires the manipulation of the geometric shapes rather
than the object labels. Specifically, the output of the com-
pletion model is an instantial point cloud with semantic and
geometric shape, instead of a hard label that directly indi-
cates which class the object belongs to. No classification
score or cross-entropy loss can be exploited to generate an
adversarial point cloud. In other words, the goal of adver-
sarial attacks on the point cloud completion models is to
generate a misleading geometric shape rather than a false
class label, thus a totally different loss function is needed
to measure the similarity between the adversarial example
and the target. Secondly, point cloud classification generally
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Figure 1: Geometric distribution of partial point cloud data
for completion and complete point cloud data for classifica-
tion. Partial point clouds have a significantly more complex
and locally diverse geometric distribution.

generates adversarial examples over synthetic datasets (Wu
et al. 2015), whose point clouds are complete and uniform
with continuous geometric manifolds, whereas the incom-
plete partial point clouds in the completion tasks have a more
realistic and uneven geometric distribution caused by the
occlusion and limited sensor viewing angle. To verify this,
Fig. 1 visualizes the difference in geometric distributions of
the input point clouds from two tasks, assigning a score to
each point depending on the density of its surrounding re-
gion through Eq. (10). The data distribution is more fluc-
tuating and inconsistent in partial point clouds. How to effi-
ciently and stealthily generate adversarial examples on more
nonuniformly distributed data is a challenging problem that
has been ignored by previous works in the classification, but
is crucial for point cloud completion attacks.

In this paper, we propose PointCA, the first adversarial at-
tack on 3D point cloud completion models to systematically
evaluate their robustness. As shown in Fig. 2, the adversar-
ial example generated by PointCA is visually similar to the
original one, but completed as another target object with to-
tally different semantic information. To overcome the above
challenges, PointCA first explores the similarity measure-
ment in the geometry space and the feature space respec-
tively, formulating the adversarial example generation as an
appropriate optimization problem which can be solved by
the gradient-based algorithm. In addition, considering the
unevenness and incompleteness of the partial point cloud
data, we define and allocate local geometric neighborhood
for each input point through the k-Nearest Neighbor (KNN)
algorithm and evaluate the distribution density in the neigh-
bor point sets, based on which the perturbation constraint
will be adaptively tailored for each point to achieve a more
imperceptible and efficient attack.
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To summarize, the contributions of our work are as fol-
lows:

* We propose PointCA, the first adversarial attack on
3D point cloud completion models. By investigating the
characteristics of the geometry space and the feature
space, an appropriate optimization problem is formulated
to measure the similarity between geometric shapes and
find adversarial examples.

* We innovatively employ the neighborhood density in-
formation to tailor a perturbation constraint and design
the geometry-aware and distribution-adaptive modifica-
tion for each point to achieve a stealthy attack under the
locally diverse geometric point cloud distribution.

* Our experiments show that PointCA can cause at least
60% performance degradation over different completion
models, while keeping a low perceptibility of adversarial
perturbations. We verify that the state-of-the-art defense
methods based on statistic outlier removal cannot fully
guard the point cloud completion model.

Related Work
Attacks on Point Cloud Classification

In the point cloud domain, Xiang et al. (2019) proposed the
first point cloud attack algorithm based on the C&W frame-
work (Carlini and Wagner 2017). Hamdi et al. (2020) then
employed an autoencoder loss to strengthen the transferabil-
ity of the attack across multiple classification models. To
reduce the perceptibility of adversarial point clouds, Kim
et al. (2021) and Shi et al. (2022) explored perturbing only a
minimal number of points and preserving the original geo-
metric shape as much as possible. LG-GAN was introduced
by Zhou et al. (2020) for a more flexible point cloud attack.

Although widely studied in the literature, existing adver-
sarial attacks focus on point cloud classification tasks, which
mainly concentrate on the artificial data in virtual scenar-
ios and ignore many realistic properties of point clouds such
as nonuniform distribution and structure damage (Sun et al.
2022; Ren, Pan, and Liu 2022), making them difficult to ap-
ply to point completion tasks.

Attacks on Point Cloud Generation

Attacks on generative models have also received atten-
tion (Kos, Fischer, and Song 2018; Willetts et al. 2021).
GeoAdv (Lang, Kotlicki, and Avidan 2021) first launched
the attack against point cloud reconstruction model based
on autoencoder structure. However, our work is significantly
different from it. Compared with reconstruction, point cloud
completion is a much more different and difficult task. The
completion model is not explicitly enforced to retain the in-
put in its output like an autoencoder. Instead, it needs to in-
fer the complete structure from the partial observation with
less prior knowledge. Besides, the higher data complexity in
point cloud completion induces a higher standard of pertur-
bation constraint (Fig. 1). In order to prevent excessive per-
turbations that do not match the local geometry manifolds
and easily recognizable attacks, we create the Adaptive Ge-
ometric Constraint for each point rather than employing a
globally consistent constraint threshold.
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Figure 2: An illustration of targeted attack results. Source is the partial point cloud generated on Ground Truth from one view
point. Tiny perturbations are added to Source to obtain the Adversary, whose completion Output is very close to the target.

Defenses on Point Clouds

Disparate methods have been developed to defend against
adversarial attacks for point cloud classification. Among
existing defenses including adversarial training, Gaussian
noise perturbation (Yang et al. 2019), certified robust-
ness (Liu, Jia, and Gong 2021), and point removal (Liu, Yu,
and Su 2019), the statistical outlier removal (SOR) (Zhou
et al. 2019) achieves the best performance due to its ef-
fectiveness and efficiency. Based on the fact that perturbed
points in attacks are likely to become outliers off the mani-
fold of the point cloud surface, SOR can remove adversarial
points in a statistical manner. As shown in our experiments
(Table 3), although SOR performs well in the classification
task, it fails to fully guarantee robustness when facing in-
complete partial point clouds.

Methodology
Problem Formulation

Point cloud (PC) completion models aim to predict the com-
plete structure of a given incomplete input. Generally, a
well-trained PC completion model can provide a one-way
geometric mapping: X € R™*3 — X € R"*3, where
X P represents a partial point cloud, usually captured by the
3D sensor from a single observation angle of a real object.
X is the ground-truth point cloud of X”, which can be con-
sidered as the point set uniformly scanned from the whole
surface of the same original object associated with X*. An
effective PC completion model fy should satisfy:

d(fo (X7),X) <v (1

where d(S1, S2) represents an appropriate metric that mea-
sures the discrepancy between two point clouds, v is the
evaluating threshold with a small value.

In this paper, we propose PointCA, the first adversarial
attack towards point cloud completion models. The goal of
PointCA is to delicately construct an adversarial version of
XP denoted as X¥ ', which can lead to a false completion
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result from the PC completion model fy. Formally, we have:
a (s (X),Y) < @)

where Y is the target point cloud from a different category.

According to the knowledge we know about the represen-
tations of the source and target point clouds, PointCA will
be investigated in the geometry space and the latent space,
respectively. Here, we denote them as Geometry PointCA
and Latent PointCA.

Geometry PointCA

A straightforward solution for solving Eq. (2) is the brute-
force search for X', which is apparently infeasible in prac-
tice. We thus reformulate the problem as a rational optimiza-
tion instance that can be efficiently solved by existing opti-
mization algorithms. We denote the adversarial perturbation
added to the original partial input as § = X’ "~ XP . There-
fore Eq. (2) can be formulated as:

argmin d (fy (Xp—i—cs),Y)7 s.t. [[6], <e (3
s

where ||-|| , is a distance metric to measure the perceptibility
of adversarial perturbation. Normally, |-[|, is instantiated as
Lp-norm (p € {1,2, 00}).

In Geometry PointCA, we assume that the adversary
knows the exact ground-truth of target point cloud. As most
PC completion networks are built on the encoder-decoder
structure (Yang et al. 2018), the model fy can be formu-
lated as: fy(-) = De(En(-)). So the optimized similarity
loss based on geometry information can be defined as:

dsimilam'ty = Dchamfer (De (Eﬂ (XP + 6)) 7Y) 4)

where En is the encoder of the completion model, De is the
decoder part, Y is the target complete point cloud. Dpam fer
represents the Chamfer distance metric.

Latent PointCA

In some strict scenarios, the point clouds of real-world ob-
jects suffer from diverse corruptions (Sun et al. 2022),



where we cannot obtain complete and detailed ground-truth
samples (Yu et al. 2021). It is necessary to further explore
how to generate adversarial examples that get rid of the
knowledge of the target complete point cloud data. Hence
we propose the Latent PointCA where the adversary only
obtains the partial target point cloud.

Inspired by variational autoencoder attacks and the la-
tent variable model (Kos, Fischer, and Song 2018), inputs
whose distribution are similar to each other in the represen-
tation of the latent layer will also get similar outputs with
a high probability (Hu et al. 2022b). Instead of using the
target point data straightly in Eq. (4), we leverage the simi-
larity metric in the feature space and regard the learned la-
tent feature vector as an approximate representation of the
shape manifold. To launch this latent-based attack, we com-
bine Euclidean distance (Kos, Fischer, and Song 2018) and
Distribution distance (Willetts et al. 2021) to measure the
difference between features and reformulate the optimized
similarity loss as:

dsimilarity = HE’(],(XP + 6) En YP H2

5
+ MDDk (En(YP)||En(X” +6)) ©)

where Y7 is the partial point cloud in the target category
different from X*, ¢5-norm |-||, and Kullback-Leibler di-
vergence Dy (||-) are jointly used as the similarity metric
between the features of inputs, A is the hyperparameter.

Adaptive Geometric Constraint

Note that the optimation formula in Eq. (3) has an im-
portant perturbation constraint: [|6]|,. It is obvious that a
smaller perturbation metric ||§ ||, leads to a stealthier attack.
In this paper, we design a new method to provide adaptive
constraints to further improve the imperceptibility and effi-
ciency of PointCA. Here we first describe the intuition be-
hind the adaptive constraint and then give the detailes.

Intuition. For traditional 2D images, adversarial attacks
usually use {,.-norm to limit the variation degree on each
channel, which clips the redundant perturbation to limit
the maximum value as: [|d]|,, < e Similarly, Hamdi
etal. (2020) and Liu et al. (2019) inherit this strategy to
bound the perturbation on 3D coordinate of each point as:

—€<0;;<¢ i=1,-- J=123 (0
where i is the sequence number of the point z; with the size
of m, j is the coordinate parameter corresponding to one
element of (x,y, z). Due to the highly structured property
of point clouds, JGBA (Ma et al. 2020) considered the spa-
tial geometry and designed a pointwise limitation to clip the
perturbation amplitude in the Euclidean space: ||J;|, < e.

Nevertheless, these works still treat all the points equally
with the same restricting threshold. According to recent
studies (Sun et al. 2021) and our experiments shown in
Fig. 5, the distributions of points at different portions are
distinct, not all points are equally essential in the optimiza-
tion for the construction of an adversarial point cloud. The
same limitation could be excessively strict for certain points
while being insufficient for others. Additionally, after apply-
ing too much perturbation, points in uniformly and tightly

7m7
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Figure 3: The illustration of local neighborhood geometry.
For ease of presentation, we simply partition the points into
two categories according to each point’s score p. Points
whose score p is below a threshold 7' are marked in yel-
low, otherwise marked in purple. The purple centroid point
x; has a sparse local neighborhood, and the yellow centroid
point x; is located in a dense local neighbor points set.

dispersed areas are more likely to produce outliers that do
not match the local geometry, lowering the imperceptibility
of adversarial point clouds (Zhou et al. 2019).

In light of this, instead of treating each independent point
identically, we explore the local geometric relationship of
points to tailor adversarial examples on partial point clouds.
Local geometric density. To give a more precise analysis of
the geometric structure, we partition the local neighborhood
set for each point through kNN algorithm. Let S(z;, k) de-
note the local kNN point set of point z; in partial point
cloud X', The pairwise distance d;; between the set cen-
troid point z; and its local neighbor point x; is defined as:

k(D)

The distribution sparsity of different local point sets
S(x;, k) is measured through the average pairwise distance:

k
§ zlv

Meanwhile, we evaluate the distribution uniformity of the
local point set S(x;, k) by the standard deviation of d; ; :

di,l:||xi_$lH27 mles(l‘% k)a lzl)

®)

.7m

aT\)—l

Lk
0i =\ 3r 1 Z (diy — d;)? )

=1

These two metrics together constitute a description score
p about the local point cloud density for each point:

pi=di+1-0; (10)
where t is an auxiliary parameter that further refines the con-
straint with local uniformity information. Fig. 3 gives a brief
illustration for the local geometry density.

Adaptive constraint. Based on the above analysis of local
geometric density, we can jointly exploit the sparsity and



Algorithm 1: Point Cloud Completion Attack

Input: Model fy; benign partial PC X*’; target
partial PC Y or target complete PC Y.
Parameter: Iterations n; nearest neighbor range k;
step size .
Output: Completion adversarial example X "
1 Initialize X" with random noise &.
2 Obtain the local neighbor point set S(z;, k) that each
point ; in X* has by kNN;
3 Compute the geometric adaptive restraint ¢; for each
point z; through Eq. (11);
4 forq=1r0ndo
5 if Geometry PointCA then
6 L calculate dg;miiarity through Eq. (4)

else if Latent PointCA then
| calculate dgjmitarity through Eq. (5)

9 Compute the gradient A = Vy pr dsimitaritys
10 Update the point cloud as

XF' — XP' — B sign(A);

11 Compute the overall perturbation

8+ XP—XP;

12 | For each point in X"

13 if [|0;]|, > €; then

14 L Cllp the 51 — 61 -t

161l
15 | Update the point cloud as XP' - XP 1§,

Return Adversarial partial point cloud X* "

—
=)

uniformity to customize an adaptive geometric perturbation
threshold €; independently for each point:

€ =1 "pPi
k k
0%y T dii—d)? ()
—%Z il t+n-t- EZ(M— i)
=1 =1
i=1,-,m

where 7 is a scaling coefficient to set a flexible perturba-
tion limitation. As a result, the adaptive geometric constraint
will attach a larger perturbation to points which originally
have a sparse distribution, and the points with a denser local
neighborhood will be perturbed slightly. Thus the adversar-
ial point cloud can maintain a similar distribution and fit the
surface manifold of the clean partial point cloud better.

Finally, combining with the adaptive geometric con-
straint, Geometry PointCA is reformulated as:

arg min Depam fer (De (En (XP + 5)) ,Y) )
5

(12)
s.t. [|0i]ly <€, i=1,---,m
and Latent PointCA is reformulated as:
argmin ||En (X” +48) — En (YP)H2
5
(13)

+ ADkr (En(YP)|| En(X” +9)),

s.t. [[0i]ly <€, i=1,---,m
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Note that we use an iterative gradient-based strategy to
minimize these two similarity losses and update the pertur-
bation 4. A complete description of our point cloud comple-
tion attack is shown in Algorithm 1.

Experiments
Experimental Setup

Dataset and victim completion models. According to pre-
vailing methods (Xie et al. 2021; Wang et al. 2021), we em-
ploy the back-projected depth camera (Yuan et al. 2018) to
create partial point clouds on ModelNet10 (Wu et al. 2015)
because of the dataset’s excellent versatility in various point
cloud tasks. Four well-trained point cloud completion mod-
els: PCN (Yuan et al. 2018), RFA(Zhang et al.2020), GR-
Net (Xie et al. 2020), and VRCNet (Pan et al. 2021) are the
target models of our attacks.

Evaluation metrics. PointCA aims to alter the model’s out-
put to a target geometric shape. In order to evaluate the at-
tack performance, we thus use target reconstruction error
T-RE = d(f3(X*""),Y) to measure the similarity between
outputs and targets, where d(-) indicates Chamfer distance
(T-RE.) or Earth mover’s distance (T-RE.) (Rubner, Tomasi,
and Guibas 2000). Considering the completion models usu-
ally have an inherent error, we also investigate the relative
attack effect through target normalized reconstruction er-
ror (Lang, Manor, and Avidan 2020) as:

d(fo(X").Y)
d(f 0 (YP) ) Y)

If T-NRE = 1, the attack effect of the adversarial point
cloud can be roughly equated to that of the target object’s
original partial point cloud.

Besides, the perturbation budget d(XF L XP ) and out-
liers number under SOR algorithm (Zhou et al. 2019) are
calculated to further evaluate the stealthiness of our method.

For defense countermeasure assessments on our adversar-
ial point clouds, we exploit the source reconstruction error
S-RE = d(fs(XF"),X) and source normalized reconstruc-
tion error (Lang, Kotlicki, and Avidan 2021):

d(fo(X""),X)
d(fo(XP),X)

T-NRE = (14)

S-NRE = (15)

Attack Performance

Implementation details. Different from the object-to-label
attack in the classification, the adversarial attack in point
cloud completion is object-to-object. One target class may
include many different objects for each source example,
which results in an enormous expense. Similar to previous
research (Lang, Kotlicki, and Avidan 2021), for each object
class, we randomly select 20 point cloud pairs in the test set
as source examples and each source pair will attack the other
9 object classes. For a given source pair and target label, we
take 5 pairs from the target class whose ground truths are
top-5 geometric neighbors nearest with source’s in terms of
Chamfer distance. To sum up, there are 20x 10x9x5=9000
source-target pairs in PointCA. All the evaluation metrics
are calculated on the average of these 9000 attacks.



PCN RFA GRNet VRCNet
Method n
T-RE. T-RE. T-NRE. T-RE. T-RE. T-NRE. T-RE. T-RE. T-NRE. T-RE. T-RE. T-NRE.

Random 2.5 0.184¢ 0.056 4.391 0.210  0.054 4.871 0.182 0.054 4.619 0.172  0.053 4.796
Noise 5 0.184  0.056 4.388 0211  0.054 4.878 0.183  0.054 4.617 0.172  0.052 4.789
Classific- 2.5 0.182  0.058 4.544 0.200  0.057 5.147 0.182  0.058 4.893 0.168 0.056 5.069
ation Noise 5 0.182  0.058 4.543 0.200  0.057 5.148 0.182  0.058 4.891 0.168  0.056 5.070
Geometry 2.5 0.119  0.020 1.517 0.154 0.021 1.916 0.128  0.020 1.725 0.108  0.022 2.009
PointCA 5 0.115 0.018 1.355 0.151  0.019 1.743 0.126  0.019 1.638 0.106  0.021 1.924
Latent 2.5 0.137  0.027 2.065 0.181  0.033 2.996 0.176  0.047 3.970 0.108  0.026 2.277
PointCA 5 0.132  0.023 1.745 0.175  0.030 2.649 0.176  0.046 3.958 0.099 0.022 1.943

Table 1: Results of attack methods under different perturbation constraints 7. A smaller value indicates a better attack effect.

Classifier PointNet PointNet++ DGCNN
Model PCN RFA GRNet VRCNet PCN RFA GRNet VRCNet PCN RFA GRNet VRCNet
Benign ACC 78.00 77.50 79.44 79.96 7794 64.61 75.01 80.26 71.00 61.00 67.51 67.07
Geometry ACC 1831 1854 21.30 31.80 16.72 19.93  20.68 31.69 16.73 17.37 19.36 27.29
PointCA  ASR 4248 3540 33.61 28.49 43.16 28.51 31.01 27.76 35.61 2330 24.72 20.78
Latent ACC 1643 16.51 41.81 12.87 15.14 17.29 36.00 11.71 1549 1442 3091 13.87
PointCA  ASR 44.54 39.30 14.56 50.67 46.67 29.59 1248 50.71 35.14 2379 1248 37.00

Table 2: Semantic evaluation of the outputs reconstructed on our adversarial point clouds. The scaling coefficient 7 of attacks
is set as 5. Lower ACC and higher ASR indicate stronger semantic information of our attack.

Baselines. Random noise: We add random Gaussian noise
to the input partial point clouds and investigate the outputs
to exclude the interference of general noise. Classification
noise: We also verify whether the adversarial noises created
on classifiers can be transferred to attack completion models.
Analysis. The detailed attack results are exhibited in Ta-
ble 1. Firstly, the low results under various scaling coef-
ficients 1 imply a satisfactory attack performance of our
geometry attack and latent attack against all four comple-
tion models. The overall attack performance of geometry
PointCA is even close to the completion effect of the original
clean samples. Secondly, the high T-NRE of random noise
shows that general noises cannot easily disturb the comple-
tion procedure towards targets. Thirdly, the adversarial per-
turbation created on classification model is useless when at-
tacking completion models. Because the purpose of classi-
fication adversarial attack is merely to change the output’s
label, in most cases, the adversarial point clouds still resem-
ble the original structures, making it impossible for them to
successfully deceive other point cloud processing missions.
Relative attack success rate. Geometric distance metrics
can be employed to measure the attack effectiveness of ad-
versarial examples. Nevertheless, there is no precise defini-
tion of attack success rate (ASR) in our point cloud comple-
tion attacks. Therefore, we leverage T-NRE as a reference to
dynamically assess the relative attack success rate (Relative-
ASR). We set a threshold 7, we can roughly consider one
attack is successful if its T-NRE is below this threshold.
The results of Relative-ASR on PCN and RFA are de-
picted in Fig. 4. We can see there is a great gap between
our attacks and baselines, which obviously demonstrates the
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Figure 4: Relative attack success rates under different
thresholds 7

strong attack ability of PointCA. Meanwhile nearly 30% of
adversarial examples on PCN and 15% generated on RFA
in geometry PointCA have a T-NRE below 1. The majority
of examples generated by PointCA have a T-NRE below 2,
further proving our attack’s effectiveness.
Semantic evaluation. We train three classifiers: PointNet,
PointNet++, and DGCNN, with ModelNet10 dataset. Sub-
sequently, the complete point clouds reconstructed on our
adversarial examples are fed into these models to obtain
the classification results. In this way, we can comprehen-
sively evaluate our attack methods in a point cloud process-
ing pipeline rather than on an immutable independent model.
As shown in Table 2, the Accuracy (ACC) of all the three
classifiers decreases drastically, e.g., PointNet++ bears a de-
crease from 77.9% to 16.7%. It suggests that the comple-
tion outputs of partial adversarial point clouds have changed
into other shapes with semantics different from the origi-
nal ones. The Attack Success Rate (ASR) of latent attack is
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Figure 5: Comparison between different perturbation con-
straint strategies on PCN and RFA

Adversary Output

Source Target

Channelwise

T-NRE: 2.393

Pointwise

perturbation budget: 2.045 x 1072 T-NRE: 2.567

Ours

perturbation budget: 1.906 x 1072

T-NRE: 1.434

Figure 6: Visualization results of different perturbation con-
straint strategies. Our method can obtain a better adversarial
completion performance with less perturbation budget.

higher, indicating the feature similarity might be more effec-
tively transmitted by the decoder and has a greater influence
on downstream tasks than geometry similarity. Besides, the
average ASR of all reconstructed point clouds is about 32%.

Comparison Study

Implementation details. In this section, we compare our
adaptive geometric constraint with two popular perturbation
constraint strategies in classification attacks: channelwise
loo-norm clip (Hamdi et al. 2020) and pointwise /3-norm
clip (Ma et al. 2020), whose basic ideas of constraining the
perturbation through clipping method are similar to ours. To
ensure a fair comparison, we use perturbation budget and
outliers number to analyze the adaptive constraint.

Analysis. The results on PCN and RFA are shown in Fig. 5.
Notably, compared with channelwise [,,-norm and point-
wise l9-norm constraints, our method has an obvious ad-
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Defense None SRS OR SOR
Model n S-RE  S-NRE S-NRE S-NRE

clean 0.010 1.004 1.021 1.170

PCN 2.5 0.038 3.164 1.712 1.473

5 0.042  3.447 1.675 1.470

clean 0.010 1.025 1.036 1.120

RFA 2,5  0.029 20910 2.448 2.324

5 0.032  3.199 2.636 2.508

clean 0.011  1.000 1.000 1.142

GRNet 2,5  0.029 2749 2.588 2.520

5 0.030 2.851 2.852 2.584

clean 0.010 1.009 1.001 1.083

VRCNet 2.5 0.031 3.224 2.773 2.548

5 0.032  3.341 2.857 2.629

Table 3: Evaluating PointCA under three defenses. Higher
S-RE and higher S-NRE imply better attack strength.

vantage in generating a high quality of adversarial exam-
ples, i.e., a better T-NRE and fewer outliers under the same
perturbation budget. It also verifies our insight that not all
points contribute equally to the final attack performance.
The nonuniform and locally diverse data distributions of par-
tial point clouds lead to an anisotropic search process in
generating adversarial examples, thus an adaptive geomet-
ric constraint strategy is necessary in point cloud completion
attack. Although other two constraints incur more perturba-
tion budget, they are unable to take full advantage of the
budget. Fig. 6 visualizes the examples generated under three
perturbation constraints for comparison.

Evaluation against Defenses

Implementation details. We analyze the adversarial point
clouds generated by Geometry PointCA under three main-
stream defenses: Simple Random Sampling (SRS), Outlier
Removal (OR), and Statistic Outlier Removal (SOR) (Huang
et al. 2022; Shi et al. 2022).

Analysis. Table 3 shows that although adversarial attacks
can be somewhat mitigated, these defenses cannot fully re-
cover the original shapes. SOR defense achieves a relatively
good result, while in most cases, the reconstructed results
of SOR denoised adversarial point clouds still have at least
50% errors compared with normally restored samples.

Conclusion

In this paper, we propose the first adversarial attack to-
wards point cloud completion model, namely PointCA. The
representation similarity in the geometry space and the la-
tent space is exploited to generate adversarial point clouds.
We further design an adaptive geometric constraint depend-
ing on local density information for each point to improve
the imperceptibility of PointCA. The comprehensive exper-
iments verify the effectiveness and efficiency of our attack.
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