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Abstract

Link prediction (LP) algorithms propose to each node a
ranked list of nodes that are currently non-neighbors, as the
most likely candidates for future linkage. Owing to increas-
ing concerns about privacy, users (nodes) may prefer to keep
some of their connections protected or private. Motivated by
this observation, our goal is to design a differentially pri-
vate LP algorithm, which trades off between privacy of the
protected node-pairs and the link prediction accuracy. More
specifically, we first propose a form of differential privacy
on graphs, which models the privacy loss only of those node-
pairs which are marked as protected. Next, we develop DPLP,
a learning to rank algorithm, which applies a monotone trans-
form to base scores from a non-private LP system, and then
adds noise. DPLP is trained with a privacy induced ranking
loss, which optimizes the ranking utility for a given maximum
allowed level of privacy leakage of the protected node-pairs.
Under a recently-introduced latent node embedding model,
we present a formal trade-off between privacy and LP util-
ity. Extensive experiments with several real-life graphs and
several LP heuristics show that DPLP can trade off between
privacy and predictive performance more effectively than sev-
eral alternatives.

1 Introduction
Link prediction (LP) (Liben-Nowell and Kleinberg 2007; Lü
and Zhou 2011) is the task of predicting future edges that are
likely to emerge between nodes in a social network, given
historical views of it. Predicting new research collaborators,
new Facebook friends and new LinkedIn connections are ex-
amples of LP tasks. LP algorithms usually presents to each
node u a ranking of the most promising non-neighbors v of u
at the time of prediction.

Owing to the growing concerns about privacy (Tucker
2014; Machanavajjhala, Korolova, and Sarma 2011; Waniek
et al. 2019), social media users often prefer to mark their
sensitive contacts, e.g., dating partners, prospective employ-
ers, doctors, etc. as ‘protected’ from other users and the In-
ternet at large. However, the social media hosting platform
itself continues to enjoy full access to the network, and may
exploit them for link prediction. In fact, many popular LP
algorithms often leak neighbor information (Waniek et al.
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2019), at least in a probabilistic sense, because they take ad-
vantage of rampant triad completion: when node u links to
v, very often there exists a node w such that edges (u,w)
and (w, v) already exist. Therefore, recommending v to u
allows u to learn about the edge (w, v), which may result in
breach of privacy of v and w. Motivated by these observa-
tions, a recent line of work (Machanavajjhala, Korolova, and
Sarma 2011; Xu et al. 2018) proposes privacy preserving LP
methods. While they introduce sufficient noise to ensure a
specified level of privacy, they do not directly optimize for
the LP ranking utility. Consequently, they show poor predic-
tive performance.

1.1 Present Work
In this work, we design a learning to rank algorithm which
aims to optimize the LP utility under a given amount of pri-
vacy leakage of the node-pairs (edges or non-edges) which
are marked as protected. Specifically, we make the following
contributions.
Modeling differential privacy of protected node pairs.
Differential privacy (DP) (Dwork and Roth 2014) is con-
cerned with privacy loss of a single entry in a database
upon (noisy) datum disclosure. As emphasized by Dwork
and Roth (2014, Section 2.3.3), the meaning of single entry
varies across applications, especially in graph databases. DP
algorithms over graphs predominantly consider two notions
of granularity, e.g., node and edge DP, where one entry is
represented by a node and an edge respectively. While node
DP provides a stronger privacy guarantee than edge DP, it
is often stronger than what is needed for applications. As a
result, it can result in unacceptably low utility (Song et al.
2018; Dwork and Roth 2014). To address this challenge, we
adopt a variant of differential privacy, called protected-pair
differential privacy, which accounts for the loss of privacy
of only those node-pairs (edges or non edges), which are
marked as private. Such a privacy model is well suited for
LP in social networks, where users may hide only some
sensitive contacts and leave the remaining relations pub-
lic (Dwork and Roth 2014). It is much stronger than edge
DP, but weaker than node DP. However, it serves the pur-
pose in the context of our current problem.
Maximizing LP accuracy subject to privacy constraints.
Having defined an appropriate granularity of privacy, we de-
velop DPLP, a perturbation wrapper around a base LP algo-
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rithm, that renders it private in the sense of node-pair pro-
tection described above. Unlike DP disclosure of quantities,
the numeric scores from the base LP algorithm are not sig-
nificant in themselves, but induce a ranking. This demands
a fresh approach to designing DPLP, which works in two
steps. First, it transforms the base LP scores using a mono-
tone deep network (Wehenkel and Louppe 2019), which en-
sures that the ranks remain unaffected in absence of pri-
vacy. Noise is then added to these transformed scores, and
the noised scores are used to sample a privacy-protecting
ranking over candidate neighbors. DPLP is trained using a
ranking loss (AUC) surrogate. Effectively, DPLP obtains a
sampling distribution that optimizes ranking utility, while
maintaining privacy for protected pairs. Extensive experi-
ments show that DPLP outperforms state-of-the-art base-
lines (Machanavajjhala, Korolova, and Sarma 2011; McSh-
erry and Talwar 2007; Geng and Viswanath 2015) in terms
of predictive accuracy, under identical privacy constraints1.
Bounding ranking utility subject to privacy. Finally, we
theoretically analyze the ranking utility provided by three
LP algorithms (Liben-Nowell and Kleinberg 2007), viz.,
Adamic-Adar, Common Neighbors and Jaccard Coefficient,
in presence of privacy constraints. Even without privacy
constraints, these and other LP algorithms are heuristic
in nature and can produce imperfect rankings. Therefore,
unlike Machanavajjhala, Korolova, and Sarma (2011), we
model utility not with reference to a non-DP LP algorithm,
but a generative process that creates the graph. Specifi-
cally, we consider the generative model proposed by Sarkar,
Chakrabarti, and Moore (2011), which establishes predic-
tive power of popular (non-DP) LP heuristics. They model
latent node embeddings in a geometric space (Hoff, Raftery,
and Handcock 2002) as causative forces that drive edge cre-
ation but without any consideration for privacy. In contrast,
we bound the additional loss in ranking utility when privacy
constraints are enforced and therefore, our results change the
setting and require new techniques.

1.2 Related Work
The quest for correct privacy protection granularity has
driven much work in the DP community. Kearns et al. (2015)
propose a model in which a fraction of nodes are completely
protected, whereas the others do not get any privacy assur-
ance. This fits certain applications e.g., epidemic or terror-
ist tracing, but not LP, where a node/user may choose to
conceal only a few sensitive contacts (e.g., doctor or part-
ner) and leave others public. Edge/non-edge protection con-
straints can be encoded in the formalism of group (Dwork
2011), Pufferfish (Song, Wang, and Chaudhuri 2017; Kifer
and Machanavajjhala 2014; Song and Chaudhuri 2017)
and Blowfish (He, Machanavajjhala, and Ding 2014) pri-
vacy. However, these do not focus on LP tasks on graphs.
Chierichetti et al. (2015) partition a graph into private and
public subgraphs, but for designing efficient sketching and
sampling algorithms, not directly related to differentially
private LP objectives. In particular, they do not use any infor-
mation from private graphs; however, a differentially private
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algorithm does use private information after adding noise
into it. Moreover, their algorithms do not include any learn-
ing to rank method for link prediction. Abadi et al. (2016)
design a DP gradient descent algorithm for deep learning,
which however, does not aim to optimize the associated
utility. Moreover, they work with pointwise loss function,
whereas our objective is a pairwise loss. Other work (Geng
and Viswanath 2015; Geng et al. 2018; Ghosh, Roughgar-
den, and Sundararajan 2012) aims to find optimal noise dis-
tribution for queries seeking real values. However, they pre-
dominantly use variants of noise power in their objective,
whereas we use ranking loss, designed specifically for LP
tasks.

2 Preliminaries
In this section, we first set up the necessary notation and give
a brief overview of a generic non-private LP algorithm on a
social network. Then we introduce the notion of protected
and non-protected node pairs.

2.1 Social Network And LP Algorithm
We consider a snapshot of the social network as an undi-
rected graph G = (V,E) with vertices V and edges E.
Neighbors and non-neighbors of node u are denoted as the
sets nbr(u) and nbr(u), respectively. Given this snapshot, a
non-private LP algorithmA first implements a scoring func-
tion sA(u, ·) : nbr(u) → R+ and then sorts the scores
sA(u, v) of all the non-neighbors v ∈ nbr(u) in decreas-
ing order to obtain a ranking of the potential neighbors for
each query node u. Thus, the LP algorithm A provides a
map: πAu : {1, 2, . . . , | nbr(u)|} ↔1:1 nbr(u). Here, πAu (i)
represents the node at rank i, recommended to node u by al-
gorithm A. For brevity, we sometimes denote uAi = πAu (i).
Note that, although πAu can provide ranking of all candidate
nodes, most LP applications consider only top K candidates
for some small value of K. When clear from context, we
will use πAu to denote the top-K items.

2.2 Protected And Non-protected Node-pairs
We assume that each node u ∈ V partitions all other
nodes V \{u} into a protected node set prot(u) and a non-
protected/public node set pub(u). We call (u,w) a protected
node-pair if either w marks u as protected, i.e., u ∈ prot(w)
or vice-versa, i.e., w ∈ prot(u). In general, any node u
can access three sets of information: (i) its own connections
with other nodes, i.e., nbr(u) and nbr(u); (ii) the possible
connections between any node w (not necessarily a neigh-
bor) with nodes pub(w) not protected by w; and, (iii) the
ranked list of nodes recommended to itself by any LP algo-
rithm. Note that a node-pair (u,w) is accessible to u even if
u ∈ prot(w), since u knows its own edges (and non-edges).
On the other hand, if a third node v ∈ V \{u,w} is marked
as protected by w, i.e., v ∈ prot(w), then u should not know
whether v ∈ nbr(w) or v ∈ nbr(w). However, when a non-
private LP algorithm recommends nodes to u, u can exploit
them to reverse-engineer such protected links. For example,
if w is connected to both u and v, then a triad-completion
based LP heuristic (Adamic-Adar or Common-Neighbor) is
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<latexit sha1_base64="5bILUgMBy4DzHCb4HAsuJKoc5S4=">AAAB7nicdVDLSgMxFM34rPVVdekmWARXQ0Y72NkV3bisYB/QDiWTZtrQZCYkGaEM/Qg3LhRx6/e482/MtBVU9MCFwzn3cu89keRMG4Q+nJXVtfWNzdJWeXtnd2+/cnDY1mmmCG2RlKeqG2FNOUtoyzDDaVcqikXEaSeaXBd+554qzdLkzkwlDQUeJSxmBBsrdfpSRHk2G1SqyEV+4HsIItdHXnBRkCCo13wfei6aowqWaA4q7/1hSjJBE0M41rrnIWnCHCvDCKezcj/TVGIywSPaszTBguown587g6dWGcI4VbYSA+fq94kcC62nIrKdApux/u0V4l9eLzNxPcxZIjNDE7JYFGccmhQWv8MhU5QYPrUEE8XsrZCMscLE2ITKNoSvT+H/pH3uejXXv61VG1fLOErgGJyAM+CBS9AAN6AJWoCACXgAT+DZkc6j8+K8LlpXnOXMEfgB5+0TIcuQHg==</latexit>

⇡A
v⇡
A
v⇡
A
v<latexit sha1_base64="dYZ7+Z8duF5WQyqJKxIR5TxK40I=">AAACA3icdVDLSsNAFJ34rPUVdaebwSK4Con2YXdVNy4r2Ac0MUym03bo5MHMpFBCwI2/4saFIm79CXf+jZM2gooeuHA4517uvceLGBXSND+0hcWl5ZXVwlpxfWNza1vf2W2LMOaYtHDIQt71kCCMBqQlqWSkG3GCfI+Rjje+zPzOhHBBw+BGTiPi+GgY0AHFSCrJ1fftyPcSO6K3ie0jOcKIJedpCt1J6uol06iVT6v1CjQNc4aMVKsVqw6tXCmBHE1Xf7f7IY59EkjMkBA9y4ykkyAuKWYkLdqxIBHCYzQkPUUD5BPhJLMfUniklD4chFxVIOFM/T6RIF+Iqe+pzuxO8dvLxL+8XiwHZ05CgyiWJMDzRYOYQRnCLBDYp5xgyaaKIMypuhXiEeIISxVbUYXw9Sn8n7RPDKtsVK7LpcZFHkcBHIBDcAwsUAMNcAWaoAUwuAMP4Ak8a/fao/aivc5bF7R8Zg/8gPb2CRObmHY=</latexit>

⇡A
y⇡
A
y⇡
A
y

<latexit sha1_base64="34yV9yn1N9r4fm+IoLMGXDFNRFM=">AAACA3icdVDLSsNAFJ3UV62vqDvdDBbBVUm0D7urunFZwT6giWEynbZDJw9mJkIIATf+ihsXirj1J9z5N07aCCp64MLhnHu59x43ZFRIw/jQCguLS8srxdXS2vrG5pa+vdMVQcQx6eCABbzvIkEY9UlHUslIP+QEeS4jPXd6kfm9W8IFDfxrGYfE9tDYpyOKkVSSo+9ZoecmVkhvEstDcoIRS87SFDpx6uhlo9KontSbNWhUjBkyUq/XzCY0c6UMcrQd/d0aBjjyiC8xQ0IMTCOUdoK4pJiRtGRFgoQIT9GYDBT1kUeEncx+SOGhUoZwFHBVvoQz9ftEgjwhYs9Vndmd4reXiX95g0iOTu2E+mEkiY/ni0YRgzKAWSBwSDnBksWKIMypuhXiCeIISxVbSYXw9Sn8n3SPK2a1UruqllvneRxFsA8OwBEwQQO0wCVogw7A4A48gCfwrN1rj9qL9jpvLWj5zC74Ae3tExgqmHk=</latexit>

⇡A
w⇡
A
w⇡
A
w<latexit sha1_base64="C4H6e3XkJeicPu5sgMNXBSUZaYE=">AAACA3icdVDLSsNAFJ34rPUVdaebwSK4Con2YXdVNy4r2Ac0MUym03bo5MHMRCkh4MZfceNCEbf+hDv/xkkbQUUPXDiccy/33uNFjAppmh/a3PzC4tJyYaW4ura+salvbbdFGHNMWjhkIe96SBBGA9KSVDLSjThBvsdIxxufZ37nhnBBw+BKTiLi+GgY0AHFSCrJ1XftyPcSO6LXie0jOcKIJadpCt3b1NVLplErH1frFWga5hQZqVYrVh1auVICOZqu/m73Qxz7JJCYISF6lhlJJ0FcUsxIWrRjQSKEx2hIeooGyCfCSaY/pPBAKX04CLmqQMKp+n0iQb4QE99Tndmd4reXiX95vVgOTpyEBlEsSYBniwYxgzKEWSCwTznBkk0UQZhTdSvEI8QRliq2ogrh61P4P2kfGVbZqFyWS42zPI4C2AP74BBYoAYa4AI0QQtgcAcewBN41u61R+1Fe521zmn5zA74Ae3tExUgmHc=</latexit>

⇡A
z⇡
A
z⇡
A
z<latexit sha1_base64="QE26i0MOZEmrMoUmMICkXgNpQjI=">AAACA3icdVDLSsNAFJ34rPUVdaebwSK4Con2YXdVNy4r2Ac0MUym03bo5MHMRKgh4MZfceNCEbf+hDv/xkkbQUUPXDiccy/33uNFjAppmh/a3PzC4tJyYaW4ura+salvbbdFGHNMWjhkIe96SBBGA9KSVDLSjThBvsdIxxufZ37nhnBBw+BKTiLi+GgY0AHFSCrJ1XftyPcSO6LXie0jOcKIJadpCt3b1NVLplErH1frFWga5hQZqVYrVh1auVICOZqu/m73Qxz7JJCYISF6lhlJJ0FcUsxIWrRjQSKEx2hIeooGyCfCSaY/pPBAKX04CLmqQMKp+n0iQb4QE99Tndmd4reXiX95vVgOTpyEBlEsSYBniwYxgzKEWSCwTznBkk0UQZhTdSvEI8QRliq2ogrh61P4P2kfGVbZqFyWS42zPI4C2AP74BBYoAYa4AI0QQtgcAcewBN41u61R+1Fe521zmn5zA74Ae3tExmvmHo=</latexit>

⇡A
u⇡
A
u⇡
A
u<latexit sha1_base64="oh4GgAY6F85u5MXnd5tqpj87UCo=">AAACBHicdVC7SgNBFJ31GeNr1TLNYBCswmze6aI2lhHMA7JrmJ1MkiGzD2ZmhbBsYeOv2FgoYutH2Pk3ziYRVPTAhcM593LvPW7ImVQIfRgrq2vrG5uZrez2zu7evnlw2JFBJAhtk4AHoudiSTnzaVsxxWkvFBR7Lqddd3qR+t1bKiQL/Gs1C6nj4bHPRoxgpaWBmbNDz43tkN3EtofVhGAenyUJHEQwGZh5VEDVSqOEICpUkFVrNDRBqFovFaGlSYo8WKI1MN/tYUAij/qKcCxl30KhcmIsFCOcJlk7kjTEZIrHtK+pjz0qnXj+RAJPtDKEo0Do8hWcq98nYuxJOfNc3ZkeKn97qfiX14/UqO7EzA8jRX2yWDSKOFQBTBOBQyYoUXymCSaC6VshmWCBidK5ZXUIX5/C/0mnWLDKhcpVOd88X8aRATlwDE6BBWqgCS5BC7QBAXfgATyBZ+PeeDRejNdF64qxnDkCP2C8fQKDIpir</latexit>

can access
<latexit sha1_base64="GOBVCQqUAfjTOAKc+vE6UZTEwNE=">AAAB/HicdVDLSgNBEJz1bXxFc/QyGARPy2zIao5BLx4VjApJCLOTXh2cnV1mesWwxF/x4kERr36IN//GyUNQ0YKGoqqb7q4oU9IiYx/ezOzc/MLi0nJpZXVtfaO8uXVu09wIaIlUpeYy4haU1NBCiQouMwM8iRRcRDdHI//iFoyVqT7DQQbdhF9pGUvB0Um9cqWDcIdRXAiuKRcCrB32ylXms/2wHjQo80MWNILQkVoYMFajgc/GqJIpTnrl904/FXkCGoXi1rYDlmG34AalUDAsdXILGRc3/ArajmqegO0W4+OHdNcpfRqnxpVGOla/TxQ8sXaQRK4z4Xhtf3sj8S+vnWPc6BZSZzmCFpNFca4opnSUBO1LAwLVwBEujHS3UnHNDRfo8iq5EL4+pf+T85of1P3wtF5tHk7jWCLbZIfskYAckCY5JiekRQQZkAfyRJ69e+/Re/FeJ60z3nSmQn7Ae/sEbrSVTA==</latexit>uuu

<latexit sha1_base64="5bILUgMBy4DzHCb4HAsuJKoc5S4=">AAAB7nicdVDLSgMxFM34rPVVdekmWARXQ0Y72NkV3bisYB/QDiWTZtrQZCYkGaEM/Qg3LhRx6/e482/MtBVU9MCFwzn3cu89keRMG4Q+nJXVtfWNzdJWeXtnd2+/cnDY1mmmCG2RlKeqG2FNOUtoyzDDaVcqikXEaSeaXBd+554qzdLkzkwlDQUeJSxmBBsrdfpSRHk2G1SqyEV+4HsIItdHXnBRkCCo13wfei6aowqWaA4q7/1hSjJBE0M41rrnIWnCHCvDCKezcj/TVGIywSPaszTBguown587g6dWGcI4VbYSA+fq94kcC62nIrKdApux/u0V4l9eLzNxPcxZIjNDE7JYFGccmhQWv8MhU5QYPrUEE8XsrZCMscLE2ITKNoSvT+H/pH3uejXXv61VG1fLOErgGJyAM+CBS9AAN6AJWoCACXgAT+DZkc6j8+K8LlpXnOXMEfgB5+0TIcuQHg==</latexit>

⇡A
u⇡
A
u⇡
A
u<latexit sha1_base64="oh4GgAY6F85u5MXnd5tqpj87UCo=">AAACBHicdVC7SgNBFJ31GeNr1TLNYBCswmze6aI2lhHMA7JrmJ1MkiGzD2ZmhbBsYeOv2FgoYutH2Pk3ziYRVPTAhcM593LvPW7ImVQIfRgrq2vrG5uZrez2zu7evnlw2JFBJAhtk4AHoudiSTnzaVsxxWkvFBR7Lqddd3qR+t1bKiQL/Gs1C6nj4bHPRoxgpaWBmbNDz43tkN3EtofVhGAenyUJHEQwGZh5VEDVSqOEICpUkFVrNDRBqFovFaGlSYo8WKI1MN/tYUAij/qKcCxl30KhcmIsFCOcJlk7kjTEZIrHtK+pjz0qnXj+RAJPtDKEo0Do8hWcq98nYuxJOfNc3ZkeKn97qfiX14/UqO7EzA8jRX2yWDSKOFQBTBOBQyYoUXymCSaC6VshmWCBidK5ZXUIX5/C/0mnWLDKhcpVOd88X8aRATlwDE6BBWqgCS5BC7QBAXfgATyBZ+PeeDRejNdF64qxnDkCP2C8fQKDIpir</latexit>

,
<latexit sha1_base64="8/N1BI1XK6gMFfRw3xr1Xry4YxU=">AAAB8XicdVBNSwMxEM36WetX1aOXYBE8yJK137eiF48VrIrtItk024Zms0syK5al/8KLB0W8+m+8+W9MawUVfTDweG+GmXlBIoUBQt6dufmFxaXl3Ep+dW19Y7OwtX1h4lQz3maxjPVVQA2XQvE2CJD8KtGcRoHkl8HwZOJf3nJtRKzOYZRwP6J9JULBKFjpugv8DoIwOxzfFIrEJdVKo0QwcSvEqzUalhBSrZeOsGfJBEU0Q+um8NbtxSyNuAImqTEdjyTgZ1SDYJKP893U8ISyIe3zjqWKRtz42fTiMd63Sg+HsbalAE/V7xMZjYwZRYHtjCgMzG9vIv7ldVII634mVJICV+xzUZhKDDGevI97QnMGcmQJZVrYWzEbUE0Z2JDyNoSvT/H/5OLI9cpu5axcbB7P4sihXbSHDpCHaqiJTlELtRFDCt2jR/TkGOfBeXZePlvnnNnMDvoB5/UDH6CRPA==</latexit>

,
<latexit sha1_base64="8/N1BI1XK6gMFfRw3xr1Xry4YxU=">AAAB8XicdVBNSwMxEM36WetX1aOXYBE8yJK137eiF48VrIrtItk024Zms0syK5al/8KLB0W8+m+8+W9MawUVfTDweG+GmXlBIoUBQt6dufmFxaXl3Ep+dW19Y7OwtX1h4lQz3maxjPVVQA2XQvE2CJD8KtGcRoHkl8HwZOJf3nJtRKzOYZRwP6J9JULBKFjpugv8DoIwOxzfFIrEJdVKo0QwcSvEqzUalhBSrZeOsGfJBEU0Q+um8NbtxSyNuAImqTEdjyTgZ1SDYJKP893U8ISyIe3zjqWKRtz42fTiMd63Sg+HsbalAE/V7xMZjYwZRYHtjCgMzG9vIv7ldVII634mVJICV+xzUZhKDDGevI97QnMGcmQJZVrYWzEbUE0Z2JDyNoSvT/H/5OLI9cpu5axcbB7P4sihXbSHDpCHaqiJTlELtRFDCt2jR/TkGOfBeXZePlvnnNnMDvoB5/UDH6CRPA==</latexit>

cannot access<latexit sha1_base64="Ry4C/hqc/mS9dkhxIOvBY91LphQ=">AAAB/3icdVA9SwNBEN3zM8avqGBjsxgEq+POxCR2QRtLBaNCEsLeZs4s2ds7dufEcKbwr9hYKGLr37Dz37iJEVT0wcDjvRlm5gWJFAY9792Zmp6ZnZvPLeQXl5ZXVgtr6+cmTjWHBo9lrC8DZkAKBQ0UKOEy0cCiQMJF0D8a+RfXoI2I1RkOEmhH7EqJUHCGVuoUNlsINxiEGWdKxUgZ52DMsFMoem61XD3wfeq5nl8qlSsjUqnt1SrUd70ximSCk07hrdWNeRqBQi6ZMU3fS7CdMY2CSxjmW6mBhPE+u4KmpYpFYNrZ+P4h3bFKl4axtqWQjtXvExmLjBlEge2MGPbMb28k/uU1Uwxr7UyoJEVQ/HNRmEqKMR2FQbtCA0c5sIRxLeytlPeYZhxtZHkbwten9H9yvuf6ZXf/tFysH07iyJEtsk12iU+qpE6OyQlpEE5uyT15JE/OnfPgPDsvn61TzmRmg/yA8/oBFf6W0Q==</latexit>uuu
<latexit sha1_base64="5bILUgMBy4DzHCb4HAsuJKoc5S4=">AAAB7nicdVDLSgMxFM34rPVVdekmWARXQ0Y72NkV3bisYB/QDiWTZtrQZCYkGaEM/Qg3LhRx6/e482/MtBVU9MCFwzn3cu89keRMG4Q+nJXVtfWNzdJWeXtnd2+/cnDY1mmmCG2RlKeqG2FNOUtoyzDDaVcqikXEaSeaXBd+554qzdLkzkwlDQUeJSxmBBsrdfpSRHk2G1SqyEV+4HsIItdHXnBRkCCo13wfei6aowqWaA4q7/1hSjJBE0M41rrnIWnCHCvDCKezcj/TVGIywSPaszTBguown587g6dWGcI4VbYSA+fq94kcC62nIrKdApux/u0V4l9eLzNxPcxZIjNDE7JYFGccmhQWv8MhU5QYPrUEE8XsrZCMscLE2ITKNoSvT+H/pH3uejXXv61VG1fLOErgGJyAM+CBS9AAN6AJWoCACXgAT+DZkc6j8+K8LlpXnOXMEfgB5+0TIcuQHg==</latexit>

,,,
<latexit sha1_base64="2wVW7AZj0XP4n44Mk0x3HeLbyfs=">AAAB7nicdVDLSgMxFM34rPVVdekmWAQXMmRsa9td0Y3LCvYB7VAyaaYNTWZCkhHK0I9w40IRt36PO//GTFtBRQ9cOJxzL/feE0jOtEHow1lZXVvf2Mxt5bd3dvf2CweHbR0nitAWiXmsugHWlLOItgwznHalolgEnHaCyXXmd+6p0iyO7sxUUl/gUcRCRrCxUqcvRZCezwaFInJrpRIqI4hchOr1ejUjlUtUqkLPKhmKYInmoPDeH8YkETQyhGOtex6Sxk+xMoxwOsv3E00lJhM8oj1LIyyo9tP5uTN4apUhDGNlKzJwrn6fSLHQeioC2ymwGevfXib+5fUSE9b8lEUyMTQii0VhwqGJYfY7HDJFieFTSzBRzN4KyRgrTIxNKG9D+PoU/k/aF65Xdiu35WLjahlHDhyDE3AGPFAFDXADmqAFCJiAB/AEnh3pPDovzuuidcVZzhyBH3DePgGr94/Q</latexit>

www
<latexit sha1_base64="o6vLq/bdtgClyQUjQl0xuHuTvX8=">AAAB7nicdVDLSgMxFM3UV62vqks3wSK4GqY6U7ssunFZwT6gHUomzbShSSYkGaUM/Qg3LhRx6/e4829MpxVU9MCFwzn3cu89kWRUG8/7cAorq2vrG8XN0tb2zu5eef+grZNUYdLCCUtUN0KaMCpIy1DDSFcqgnjESCeaXM39zh1Rmibi1kwlCTkaCRpTjIyVOn3Jo+x+NihXPNf360FQgzmp+d6CBOcBrLpejgpYojkov/eHCU45EQYzpHWv6kkTZkgZihmZlfqpJhLhCRqRnqUCcaLDLD93Bk+sMoRxomwJA3P1+0SGuNZTHtlOjsxY//bm4l9eLzVxPcyokKkhAi8WxSmDJoHz3+GQKoINm1qCsKL2VojHSCFsbEIlG8LXp/B/0j5zq74b3PiVxuUyjiI4AsfgFFTBBWiAa9AELYDBBDyAJ/DsSOfReXFeF60FZzlzCH7AefsEMpOQKQ==</latexit>

yyy
<latexit sha1_base64="hLxHPqp6sPSToE98piiH0oKL5bs=">AAAB7nicdVDLSgMxFM3UV62vqks3wSK4Gmbq9LEsunFZwdpCO5RMmrahSSYkGWEY+hFuXCji1u9x59+YaSuo6IELh3Pu5d57IsmoNp734RTW1jc2t4rbpZ3dvf2D8uHRnY4ThUkHxyxWvQhpwqggHUMNIz2pCOIRI91odpX73XuiNI3FrUklCTmaCDqmGBkrdQeSR1k6H5YrnhtcVKt1H+ak2aw3lqTmBdB3vQUqYIX2sPw+GMU44UQYzJDWfd+TJsyQMhQzMi8NEk0kwjM0IX1LBeJEh9ni3Dk8s8oIjmNlSxi4UL9PZIhrnfLIdnJkpvq3l4t/ef3EjJthRoVMDBF4uWicMGhimP8OR1QRbFhqCcKK2lshniKFsLEJlWwIX5/C/8ld1fUDt3YTVFqXqziK4AScgnPggwZogWvQBh2AwQw8gCfw7Ejn0XlxXpetBWc1cwx+wHn7BCg8kCI=</latexit>

zzz
<latexit sha1_base64="s0ZNMFq44XCn730Q7MoZd5ibRnM=">AAAB7nicdVDLSgMxFM3UV62vqks3wSK4GmaGKXZZdOOygn1AO5RMmmlDk0xIMkId+hFuXCji1u9x59+YtiOo6IELh3Pu5d57YsmoNp734ZTW1jc2t8rblZ3dvf2D6uFRR6eZwqSNU5aqXow0YVSQtqGGkZ5UBPGYkW48vVr43TuiNE3FrZlJEnE0FjShGBkrdQeSx/n9fFiteW4YBHXPhyvSKEjYCKDvekvUQIHWsPo+GKU440QYzJDWfd+TJsqRMhQzMq8MMk0kwlM0Jn1LBeJER/ny3Dk8s8oIJqmyJQxcqt8ncsS1nvHYdnJkJvq3txD/8vqZSRpRToXMDBF4tSjJGDQpXPwOR1QRbNjMEoQVtbdCPEEKYWMTqtgQvj6F/5NO4PqhW78Ja83LIo4yOAGn4Bz44AI0wTVogTbAYAoewBN4dqTz6Lw4r6vWklPMHIMfcN4+AQzBkA8=</latexit>

vvv
<latexit sha1_base64="9JkVtp1qO5cI6upiaVpEavUbTIs=">AAAB7nicdVDLSgMxFM3UV62vqks3wSK4GqaS+tgV3bisYB/QDiWTZtrQJBOSTKEM/Qg3LhRx6/e4829MpxVU9MCFwzn3cu89keLM2CD48Aorq2vrG8XN0tb2zu5eef+gZZJUE9okCU90J8KGciZp0zLLaUdpikXEaTsa38z99oRqwxJ5b6eKhgIPJYsZwdZJ7Z4SUTaZ9cuVwEe1AJ0jmJMauloQhBCs+kGOClii0S+/9wYJSQWVlnBsTLcaKBtmWFtGOJ2VeqmhCpMxHtKuoxILasIsP3cGT5wygHGiXUkLc/X7RIaFMVMRuU6B7cj89ubiX143tfFlmDGpUkslWSyKUw5tAue/wwHTlFg+dQQTzdytkIywxsS6hEouhK9P4f+kdeZXkV+7Q5X69TKOIjgCx+AUVMEFqINb0ABNQMAYPIAn8Owp79F78V4XrQVvOXMIfsB7+wQZxZAY</latexit>

uuu
<latexit sha1_base64="5bILUgMBy4DzHCb4HAsuJKoc5S4=">AAAB7nicdVDLSgMxFM34rPVVdekmWARXQ0Y72NkV3bisYB/QDiWTZtrQZCYkGaEM/Qg3LhRx6/e482/MtBVU9MCFwzn3cu89keRMG4Q+nJXVtfWNzdJWeXtnd2+/cnDY1mmmCG2RlKeqG2FNOUtoyzDDaVcqikXEaSeaXBd+554qzdLkzkwlDQUeJSxmBBsrdfpSRHk2G1SqyEV+4HsIItdHXnBRkCCo13wfei6aowqWaA4q7/1hSjJBE0M41rrnIWnCHCvDCKezcj/TVGIywSPaszTBguown587g6dWGcI4VbYSA+fq94kcC62nIrKdApux/u0V4l9eLzNxPcxZIjNDE7JYFGccmhQWv8MhU5QYPrUEE8XsrZCMscLE2ITKNoSvT+H/pH3uejXXv61VG1fLOErgGJyAM+CBS9AAN6AJWoCACXgAT+DZkc6j8+K8LlpXnOXMEfgB5+0TIcuQHg==</latexit>

AAA
<latexit sha1_base64="E2zWqq8D43Y2ZKlRTpkfddOzXtI=">AAAB+nicdVDLSgMxFM3UV62vqS7dBIvgasjUGbS7qhuXFawtdIaSSdM2NPMgyShlnE9x40IRt36JO//GTFtBRQ8EDufcyz05QcKZVAh9GKWl5ZXVtfJ6ZWNza3vHrO7eyDgVhLZJzGPRDbCknEW0rZjitJsIisOA004wuSj8zi0VksXRtZom1A/xKGJDRrDSUt+sekkYZF6I1Zhgnp3led+sIctFdsNtQGTVXdRwHE2QjdCxA20LzVADC7T65rs3iEka0kgRjqXs2ShRfoaFYoTTvOKlkiaYTPCI9jSNcEiln82i5/BQKwM4jIV+kYIz9ftGhkMpp2GgJ4uM8rdXiH95vVQNT/2MRUmqaETmh4YphyqGRQ9wwAQlik81wUQwnRWSMRaYKN1WRZfw9VP4P7mpW7ZjuVdOrXm+qKMM9sEBOAI2OAFNcAlaoA0IuAMP4Ak8G/fGo/FivM5HS8ZiZw/8gPH2CSo7lJw=</latexit>

AAA
<latexit sha1_base64="5aYlBtwCEUNDLp0qVDnuoPgokgQ=">AAACBXicdVDLSgMxFM3UV62vqktdBIvgasiUqba7qhuXFewDOkPJpJk2NPMgyQhlmI0bf8WNC0Xc+g/u/BszbQUVPRA4nHvuzb3HizmTCqEPo7C0vLK6VlwvbWxube+Ud/c6MkoEoW0S8Uj0PCwpZyFtK6Y47cWC4sDjtOtNLvN695YKyaLwRk1j6gZ4FDKfEay0NCgfOnHgpU6kPfmI1AmwGhPM0/MsywblCjJRtV6zqxCZ1RpqWA1NashqnNrQMtEMFbBAa1B+d4YRSQIaKsKxlH0LxcpNsVCMcJqVnETSGJMJHtG+piEOqHTT2RUZPNbKEPqR0C9UcKZ+70hxIOU08LQzX1L+ruXiX7V+ovy6m7IwThQNyfwjP+FQRTCPBA6ZoETxqSaYCKZ3hWSMBSZKB1fSIXxdCv8nnapp2Wbt2q40LxZxFMEBOAInwAJnoAmuQAu0AQF34AE8gWfj3ng0XozXubVgLHr2wQ8Yb59fNJnN</latexit>

⇡A
u⇡
A
u⇡
A
u

<latexit sha1_base64="VQxbepKIi9c86FPhRTIzUQHmrjU="></latexit>

⇡A
u⇡
A
u⇡
A
u

<latexit sha1_base64="VQxbepKIi9c86FPhRTIzUQHmrjU="></latexit>

)))
<latexit sha1_base64="y78DVg1ApeRgUYweUP92tEdhECE=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRZBL2VXKnosevFYwX5Au5Rsmm1Dk2xIskJZ+iO8eFDEq7/Hm//GtN2Dtj4YeLw3w8y8SHFmrO9/e4W19Y3NreJ2aWd3b/+gfHjUMkmqCW2ShCe6E2FDOZO0aZnltKM0xSLitB2N72Z++4lqwxL5aCeKhgIPJYsZwdZJ7Z4SUXYx7ZcrftWfA62SICcVyNHol796g4SkgkpLODamG/jKhhnWlhFOp6VeaqjCZIyHtOuoxIKaMJufO0VnThmgONGupEVz9fdEhoUxExG5ToHtyCx7M/E/r5va+CbMmFSppZIsFsUpRzZBs9/RgGlKLJ84golm7lZERlhjYl1CJRdCsPzyKmldVoNa9eqhVqnf5nEU4QRO4RwCuIY63EMDmkBgDM/wCm+e8l68d+9j0Vrw8plj+APv8wc984+E</latexit>

|||
<latexit sha1_base64="Q7oTwbOMFqmZehtoxcvx59pHyLE=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU9mVih6LXjxWsB/QLiWbZtvQJBuSrFDW/ggvHhTx6u/x5r8xbfegrQ8GHu/NMDMvUpwZ6/vfXmFtfWNzq7hd2tnd2z8oHx61TJJqQpsk4YnuRNhQziRtWmY57ShNsYg4bUfj25nffqTasEQ+2ImiocBDyWJGsHVSu6dElD1N++WKX/XnQKskyEkFcjT65a/eICGpoNISjo3pBr6yYYa1ZYTTaamXGqowGeMh7ToqsaAmzObnTtGZUwYoTrQradFc/T2RYWHMRESuU2A7MsveTPzP66Y2vg4zJlVqqSSLRXHKkU3Q7Hc0YJoSyyeOYKKZuxWREdaYWJdQyYUQLL+8SloX1aBWvbyvVeo3eRxFOIFTOIcArqAOd9CAJhAYwzO8wpunvBfv3ftYtBa8fOYY/sD7/AG8Eo/X</latexit>

is edge
<latexit sha1_base64="QV0s4Sx6ottkNUpH6t8ro0YRyy0=">AAAB+XicbVDLSgNBEJyNrxhfqx69DAbBU9gVRY9BLx4jmAckS5id7U2GzD6Y6Q2GJX/ixYMiXv0Tb/6Nk2QPmljQUFR1093lp1JodJxvq7S2vrG5Vd6u7Ozu7R/Yh0ctnWSKQ5MnMlEdn2mQIoYmCpTQSRWwyJfQ9kd3M789BqVFEj/iJAUvYoNYhIIzNFLftnsIT+iHudAUggFM+3bVqTlz0FXiFqRKCjT69lcvSHgWQYxcMq27rpOilzOFgkuYVnqZhpTxERtA19CYRaC9fH75lJ4ZJaBhokzFSOfq74mcRVpPIt90RgyHetmbif953QzDGy8XcZohxHyxKMwkxYTOYqCBUMBRTgxhXAlzK+VDphhHE1bFhOAuv7xKWhc197J29XBZrd8WcZTJCTkl58Ql16RO7kmDNAknY/JMXsmblVsv1rv1sWgtWcXMMfkD6/MHy06TxQ==</latexit>

⇡A
u⇡
A
u⇡
A
u

<latexit sha1_base64="VQxbepKIi9c86FPhRTIzUQHmrjU="></latexit>

)))
<latexit sha1_base64="y78DVg1ApeRgUYweUP92tEdhECE=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRZBL2VXKnosevFYwX5Au5Rsmm1Dk2xIskJZ+iO8eFDEq7/Hm//GtN2Dtj4YeLw3w8y8SHFmrO9/e4W19Y3NreJ2aWd3b/+gfHjUMkmqCW2ShCe6E2FDOZO0aZnltKM0xSLitB2N72Z++4lqwxL5aCeKhgIPJYsZwdZJ7Z4SUXYx7ZcrftWfA62SICcVyNHol796g4SkgkpLODamG/jKhhnWlhFOp6VeaqjCZIyHtOuoxIKaMJufO0VnThmgONGupEVz9fdEhoUxExG5ToHtyCx7M/E/r5va+CbMmFSppZIsFsUpRzZBs9/RgGlKLJ84golm7lZERlhjYl1CJRdCsPzyKmldVoNa9eqhVqnf5nEU4QRO4RwCuIY63EMDmkBgDM/wCm+e8l68d+9j0Vrw8plj+APv8wc984+E</latexit>

|||
<latexit sha1_base64="Q7oTwbOMFqmZehtoxcvx59pHyLE=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU9mVih6LXjxWsB/QLiWbZtvQJBuSrFDW/ggvHhTx6u/x5r8xbfegrQ8GHu/NMDMvUpwZ6/vfXmFtfWNzq7hd2tnd2z8oHx61TJJqQpsk4YnuRNhQziRtWmY57ShNsYg4bUfj25nffqTasEQ+2ImiocBDyWJGsHVSu6dElD1N++WKX/XnQKskyEkFcjT65a/eICGpoNISjo3pBr6yYYa1ZYTTaamXGqowGeMh7ToqsaAmzObnTtGZUwYoTrQradFc/T2RYWHMRESuU2A7MsveTPzP66Y2vg4zJlVqqSSLRXHKkU3Q7Hc0YJoSyyeOYKKZuxWREdaYWJdQyYUQLL+8SloX1aBWvbyvVeo3eRxFOIFTOIcArqAOd9CAJhAYwzO8wpunvBfv3ftYtBa8fOYY/sD7/AG8Eo/X</latexit>

is non-edge
<latexit sha1_base64="GMxDUPYywHxLTs9FpTh3xXdZ+rc=">AAAB/XicbVDJSgNBEO2JW4xbXG5eGoPgxTAjET0GvXiMYBZIQujp1CRNenqG7hoxDsFf8eJBEa/+hzf/xs5y0MQHBY/3qqiq58dSGHTdbyeztLyyupZdz21sbm3v5Hf3aiZKNIcqj2SkGz4zIIWCKgqU0Ig1sNCXUPcH12O/fg/aiEjd4TCGdsh6SgSCM7RSJ3/QQnhAP0iFoSpSp9DtwaiTL7hFdwK6SLwZKZAZKp38V6sb8SQEhVwyY5qeG2M7ZRoFlzDKtRIDMeMD1oOmpYqFYNrp5PoRPbZKlwaRtqWQTtTfEykLjRmGvu0MGfbNvDcW//OaCQaX7VSoOEFQfLooSCTFiI6joF2hgaMcWsK4FvZWyvtMM442sJwNwZt/eZHUzopeqXh+WyqUr2ZxZMkhOSInxCMXpExuSIVUCSeP5Jm8kjfnyXlx3p2PaWvGmc3skz9wPn8AtVmVZQ==</latexit>⇡⇡⇡<latexit sha1_base64="NIAt0CFZz/s08XDFVGpPGKnSNbw=">AAAB9HicbVDLSgNBEJyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mU2GzMuZ2WBY8h1ePCji1Y/x5t84SfagiQUNRVU33V2xYtRY3//2CmvrG5tbxe3Szu7e/kH58KhlZKoxaWLJpO7EyBBGBWlaahnpKE0Qjxlpx6Pbmd8eE22oFA92okjE0UDQhGJknRSFisdZiJTS8mnaK1f8qj8HXCVBTiogR6NX/gr7EqecCIsZMqYb+MpGGdKWYkampTA1RCE8QgPSdVQgTkyUzY+ewjOn9GEitSth4Vz9PZEhbsyEx66TIzs0y95M/M/rpja5jjIqVGqJwItFScqglXCWAOxTTbBlE0cQ1tTdCvEQaYSty6nkQgiWX14lrYtqUKte3tcq9Zs8jiI4AafgHATgCtTBHWiAJsDgETyDV/Dmjb0X7937WLQWvHzmGPyB9/kDcnGSjQ==</latexit>

di↵erentially private
<latexit sha1_base64="pRk/dx70Df2jcrTbqoHd4yuzWT8=">AAACCHicdVDLSgMxFM34tr6qLl0YLIKrIVNatTvRjUsF+4C2lEzmTg1mHiR3xDJ06cZfceNCEbd+gjv/xrRWUNEDgcM59yY5x0+VNMjYuzM1PTM7N7+wWFhaXlldK65vNEySaQF1kahEt3xuQMkY6ihRQSvVwCNfQdO/Ohn5zWvQRibxBQ5S6Ea8H8tQCo5W6hW3Owg36Id5IMMQNMQouVIDmmp5zRGGvWKJuax8WK2UKXPLVVbzapZUmVfbr1DPZWOUyARnveJbJ0hEFtmbhOLGtD2WYjfnGqVQMCx0MgMpF1e8D21LYx6B6ebjIEO6a5WAhom2J0Y6Vr9v5DwyZhD5djLieGl+eyPxL6+dYXjYzWWcZgix+HwozBTFhI5aoYHUINDmDiQXWtq/UnHJNRdouyvYEr6S0v9Jo+x6Fbd6XikdHU/qWCBbZIfsEY8ckCNySs5InQhyS+7JI3ly7pwH59l5+RydciY7m+QHnNcPlH2a/w==</latexit>

2 prot(2 prot(2 prot(
<latexit sha1_base64="t2KSnbIWWYfnKI6vHqCVAFF8dRA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF6KkkUtFj0YvHCvYDmlA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl4QC67Bcb6twsrq2vpGcbO0tb2zu2fvH7R0lCjKmjQSkeoERDPBJWsCB8E6sWIkDARrB+Prqd++Z0rzSN7BJGZ+SIaSDzglYKSefeTFYZB6XGIP2AOksYogq2Q9u+xUnRnwMnFzUkY5Gj37y+tHNAmZBCqI1l3XicFPiQJOBctKXqJZTOiYDFnXUElCpv10dn+GT43Sx4NImZKAZ+rviZSEWk/CwHSGBEZ60ZuK/3ndBAaXfsplnACTdL5okAgMEZ6GgftcMQpiYgihiptbMR0RRSiYyEomBHfx5WXSOqu6ter5ba1cv8rjKKJjdIIqyEUXqI5uUAM1EUWP6Bm9ojfryXqx3q2PeWvBymcO0R9Ynz+XCpZ7</latexit>

2 pub(2 pub(2 pub(
<latexit sha1_base64="C2Nn6hRNtcE8CYIUTEgvqFgH7jA=">AAAB/nicbVBNS8NAEN34WetXVDx5WSxCTyWRih6LXjxWsB/QhLLZbtqlm03YnYglBPwrXjwo4tXf4c1/47bNQVsfDDzem2FmXpAIrsFxvq2V1bX1jc3SVnl7Z3dv3z44bOs4VZS1aCxi1Q2IZoJL1gIOgnUTxUgUCNYJxjdTv/PAlOaxvIdJwvyIDCUPOSVgpL597CVRkHlcYg/YI2RJGuTVvG9XnJozA14mbkEqqECzb395g5imEZNABdG65zoJ+BlRwKlgedlLNUsIHZMh6xkqScS0n83Oz/GZUQY4jJUpCXim/p7I SKT1JApMZ0RgpBe9qfif10shvPIzLpMUmKTzRWEqMMR4mgUecMUoiIkhhCpubsV0RBShYBIrmxDcxZeXSfu85tZrF3f1SuO6iKOETtApqiIXXaIGukVN1EIUZegZvaI368l6sd6tj3nrilXMHKE/sD5/AKoLlfM=</latexit>

Pr(Pr(Pr(
<latexit sha1_base64="ookcXFLHvntCuqy0XBy096iR4A4=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSxCTyWRih6LXjxWsB/QhrLZbtqlu0nYnagl5qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5tgpr6xubW8Xt0s7u3v6BXT5s6yhRlLVoJCLV9YlmgoesBRwE68aKEekL1vEn1zO/c8+U5lF4B9OYeZKMQh5wSsBIA7vcj6Wf9oE9QtpUGa5mA7vi1Jw58Cpxc1JBOZoD+6s/jGgiWQhUEK17rhODlxIFnAqWlfqJZjGhEzJiPUNDIpn20vnpGT41yhAHkTIVAp6rvydSIrWeSt90SgJjvezNxP+8XgLBpZfyME6AhXSxKEgEhgjPcsBDrhgFMTWEUMXNrZiOiSIUTFolE4K7/PIqaZ/V3Hrt/LZeaVzlcRTRMTpBVeSiC9RAN6iJWoiiB/SMXtGb9WS9WO/Wx6K1YOUzR+gPrM8fXsGUEw==</latexit>

Pr(Pr(Pr(
<latexit sha1_base64="ookcXFLHvntCuqy0XBy096iR4A4=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSxCTyWRih6LXjxWsB/QhrLZbtqlu0nYnagl5qd48aCIV3+JN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5tgpr6xubW8Xt0s7u3v6BXT5s6yhRlLVoJCLV9YlmgoesBRwE68aKEekL1vEn1zO/c8+U5lF4B9OYeZKMQh5wSsBIA7vcj6Wf9oE9QtpUGa5mA7vi1Jw58Cpxc1JBOZoD+6s/jGgiWQhUEK17rhODlxIFnAqWlfqJZjGhEzJiPUNDIpn20vnpGT41yhAHkTIVAp6rvydSIrWeSt90SgJjvezNxP+8XgLBpZfyME6AhXSxKEgEhgjPcsBDrhgFMTWEUMXNrZiOiSIUTFolE4K7/PIqaZ/V3Hrt/LZeaVzlcRTRMTpBVeSiC9RAN6iJWoiiB/SMXtGb9WS9WO/Wx6K1YOUzR+gPrM8fXsGUEw==</latexit>

,,,
<latexit sha1_base64="2wVW7AZj0XP4n44Mk0x3HeLbyfs=">AAAB7nicdVDLSgMxFM34rPVVdekmWAQXMmRsa9td0Y3LCvYB7VAyaaYNTWZCkhHK0I9w40IRt36PO//GTFtBRQ9cOJxzL/feE0jOtEHow1lZXVvf2Mxt5bd3dvf2CweHbR0nitAWiXmsugHWlLOItgwznHalolgEnHaCyXXmd+6p0iyO7sxUUl/gUcRCRrCxUqcvRZCezwaFInJrpRIqI4hchOr1ejUjlUtUqkLPKhmKYInmoPDeH8YkETQyhGOtex6Sxk+xMoxwOsv3E00lJhM8oj1LIyyo9tP5uTN4apUhDGNlKzJwrn6fSLHQeioC2ymwGevfXib+5fUSE9b8lEUyMTQii0VhwqGJYfY7HDJFieFTSzBRzN4KyRgrTIxNKG9D+PoU/k/aF65Xdiu35WLjahlHDhyDE3AGPFAFDXADmqAFCJiAB/AEnh3pPDovzuuidcVZzhyBH3DePgGr94/Q</latexit>

(c)
<latexit sha1_base64="0u7bBHPDKBCJbAK7avM20Uz0++4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoMQL2FXInoMevEY0TwgWcLspDcZMju7zMwKIeQTvHhQxKtf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mnGCfkQHkoecUWOlhzI77xVLbsWdg6wSLyMlyFDvFb+6/ZilEUrDBNW647mJ8SdUGc4ETgvdVGNC2YgOsGOppBFqfzI/dUrOrNInYaxsSUPm6u+JCY20HkeB7YyoGeplbyb+53VSE177Ey6T1KBki0VhKoiJyexv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8JZfXiXNi4pXrVzeV0u1myyOPJzAKZTBgyuowR3UoQEMBvAMr/DmCOfFeXc+Fq05J5s5hj9wPn8Ajk2NVA==</latexit>

(a)
<latexit sha1_base64="zf3z5Nct0o/NJW1tzMhxR+NcLL0=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBDiJexKRI9BLx4jmAcmS5iddJIhs7PLTK8YlvyFFw+KePVvvPk3TpI9aGJBQ1HVTXdXEEth0HW/nZXVtfWNzdxWfntnd2+/cHDYMFGiOdR5JCPdCpgBKRTUUaCEVqyBhYGEZjC6mfrNR9BGROoexzH4IRso0RecoZUeOghPmJbY2aRbKLpldwa6TLyMFEmGWrfw1elFPAlBIZfMmLbnxuinTKPgEib5TmIgZnzEBtC2VLEQjJ/OLp7QU6v0aD/SthTSmfp7ImWhMeMwsJ0hw6FZ9Kbif147wf6VnwoVJwiKzxf1E0kxotP3aU9o4CjHljCuhb2V8iHTjKMNKW9D8BZfXiaN87JXKV/cVYrV6yyOHDkmJ6REPHJJquSW1EidcKLIM3klb45xXpx352PeuuJkM0fkD5zPH1FUkLE=</latexit>

(b)
<latexit sha1_base64="lJ/LwVkPdQNJ6PQ+58u4kKwlrBY=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBDiJexKRI9BLx4jmAcmS5iddJIhs7PLTK8YlvyFFw+KePVvvPk3TpI9aGJBQ1HVTXdXEEth0HW/nZXVtfWNzdxWfntnd2+/cHDYMFGiOdR5JCPdCpgBKRTUUaCEVqyBhYGEZjC6mfrNR9BGROoexzH4IRso0RecoZUeOghPmJaCs0m3UHTL7gx0mXgZKZIMtW7hq9OLeBKCQi6ZMW3PjdFPmUbBJUzyncRAzPiIDaBtqWIhGD+dXTyhp1bp0X6kbSmkM/X3RMpCY8ZhYDtDhkOz6E3F/7x2gv0rPxUqThAUny/qJ5JiRKfv057QwFGOLWFcC3sr5UOmGUcbUt6G4C2+vEwa52WvUr64qxSr11kcOXJMTkiJeOSSVMktqZE64USRZ/JK3hzjvDjvzse8dcXJZo7IHzifP1LakLI=</latexit>
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<latexit sha1_base64="pR0V4IqY9jIcKNONU1gZrthhUqM="></latexit>
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y ,⇡A
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<latexit sha1_base64="tWUO+bjddTGjrGdoIhOPl9fM47U="></latexit>

{⇡A
• : • 6= u}{⇡A
• : • 6= u}{⇡A
• : • 6= u}

<latexit sha1_base64="cUbJADVLVCGxFKuEMejI6e7vjUg="></latexit>

Protected pair
<latexit sha1_base64="X5ztWIl+brIaWON5LV00YudIws0=">AAACAHicdVC7SgNBFJ31bXxFLSxsBoNgtcyGRJMuaGMZwSRCEsLs5K4ZMvtg5q4YljT+io2FIrZ+hp1/4yRGUNEDA4dz7uXOOX6ipEHG3p25+YXFpeWV1dza+sbmVn57p2niVAtoiFjF+srnBpSMoIESFVwlGnjoK2j5w7OJ37oBbWQcXeIogW7IryMZSMHRSr38XgfhFv0gq+sYQSD0acKlHvfyBeayYqVcKlLmFsus6lUtKTOvelyinsumKJAZ6r38W6cfizSECIXixrQ9lmA34xqlUDDOdVIDCRdDfg1tSyMegulm0wBjemiVPg1ibV+EdKp+38h4aMwo9O1kyHFgfnsT8S+vnWJQ6WYySlKESHweClJFMaaTNmhfahtajSzhQkv7VyoGXHNbhDY5W8JXUvo/aRZdr+SWL0qF2umsjhWyTw7IEfHICamRc1InDSLImNyTR/Lk3DkPzrPz8jk658x2dskPOK8f0Z2XOA==</latexit>

Figure 1: Problem setup. (a) Nodes in prot(w) colored
red; nodes in pub(w) colored green. (b) u cannot see red
edges (solid), red non-edges (dotted) and recommendations
(πA• , • 6= u) to other nodes. u can see green edges (solid),
green non-edges (dotted) and recommendation (πAu ) to it-
self. (c) Output ofA should be insensitive to protected pairs.

likely to recommend v to the node u, which in turn allows u
to guess the presence of the edge (v, w). Figure 1 illustrates
our problem setup.

3 Privacy Model For Protected Pairs
In this section, we first present our privacy model which as-
sesses the privacy loss of protected node-pairs, given the pre-
dictions made by an LP algorithm. Then we introduce the
sensitivity function, specifically designed for graphs with
protected pairs.

3.1 Protected-pair Differential Privacy
In order to the prevent privacy leakage of the protected con-
nections, we aim to design a privacy preserving LP algo-
rithmA based onA, meaning thatA uses the scores sA(u, ·)
to present to each node u a ranking πAu , while maintaining
the privacy of all the protected node pairs in the graph, where
one of the two nodes in such a pair is not u itself. We expect
that u has strong reasons to link to the top nodes in πAu , and
that the same list will occur again with nearly equal prob-
ability, if one changes (adds or deletes) edges between any
other node w and the protected nodes of w, other than u, i.e.,
prot(w)\{u}. We formally define such changes in the graph
in the following.
Definition 1 (u-neighboring graphs). Given two graphs
G = (V,E) and G′ = (V,E′) with the same node set V ,
and a node u ∈ V , we call G, G′ as u-neighboring graphs,
if there exists some node w 6= u (not necessarily a neigh-
bor), such that

1. protected nodes prot(w) are the same in G and G′,
2. public nodes pub(w) are the same in G and G′, and
3. E′\{(w, v) | v∈ prot(w)\u}=E\{(w, v) | v∈ prot(w)\u}.
The set of all u-neighboring graph pairs is denoted as Nu.
In words, the last requirement is that, for the purpose of
recommendation to u, the information not protected by w
is the same in G and G′. u-neighboring graphs may differ
only in the protected pairs incident to some other node w,

except (w, u). Next, we propose our privacy model which
characterizes the privacy leakage of protected node-pairs in
the context of link prediction.

Definition 2 (Protected-pair differential privacy). We are
given a non-private base LP algorithm A, and a random-
ized LP routine A based on A, which returns a ranking of
K nodes. We say that “A ensures εp-protected-pair differ-
ential privacy”, if, for all nodes u ∈ V and for all ranking
RK on the candidate nodes, truncated after position K, we
have Pr(πAu = RK | A, G) ≤ eεp Pr(πAu = RK | A, G′),
whenever G and G′ are u-neighboring graphs.

In words,A promises to recommend the same list to u, with
nearly the same probability, even if we arbitrarily change the
protected partners of any node w, except for u itself, as that
information is already known to u.

3.2 Graph Sensitivity
Recall thatA recommends v to u based on a score sA(u, v).
A key component of our strategy is to apply a (monotone)
transform f(sA(u, v)) to balance it more effectively against
samples from a noise generator. To that end, given base LP
algorithmA, we define the sensitivity of any function on the
scores f(sA(u, ·)) : V → R+, which will be subsequently
used to design any protected-pair differentially private LP
algorithm.

Definition 3 (Sensitivity of f ◦sA). The sensitivity ∆f,A of
a transformation f on the scoring function sA is defined as

∆f,A = max
u

max
(G,G′)∈Nu

max
v

∣∣f(sA(u, v|G))

− f(sA(u, v|G′))
∣∣ (1)

Recall Nu represents all u-neighboring graph pairs.

4 Design of Privacy Protocols for LP
In this section, we first state our problem of designing a pri-
vacy preserving LP algorithm A— based on a non-private
LP algorithm A— which aims to provide an optimal trade-
off between privacy leakage of the protected node pairs and
LP accuracy. Next, we develop DPLP, our proposed algo-
rithm which solves this problem,

4.1 Problem Statement
Privacy can always be trivially protected by ignoring pri-
vate data and sampling each node uniformly, but such an LP
‘algorithm’ has no predictive value. Hence, it is important
to design a privacy preserving LP algorithm which can also
provide a reasonable LP accuracy. To this end, given a base
LP algorithmA, our goal is to design a protected-pair differ-
entially private algorithm A based on A, which maximizes
the link prediction accuracy. A uses random noise, and in-
duces a distribution πAu over rankings presented to u. Specif-
ically, our goal is solve the following optimization problem:

maximizeA
∑
u∈V ERK∼Pr(πAu |A,G)AUC(RK) (2)

s.t. A is Kεp protected-pair differentially private.
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Here, AUC(RK) measures the area under the ROC curve
given by RK— the ranked list of recommended nodes trun-
cated at K. Hence, the above optimization problem maxi-
mizes the expected AUC over the rankings generated by the
randomized protocolA, based on the scores produced byA.
The constraint indicates that predicting a single link usingA
requires to satisfy εp-protected-pair differential privacy.

4.2 DPLP: A Protected-pair Differentially Private
Link Predictor

A key question is whether well-known generic privacy pro-
tocols like Laplace or exponential noising are adequate
solvers of the optimization problem in Eq. (2), or might a
solution tailored to protected-pair differential privacy in LP
do better. We answer in the affirmative by presenting DPLP,
a novel DP link predictor, with five salient components.

1. Monotone transformation of the original scores from A.
2. Design of a ranking distribution πAu , which suitably in-

troduces noise to the original scores to make a sampled
ranking insensitive to protected node pairs.

3. Re-parameterization of the ranking distribution to facili-
tate effective training.

4. Design of a tractable ranking objective that approximates
AUC in Eq. (2).

5. Sampling current non-neighbors for recommendation.

Monotone transformation of base scores. We equip A
with a trainable monotone transformation f : R+ → R+,
which is applied to base scores sA(u, ·). Transform f helps
us more effectively balance signal from A with the privacy-
assuring noise distribution we use. We view this transforma-
tion from two perspectives.

First, f(sA(u, ·)) can be seen as a new scoring function
which aims to boost the ranking utility of the original scores
sA(u, ·), under a given privacy constraint. In the absence
of privacy constraints, we can reasonably demand that the
ranking quality of f ◦ sA be at least as good as sA. In
other words, we expect that the transformed and the original
scores provide the same ranking utility, i.e., the same list of
recommended nodes, in the absence of privacy constraints.
A monotone f ensures such a property.

Second, as we shall see, f can also be seen as a probabil-
ity distribution transformer. Given a sufficiently expressive
neural representation of f (as designed in Section 4.3), any
arbitrary distribution on the original scores can be fitted with
a tractable known distribution on the transformed scores.
This helps us build a high-capacity but tractable ranking dis-
tribution Pr(πAu | A, G), as described below.

Design of a ranking distribution. Having transformed the
scores sA(u, .) into f(sA(u, v)), we draw nodes v using an
iterative exponential mechanism on the transformed scores
f(sA(u, v)). Specifically, we draw the first node v with
probability proportional to exp (εpf(sA(u, v))/2∆f,A),
then repeat for collecting K nodes in all. Thus, our ranking

distribution in Eq. (2) is:

Pr(πAu = RK |A, G) =

K∏
j=1

exp

(
εpf(sA(u,RK(j)))

2∆f,A

)
∑
w 6∈RK(1,..,j−1) exp

(
εpf(sA(u,w))

2∆f,A

) , (3)

In the absence of privacy concerns (εp → ∞), the candi-
date node with the highest score f(sA(u, .)) gets selected
in each step, and the algorithm reduces to the original non-
private LP algorithm A, thanks to the monotonicity of f .
On the other hand, if εp → 0, then every node has an equal
chance of getting selected, which preserves privacy but has
low predictive utility.

Indeed, our ranking distribution in Eq. (3) follows an ex-
ponential mechanism on the new scores f(sA(u, ·)). How-
ever, in principle, such a mechanism can capture any ar-
bitrary ranking distribution Pr(πAu |A, G), given sufficient
training and expressiveness of f .

Finally, we note that f can be designed to limit ∆f,A.
E.g., if we can ensure that f(·) is positive and bounded by
B, then we can have ∆f,A ≤ B; if we can ensure that the
derivative f ′(·) is bounded by B′, then, by the Lipschitz
property, ∆f,A ≤ B′∆A.
Re-parameterization of the ranking distribution. In prac-
tice, the above-described procedure for sampling a top-K
ranking results in high estimation variance during train-
ing (Zhao et al. 2011; Marbach and Tsitsiklis 2003; Pe-
ters and Schaal 2006; Sehnke et al. 2010). To overcome
this problem, we make a slight modification to the soft-
max method. We first add i.i.d Gumbel noise ηu,v ∼
GUM(2∆f,A/εp) to each score f(sA(u, v)) and then take
top K nodes with highest noisy score (Durfee and Rogers
2019, Lemma 4.2). Such a distribution allows an easy re-
parameterization trick — GUM(2∆f,A/εp) = (2∆f,A/εp) ·
GUM(1) — which reduces the parameter variance. With
such a re-parameterization of the softmax ranking distribu-
tion in Eq. (3), we get the following alternative representa-
tion of our objective in Eq. (2):∑
u∈V

E
{ηu,•}∼GUM(1)

AUC
(
RK

({
f(sA(u, •) +

2∆f,Aηu,•
εp

}))
,

where RK(.) gives a top-K ranking based on the noisy
transformed scores {f(sA(u, •) + 2∆f,Aηu,•/εp} over the
candidate nodes for recommendation to u.
Designing a tractable ranking objective. Despite the
aforementioned re-parameterization trick, standard opti-
mization tools face several challenges to maximize the above
objective. First, optimizing AUC is an NP-hard problem.
Second, truncating the list up toK nodes often pushes many
neighbors out of the list at the initial stages of learning,
which can lead to poor training (Liu 2009). To overcome
these limitations, we replace AUC (Gao and Zhou 2015)
with a surrogate pairwise hinge loss `(·) and consider a non-
truncated list R|V |−1 of all possible candidate nodes during
training (Gao and Zhou 2015; Joachims 2005). Hence our
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Algorithm 1 DPLP: Learns A based on a non-private LP
algorithm A and then uses it to recommend K nodes to u.

1: Input G = (V,E); protected and non-protected node-sets
prot(·), pub(·); scores sA(., .) given by A; privacy leakage
εp, margin %.

2: Output RK : List of top-K recommended nodes to node u
3: Initialize RK(1 . . .K)← ∅
4: f ← TRAIN(G, {sA(w, v) | v ∈ pub(w), u ∈ V }, εp, %)

5: candidates← nbr(u)
6: for j in 1 . . .K do
7: w ∼ SOFTMAX ({εpf(sA(u, v)/2∆f,A | v ∈ candidates})
8: candidates← candidates\{w}
9: RK(j)← w

10: Return RK

optimization problem becomes:
min
f

∑
u∈V E{ηu,•}∼GUM(1)` ({f(sA(u, •)), ηu•} ;G) (4)

where ` ({f(sA(u, •)), ηu•} ;G) is given by a pairwise
ranking loss surrogate over the noisy transformed scores:∑

g∈nbr(u)∩pub(u)

b∈nbr(u)∩pub(u)

ReLU
[
%+ f(sA(u, b)) +

2∆f,Aηub
εp

− f(sA(u, g))− 2∆f,Aηug
εp

]
. (5)

The above loss function encourages that the (noisy) trans-
formed score of a neighbor g exceeds the corresponding
score of a non-neighbor b by at least (a tunable) margin %.
In absence of privacy concern, i.e., εp → ∞, it is simply
ReLU [%+ f(sA(u, b))− f(sA(u, g))], which would pro-
vide the same ranking as A, due to the monotonicity of f .

We would like to point out that the objective in Eq 5 uses
only non-protected pairs {(u, v)|v ∈ pub(u)} to train f .
This ensures no privacy is leaked during training.
Sampling nodes for recommendation. Once we train f by
solving the optimization problem in Eq. (4), we draw top-K
candidate nodes using the trained f . Specifically, we first
sample a non-neighbor v with probability proportional to
exp (εpf(sA(u, v))/2∆f,A) and then repeat the same pro-
cess on the remaining non-neighbors nbr(u)\{v} and con-
tinue K times.
Overall algorithm. We summarize the overall algorithm in
Algorithm 1, where the TRAIN(•) routine solves the op-
timization problem in Eq. (4). Since there is no privacy
leakage during training, the entire process — from train-
ing to test — ensuresKεp protected-pair differential privacy,
which is formalized in the following proposition and proven
in (De and Chakrabarti 2020).
Proposition 4. Algorithm 1 implementsKεp-protected-pair
differentially private LP.

Incompatibility with node and edge DP. Note that, our
proposal is incompatible with node or edge privacy (where
each node or edge is protected). In those cases, objective in
Eq. (5) cannot access any data in the training graph. How-
ever, our proposal is useful in many applications like online
social networks, in which, a user usually protects a fraction
of his sensitive connections, while leaving others public.

4.3 Structure Of The Monotonic Transformation
We approximate the required nonlinear function f with fθ ,
implemented as a monotonic neural network with param-
eters θ. Initial experiments suggested that raising the raw
score sA(u, v) to a power a > 0 provided a flexible trade-off
between privacy and utility over diverse graphs. We provide
a basis set {ai > 0} of fixed powers and obtain a positive
linear combination over raw scores sA(u, ·) raised to these
powers. More specifically, we compute:

νβ(sA(u, v)) =

na∑
i=1

eτβi(sA(u, v))ai , (6)

where (ai)i∈[na] > 0 are fixed a priori. β = (βi)i∈[na] are
trainable parameters and τ is a temperature hyperparameter.
This gave more stable gradient updates than letting a float as
a variable.

While using νβ(sA(u, v)) as f(sA(u, v)) is already an
improvement upon raw score sA(u, v), we propose a further
refinement: we feed νβ(sA(u, v)) to a Unconstrained Mono-
tone Neural Network (UMNN) (Wehenkel and Louppe
2019) to finally obtain fθ(sA(u, v)). UMNN is parameter-
ized using the integral of a positive nonlinear function:

fθ(sA(u, v)) =

∫ νβ(sA(u,v))

0

gφ(s)ds+ b0, (7)

where gφ(.) is a positive neural network, parameterized
by φ. UMNN offers an unconstrained, highly expressive
parameterization of monotonic functions, since the mono-
tonicity herein is achieved by only enforcing a positive in-
tegrand gφ(·). In theory, with sufficient training and capac-
ity, a ‘universal’ monotone transformation may absorb νβ(·)
into its input stage, but, in practice, we found that omitting
νβ(·) and passing sA(u, v) directly to UMNN gave poorer
results (De and Chakrabarti 2020). Therefore, we explicitly
provide νβ(sA(u, v)) as an input to it, instead of the score
sA(u, v) itself. Overall, we have θ = {β,φ, b0} as the train-
able parameters.

5 Privacy-accuracy Trade-off Of DPLP

It is desirable that a privacy preserving LP algorithm should
be able to hide the protected node-pairs as well as give high
predictive accuracy. However, in principle, LP accuracy is
likely to deteriorate with higher privacy constraint (lower
εp). For example, a uniform ranking distribution, i.e., εp→0
provides extreme privacy. However, it would lead to a poor
prediction. On the other hand, in absence of privacy, i.e.,
when εp → ∞, the algorithm enjoys an unrestricted use of
the protected pairs, which is likely to boost its accuracy. In
this section, we analyze this trade-off from two perspectives.

1. Relative trade-off analysis. Here, we assess the relative
loss of prediction quality of A with respect to the ob-
served scores of the the base LP algorithm A.

2. Absolute trade-off analysis. Here, we assess the loss of
absolute prediction quality of A with respect to the true
utility provided by a latent graph generative process.
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5.1 Relative Trade-off Analysis
Like other privacy preserving algorithms, DPLP also intro-
duces some randomness to the base LP scores, and therefore,
any DPLP algorithm A may reduce the predictive quality
of A. To formally investigate the loss, we quantify the loss
in scores suffered by A, compared to A:

γu(A, εp) = EA

[ ∑
i∈[K]

sA(u, uAi |G)−
∑
i∈[K]

sA(u, uAi |G)

]
.

Recall that uAi = πAu (i) and uAi = πAu (i). We do not
take absolute difference because the first term cannot be
smaller than the second. The expectation is over random-
ness introduced by the algorithm A. The following theorem
bounds γu(A, εp) in two extreme cases (Proven in (De and
Chakrabarti 2020)).
Proposition 5. If εp is the privacy parameter and κu,A :=
maxi∈[|V |−1]{sA(u, uAi )− sA(u, uAi+1)}, then we have:

lim
εp→∞

γu(A, εp) = 0 and, lim
εp→0

γu(A, εp) ≤ Kκu,A.

Here, κu,A gives maximum difference between the scores of
two consecutive nodes in the ranking provided by A to u.

5.2 Absolute Trade-off Analysis
Usually, A provides only imperfect predictions. Hence, the
above trade-off analysis which probes into the relative cost
of privacy with respect to A, may not always reflect the real
effect of privacy on the predictive quality. To fill this gap, we
need to analyze the absolute prediction quality — utility in
terms of the true latent generative process — which is harder
to analyze. Even for a non-private LP algorithmsA, absolute
quality is rarely analyzed, except for Sarkar, Chakrabarti,
and Moore (2011), which we discuss below.
Latent space network model. We consider the latent space
model proposed by Sarkar, Chakrabarti, and Moore (2011),
which showed why some popular LP methods succeed. In
their model, the nodes lie within a D-dimensional hyper-
sphere having unit volume. Each node u has a co-ordinate
xu within the sphere, drawn uniformly at random. Given a
parameter r > 0, the latent generative rule is that nodes u
and v get connected if the distance duv = ||xu −xv||2 < r.
Relating ranking loss to absolute prediction error. If an
oracle link predictor could know the underlying generative
process, then its ranking π∗u would have sorted the nodes
in the increasing order of distances du•. An imperfect non-
private LP algorithm A does not have access to these dis-
tances and therefore, it would suffer from some prediction
error. A, based on A, will incur an additional prediction er-
ror due to its privacy preserving randomization. We quantify
this absolute loss by extending our loss function in Eq. (4):

`(πAu ;π∗u) :=
∑
i<j≤K [d

uuAi
− d

uuAj
]+. (8)

Here, recall that uAi = πAu (i). Analyzing the above loss
for any general base LP method, especially deep embedding
methods like GCN, is extremely challenging. Here we con-
sider simple triad based models e.g., Adamic Adar (AA),

Jaccard coefficients (JC) and common neighbors (CN). For
such base LP methods, we bound this loss in the following
theorem (Proven in (De and Chakrabarti 2020)).

Theorem 6. Given ε =
√

2 log(2/δ)
|V | + 7 log(2/δ)

3(|V |−1) . For A ∈
{AA,CN, JC}, with probability 1− 4K2δ:

EA
[
`(πAu ;π∗u)

]
= O

([
2Kε+ γu(A, εp)/|V |

] 1
KD

)
, (9)

where D is the dimension of the underlying hypersphere for
the latent space random graph model.

The 2Kε term captures the predictive loss due to imper-
fect LP algorithmA and γu(A, εp)/|V | characterizes the ex-
cess loss from privacy constraints. Note that ε here is unre-
lated to privacy level εp; it characterizes the upper bounds of
the expected losses due to A, and it depends on δ that quan-
tifies the underlying confidence interval. The expectation is
taken over random choices made by differentially private,
and not randomness in the process generating the data.

6 Experiments
We report on experiments with five real world datasets
to show that DPLP can trade off privacy and the predic-
tive accuracy more effectively than three standard DP pro-
tocols (Geng and Viswanath 2015; Machanavajjhala, Ko-
rolova, and Sarma 2011; McSherry and Talwar 2007). In the
extended draft (De and Chakrabarti 2020), we provide addi-
tional details about the experiments and more experimental
results.

6.1 Experimental Setup
Datasets. We use five networks: Facebook (Leskovec and
Mcauley 2012), USAir (Batagelj and Mrvar 2006), Twit-
ter (Leskovec and Mcauley 2012), Yeast (Von Mering et al.
2002), PB (Ackland et al. 2005).
Evaluation protocol and metrics. For each of these
datasets, we first mark a portion (σprot) of all connections
to be protected. Following previous work (Backstrom and
Leskovec 2011; De, Ganguly, and Chakrabarti 2013), we
sort nodes by decreasing number of triangles in which
they occur, and allow the top 80% to be query nodes.
Next, for each query node q in the disclosed graph, the set
of nodes V \{q} is partitioned into neighbors nbr(q) and
non-neighbors nbr(q). Finally, we sample 80% of | nbr(q)|
neighbors and 80% of nbr(q) non-neighbors and present the
resulting graph Gsampled to A—the non-private base LP, and
subsequently to A—the protected-pair differentially private
LP which is built on A. For each query node q, we ask A
to provide a top-K list of potential neighbors from the held-
out graph, consisting of both public and private connections.
We report the predictive performance of A in terms of av-
erage AUC of the ranked list of nodes across all the queries
Q. The exact choices of σprot and K vary across different
experiments.
Candidates for base LP algorithms A. We consider two
classes of base LP algorithms A: (i) algorithms based on
the triad-completion principle (Liben-Nowell and Kleinberg
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AA CN
A DPLP DPLP-Lin Staircase Lapl. Exp. A DPLP DPLP-Lin Staircase Lapl. Exp.

Facebook 0.842 0.788 0.211 0.163 0.168 0.170 0.827 0.768 0.544 0.169 0.181 0.177
USAir 0.899 0.825 0.498 0.434 0.461 0.423 0.873 0.819 0.670 0.432 0.482 0.435
Twitter 0.726 0.674 0.517 0.504 0.515 0.488 0.718 0.667 0.630 0.505 0.523 0.493
Yeast 0.778 0.696 0.179 0.154 0.154 0.149 0.764 0.667 0.359 0.146 0.160 0.151
PB 0.627 0.558 0.287 0.254 0.263 0.255 0.593 0.537 0.389 0.277 0.272 0.257

GCN Node2Vec
A DPLP DPLP-Lin Staircase Lapl. Exp. A DPLP DPLP-Lin Staircase Lapl. Exp.

Facebook 0.463 0.151 0.154 0.159 0.145 0.150 0.681 0.668 0.202 0.157 0.152 0.155
USAir 0.483 0.446 0.391 0.389 0.399 0.420 0.752 0.681 0.424 0.403 0.422 0.447
Twitter 0.504 0.496 0.498 0.516 0.509 0.505 0.608 0.555 0.511 0.485 0.512 0.505
Yeast 0.369 0.163 0.131 0.116 0.125 0.112 0.836 0.803 0.180 0.151 0.159 0.145
PB 0.503 0.287 0.293 0.262 0.286 0.261 0.525 0.473 0.304 0.266 0.282 0.255

Table 1: Performance (AUC) for base non-private LP algorithm A and five different DP protocols A, viz., DPLP, DPLP-Lin,
Staircase (Geng and Viswanath 2015), Laplace (Machanavajjhala, Korolova, and Sarma 2011) and Exponential (Machanava-
jjhala, Korolova, and Sarma 2011) on 20% held-out set. Four base LP algorithms A i.e., AA, CN, GCN, Node2Vec, across
all five datasets. We set the fraction of protected edges σprot = 0.3, the privacy leakage εp = 0.1 and the number of recom-
mended nodes K = 30. Baseline LP algorithms AA and CN are triad-based. Baselines GCN and Node2Vec are based on node
embeddings. Bold numbers correspond to the best performing A, for the given base algorithm A.
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Figure 2: AUC vs. a when the base algorithm A = CN.

2007) viz., Adamic Adar (AA) and Common Neighbors
(CN); and, (ii) algorithms based on fitting node embeddings,
viz., GCN (Kipf and Welling 2016) and Node2Vec (Grover
and Leskovec 2016). Moreover, in (De and Chakrabarti
2020), we also present results on a wide variety of LP
protocols. e.g., Preferential Attachment, Jaccard coefficient,
Struct2Vec (Ribeiro, Saverese, and Figueiredo 2017), Deep-
Walk (Perozzi, Al-Rfou, and Skiena 2014), LINE (Tang
et al. 2015) and PRUNE (Lai et al. 2017).
DPLP and baselines (A). We compare DPLP against three
state-of-the-art perturbation methods i.e., Staircase (Geng
and Viswanath 2015), Laplace (Machanavajjhala, Korolova,
and Sarma 2011) and Exponential (Machanavajjhala, Ko-
rolova, and Sarma 2011; McSherry and Talwar 2007), which
maintain differential privacy off-the-shelf. Moreover, as an
ablation, apart from using νβ(.) — the linear aggregator
of different powers of the score — as a signal in fθ(.)
(Eqs. 6 and 7), we also use it as an independent baseline
i.e., fθ(s) = νβ(s) with θ = {β}. We refer such a linear
“monotone transformation” as DPLP-Lin.

6.2 Results
We first present some empirical evidence which motivates
our formulation of f , specifically, the choice of the compo-
nent νβ(sA(·, ·)). We draw nodes using exponential mech-
anism with different powers of the scores. To recommend
neighbors to node u, we draw nodes from the distribution in
Eq. (3), with f(sA(u, ·)) = (sA(u, ·))a for different values

of a. Figure 2 illustrates the results for three datasets with
the fraction of protected connections σprot = 0.3, the privacy
leakage εp = 0.1 andA = CN. It shows that AUC improves
as a increases. This is because, as a increases, the underly-
ing sampling distribution induced by the exponential mecha-
nism with new score f(sCN) = saCN becomes more and more
skewed towards the ranking induced by the base scores sA,
while maintaining privacy level εp. It turns out that use of
UMNN in Eq. (7) further significantly boosts predictive per-
formance of DPLP.

We compare DPLP against three state-of-the-art DP pro-
tocols (Staircase, Laplace and exponential), at a given pri-
vacy leakage εp = 0.1 and a given fraction of protected
edges σprot = 0.3, for top-K (=30) predictions. Table 1
summarizes the results, which shows that DPLP outperforms
competing DP protocols, including its linear variant DPLP-
Lin, forA = AA,CN and Node2Vec. There is no consistent
winner in case of GCN, which is probably because GCN
turns out be not-so-good link predictor in our datasets.

7 Conclusion
We proposed protected-pair differential privacy, a practi-
cally motivated variant of differential privacy for social net-
works. Then we presented DPLP, a noising protocol de-
signed around a base non-private LP algorithm. DPLP max-
imizes ranking accuracy, while maintaining a specified pri-
vacy level of protected edges. It transforms the base score
using a trainable monotone neural network and then intro-
duces noise into these transformed scores to perturb the
ranking distribution. DPLP is trained using a pairwise rank-
ing loss function. We also analyzed the loss of ranking qual-
ity in a latent distance graph generative framework. Exten-
sive experiments show that DPLP trades off ranking accu-
racy and privacy better than several baselines.

Our work opens up several future works, e.g., analyz-
ing collusion between queries and graph steganography at-
tacks (Backstrom, Dwork, and Kleinberg 2007), analyzing
utility-privacy trade-off in other graph models, etc.
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Broader Impact
Privacy concerns have increased with the proliferation of
social media. Today, law enforcement authorities routinely
demand social media handles of visa applicants2. Insurance
providers can use social media content to set premium lev-
els3. One may avoid such situations, by making individ-
ual features e.g., demographic information, age, etc. pri-
vate. However, homophily and other network effects may
still leak user attributes, even if they are made explicitly pri-
vate. Someone having skydiver or smoker friends may end
up paying large insurance premiums, even if they do not
subject themselves to those risks. A potential remedy is for
users to mark some part of their connections as private as
well (Waniek et al. 2019). In our work, we argue that it is
possible to protect privacy of such protected connections, for
a specific graph based application, i.e., link prediction, while
not sacrificing the quality of prediction. More broadly, our
work suggests that, a suitably designed differentially private
algorithm can still meet the user expectation in social net-
work applications, without leaking user information.

Acknowledgements
Both the authors would like to acknowledge IBM Grants.
Abir De would like to acknowledge Seed Grant provided by
IIT Bombay.

References
Abadi, M.; Chu, A.; Goodfellow, I.; McMahan, H. B.;
Mironov, I.; Talwar, K.; and Zhang, L. 2016. Deep learning
with differential privacy. In Proceedings of the 2016 ACM
SIGSAC Conference on Computer and Communications Se-
curity, 308–318.
Ackland, R.; et al. 2005. Mapping the US political blo-
gosphere: Are conservative bloggers more prominent? In
BlogTalk Downunder 2005 Conference, Sydney. BlogTalk
Downunder 2005 Conference, Sydney.
Backstrom, L.; Dwork, C.; and Kleinberg, J. 2007. Where-
fore art thou r3579x?: anonymized social networks, hidden
patterns, and structural steganography. In WWW.
Backstrom, L.; and Leskovec, J. 2011. Supervised ran-
dom walks: predicting and recommending links in social
networks. In WSDM Conference, 635–644. URL http:
//cs.stanford.edu/people/jure/pubs/linkpred-ssswsdm11.pdf.
Batagelj, V.; and Mrvar, A. 2006. USAir Dataset.
Chierichetti, F.; Epasto, A.; Kumar, R.; Lattanzi, S.; and
Mirrokni, V. 2015. Efficient Algorithms for Public-Private
Social Networks. In SIGKDD.
De, A.; and Chakrabarti, S. 2020. Differentially Private
Link Prediction With Protected Connections URL https:
//arxiv.org/abs/1908.04849.
De, A.; Ganguly, N.; and Chakrabarti, S. 2013. Discrim-
inative link prediction using local links, node features and
community structure. In ICDM, 1009–1018. IEEE.

2https://bit.ly/2A5R3kS
3https://bit.ly/30oV0Mr

Durfee, D.; and Rogers, R. M. 2019. Practical Differen-
tially Private Top-k Selection with Pay-what-you-get Com-
position. In Advances in Neural Information Processing Sys-
tems, 3527–3537.

Dwork, C. 2011. Differential privacy. Encyclopedia of Cryp-
tography and Security 338–340.

Dwork, C.; and Roth, A. 2014. The algorithmic foundations
of differential privacy. Foundations and Trends in Theoreti-
cal Computer Science 9(3–4): 211–407.

Gao, W.; and Zhou, Z.-H. 2015. On the consistency of AUC
pairwise optimization. In Twenty-Fourth International Joint
Conference on Artificial Intelligence.

Geng, Q.; Ding, W.; Guo, R.; and Kumar, S. 2018. Opti-
mal noise-adding mechanism in additive differential privacy.
arXiv preprint arXiv:1809.10224 .

Geng, Q.; and Viswanath, P. 2015. The optimal noise-adding
mechanism in differential privacy. IEEE Transactions on
Information Theory 62(2): 925–951.

Ghosh, A.; Roughgarden, T.; and Sundararajan, M. 2012.
Universally utility-maximizing privacy mechanisms. SIAM
Journal on Computing 41(6): 1673–1693.

Grover, A.; and Leskovec, J. 2016. node2vec: Scalable fea-
ture learning for networks. In SIGKDD.

He, X.; Machanavajjhala, A.; and Ding, B. 2014. Blowfish
privacy: Tuning privacy-utility trade-offs using policies. In
Proceedings of the 2014 ACM SIGMOD international con-
ference on Management of data, 1447–1458.

Hoff, P. D.; Raftery, A. E.; and Handcock, M. S. 2002. La-
tent space approaches to social network analysis. Journal of
the American Statistical Association 97(460): 1090–1098.

Joachims, T. 2005. A support vector method for multivariate
performance measures. In ICML.

Kearns, M.; Roth, A.; Wu, Z. S.; and Yaroslavtsev, G.
2015. Privacy for the protected (only). arXiv preprint
arXiv:1506.00242 .

Kifer, D.; and Machanavajjhala, A. 2014. Pufferfish: A
framework for mathematical privacy definitions. ACM
Transactions on Database Systems (TODS) 39(1): 1–36.

Kipf, T. N.; and Welling, M. 2016. Semi-supervised classi-
fication with graph convolutional networks. arXiv preprint
arXiv:1609.02907 .

Lai, Y.-A.; Hsu, C.-C.; Chen, W. H.; Yeh, M.-Y.; and Lin, S.-
D. 2017. PRUNE: Preserving proximity and global ranking
for network embedding. In NeurIPS, 5257–5266.

Leskovec, J.; and Mcauley, J. J. 2012. Learning to discover
social circles in ego networks. In NeuIPS.

Liben-Nowell, D.; and Kleinberg, J. 2007. The link-
prediction problem for social networks. Journal of the Amer-
ican Society for Information Science and Technology 58(7):
1019–1031. ISSN 1532-2890. doi:10.1002/asi.20591. URL
https://onlinelibrary.wiley.com/doi/full/10.1002/asi.20591.

70



Liu, T.-Y. 2009. Learning to Rank for Information Retrieval.
In Foundations and Trends in Information Retrieval, vol-
ume 3, 225–331. Now Publishers. doi:http:/dx.doi.org/10.
1561/1500000016. URL http://www.nowpublishers.com/
product.aspx?product=INR&doi=1500000016.
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