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Abstract

We present Risk Atlas Nexus, an open source system for gov-
erning AI risks. The system unifies several risk classification
frameworks through a common ontology. Given an AI appli-
cation use case (called an intent), the system estimates risks
and associated mitigations that are linked to identified risks.
The tool is designed to be incorporated in AI governance
workflows where recommendations can be translated to busi-
ness controls to cover risks arising from AI use in firms.

Code — https://github.com/IBM/ai-atlas-nexus/
Demonstrator —

https://huggingface.co/spaces/ibm/risk-atlas-nexus

Introduction
Generative AI systems come with a broad range of risks that
can cause reputational harm or lead to legal or financial pe-
nalities in practice. Examples of these risks include data pri-
vacy, biases, or disclosure of confidential information. These
risks are not merely technical (i.e. involving data and the
AI model), but also contextual (i.e. involving the manner in
which AI model is deployed). Several risk taxonomies that
aim to structure thinking around risks have been proposed
in the literature. However there can be differences between
taxonomies that can complicate analysis. On these accounts,
holistic AI governance in practice is a challenge.

System Overview
Risk Atlas Nexus aims to operationalise risk identification
and move beyond taxonomies of risk definitions towards
providing actionable evidence for stakeholders. A key part
of our system is to create and maintain relationships be-
tween existing risk classification frameworks. This allows
for effective translation between the taxonomies and recom-
mended mitigations.

The system and demonstrator are available in open source
and comes with nine AI risk taxonomies including the NIST
AI RMF (Tabassi 2023), IBM Risk Atlas (IBM 2023), MIT
AI Risk Repository (Slattery et al. 2025) and more. Addi-
tionally, the system can ingest arbitrary taxonomies speci-
fied by users. The main components of the system are shown
in Figure 1.
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Risk identification Given a use case or intent, Risk Atlas
Nexus identifies and prioritizes risks from a chosen taxon-
omy. It additionally associates standard AI tasks from the
use case description. Risk identification is interactive with
the first assessments made using LLMs and reviewed by
users. Machine annotations are determined using chain-of-
thought prompts and a map of similar risks from other tax-
onomies are returned from the knowledge graph.

In addition to risk taxonomies, the library consists of sev-
eral other governance assets such as datasets, benchmarks,
compliance questionnaires, and risk controls. Given the as-
sessed risks and taxonomy items, these assets can be linked
to the user intent being analysed.

Ontology and knowledge graph The framework is un-
derpinned by a standards-based ontology structure to de-
scribe risks posed by AI systems and models with one co-
herent schema. This ontology allows for multidimensional
relationships between entities sourced from different tax-
onomies and vocabularies, such as AI risks and risk con-
trol mechanisms. The AI systems knowledge graph pro-
vides structured mappings to link between these heteroge-
nous governance resources. We have developed an ontology
discussed in more detail (Bagehorn et al. 2025). It is encoded
in LinkML (Linked Data Modeling Language) (Moxon et al.
2021) and makes use of the existing AIRO (Golpayegani,
Pandit, and Lewis 2022) and DPV (Pandit et al. 2024) stan-
dards when conceptualising risks. Cross-taxonomy mapping
is done using the SSSOM (Matentzoglu et al. 2022) stan-
dard, and the mappings are lifted into the knowledge graph.

There are many entities available in the ontology, how-
ever for the purposes of this demonstration, we will exam-
ine a few key ones. The first of these is the entity Risk which
is largely based on the AIRO/DPV conception of risk, de-
fined as the state of uncertainty associated with an AI sys-
tem, that has the potential to cause harms. Risk records in
the knowledge graph include attributes and slots including
related risks, actions, AI tasks, etc. These attributes of the
risk are available to be queried via an API provided by the
python library.

A Risk control is a measure that maintains and/or modifies
risk (and risk concepts), this can take the form of a manual
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Figure 1: System flow from user intent to actionable risk mitigations

action, or a risk detector detecting risks, risk sources, conse-
quences, and impacts.

A benchmark or AI Evaluation can be a metric, bench-
mark, card evaluation, a question or a combination of such
entities.

Python library A Python library for risk management has
been provided, which is geared at risk identification to mit-
igation and control. A notable feature of the framework is
that is designed to be easily extensible for a customer or
organisation’s needs, facilitating a “bring your own risks”
approach.

Online demonstration The demonstrator allows the user
to interactively find out the potential risks from their genera-
tive AI use case. The user is invited to enter a text description
of their use case and choose a judge-LLM to evaluate it. A
drop-down containing AI risk taxonomies available in the
Risk Atlas Nexus affords the user with the ability to switch
between taxonomies. Each taxonomy has coverage of differ-
ent sets of risks, which may be more applicable to their use
case. A sample use case a user might enter could be:

“In a medical chatbot, create a triage system that assesses
patients’ symptoms and provides advice based on their med-
ical history and current condition. The chatbot will identify
potential medical issues, and offer recommendations to the
patient or healthcare provider.”

Visualising the results When the use case has been pro-
cessed by the system, a list of potential risks is displayed
to the user. The user views the potential risks, including
“Data Privacy”, “Information Integrity”, and more. They see
the risk “Confabulation”, and would like to learn more. On
selection of the risk, the user is shown the risk definition
drawn from the source taxonomy, any mapped related risks
from other taxonomies, related risk controls, and any related
AI benchmarks. A small network diagram shows a simpli-
fied sub-graph for the selected risk, detailing the mitigations,
evaluations and related risks available, as illustrated in Fig-
ure 2. The user can use this information to understand the
risk “Confabulation”, or any of the other listed potential AI
risks that may be associated with their use case, and com-
municate mitigation strategies for this risk with their stake-

Figure 2: Network of NIST risk “Confabulation”

holders. The user may also download the output of this inter-
action into a JSON file so that it can be used for discussion
with stakeholders, or given to developers so that they can
build further processes around the risks which have been un-
covered.

User feedback The online demonstrator application is de-
ployed to Hugging Face and has had over 5,700 visits so far.
Initial informal user feedback so far has been positive. Ex-
ploratory use of the library as part of an integration with one
of our company’s flagship products has provided feedback
of strong customer interest and appetite for further integra-
tion of the library.

Discussion and Conclusion
We provide an interactive exploration of risks and mitiga-
tion with the Risk Atlas Nexus framework. The Risk Atlas
Nexus framework and the underlying knowledge graph al-
lows users to weigh the risks and opportunities of their ap-
proach, promoting transparency and responsible AI usage.
We aim to grow the project to serve as a comprehensive
toolkit for AI risk governance, combining taxonomies, au-
tomated tooling, and community resources to help organiza-
tions manage AI-related risks more effectively.
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