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Abstract

Although LLMs can generate tools for generic domains and
tasks, they struggle with enterprise-related domains that in-
volve proprietary APIs and data schemas. We present Tool-
Smith, a framework for autonomously generating and validat-
ing agent-compatible tools. Given an API specification and a
Tool Specification Requirement (TSR), ToolSmith produces
a tool function and verifies it through a closed-loop process: it
creates natural language (NL) tests and executes the tool in a
secure agent sandbox for validation. For state-changing tools,
ToolSmith confirms outcomes by querying the API with pa-
rameters derived from the NL tests. If the tool fails to produce
the desired output, ToolSmith generates diagnostic feedback
to iteratively regenerate it. By ensuring both functional cor-
rectness and agent compatibility, ToolSmith enables reliable
automation of enterprise workflows.

Introduction

Advances in large language models (LLMs) have enabled
Al agents to perform complex real-world tasks using natu-
ral language instructions (Yao et al. 2023; Liu et al. 2023;
Parisi, Zhao, and Fiedel 2022; Schick et al. 2023). These
agents are increasingly adopted in domains such as enter-
prise automation, customer service, and software engineer-
ing (Masterman et al. 2024).

Agentic systems are enabled with tools that expand an
agent’s ability to interact with its environment. In enter-
prises, these tools often correspond to wrapper services
around APIs' that encapsulate business functionality and op-
erations. To make agents effective in such settings, it is nec-
essary to construct bespoke tools that combine APIs with
auxiliary code and can be reliably invoked by the agent.

The primary challenge in tool creation lies in ensuring
that the tools are robust, reliable, and secure. Each tool
should be self-contained, functionally accurate, and accom-
panied by comprehensive metadata—encompassing descrip-
tions, inputs, and outputs—to facilitate seamless integration
with the agentic system.

We introduce ToolSmith, a framework that leverages the
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Langgraph?-based agentic system to generate and validate
enterprise tools. ToolSmith creates tools that incorporate
enterprise APIs and supporting logic, while systematically
testing them for correctness and agent compatibility.

Prior Work

Prior work in tool creation involves two main paradigms,
both of which exhibit critical limitations for enterprise use
cases. The first work is on-the-fly code generation(Qian et al.
2023; Zheng et al. 2024; Wang et al. 2024). In this approach,
the agents generate and execute code when attempting to
respond to a user’s prompt. On-the-fly code generation is
fundamentally insecure, lacking governance over LLM’s ac-
tions, and unreliable, as the code is ephemeral and not val-
idated. The second approach is a more structured paradigm
and is found in frameworks like LATM(Cai et al. 2024). This
process involves the identification of what tools need to be
created and then using separate LLM calls to generate the
tool code and unit tests for the tool. The generated tool is
executed against these unit tests directly as a native func-
tion and validated. This approach exhibits several key limi-
tations that inhibit its usage for enterprise use cases. Domain
Knowledge Gap: The unit test generation lacks knowledge
of proprietary enterprise domains, leading to hallucinated
test cases and unreliable verification (Eghbali and Pradel
2024; Gu et al. 2025; Yu et al. 2025). Native testing: Direct
unit tests only verify the code’s logic in the tool, ignoring vi-
tal tool properties such as well-formed docstrings. (Trilcke
et al. 2025). High-quality docstrings are essential metadata
for agents to work with tools.

Our Contributions

Our key contributions are as follows:

Context Grounded Test Generation: Many API-
wrapped tools require input values that are only available at
runtime (such as valid user IDs or account numbers), which
cannot be fully captured in the API specifications. As a re-
sult, purely LLM-generated test cases may be syntactically
valid but contain irrelevant data values, leading to empty re-
sponses or ‘no results found’ errors. Our framework gener-
ates Natural Language tests by exploring the available data
using the APIs within the agentic flow. This grounding of

*https://www.langchain.com/langgraph



Tool Specification
Requirements

Feedback based tool regeneration

Multi Agent Framework for Tool Creation

! N 4 N 4 !
' Tool i Tool '
! Tool . t%l Tool NLTests. ‘t%;\ > Testing & Y‘%}L Validation :
1 Generation Generation Feedback ]
1 A t oo A t aao > A t ao Agent 1
: gen gen NLTests | /BN NL Tests :
1 N 1
1 I
1 I
1 I
\ 1

Final Tool

Figure 1: ToolSmith Framework

NL tests ensures that the entities and values used correspond
to what is actually present in the service.

Agent-Centric Verification & State Validation: We in-
troduce a testing process that validates the tool’s logic and
agent-compatible properties (e.g., docstrings) in a sandbox
containing the agent and the target LLM. For state-altering
tools, it confirms outcomes by querying the API with param-
eters grounded in the NL tests.

Autonomous Self-Correction Loop: Upon NL test fail-
ures and validation failures, the framework generates diag-
nostic feedback on the error to guide the regeneration of the
tool code and repeats the verification cycle.

Framework

The ToolSmith Framework, presented in Figure 1, employs
four key agents in an iterative workflow. The process is ini-
tiated by the Tool Generation Agent, which generates the
tool. This tool then enters a verification loop driven by the
NL Test Generation Agent, the Testing & Feedback Agent,
and the Validation Agent.

Tool Generation Agent: This agent takes API specifi-
cation® and accompanying Tool Specification Requirement
(TSR) as input. It then generates a Python function that im-
plements the required logic and includes a comprehensive,
schema-compliant docstring*. Docstrings act as metadata
(purpose, inputs, outputs) for agent compatibility.

NL Test Generation Agent: To create grounded, API-
compatible NL tests, this system employs a two-step method
separating the NL test structure from its data. First, the NL
Test Generation Agent generates the linguistic structure of
the NL test based on the tool’s docstring, using placeholders
for actual data values. (eg, <USERID> ). Second, it analyzes
the API specification to identify a suitable data-fetching end-
point to populate the NL tests. Then, it generates a dynamic
code snippet that calls the endpoint to retrieve the required
data from the backend service.

Testing & Feedback Agent: This agent orchestrates
agent-centric integration testing by passing the generated
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tool and NL tests to a Tool Testing Sandbox. In the sand-
box, we create a ReACT(Yao et al. 2023) style agent with
the target tool and specified LLM using the Langgraph
framework. The ReACT agent then invokes the appropriate
tool based on the NL test as a part of its reasoning pro-
cess, simulating real-world execution. Tool output is val-
idated by cross-referencing the response against both its
predefined API schema for structural correctness and the
NL Tests parameters for contextual consistency. Based on
these results, the agent determines the next step: (1) Self-
Correction: If the tool fails execution, violates the schema,
or contradicts the NL Tests parameters, the agent generates
diagnostic feedback (eg, Tool failed with 404 error
, the endpoint may be incorrect)to guide the Tool
Generation Agent in regenerating the code. (2) Advance
to State-Change Validation: If execution is successful and
state-altering (e.g., a POST request), it passes to the Valida-
tion Agent. (3) Success: If successful and fetch-only (e.g., a
GET request), the process terminates, and the verified tool
is returned.

State-Change Validation Agent: This agent validates the
created tool by inferring the expected state by combining
the API’s semantics with the parameters from the NL tests.
It then generates and executes a dynamic code snippet to
query the system’s current state, verifying that it matches the
expected outcome. In case of a validation failure, the agent
generates diagnostic feedback and guides the framework to
regenerate the tool.

Discussion and Conclusion

This paper proposes ToolSmith, a multi-agent framework
for the autonomous generation and validation of agent-
compatible tools. The framework is designed to accelerate
the adoption of autonomous agents in enterprise workflows
by securely and scalably transforming API specifications
into usable tools. Future work includes benchmarking the
framework to determine the best LLMs to use under cost
constraints. In addition, we plan to analyze frequent patterns
in ToolSmith agentic flow traces and optimize the graph to
reduce cost and improve performance.
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