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Abstract

Adversarial training is an effective technique for enhanc-
ing the robustness of deep neural networks (DNNs). Prior
research shows that misclassified examples influence final
adversarial robustness much more than correctly classified
examples. Ignoring this difference during training can hurt
model performance. In crowdsourcing, varying annotator ex-
pertise causes noisy, inconsistent labels. As a result, it is hard
to distinguish misclassified and correctly classified examples
using only provided annotations. Thus, how to use the reli-
ability and discrepancy between these example types to im-
prove robustness within adversarial learning remains a critical
but underexplored issue. In this work, we first explore how
misclassified and correctly classified examples affect learn-
ing from crowds (LFC) in adversarial environments. Then,
we formulate the problem of misclassification-aware robust
learning from multiple human labelers as a bilevel min-max
problem. After that, we introduce MALC, a new approach
to make classifiers more robust to adversarial examples via
iterative adversarial example generation and parameter esti-
mation. We conduct an extensive evaluation of the proposed
MALC, showing that MALC can outperform the state-of-the-
art LFC methods in both white-box and black-box settings.

Introduction
Human-labeled data played a crucial role in the supervised
learning framework and should still be given heightened im-
portance in the Large Language Model (LLM) era. Crowd-
sourcing offers a scalable annotation solution but introduces
label noise due to annotator heterogeneity (Fang et al. 2018;
Chai, Sun, and Wang 2022). While existing Learning from
Crowds (LFC) methods focus on inferring true labels from
noisy annotations, they overlook adversarial vulnerabilities.
Recent studies show that standard classifiers fail against ad-
versarial examples, and LFC models are further weakened
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by label noise (Chen et al. 2022; Chai et al. 2024). Al-
though Adversarial learning from crowds (A-LFC) pioneers
adversarial training in LFC by enhancing robustness, it treats
all examples equally. This is suboptimal because misclas-
sified examples significantly impact robustness more than
correctly classified ones (Wang et al. 2020). In crowdsourc-
ing, label noise makes distinguishing these examples inher-
ently challenging, limiting further robustness gains (Chen
et al. 2023) 1. To address this, we propose Misclassification-
Aware Learning from Crowds (MALC)—the first frame-
work to explicitly model the discrepancy between misclas-
sified and correctly classified examples during adversarial
training. We formulate this as a bilevel min-max problem:
Inner maximization: Generates adversarial examples. Outer
minimization: Optimizes model parameters using an EM al-
gorithm, while projecting gradients to handle non-convexity.
Experiments on MGC and Labelme confirm that MALC
surpasses state-of-the-art methods (e.g., +6.43% robustness
in white-box settings). Contributions are as follows: (1) To
the best of our knowledge, this is the first work that incor-
porates the distinction between misclassified and correctly
classified examples to enhance the robustness of LFC mod-
els; (2) We investigate the distinctive influence of misclas-
sified and correctly classified examples on LFC and formu-
late this problem as Misclassification-Aware robust learn-
ing from crowds; (3) We propose a novel approach, MALC
for further improving classifiers robust to adversarial exam-
ples; (4) We conducted an extensive evaluation, showing that
MALC outperforms the state-of-the-art in both white-box
and black-box settings 2.

Method

We formulate the MALC problem as a bilevel min-max
problem. We begin by introducing the generation of adver-

1We have verified this distinction in adversarial learning from
crowds. Please refer to supplementary materials.

2Our code is available in supplementary materials
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sarial examples concerning the max problem as follows:

x′
i = argmax

∥x′
i−xi∥

p
≤ϵ

L (fθ (x
′
i) , zi) , (1)

where L(·) denotes the cross-entropy loss. x′
i denotes an ad-

versarial example generated by solving the inner maximiza-
tion problem.

(X+) indicates instances successfully categorized and the
other can be considered misclassified (X−) in relation to the
current network.

X+ = {xi : xi ∈ X , fθ (xi) = ẑi}
X− = {xi : xi ∈ X , fθ (xi) ̸= ẑi} , (2)

where ẑi is the label estimated from crowd labels.
Our adversarial risk is defined for misclassified instances

X− as:

L (fθ (x̂
′
i) , ẑi) + L (fθ (xi) , fθ (x̂

′
i)) . (3)

For correctly classified example, we have
L (fθ (x̂

′
i) , ẑi) = L (fθ (xi) , fθ (x̂

′
i)). Combining the

proposed two adversarial risks in an adversarial training
framework, we can train a network that minimizes the
following risk:

min
Θ

L (fθ (x̂
′
i) , ẑi) + λL (fθ (xi) , fθ (x̂

′
i)) · µi

s.t. x′
i = argmax

∥x′
i−xi∥

p
≤ϵ

L (fθ (xi) , fθ (x
′
i)) , (4)

where µi = p (fθ (xi) ̸= ẑi) which denotes the probability
that the instance is misclassified. Θ = {θ,Π(1), . . . ,Π(M)}
and Π(j) denotes the confusion matrix of worker j. λ is the
imitation parameter for balancing the two parts.

MALC Algorithm
We present MALC, a crowdsourcing mechanism for learn-
ing robust models. Two main stages make up MALC, to find
the best solution to the bilevel min-max problem, these two
stages are repeated iteratively.
Stage 1. With the estimate Θ, namely the parameters of the
classifier and the workers, MALC applies the PGD algo-
rithm to generate the adversarial examples X ′ with the in-
ferred ground truth in Equation 1.
Stage 2. MALC applies the EM algorithm to solve the ex-
ternal subproblem. MALC first estimates the ground truth
based on the generated adversarial examples X ′ in E-step,
and simultaneously distinguishes the misclassified examples
X− and correctly classified examples X+ within X ′. Af-
ter that, the model parameters Θ and the parameters of the
workers {Π(1), . . . ,Π(M)} are updated via backpropaga-
tion with Equation 4, using the distinguished subsets X+

and X−in M-step. Details are introduced in the Appendix.
Experiment

We conducted comprehensive evaluations of the LFC
models’ robustness against four types of adversarial at-
tacks—FGSM, PGD (a 10-step variant), CW, and MIM—on
two real-world datasets: MGC and LabelMe, comparing
against six baseline models.

Figure 1: MALC Framework Empowered by Probabilistic
Graphical Model

MGC
Method FGSM PGD CW MIM Avg.

MV† 43.33 38.00 1.93 40.00 30.82
AggNet 40,80 40.87 1.73 42.93 31.58
CL (VW)§ 46.40 45.20 11.20 45.87 37.17
CL (VW-B)§ 46.47 44.80 12.80 45.40 37.37
CL (MW)§ 32.47 31.53 13.80 31.80 27.40
A-LFC 54.13 53.60 19.83 53.53 45.27

MALC 57.27 57.00 21.33 57.13 48.18
1 †: “MV” denotes the method of label aggregation. §: “MW”, “VW”

and “VW-B” refer to three different ways of parameterizing the an-
notator reliability of CL.

Table 1: White-box robustness on MGC dataset .

The LFC models’ white-box robustness is shown in Ta-
ble 1. First, MALC achieves the best robustness against all
four types of attacks on MGC. On average, MALC has a
6.43% higher test robustness than the state-of-the-art model,
A-LFC. When compared to other baselines, the suggested
LFC model, MALC is more robust. When compared to com-
peting methods, MALC proves to be more resilient. This
suggests that the target model may be able to use adversarial
learning from crowds in physical world scenarios where it is
trying to hide from potential attackers.

The comprehensive experimental results (including the
complete White-box and Black-box robustness evaluation
on Labelme and MGC, sensitivity to the Imitation Param-
eter λ, and performance of representing workers) and the
experiment settings are presented in the Appendix.

Conclusion
We propose MALC, a novel defense algorithm that explic-
itly differentiates between misclassified and correctly classi-
fied examples during adversarial training. MALC formulates
misclassification-aware learning under adversarial attacks as
a bilevel min-max optimization problem, solved via: EM
algorithm for the outer minimization and Projected Gradi-
ent Descent (PGD) for the inner maximization. Experiments
on real-world benchmarks demonstrate MALC’s superior-
ity, improving test robustness by 6.43% (white-box). Future
work will extend MALC to defend against data poisoning
attacks.
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