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Abstract

With the rise of 3D Gaussian Splatting (3DGS), a variety of
digital watermarking techniques, embedding either 1D bit-
streams or 2D images, are used for copyright protection.
However, the robustness of these watermarking techniques
against potential attacks remains underexplored. This paper
introduces the first universal black-box attack framework, the
Group-based Multi-objective Evolutionary Attack (GMEA),
designed to challenge these watermarking systems. We for-
mulate the attack as a large-scale multi-objective optimiza-
tion problem, balancing watermark removal with visual qual-
ity. In a black-box setting, we introduce an indirect objec-
tive function that blinds the watermark detector by minimiz-
ing the standard deviation of features extracted by a convo-
lutional network, thus rendering the feature maps uninforma-
tive. To manage the vast search space of 3DGS models, we
employ a group-based optimization strategy to partition the
model into multiple, independent sub-optimization problems.
Experiments demonstrate that our framework effectively re-
moves both 1D and 2D watermarks from mainstream 3DGS
watermarking methods while maintaining high visual fidelity.
This work reveals critical vulnerabilities in existing 3DGS
copyright protection schemes and calls for the development
of more robust watermarking systems.

Code — https://github.com/ZengQYuan/GMEA

Introduction

3D Gaussian Splatting (3DGS) is an emerging 3D scene rep-
resentation and reconstruction technology. It has the advan-
tages of high fidelity, fast rendering speed, and real-time ren-
dering capabilities (Kerbl et al. 2023; Wu et al. 2024). It
has broad application prospects in fields such as film pro-
duction, game development, virtual reality, and autonomous
driving (Zeng and Zhou 2021; Zeng et al. 2021; Liu et al.
2022; Wang et al. 2024d,e; Hong et al. 2024; Tu et al. 2025;
*Corresponding  author:  Min Jiang (e-mail:  min-
jlang@xmu.edu.cn, zengqingyuan2022@163.com).
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Intelligence (www.aaai.org). All rights reserved.

38084

Chen et al. 2025b; Wang et al. 2025). Given that creat-
ing a 3DGS model represents a significant investment in
data acquisition, engineering expertise, and computational
resources (Zhang et al. 2024a), and the copyright of 3DGS
assets is prone to unauthorized distribution and malicious
tampering, it is crucial to effectively protect the copyright of
3DGS assets. To meet this challenge, various invisible wa-
termarking methods for 3DGS have been proposed (Chen
et al. 2025a; Jang et al. 2025; Huang et al. 2025). They em-
bed invisible copyright information directly into the Gaus-
sian parameters of 3DGS models, which is subsequently ex-
tracted from the rendered images. These approaches encom-
pass different strategies, such as encoding one-dimensional
(1D) copyright strings (Chen et al. 2025a) or hiding entire
two-dimensional (2D) data like logos or images as water-
marks (Zhang et al. 2024b).

These 3DGS invisible watermarking methods (Chen et al.
2025a; Huang et al. 2025) need to be robust enough to truly
protect the copyright of 3D assets in reality. That is, they
need to maintain the integrity and detectability of water-
marks in the face of various potential attacks (Gong et al.
2024; Gong, Huang, and Chen 2022; Zeng et al. 2024a;
Zeng, Gong, and Jiang 2024; Zhao et al. 2024). However,
so far, no research has explored the robustness of 3DGS in-
visible watermarks when facing attacks. Therefore, this pa-
per aims to answer the following question: is there an attack
method that can destroy these 3DGS invisible watermarks?

There are the following difficulties in destroying 3DGS
invisible watermarks. First, visual fidelity must be pre-
served. The attacker is required to remove the watermark
without noticeably degrading the quality of the 3DGS model
(Zhang et al. 2020). Second, attacks typically occur in a
black-box setting, where attackers often lack knowledge of
the watermark’s content, embedding process, and detection
process (Papernot et al. 2017; Zeng et al. 2024b). This means
an attacker cannot accurately locate the watermark’s distri-
bution in the Gaussian parameters or rendered images, nor
can they use the watermark detector’s gradients to guide the
optimization process through backpropagation.
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Figure 1: Illustration of the group-based optimization strategy. The original 3DGS model (full Lego object) is partitioned into
multiple sub-optimization problems (individual Lego components) to manage the large search space effectively.

To narrow this research gap, we propose GMEA, a uni-
versal black-box attack framework against 3DGS invis-
ible watermarks. Our approach formulates the attack as
a large-scale multi-objective optimization problem (Wang
et al. 2024d,c,a,b), seeking to simultaneously destroy the
watermark while preserving the model’s visual quality
(Wang et al. 2021). The decision variables represent the at-
tacker’s two primary actions: selectively pruning some of
the model’s Gaussian kernels and subtly shifting the color
values of others. The optimization objectives are: 1) min-
imizing visual quality degradation measured by MSE be-
tween original and perturbed renders, and 2) maximizing
watermark destruction. Critically, in the black-box setting
where watermark detectors are inaccessible, we introduce
an indirect objective function to evaluate watermark destruc-
tion: the standard deviation of convolutional feature maps
extracted from rendered images (Lu et al. 2020). Minimizing
this deviation reduces discriminative information in feature
maps, effectively blinding downstream watermark decoders
that rely on convolutional features to extract watermark sig-
nals. This breaks the watermark extraction process despite
having no detector access.

To solve this large-scale multi-objective problem, we
build GMEA upon an evolutionary algorithm, inspired by
its unique ability to handle such complex optimizations (Deb
et al. 2002; Hong, Jiang, and Yen 2023; Liang et al. 2023;
Wang et al. 2024d). However, a direct application of evolu-
tionary algorithms is computationally inefficient. Due to the
oversized search space created by the vast number of Gaus-
sian kernels, the process of converging to an effective solu-
tion is slow. Therefore, to make the optimization tractable
and efficient, we break down the large-scale optimization
problem into several smaller sub-optimization problems to
be solved independently (Zhang et al. 2018), as shown in
Figure 1. Then, we combine the solutions of each sub-
optimization problem to obtain the solution to the original
optimization problem. Specifically, as shown in Figure 2, we
use unsupervised clustering algorithms (such as K-Means
(MacQueen 1967; Van Gansbeke et al. 2020)) to cluster the
Gaussian kernels of the watermarked 3DGS model into k
clusters from the perspective of position, obtaining k sub-
3DGS models. Then, we perform multi-objective evolution-
ary algorithm on each sub-3DGS model to remove the water-
mark. Finally, we merge all the optimized sub-3DGS mod-
els to obtain the complete 3DGS model without watermarks.
Our contributions can be summarized as follows:
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1. We propose the first universal black-box attack frame-
work GMEA against 3DGS invisible watermarks. It fea-
tures a model-agnostic objective that disables watermark
detection by disrupting convolutional features without re-
quiring any knowledge of the detector.

2. We design a group-based optimization strategy that par-
titions the immense search space of 3DGS models, sig-
nificantly improving the search efficiency of our evolu-
tionary algorithm in discovering effective solutions.

3. We conduct extensive experiments to validate our frame-
work’s effectiveness and universality, successfully at-
tacking leading methods for both 1D and 2D 3DGS wa-
termarking.

Related Works
3D Gaussian Splatting Watermarking

Modern 3DGS watermarking techniques imperceptibly em-
bed copyright data while preserving visual fidelity. Ap-
proaches are typically categorized by message dimensional-
ity: 1D bitstreams for simple copyright strings, and 2D mes-
sages for complex data like logos or images.

1D Bitstream Watermarking. These methods focus on
embedding one-dimensional (1D) binary messages, such as
copyright strings, directly into the 3DGS model. GuardSplat
(Chen et al. 2025a) embeds messages by modifying exist-
ing Gaussian kernels. It utilizes small, learnable offsets to
the Spherical Harmonic (SH) features to integrate the water-
mark, a technique designed to preserve the model’s original
3D structure and visual fidelity. 3D-GSW (Jang et al. 2025)
takes a refinement approach, preparing the model for water-
marking through a process called Frequency-Guided Den-
sification (FGD). This technique first prunes Gaussians that
have minimal impact on rendering quality and then splits
Gaussians located in high-frequency areas to maintain vi-
sual fidelity. The watermark is subsequently embedded into
this optimized set of Gaussians via fine-tuning. Gaussian-
Marker (Huang et al. 2025) employs an additive strategy,
leaving original Gaussians untouched. It identifies regions of
high uncertainty in the model and introduces new, dedicated
Gaussian kernels called *GaussianMarkers’ within these ar-
eas to carry the watermark information.

2D Message Watermarking. Another approach pushes
the capacity of steganography further by enabling the em-
bedding of two-dimensional (2D) messages, such as entire
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Figure 2: An overview of our proposed Group-based Multi-objective Evolutionary Attack (GMEA) framework. The attack
pipeline begins by partitioning the watermarked 3DGS model into several spatially coherent sub-3DGS. Each sub-3DGS then
undergoes an independent multi-objective evolutionary optimization. During this phase, potential modifications—represented
by a binary mask for pruning Gaussians and a perturbation vector for altering colors—are evolved to simultaneously minimize
visual quality loss (£} ) and maximize watermark destruction (F»). The resulting optimized and unwatermarked sub-3DGS are
then reassembled to form the final unwatermarked 3DGS model.

images or logos. GS-Hider (Zhang et al. 2024b) exempli-
fies this category. It achieves high-capacity message hiding
by fundamentally altering the rendering pipeline. Instead of
just modifying SH coefficients, it replaces them entirely with
a coupled secured feature attribute. This high-dimensional
feature is then rendered into a feature map. Two parallel
decoders are employed: a public scene decoder that recon-
structs the original visual scene, and a private message de-
coder that extracts the hidden 2D image from the same fea-
ture map. This decoupling allows for the concealment of
complex messages without direct interference with the pri-
mary scene’s rendering.

While the practicality of watermarking methods depends
on robustness, the resilience of 3DGS schemes against ded-
icated attacks remains largely untested. We therefore intro-
duce the first universal attack framework to serve as a se-
curity benchmark for the 3DGS ecosystem. Our work aims
to not only assess current vulnerabilities but also to catalyze
the development of more secure future solutions.

Methodology

In this section, we detail our proposed black-box attack
framework, Group-based Multi-objective Evolutionary At-
tack (GMEA), designed to remove invisible watermarks
from 3DGS models. The overall pipeline of our method is
illustrated in Figure 2, while the complete pseudocode and
theoretical proofs are provided in the Appendix.
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Problem Formulation

We aim to find an adversarial 3DGS model, G,4,, de-
rived from a watermarked 3DGS model G,. The goal is
to simultaneously maintain high visual fidelity and destroy
the embedded watermark. This is formulated as a multi-
objective optimization problem:

min Fl(Gadva Gwm): FQ(Gadv)

adv (])
Gadv S P(Gwm)

S.t.

Here, F; measures visual quality loss and F> quantifies
watermark destruction. The constraint G,q, € P(Guym)
specifies that any candidate solution G,g4, must be gener-
ated by applying the allowed perturbations to G, .

Group-Based Optimization Strategy

Our group-based optimization strategy tackles the immense
search space of 3DGS models by decomposing the task into
smaller, spatially coherent sub-problems. This partitioning
makes the search for an effective solution more efficient by
simplifying the optimization landscape.

To achieve this partitioning, we employ the K-Means
clustering on the spatial coordinates (xyz) of the Gaussian
kernels. Let the set of all 3D coordinates for the N Gaussians
in the watermarked model G, be P = {p1,p2, ..., PN},
where p; € R3. The goal of K-Means is to partition this
set of kernels P into k disjoint spatial clusters, denoted by
S = {51,52,...,5%}, by minimizing the within-cluster



sum of squares. The minimization criterion is formalized as:

argmmz > s —wall®,

i=1p,;ES;

@

where p; is the geometric centroid of the coordinates in clus-
ter S;.

Once the optimal coordinate clusters {S,..., Sk} are
determined, we map these spatial groupings back to the
Gaussians’ original indices. This creates a corresponding
partition of the index set {1,2,..., N} into k disjoint sets
{I1,...,I}. Bach index set I; is formalized as

Ii={j|p; € Si}. ©)
With the indices properly partitioned, we formally con-
struct the 3DGS sub-models. The i-th sub-model, G4, is

defined as the collection of Gaussian kernels whose indices
fall into the set /;:

G ={g; € Gum | j € L}, 4

where g; represents the j-th Gaussian kernel. This decom-
position of the large-scale task into smaller sub-problems
significantly reduces search complexity, enabling a more ef-
ficient optimization.

Multi-objective Evolutionary Attack

Each sub-problem defined by a sub-model GSj?n is solved
with a multi-objective evolutionary algorithm to find an ef-

fective adversarial solution , va. The algorithm refines a
population of solutions to approximate the Pareto-optimal
front, balancing the conflicting objectives of visual fidelity
and watermark removal.

Individual Representation. Each individual in our pop-
ulation represents a potential modification to a sub-model

qu,m contammg N Gaussians. The individual’s genetic
representation is a vector

x(® — [m(i),c(i)}, 5)
which concatenates a binary mask vector m) € {0, 1}V ©
and a color perturbation vector ¢ € [—¢, 3N, The

mask vector determines which Gaussian kernels are pruned
(m; = 0), while the color perturbation vector defines addi-
tive shifts to the DC color component (RGB) for the remain-
ing Gaussian kernels.

The adversarial sub-model va is constructed by apply-

ing these modifications. Let C . be the IV (1) x 3 matrix of
original DC colors. The new color matrix, Cgc 44y, 1S cOm-
puted as:

Cuteadv = diag(m) (Cye + Reshape(c?)) . (6)

Here, the diagonalized mask diag(m(?) filters the Gaus-
sian kernels, while the reshaped perturbation vector modi-
fies the colors of the survivors. All other Gaussian param-
eters (e.g., position, scale, opacity) are similarly ﬁltered by

the mask. The resulting adversarial sub-model Ga J4v 18 then

() for fitness evaluation.

used to render images Ra o
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Objective Functions. We evaluate each individual’s fit-
ness using two conflicting objectives designed to preserve
visual fidelity while removing the watermark.

The first objective, visual quality loss (F}), measures
the perceptual difference between the original watermarked
3DGS and adversarial 3DGS. We calculate this loss as a
weighted combination of the L1 distance and the Struc-
tural Similarity Index Measure (SSIM) over images ren-
dered from multiple viewpoints {v1,...,vn, }:

Ny

1 7,V 1,V
adv [)\EL R’gdv)7 Rgum))
v v=1 (7)
+(1 =N - SSIM(R{;, RG))|

wav and R{;% are the rendered i images of adver-
sarial 3DGS and original watermarked 3DGS. ) is a weight-
ing factor. Minimizing F; guides solutions to be visually in-
distinguishable from the original.

The second objective, watermark destruction (F3), pro-
vides a model-agnostic attack by neutralizing the convo-
lutional feature extraction common to all decoders. We
achieve this by minimizing the feature maps’ statistical
variance, which flattens their patterns and renders them
non-discriminative for watermark detection. Specifically, we

pass a rendered adversarial image Rfjdz) through a convolu-
tional feature extractor ®. The dispersion of a single feature

channel, D(F ), is then quantified by its standard deviation:

D(F,) - ¢ S (Fu(h,w) — F.)2,

h,w
where F_. is the mean activation of channel ¢. The final ob-
jective F» is the average dispersion over all feature channels
and viewpoints:

where R( v)

1

W ®)

N,

Z

F(GY

adv

(©))

c’
Z ad'u C)
Evolutionary Process. The evolutionary process begins
with a population P, of size V,,,. At each generation ¢,
an offspring population Q; is generated from the current
population P;. This involves two main operators. First, a
crossover operator produces two new solutions from a pair
of parents (x,, Xp), distributing the offspring around the par-
ents’ positions in the search space:

x5 = 0.5 [(Xa +x3) F BIx5 — Xal] , (10)

where [ is a hyperparameter controlling the spread of the
offspring. Subsequently, a mutation operator introduces fine-
grained perturbations to an individual x’ to enhance local
exploration:

Ib;), (11)

where 7; is a small perturbation value, and [Ib;, ub;| repre-
sents the defined lower and upper bounds for the j-th deci-
sion variable.

aff = a2 +mj(ubj —
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Figure 3: Qualitative results of the GMEA attack on the Drums (a-f) and Flower (g-1) scenes. While a single-objective attack
GMEA (w/o F7y) corrupts the watermark at the cost of severe visual degradation (c,d,i,j), our full multi-objective approach
GMEA successfully removes the watermark while preserving high visual fidelity (e,f.k,l).

After generating offspring, a rigorous selection process
determines which individuals will form the next genera-
tion’s population. First, the current parent population (Py)
and their offspring (Q;) are merged into a combined pool,
R: = P U Q. This pool is then ranked and partitioned into
a hierarchy of non-dominated fronts { 71, F2, . .. } based on
Pareto dominance (Hong, Jiang, and Yen 2023).

The next generation is formed by elitism, admitting in-
dividuals from the best non-dominated fronts (F1, Fa,...)
until the population capacity (V) is met. To maintain di-
versity when the final front (F;) is truncated, we rank its
members by a density metric that prioritizes solutions in less
crowded regions. The density score for an individual solu-
tion x, denoted d(x), is calculated as:

>

o=1

F,(neighbor™) — F,(neighbor™)

max __ min
Fo Fo

where M is the number of objectives, and Fo(neighbori)
are the objective values of the neighbors of solution x after
sorting the front along objective o. Individuals with higher
density scores are chosen to fill the remaining slots, forming
a diverse parent population for the next evolutionary cycle.

Reconstructing the Adversarial Model. The final step is
to reconstruct the complete adversarial model, G4, . Since
our group-based strategy operates on disjoint sets of Gaus-
sian kernels, this reconstruction is a straightforward union
of the k optimized sub-models:

(@)

adv*

k
Gody = U G (13)
=1

The resulting model G4, aggregates all modifications
from the independent optimization runs and represents the
final output of our attack framework.
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Evaluation and Results

Experimental Settings

Model and dataset. To demonstrate GMEA’s versatil-
ity, we target representative systems from two distinct cat-
egories of 3DGS watermarking: GaussianMarker (Huang
et al. 2025) for 1D bitstream watermarks and GS-Hider
(Zhang et al. 2024b) for 2D image watermarks. The eval-
uation was performed on two datasets: Blender dataset
(Mildenhall et al. 2021), comprising objects without back-
grounds, and the more challenging LLFF dataset (Milden-
hall et al. 2019), which features complex real-world scenes.

Evaluation metrics. We assess our framework’s perfor-
mance based on two criteria: visual fidelity and watermark
removal efficacy. Visual quality is quantified using stan-
dard image metrics: Peak Signal-to-Noise Ratio (PSNR),
the Structural Similarity Index Measure (SSIM), and Mean
Squared Error (MSE) (Setiadi 2021). For evaluating 1D wa-
termark removal, we use the standard Bit Accuracy Rate
(BAR) and our proposed Watermark Uncertainty Score
(WUS) and Information Destruction Score (IDS). Detailed
definitions for these metrics, along with further experimen-
tal settings and results, are deferred to the Appendix.

Experiment Results

Attack Performance Evaluation. We assessed our
GMEA framework’s effectiveness through extensive experi-
ments on 1D and 2D watermarking systems, as shown in Ta-
ble 1. Our full GMEA attack significantly disrupts the near-
perfect watermark extraction of the No Atfack baseline in the
1D watermarking system, reducing the Bit Accuracy Rate
(BAR) to an average of approximately 65% and substan-
tially increasing the Watermark Uncertainty Score (WUS)
and Information Destruction Score (IDS). This renders the
extracted bitstream highly unreliable.

In the 2D watermarking system, our full GMEA method’s
success is evident in the degradation of the extracted water-
mark image’s quality, with a drastic drop in both SSIM and
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Figure 4: The GMEA attack’s Pareto front, showing the trade-off between visual fidelity and attack success. The main plot
highlights the optimization’s improvement. Three solutions are visualized—(a) quality-optimal, (c) attack-optimal, and (b)
balanced—showing their resulting render and the corrupted watermark with errors marked in red.

1D Watermark (GaussianMarker)

2D Watermark (GS-Hider)

Blender LLFF Blender LLFF

Scene Method BAR| WUSt IDST BAR| WUST IDStT SSIM| PSNR| MSE?T SSIM| PSNR| MSET

No Attack 99.95 0.1 0.1 100 0.0 0.0 91.18 15.74 0.026 97.86 26.43 0.002

Chair / Fern GMEA (w/o F1) 45.99 89.1 89.03 50.33 98.21 97.78 52.31 5.16 0.305 67.17 9.37 0.115
GMEA (ours) 67.44 65.12 64.87 56.94 86.11 85.98 74.63 10.26 0.094 70.61 9.51 0.111

No Attack 99.71 0.58 0.57 100 0.0 0.0 93.12 18.12 0.015 96.53 23.67 0.004

Drums / Flower ~ GMEA (w/o F) 45.58 89.96 90.07 57.92 84.17 83.9 52.81 5.03 0.314 62.48 8.49 0.141
GMEA (ours) 65.0 70.0 69.87 60.83 78.33 78.25 75.4 9.92 0.102 65.42 11.86 0.065

No Attack 96.06 7.87 7.87 100 0.0 0.0 95.17 22.71 0.005 94.18 19.2 0.012

Ficus / Fortress GMEA (w/o F1) 54.32 89.02 88.67 57.45 80.15 80.33 64.88 7.2 0.19 30.32 5.93 0.254
GMEA (ours) 71.98 56.04 55.84 64.58 70.83 71.1 74.88 8.63 0.137 56.24 8.99 0.126

No Attack 98.61 2777 2.73 100 0.0 0.0 95.65 22.71 0.005 97.86 26.43 0.002

Hotdog / Horns GMEA (w/o Fy) 58.16 82.77 82.85 60.36 77.81 77.63 60.36 6.63 0.217 60.09 8.7 0.135
GMEA (ours) 58.21 83.17 83.11 61.98 76.04 75.9 73.7 9.66 0.108 75.75 12.68 0.053

No Attack 99.99 0.02 0.02 100 0.0 0.0 94.33 21.19 0.007 98.54 29.93 0.001

Lego / Leaves GMEA (w/o Fy) 45.19 88.21 88.03 60.13 78.21 78.15 68.98 6.76 0.211 71.73 11.39 0.072
GMEA (ours) 68.53 67.35 65.88 68.75 62.5 62.47 74.45 10.24 0.094 80.2 13.26 0.047

No Attack 99.43 1.15 1.13 100 0.0 0.0 91.67 17.75 0.016 97.44 28.03 0.001

Materials / Trex ~ GMEA (w/o F7) 55.05 83.69 83.75 59.45 77.25 77.41 60.22 6.25 0.237 64.96 9.15 0.121
GMEA (ours) 63.98 71.96 71.93 65.63 68.75 68.4 79.07 10.33 0.092 69.88 10.95 0.081

No Attack 99.21 1.58 1.57 100 0.0 0.0 92.7 18.64 0.013 98.28 29.74 0.001

Mic / Room GMEA (w/o Fy) 56.22 86.44 86.46 66.14 65.43 65.58 32.52 2.19 0.603 70.4 9.59 0.109
GMEA (ours) 67.19 65.58 65.51 71.53 56.94 56.62 77.79 8.95 0.127 75.07 11.26 0.074

No Attack 99.4 1.21 1.19 100 0.0 0.0 95.54 21.41 0.007 98.68 31.89 0.001

Ship / Orchids GMEA (w/o Fy) 56.65 84.25 84.32 53.18 93.84 94.01 63.47 6.56 0.22 61.18 8.06 0.156
GMEA (ours) 64.9 70.12 70.04 55.95 88.1 88.19 72.56 8.67 0.135 67.72 9.15 0.121

Table 1: This table quantitatively evaluates the attack’s performance on 1D and 2D watermarking systems. Each row pairs a
Blender scene with an LLFF scene, presenting their respective results in corresponding columns.

PSNR values compared to the No Attack baseline. This se-
vere degradation, detailed in Table 1, confirms our attack
effectively renders the 2D visual watermark unrecognizable.
These findings validate our GMEA’s capability to success-
fully compromise the detectability of different mainstream
watermarking schemes.

Ablation Study. To further analyze the components of our
framework, we conducted an ablation study by removing the
visual quality objective (£} ) and creating a single-objective
variant, GMEA (w/o F}), which solely optimizes for water-
mark destruction (F5). As shown in Table 1, this ablation
variant exhibits even more potent attack capabilities.

For the 1D watermark, GMEA (w/o F}) achieves a BAR
closer to 50% (the theoretical value for random guessing)
and higher WUS/IDS scores than our full two-objective
method GMEA. For instance, in the Materials / Trex scene,
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the WUS score for GMEA (w/o F}) attack reaches 83.69,
compared to 71.96 for the full GMEA. For the 2D water-
mark, the GMEA (w/o F}) attack results in a significantly
lower SSIM/PSNR for the extracted watermark image, in-
dicating more severe corruption. This demonstrates that by
focusing exclusively on maximizing watermark destruction
without the constraint of preserving visual fidelity, the attack
can achieve a higher degree of watermark removal. How-
ever, it completely disregards maintaining the visual quality
of the 3DGS model, resulting in the 3DGS being unusable
after watermark removal. A detailed analysis of the resulting
visual degradation is presented in the next section.

Justification for the Multi-objective Approach. While
the single-objective attack GMEA (w/o F}) offers superior
watermark destruction, it comes at the unacceptable cost
of visual degradation to the 3DGS model. This trade-off is
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Figure 5: Visualization of GMEA’s optimization. The top
plot shows the convergence of objectives F} and Fs. The
bottom panels show the feature map becoming uniform,
which visually confirms the destruction of the watermark.

Watermarking Target  Attack Method SSIMT  PSNRT MSE]
. GMEA (wlo Fy)  67.19 2031 00112
1D (GaussianMarker)  GMEA (ours) 95.13 30.66  0.0011
] GMEA (wlo F1) 6051 17.19  0.0263
2D (GS-Hider) GMEA (ours) 98.22 3776 0.0002

Table 2: Assessing the visual distortion of 3DGS introduced
by our attack via an ablation study.

qualitatively illustrated in Figure 3. As the figure shows, al-
though the watermark extracted by GMEA (w/o F}) is more
severely distorted, the rendered image is also riddled with vi-
sual artifacts, unlike the pristine render from our full GMEA.

The quantitative data presented in Table 2 corroborates
this visual evidence. Our full GMEA method maintains high
SSIM (above 95%) and PSNR values, indicating minimal
distortion. In contrast, the GMEA (w/o F}) variant causes a
drastic drop in these metrics. Since an attack that destroys an
asset’s visual value defeats the purpose of the theft, this abla-
tion study validates the necessity of our multi-objective for-
mulation, which effectively balances potent watermark re-
moval with the preservation of high visual fidelity.

Optimization Dynamics and Convergence. Figure 5 vi-
sualizes the operational dynamics of our GMEA. The top
graph shows the steady convergence of both visual quality
loss (F7) and watermark destruction loss (F5), demonstrat-
ing the effectiveness of our multi-objective evolutionary al-
gorithm. The bottom panels qualitatively validate our water-
mark destruction objective (F5) by displaying visualizations
of the intermediate convolutional feature map. At Genera-
tion 0, the feature map exhibits distinct spatial patterns that
are essential for watermark decoders. As the optimization
progresses, these patterns are suppressed, and by Genera-
tion 200, the feature map is largely homogeneous, erasing
its discriminative features. Since any potential downstream
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Groups (k) Time (min) GPU Memory (GB)
1 74.2 24.0
5 32.5 33.6
10 23.7 43.2
20 20.1 55.4
50 18.5 84.9

Table 3: Time-memory trade-off analysis for our group-
based strategy. The table shows the computational time and
peak GPU memory required to reach a fixed target fitness
(F1 = 1.9, F5 = 1.7) as the number of groups (k) varies.

decoder must rely on these upstream convolutional features,
this flattening effectively blinds the entire watermark extrac-
tion pipeline. This visual collapse of feature information di-
rectly corresponds to the convergence of the F5 curve, prov-
ing that minimizing feature variance is a successful and uni-
versal indirect attack strategy in a black-box setting.

Pareto Front Analysis and Solution Trade-offs. A key
strength of our multi-objective approach is its ability to find
a set of optimal solutions representing the trade-offs between
conflicting objectives. Figure 4 analyzes the trade-off be-
tween attack effectiveness (low F3) and visual fidelity (low
F1). The main plot shows a significant improvement, with
solutions evolving from a suboptimal initial state (top-right,
gray) to a superior final Pareto front (bottom-left, blue).

For a more granular analysis of the solution space, we
visualize three representative solutions from the final front.
The Attack-Optimal Solution (c) achieves the most effec-
tive watermark corruption at the cost of slight visual arti-
facts. Conversely, the Quality-Optimal Solution (a) yields
the highest visual fidelity but with a less damaged wa-
termark. The Balanced Trade-off Solution (b) presents an
ideal compromise, achieving significant watermark disrup-
tion with negligible visual distortion. This analysis high-
lights GMEA’s superiority: it discovers a range of effective
attack solutions and offers the flexibility to select one based
on the desired balance between efficacy and fidelity.

Analysis of the Group-Based Strategy. We analyzed the
impact of the number of groups (k) on optimization effi-
ciency, with results shown in Table 3. The data reveals a
clear time-memory trade-off: increasing k accelerates con-
vergence by parallelizing the search, but at the cost of higher
peak GPU memory. Considering this trade-off, we identify
k = 10 as a balanced setting for our main experiments, as it
provides a significant speedup while maintaining a manage-
able memory footprint. More analysis is in the Appendix.

Conclusion

This paper introduced GMEA, the first universal black-box
framework for assessing the robustness of 3DGS watermark-
ing systems. By formulating the attack as a group-based
multi-objective optimization problem, GMEA effectively
balances watermark removal with visual fidelity preserva-
tion, using a novel feature-variance objective to operate
without detector knowledge. Our experiments show that
GMEA effectively compromises both 1D and 2D water-
marking schemes while maintaining high visual fidelity.
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