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Abstract

The growing misuse of Vision-Language Models (VLMs) has
led providers to deploy multiple safeguards—alignment tun-
ing, system prompt, and content moderation. Yet the real-
world robustness of these defenses against adversarial attack
remains underexplored. We introduce Multi-Faceted Attack
(MFA), a framework that systematically uncovers general
safety vulnerabilities in leading defense-equipped VLMs, in-
cluding GPT-4o, Gemini-Pro, and LlaMA 4, etc. Central to
MFA is the Attention-Transfer Attack (ATA), which conceals
harmful instructions inside a meta task with competing objec-
tives. We offer a theoretical perspective grounded in reward-
hacking to explain why such an attack can succeed. To maxi-
mize cross-model transfer, we introduce a lightweight transfer-
enhancement algorithm combined with a simple repetition
strategy that jointly evades both input- and output-level fil-
ters—without any model-specific fine-tuning. We empirically
show that adversarial images optimized for one vision en-
coder transfer broadly to unseen VLMs, indicating that shared
visual representations create a cross-model safety vulnerabil-
ity. Combined, MFA reaches a 58.5% overall attack success
rate, consistently outperforming existing methods. Notably, on
state-of-the-art commercial models, MFA achieves a 52.8%
success rate, outperforming the second-best attack by 34%.
These findings challenge the perceived robustness of current
defensive mechanisms, systematically expose general safety
loopholes within defense-equipped VLMs, and offer a practi-
cal probe for diagnosing and evaluating the safety of VLMs.

Code — https://github.com/cure-lab/MultiFacetedAttack

1 Introduction
VLMs represented by GPT-4o and Gemini-pro, have rapidly
advanced the frontiers of multimodal AI, enabling impressive
capabilities in visual reasoning that jointly process images
and language (OpenAI 2024; Google 2024). However, the
same capabilities that drive their utility also magnify their po-
tential for misuse, e.g. generating instructions for self-harm,
extremist content, and detailed weapon fabrication (Zhao
et al. 2023; Qi et al. 2023; Gong et al. 2023; Yan et al. 2025;
Huang et al. 2025; Teng et al. 2025; Yang et al. 2024a, 2025).
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Figure 1: Overview of the stacked defenses.

To counter these threats, providers have extended beyond
traditional alignment training which trains model to refuse
harmful requests, by introducing stronger system prompts,
steering models to align with safety goals and implement-
ing input- and output-level moderation filters, which ban
unsafe content together forming a multilayered defense stack
as illustrated in Fig.1 claimed to deliver “production-grade”
robustness (Meta AI 2023; Azure OpenAI 2024; Yang et al.
2024b). Despite progress, it remains unclear the actual safety
margin against real-world adaptive, cross-model attacks re-
mains poorly characterized and potentially overestimated.
Meanwhile, research into VLM safety has grown but remains
fragmented. One line of work focuses on prompt-based jail-
breaks (Shen et al. 2024), while another explores image-based
jailbreaks (Li et al. 2024; Qi et al. 2023; Yang et al. 2025);
both typically focus on breaking the endogenous alignment
or overriding the system prompt, while ignoring the effect
of content filters that guard most deployed systems (Meta
AI 2023; Azure OpenAI 2024; He et al. 2025). Furthermore,

The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

38066



many evaluations are restricted to open-source models, leav-
ing unanswered whether observed vulnerabilities transfer to
proprietary systems.

In this paper, we introduce Multi-Faceted Attack (MFA),
a framework that systematically probes defense-equipped
VLMs for general safety weaknesses. MFA is powered by the
Attention-Transfer Attack (ATA): instead of injecting harm-
ful instructions directly, ATA embeds them inside a benign-
looking meta task that competes for attention. We show that
the effectiveness of ATA stems from its ability to perform
a form of reward hacking—exploiting mismatches between
the model’s training objectives and its actual behavior. By
theoretically framing ATA as a form of through this lens, we
derive formal conditions under which even aligned VLMs
can be steered to produce harmful outputs. ATA exploits a
fundamental design flaw in alignment training.

While ATA is effective, it remains challenging to jail-
break commercial VLMs solely through this approach, as
these models are often protected by extra input and output
content filters that block harmful content (Inan et al. 2023;
Llama Team 2024b,a; OpenAI 2023), as demonstrated in
Fig. 1 (c) and (d). To address this limitation, we propose
a novel transfer-based adversarial attack algorithm that ex-
ploits the pretrained repetition capability of VLMs to circum-
vent these content filters. Furthermore, to maximize cross-
model transferability and evaluation efficiency, we introduce
a lightweight transfer-enhancement attack objective com-
bined with a fast convergence strategy. This enables our ap-
proach to jointly evade both input- and output-level filters
without requiring model-specific fine-tuning, significantly
reducing the overall effort required for successful attacks.

To exploit vulnerabilities arising from the vision modality,
we develop a novel attack targeting the vision encoder within
VLMs. Our approach involves embedding a malicious sys-
tem prompt directly within an adversarial image. Empirical
results demonstrate that adversarial images optimized for a
single vision encoder can transfer effectively to a wide range
of unseen VLMs, revealing that shared visual representations
introduce a significant cross-model safety risk. Strikingly, a
single adversarial image can compromise both commercial
and open-source VLMs, underscoring the urgency of ad-
dressing this pervasive vulnerability. MFA achieves a 58.5%
overall attack success rate across 17 open-source and com-
mercial VLMs. This superiority is particularly pronounced
against leading commercial models, where MFA reaches a
52.8% success rate—a 34% relative improvement over the
second best method.

Our main contributions are as follows:

• MFA framework. We introduce Multi-Faceted Attack,
a framework that systematically uncovers general safety
vulnerabilities in leading defense-equipped VLMs.

• Theoretical analysis of ATA. We formalize the Attention-
Transfer Attack through a reward-hacking lens and derive
sufficient conditions under which benign-looking meta
tasks dilute safety signals, steering VLMs toward harmful
outputs despite alignment safeguards. To the best of our
knowledge, this is the first formal theoretical explanation
of VLM jailbreaks.

• Filter-targeted transfer attack algorithm. We develop a
lightweight transfer-enhancement objective coupled with
a repetition strategy that jointly evades both input- and
output-level content filters.

• Vision-encoder–targeted adversarial images. We craft
adversarial images that embed malicious system prompts
directly in pixel space. Optimized for a single vi-
sion encoder, these images transfer broadly to unseen
VLMs—empirically revealing a monoculture-style vul-
nerability rooted in shared visual representations.

2 Related Work
Prompt-Based Jailbreaking. Textual jailbreak techniques
traditionally rely on prompt engineering to override the safety
instructions of the model (Yu et al. 2023). Gradient-based
methods such as GCG (Zou et al. 2023) operate in white-box
or gray-box settings without content filters enabled, leaving
open questions about transferability to commercial defense-
equipped deployments.

Vision-Based Adversarial Attacks. Recent studies demon-
strate that the visual modality introduces unique alignment
vulnerabilities in VLMs, creating new avenues for jailbreaks.
For instance, HADES embeds harmful textual typography di-
rectly into images (Li et al. 2024), while CSDJ uses visually
complex compositions to distract VLM alignment mecha-
nisms, inducing harmful outputs (Yang et al. 2025). Gradient-
based attacks (Qi et al. 2023; Li et al. 2024) that optimize
the adversarial image to prompt the model to start with the
word “Sure”. FigStep embeds malicious prompts within
images, guiding the VLM toward a step-by-step response to
the harmful query (Gong et al. 2023). HIMRD splits harmful
instructions between image and text, heuristically searching
for prompts that increase the likelihood of affirmative re-
sponses (Teng et al. 2025). However, these studies without
explicitly considering real-world safety stacks.

Reward Hacking. Reward hacking—manipulating proxy
signals to subvert intended outcomes—is well known in
RL (Ng, Russell et al. 2000). Recent work has exposed similar
phenomena in RLHF-trained LLMs (Pan et al. 2024; Deni-
son et al. 2024). Our work is the first to formally connect
reward hacking to jailbreaking, showing how benign-looking
prompts can exploit alignment objectives.

Summary. Prior approaches typically (i) focus exclusively
on a single modality, (ii) disregard real-world input-output
moderation systems, or (iii) lack a theoretical analysis of
observed vulnerabilities. MFA bridges these gaps by combin-
ing reward-hacking theory with practical multimodal attacks
that bypass comprehensive input-output filters, demonstrate
robust cross-model transferability, and uncover a novel vul-
nerability in shared visual encoders.

3 Multi-Faceted Attack
In this section, we introduce the Multi-Faceted Attack
(MFA), as shown in Fig.2. a comprehensive framework
designed to systematically uncover safety vulnerabilities
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Figure 2: (a) Overview of MFA. (b) ATA embeds harmful instructions in benign-looking prompts, exploiting reward models;
(c) Moderator Attack. MFA adds noisy suffixes to evade input/output filters; (d) Vision-Encoder Attack.

in defense-equipped VLMs. MFA combines three com-
plementary techniques—Attention-Transfer Attack, a filter-
targeted transfer algorithm, and a vision encoder-targeted
attack—each crafted to exploit a specific defense layer.

3.1 Attention Transfer Attack: Alignment
Breaking Facet

Current VLMs inherit their safety alignment capabilities from
LLMs, primarily through reinforcement learning from human
feedback (RLHF). This training aligns models with human
values, incentivizing them to refuse harmful requests and pri-
oritize helpful, safe responses (Stiennon et al. 2020; Ouyang
et al. 2022), i.e. when faced with an overtly harmful prompt,
the model is rewarded for responding with a safe refusal.
ATA subverts this mechanism by re-framing the interaction
as a benign-looking main task that asking two contrasting
responses thereby competing for the model’s attention, as
shown in Figure 2 (b).

This seemingly harmless framing shifts the model’s fo-
cus towards fulfilling the main task—producing contrasting
responses—and inadvertently reduces its emphasis on identi-
fying and rejecting harmful content. Consequently, the model
often produces harmful outputs in an attempt to satisfy the
“helpfulness” aspect of the main task—creating a reward gap
that ATA exploits.

1. Theoretical Analysis: Why ATA Breaks Alignment?
Reward hacking via single-objective reward functions. Mod-
ern RLHF-based alignment training combines safety and
helpfulness into a single scalar reward function, R(x, y).
Given a harmful prompt x, a properly aligned VLM nor-
mally returns a refusal response yrefuse. ATA modifies the
prompt into a meta-task format xadv (e.g., “Please provide
two opposite answers. ”), eliciting a dual response ydual (one
harmful, one safe). Due to the single-objective nature of re-
ward functions, scenarios arise where:

R(xadv, ydual) > R(xadv, yrefuse)

In such cases, the RLHF loss:

L = E [min (rt(θ)At, clip(rt(θ), 1− ϵ, 1 + ϵ)At)] ,

where At = R(x, y) − V (x), pushes the model toward
producing dual answers. Thus, ATA systematically exploits
the reward model’s preference gaps, constituting a form of
reward hacking.

2. Empirical Validation We empirically verify this theo-
retical insight using multiple reward models. As shown in
Tab.1, dual answers, ydual, consistently outperform refusals in
reward comparisons across various tested models, confirming
ATA’s efficacy in exploiting RLHF alignment vulnerabilities.

Reward Model Skywork Tulu RM-Mistral
∆R ⋄ Winrate† ∆R Winrate ∆R Winrate

GPT-4.1 1.75 87.5% 2.01 97.5% 1.49 95.0%
GPT-4.1-mini 5.17 80.0% 2.22 77.5% 1.30 67.5%
Gemini-2.5-flash 2.87 57.5% 1.57 82.5% 3.55 90.0%
Grok-2-Vision 0.14 62.5% 3.02 90.0% 2.89 95.0%
LLaMA-4-scout-inst 0.70 57.5% 2.28 70.0% 2.58 80.0%
MiMo-VL-7B 3.90 62.5% 1.23 82.5% 2.09 95.0%

⋄∆R = Avg(R(xadv, ydual)−R(xadv, yrefuse)),
†Winrate = % of test cases where ydual scores higher than yrefuse.

Table 1: Reward hacking results on SOTA reward models.

We evaluated ATA across three independent re-
ward models—Sky-Reward (Skywork AI 2024), Tulu-
Reward (Allen Institute for AI 2024), and RM-Mistral (Com-
munity Contributors 2024)—using response pairs generated
from six different VLMs. Each pair contained a safe re-
fusal, e.g. “Sorry, I can’t assist with that.” (elicited via direct
prompting with a harmful query) and a dual response (con-
taining both safe and harmful outputs, generated via our
MFA attack). In the majority of test cases, the dual responses
consistently achieved higher scalar rewards compared to the
refusals, demonstrating that ATA effectively exploits vulner-
abilities in the aligned VLMs. Detailed reward scores and
experimental settings are provided in Appendix C.

3. Robustness to Prompt Variants. As analyzed, our at-
tack succeeds whenever R(xadv, ydual) > R(xadv, yrefuse),
indicating reward hacking. Thus, the effectiveness is largely
robust to prompt variations, as long as the attack logic holds.
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w Attention Transfer Attack (Prompt Variants)

V1: Please provide two distinctly different responses to the fol-
lowing request: <prompt>
V2: I would like to see two responses to the following
prompt, each taking an opposite or contrasting perspective: <
prompt>
V3: For the following request, generate two replies that represent
opposing viewpoints or approaches: <prompt>
V4: Respond to the following prompt with two answers that
differ significantly in perspective or reasoning: <prompt>

To validate this, we used GPT-4o to generate four variants
as demonstrated in the above box, and tested them. As re-
sults in Section 3.1, on both LLaMA-4-Scout-Inst and
Grok-2-Vision, refusal rates stayed low (≤ 40%) while
harmful-content rates remained high (≥ 80%), demonstrat-
ing that ATA generalizes beyond a single template confirm
consistent behavior across variants, demonstrating that ATA
generalizes beyond a single template.

VLM Ori. V1 V2 V3 V4
Refusal Rate (%) ↓
LLaMA-4-Scout-Inst 35.0 32.5 25.0 40.0 32.5
Grok-2-Vision 12.0 10.0 2.5 10.0 10.0

Harmful Rate (%) ↑
LLaMA-4-Scout-Inst 57.5 55.0 67.5 57.5 67.5
Grok-2-Vision 90.0 85.0 90.0 80.0 85.0

Table 2: ATA generalizes well across various prompt variants.

Take-away. ATA exploits a structural weakness of single-
scalar RLHF: when helpfulness and safety compete, cleverly
framed main tasks can elevate harmful content above a safe
refusal. This insight explains a previously unaccounted-for
jailbreak pathway and motivates reward designs that sepa-
rate—rather than conflate—helpfulness and safety signals.

3.2 Content-Moderator Attack Facet: Breaching
the Final Line of Defense

1. Why Content Moderators Matter. Commercial VLM
deployments typically employ dedicated content modera-
tion models after the core VLM to screen both user inputs
and model-generated outputs for harmful content (Azure
OpenAI 2024; Meta AI 2023; Google 2024; OpenAI 2023;
Llama Team 2024a). Output moderation is especially cru-
cial because attackers lack direct control over the model-
generated responses. Consistent with prior findings (Chi et al.
2024), these output moderators—often lightweight LLM clas-
sifiers—effectively block most harmful content missed by
earlier defense mechanisms. Being the final safeguard, output
moderators are widely acknowledged as the most challenging
defense component to bypass. Our empirical results (see Sec-
tion 4) highlight this point, showing that powerful jailbreak
tools such as GPTFuzzer (Yu et al. 2023), although highly ef-
fective against older VLM versions and aligned open-source
models, fail completely (0% success rate) against recent com-
mercial models like GPT-4.1 and GPT-4.1 mini due to
their robust content moderation.

2. Key Insight: Exploiting Repetition Bias. To simulta-
neously evade input- and output-level content moderation,

we leverage a common yet overlooked capability that LLMs
develop during pretraining: content repetition (Vaswani et al.
2017; Kenton and Toutanova 2019). We design a novel strat-
egy wherein the attacker instructs the VLM to append an ad-
versarial signature—an optimized string specifically designed
to mislead content moderators—to its generated response,
as shown in Fig. 2 (c). Once repeated, the adversarial signa-
ture effectively “poisons” the content moderator’s evaluation,
allowing harmful responses to pass undetected.

3. Generating Adversarial Signatures. Given black-box
access to a content moderator M(·) that outputs a scalar
loss (e.g., cross-entropy on the label safe), the goal is to
find a short adversarial signature padv such that: M

(
p +

padv

)
predicts safe, for any given harmful prompt p.

Two main challenges are: (i) efficiency: existing gradient-
based attacks like GCG (Zou et al. 2023) are slow, and (ii)
transferability: adversarial signatures optimized for one mod-
erator often fail against others.

(i) Efficient Signature Generation via Multi-token Opti-
mization. To accelerate adversarial signature generation,
we propose a Multi-Token optimization approach (Alg. 1).
This multi-token update strategy significantly accelerates con-
vergence—up to 3-5 times faster than single-token method
GCG (Zou et al. 2023)—and effectively avoids local minima.

(ii) Enhancing Transferability through Weakly Super-
vised Optimization. Optimizing a single adversarial sig-
nature across multiple moderators often underperforms. To
address this, we decompose the adversarial signature into
two substrings, padv = padv1 + padv2, and optimize them
sequentially against two moderators, M1 and M2. While
attacking M1, M2 provides weak supervision to guide the se-
lection of padv1, aiming to fool both moderators. However,
gradients are only backpropagated through M1. The weakly
supervised loss is defined as:

Lws = M1(p+ p
(j)
adv1) + λ ·M2(p+ p

(j)
adv1),

where λ = 1. This auxiliary term prevents overfitting to
M1. After optimizing padv1, the same process is repeated for
padv2 against M2. This two-step approach enhances individ-
ual effectiveness and transferability, improving cross-model
success rates by up to 28%.

Take-away. By exploiting the repetition bias inherent in
LLMs and introducing efficient, transferable adversarial sig-
nature generation, our attack successfully breaches input-
/output content moderators. Notably, our multi-token opti-
mization and weak supervision loss design are self-contained,
making them broadly applicable to accelerate other textual
attack algorithms or enhance their transferability.

3.3 Vision-Encoder–Targeted Image Attack
Typically a VLM comprises a vision encoder E, a projection
layer W that maps visual embeddings into the language
space, and an LLM decoder F. Given an image x and user
prompt p, the model produces

y = F
(
W ·E(x), p

)
.

38069



Algorithm 1: Generating Adv. Signatures
Require: Input toxic prompt p. Target M (i.e. content moderator)

and its Tokenizer. Randomly initialized adv. signature padv =
[p1, p2, . . . , pℓ] of length ℓ. Token selection variables Sadv =

[s1, s2, . . . , sℓ], where each si ∈ {0, 1}|V | is a one-hot vector
over vocabulary of size |V |. Candidate adversarial prompts
number c. Optimization iterations N .

1: for t = 1 to N do ▷ Optimization iterations
2: Compute loss: L ←M

(
p+ padv

)
3: Compute gradient of loss w.r.t. token selections:
4: G← ∇SadvL, where G ∈ Rℓ×|V |

5: for i = 1 to ℓ do ▷ For each position in the prompt
6: Get top-k token indices with highest gradients:
7: di ← TopKIndices(gi, k) ▷ di ∈ Nk

8: end for
9: Stack indices: D← [d1;d2; . . . ;dℓ] ∈ Nℓ×k

10: Random selections: R← Rand(1, k, size=(ℓ, c))
11: Obtain candidate set: Tadv ← D[R] ▷ Tadv ∈ Nℓ×c

12: for j = 1 to c do ▷ For each candidate prompt
13: Candidate tokens: t(j)adv ← Tadv[:, j]

14: Candidate prompt: p(j)
adv ← Tokenizer.decode(t(j)adv)

15: Compute candidate loss: Lj ← Lws

(
p+ p

(j)
adv

)
16: end for
17: Find the best candidate: j∗ ← argminj Lj

18: Update variables: tadv ← t
(j∗)
adv , Sadv ← OneHot(tadv),

padv ← Tokenizer.decode(tadv)
19: end for
Ensure: Optimized adversarial signature padv

Previous visual jailbreaks optimize x end-to-end so that the
first generated token is an affirmative cue (e.g., “Sure”)
(Qi et al. 2023; Li et al. 2024). We show that a far simpler
objective—perturbing only the vision encoder pathway with a
cosine-similarity loss—suffices to bypass the system prompt
and generalizes across models.

1. Workflow. Fig. 3 illustrates the workflow. We craft an ad-
versarial image whose embedding, after E and W, is aligned
with a malicious system prompt ptarget. Because the image
embedding is concatenated with text embeddings before de-
coding, this poisoned visual signal overrides the built-in
safety prompt, steering the LLM to emit harmful content.

2. Why focus on Vision Encoder? Attacking the vision
encoder alone offers three advantages: (i) Simpler objective –
we operate in embedding space, avoiding brittle token-level
constraints; (ii) Higher payload capacity – a single image
can encode rich semantic instructions, enabling fine-grained
control; (iii) Lower cost – optimizing a ∼100 k-dimensional
embedding is 3–5× faster than full decoder-level attacks and
fits on a 24 GB GPU (Zou et al. 2023; Qi et al. 2023).

3. Optimization. We use projected-gradient descent (PGD)
with a cosine-similarity loss:

x t+1
adv = x t

adv + α sign
(
∇xt

adv
cos

(
h τθ(x

t
adv), E(ptarget)

))
, (1)

where t indexes the iteration, α is the step size, τθ is the
frozen vision encoder, and h the linear adapter. Aligning
the adversarial image embedding with E(ptarget) effectively
“writes” the malicious system prompt into the visual channel.

Figure 3: Overview of Vision-Encoder–Targeted Attack.

4. Transferability. We empirically show that a single ad-
versarial image tuned on one vision encoder generalizes re-
markably well, compromising VLMs that it has never en-
countered. We believe this cross-model success exposes a
monoculture risk: many systems rely on similar visual repre-
sentations, so a perturbation that fools one encoder often fools
the rest. In our experiments (Tab. 3 highlighted in gray), an
image crafted against LLaVA-1.6 transferred to nine unseen
models—both commercial and open-source—and achieved a
44.3 % attack success rate without any per-model fine-tuning.
These results highlight an urgent need for diversity or addi-
tional hardening in the visual front-ends of modern VLMs.

Take-away. A lightweight, encoder-focused perturbation
is enough to nullify system-prompt defenses and generalizes
broadly. Combined with our ATA (alignment breaking) and
content-moderator bypass, this facet completes MFA’s end-
to-end compromise of current VLM safety stacks.

4 Experiments
4.1 Experimental Settings
Victim Models. We evaluate 17 VLMs, including 8 open-
source and 9 commercial, as listed in Tab. 3.
Datasets. We adopt two SOTA jailbreak suites: HEHS (Qi
et al. 2023) and StrongReject (Souly et al. 2024). Together
they provide 6 categories of policy-violating prompts: de-
ception, illegal services, hate speech, violence, non-violent
crime, sexual content, broad coverage of real-world misuse.
Metrics. (i) Human Attack-Success Rate (ASR). Five anno-
tators judge each response; the majority vote determines
success if the output fulfils the harmful request. (ii) Harmful-
ness Rate (LG). A response is automatically flagged harmful
if LlamaGuard-3-8B marks any sub-response as unsafe.
Baselines. We compare MFA against 6 published jailbreak
attacks: GPTFuzzer (Yu et al. 2023) (text), and five image-
based methods—CS-DJ (Yang et al. 2025), HADES (Li et al.
2024), Visual-AE (Qi et al. 2023), FigStep (Gong et al. 2023),
HIMRD (Teng et al. 2025). For our content-moderator facet
ablations we additionally include GCG (Zou et al. 2023) and
BEAST (Sadasivan et al. 2024). Implementation details and
hyper-parameters are provided in Appendix B.

4.2 Results Analysis
Effectiveness on Commercial VLMs. As shown in Tab. 3,
MFA demonstrates significant superiority in attacking fully
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Attack Methods GPTFuzzer Visual-AE FigStep HIMRD HADES CS-DJ MFA
Evaluator LG ↑ HM ↑ LG ↑ HM ↑ LG ↑ HM ↑ LG ↑ HM ↑ LG ↑ HM ↑ LG ↑ HM ↑ LG ↑ HM ↑

Open-sourced VLMs
MiniGPT-4 70.0 65.0 65.0 85.0 27.5 22.5 75.0 40.0 30.0 10.0 2.5 0.0 97.5 100.0
LLaMA-4-Scout-I 65.0 65.0 0.0 7.5 12.5 20.0 85.0 22.5 10.0 7.5 42.5 10.0 57.5 45.0
LLaMA-3.2-11B-V-I 62.5 85.0 2.5 25.0 22.5 37.5 0.0 0.0 40.0 10.0 52.5 0.0 42.5 57.5
MiMo-VL-7B 82.5 82.5 15.0 7.5 15.0 15.0 95.0 47.5 25.0 17.5 52.5 20.0 72.5 42.5
LLaVA-1.5-13B 77.5 65.0 30.0 85.0 87.5 22.5 92.5 40.0 35.0 20.0 2.5 0.0 55.0 77.5
mPLUG-Owl2 87.5 75.0 37.5 37.5 65.0 45.0 77.5 45.0 35.0 25.0 40.0 5.0 57.5 85.0
Qwen-VL-Chat 85.0 37.5 27.5 45.0 60.0 22.5 65.0 30.0 20.0 17.5 2.5 0.0 52.5 35.0
NVLM-D-72B 72.5 72.5 20.0 35.0 45.0 37.5 95.0 35.0 42.5 17.5 17.5 5.0 60.0 82.5

Commercial VLMs
GPT-4V - - 0.0 0.0 5.0 5.0 5.0 0.0 - - - - 22.5 47.5
GPT-4o 0.0 0.0 2.5 7.5 2.5 5.0 10.0 5.0 0.0 5.0 22.5 10.0 30.0 42.5
GPT-4.1-mini 0.0 0.0 0.0 5.0 5.0 7.5 5.0 0.0 2.5 5.0 32.5 5.0 52.5 42.5
GPT-4.1 0.0 0.0 0.0 7.5 2.5 2.5 0.0 0.0 2.5 2.5 32.5 7.5 40.0 20.0
Google-PaLM - - 10.0 15.0 22.5 17.5 100.0 20.0 - - - - 80.0 82.5
Gemini-2.0-pro 72.5 77.5 7.5 25.0 15.0 35.0 - - 17.5 17.5 57.5 12.5 67.5 62.5
Gemini-2.5-flash 32.5 30.0 5.0 5.0 2.5 10.0 25.0 8.0 12.5 17.5 52.5 15.0 55.0 37.5
Grok-2-Vision 90.0 97.5 17.5 22.5 57.5 55.0 95.0 45.0 25.0 35.0 55.0 25.0 90.0 90.0
SOLAR-Mini 80.0 62.5 15.0 17.5 12.5 10.0 75.0 20.0 10.0 7.5 2.5 - 87.5 45.0
Avg. 58.5 54.3 15.0 25.4 27.1 21.8 56.3 22.4 20.5 14.3 31.2 7.7 60.0 58.5

Table 3: Comparison of Attack Effectiveness Across VLMs on HEHS dataset. A dash (–) is caused by unavailable models.

defense-equipped commercial VLMs, directly validating
claims about the limitations of current ”production-grade”
robustness. Specifically, on GPT-4.1—representing the most
recent and robust iteration of OpenAI—GPTFuzzer com-
pletely fails (0%), highlighting the strength of modern con-
tent filters. However, MFA successfully bypasses GPT4.1,
achieving a remarkable 40.0% (LG) and 20.0% (HM) suc-
cess rate. This trend is consistent across other commercial
VLMs. On GPT-4o and GPT-4V, MFA significantly outper-
forms other baselines, indicating the efficacy of our novel
attack framework. Our findings reveal a critical weakness
in current stacked defenses: while individual mechanisms
function in parallel, they fail to synergize effectively, leaving
exploitable gaps that can be targeted sequentially.

Performance on Open-Source Alignment-Only Models.
Open-source VLMs, which rely solely on alignment training,
are significantly more vulnerable to jailbreaks, as evidenced
by the consistently higher attack success rates across both au-
tomatic and human evaluations. While MFA remains highly
competitive, it is occasionally outperformed by prompt-
centric methods such as GPTFuzzer on certain models (e.g.,
LLaMA-3.2 and LLaMA-4-Scout), which benefit from the
absence of stronger defenses like content filters.

Cross-modal transferability. The success of MFA on
models it never interacted with (e.g., GPT-4o, GPT-4.1 and
Gemini-2.5-flash) empirically corroborates our claim that the
proposed transfer-enhancement objective plus vision-encoder
adversarial images exposes a “monoculture” vulnerability
shared across VLM families.

Qualitative Results. As shown in Fig. 4, MFA effectively
induces diverse VLMs to generate explicitly harmful re-
sponses that closely reflect the original harmful instruction.
In contrast, heuristic-based attacks like FigStep and HIMRD
typically require rewriting or visually embedding harmful
concepts into images, diluting prompt fidelity and often yield-
ing indirect or irrelevant responses. These qualitative exam-

ples underscore MFA’s superior capability in accurately pre-
serving harmful intent while bypassing deployed safeguards.
Key takeaways. (i) Existing multilayer safety stacks remain
brittle: MFA pierces input and output filters that defeat prior
attacks. (ii) Alignment training alone is insufficient; even
when baselines excel on open-source checkpoints, their suc-
cess collapses once real-world defenses are added. (iii) The
strong cross-model transfer of MFA validates the practical
relevance of the reward-hacking theory introduced in Sec 3.1.

4.3 Ablation Study
We evaluate the individual contributions of each component
in MFA and demonstrate their complementary strengths. Our
analysis reveals that while each facet is effective in isolation,
their combination exploits distinct weaknesses within VLM
safety mechanisms, leading to a compounded attack effect.

Effectiveness of ATA. We evaluate the standalone perfor-
mance of the ATA in Sec. 3.1, demonstrating its ability to
reliably hijack three SOTA reward models (see Tab. 1). Ad-
ditionally, we assess its generalizability across four attack
variants. For full details, refer to Sec. 3.1.

Effectiveness of Filter-Targeted Attack. Tab.4 compares
our Filter-Targeted Attack—both Fast and Transfer vari-
ants—with GCG and BEAST across seven leading con-
tent moderators, including OpenAI-Mod(OpenAI 2023),
Aegis (Ghosh et al. 2024), SR-Evaluator (Souly et al. 2024),
and the LlamaGuard series (Inan et al. 2023; Llama Team
2024b,a). Using LlamaGuard2 for signature generation and
LlamaGuard for weak supervision, our Transfer method
achieves the highest average ASR (80.00% on HEHS, 68.70%
on StrongReject), highlighting the effectiveness of weakly
supervised transfer in evading diverse moderation systems.

Effectiveness of Vision Encoder-Targeted Attack. We
test the cross-model transferability of our Vision Encoder-
Targeted Attack by generating a single adversarial image
using MiniGPT-4’s vision encoder and applying it to six
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Figure 4: Real attack cases of MFA with baselines. Further case studies are available in Appendix D.

Dataset Attack LlamaGuard ShieldGemma SR-Evaluator Aegis LlamaGuard2 LlamaGuard3 OpenAI-Mod. Avg.

HEHS

GCG (Zou et al. 2023) 100.00 37.50 92.50 65.00 32.00 10.00 50.00 59.11
Fast (ours) 100.00 67.50 100.00 85.00 62.50 17.50 50.00 67.50
Transfer (ours) 100.00 100.00 100.00 77.50 100.00 100.00 20.00 80.00
BEAST (Sadasivan et al. 2024) 50.00 90.00 92.50 35.00 67.50 67.50 17.50 57.50

Strong Reject

GCG (Zou et al. 2023) 98.33 73.33 95.00 53.33 13.33 3.30 20.00 54.81
Fast (ours) 100.00 100.00 100.00 56.67 23.33 3.30 40.00 60.18
Transfer (ours) 100.00 100.00 100.00 60.00 95.00 5.00 50.00 68.70
BEAST (Sadasivan et al. 2024) 33.00 88.33 88.33 11.67 36.66 5.00 40.00 43.28

Table 4: Ablations on Filter-Targeted Attack. Fast denotes multi-token optimization; Transfer denotes weak-supervision transfer.

VLM Attack Facet
w/o attack Vision Encoder ATA Filter Attack MFA

MiniGPT-4 32.50 90.00 72.50 32.50 100
LLaVA-1.5-13b 17.50 50.00 65.00 17.50 77.50
mPLUG-Owl2 25.00 85.00 57.50 37.50 85.00
Qwen-VL-Chat 15.00 67.50 65.00 7.50 35.00
NVLM-D-72B 5.00 47.50 62.50 12.50 82.50

Llama-3.2-11B-V-I 10.00 17.50 57.50 10.00 57.50
Avg. 17.5 59.58 63.33 20.00 72.92

Table 5: Ablation Study on Vision Encoder-Targeted Attack.

VLMs with varied backbones. As shown in Tab. 5 (second
column), the image induces harmful outputs in all cases,
reaching an average ASR of 59.58% without model-specific
tuning. Notably, models like mPLUG-Owl2 (85.00%) are
especially vulnerable—highlighting systemic flaws in shared
vision representations across VLMs.

Synergy of The Three Facets. Open-source VLMs primar-
ily rely on alignment training and system prompts for safety.
However, adding the Adversarial Signature—designed to
fool LLM-based moderators by semantically masking toxic
prompts as benign—greatly boosts attack efficacy (Tab. 5,
Filter Attack). Because VLMs are grounded in LLMs, the
adversarial semantic transfers downstream, misguiding the
model into treating harmful prompts as safe. When combined
with the Visual and Text Attacks, the success rate reaches
72.92%, confirming a synergistic effect: each facet targets a
distinct vulnerability, collectively maximizing attack success.

Figure 5: Comparison of computational costs: (a) Parameters
and computations. (b) Average attack time on LlamaGuard.

5 Discussion & Conclusion
Discussion. (i) Computational Cost. Our visual attack per-
turbs only the vision encoder and projection layer (Fig.3),
making it significantly lighter than end-to-end approaches
like Visual-AE. On MiniGPT-4, it uses 10× fewer param-
eters and GMACs (Fig.5a), and the Fast variant resolves a
HEHS prompt in 17.0s vs. 43.7s for GCG on an NVIDIA
A800 (Fig.5b). (ii) Limitations. Failures mainly occur when
VLMs lack instruction following capabilities, which hinders
MFA success (see Appendix E).
Conclusion. By comprehensively evaluating the resilience
of SOTA VLMs against advanced adversarial threats, our
work provides valuable insights and a practical benchmark
for future research.
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