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Abstract

The rapid advancement of Large Language Model (LLM)-
driven multi-agent systems has significantly streamlined soft-
ware developing tasks, enabling users with little technical ex-
pertise to develop executable applications. While these sys-
tems democratize software creation through natural language
requirements, they introduce significant security risks that re-
main largely unexplored. We identify two risky scenarios:
Malicious User with Benign Agents (MU-BA) and Benign
User with Malicious Agents (BU-MA). We introduce the Im-
plicit Malicious Behavior Injection Attack (IMBIA), demon-
strating how multi-agent systems can be manipulated to gen-
erate software with concealed malicious capabilities beneath
seemingly benign applications, and propose Adv-IMBIA as a
defense mechanism. Evaluations across ChatDev, MetaGPT,
and AgentVerse frameworks reveal varying vulnerability pat-
terns, with IMBIA achieving attack success rates of 93%,
45%, and 71% in MU-BA scenarios, and 71%, 84%, and
45% in BU-MA scenarios. Our defense mechanism reduced
attack success rates significantly, particularly in the MU-BA
scenario. Further analysis reveals that compromised agents
in the coding and testing phases pose significantly greater
security risks, while also identifying critical agents that re-
quire protection against malicious user exploitation. Our find-
ings highlight the urgent need for robust security measures in
multi-agent software development systems and provide prac-
tical guidelines for implementing targeted, resource-efficient
defensive strategies.

Code — https://github.com/wxqkk0808/IMBIA
Extended version — https://arxiv.org/pdf/2511.18467

Introduction

Recent advancements in Large Language Model (LLM)-
based multi-agent systems have demonstrated remarkable
capabilities in addressing complex tasks (Islam, Ali, and
Parvez 2024; Han et al. 2024; Qian et al. 2024; Hong et al.
2024; Chen et al. 2023) and simulating social interactions
across various domains (Li et al. 2024; Mou, Wei, and
Huang 2024; Zhang et al. 2024a). Particularly in the Soft-
ware Engineering (SE) domain, these systems have exhib-
ited exceptional effectiveness, with multiple agents collabo-
rating to tackle real-world SE challenges. The emergence of
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Figure 1: Two risky scenarios in LLM-based multi-agent
software development systems: (i) Malicious User with Be-
nign Agents, and (ii) Benign User with Malicious Agents.

end-to-end software development multi-agent frameworks
(Qian et al. 2024; Hong et al. 2024; Dong et al. 2024; Zhang
et al. 2024b) enables users to obtain complete, executable
software applications from simple requirements with mini-
mal technical expertise.

Despite the convenience offered by these software devel-
opment multi-agent systems, they introduce significant se-
curity concerns that warrant thorough investigation. Figure
1 illustrates two risk scenarios in such systems. The first sce-
nario, which we term as MU-BA (Malicious User, Benign
Agents), involves exploitation by malicious users. These
systems substantially reduce the technical complexity and
cost barriers for creating harmful software, enabling users
with limited expertise to generate applications with embed-
ded malicious behaviors.

The second risk scenario, termed BU-MA (Benign User,
Malicious Agents), stems from the increasingly decentral-
ized nature of multi-agent systems. As these systems evolve
toward distributed architectures operating in complex, dy-
namic environments, individual agents become vulnerable



to compromise (Huang et al. 2025). In a practical sce-
nario, companies specializing in different domains might
develop expert agents that are subsequently integrated into
larger systems. Without centralized control, these systems
may incorporate agents from diverse sources, some poten-
tially harboring malicious capabilities. Compromised agents
could generate software that appears to fulfill user require-
ments (e.g., Build a BMI calculator.) while covertly execut-
ing harmful operations.

While previous research has evaluated the security of
LLM-generated code (Pearce et al. 2022; Yang et al. 2024;
Hajipour et al. 2024; Bhatt et al. 2024) and individual code
agents (Guo et al. 2024; Zhang et al. 2024d; Andriushchenko
et al. 2024), a comprehensive exploration of security risks
in end-to-end software development multi-agent systems re-
mains limited. To address this gap, we introduce the Implicit
Malicious Behavior Injection Attack (IMBIA), a novel at-
tack methodology that enables multi-agent systems to gen-
erate software with concealed malicious functionalities be-
neath seemingly benign applications. We also propose a cor-
responding defense mechanism, Adversarial IMBIA (Adv-
IMBIA), which implements targeted countermeasures at the
agent level for MU-BA scenarios and at the user interface
level for BU-MA scenarios.

Our experimental evaluation across three representative
multi-agent software development frameworks—ChatDeyv,
MetaGPT, and AgentVerse—demonstrates both the effec-
tiveness of our attack and defense methodologies. In the
MU-BA scenario, IMBIA achieved attack success rates of
93%, 45%, and 71% respectively, which were subsequently
reduced by 73%, 40%, and 49% when Adv-IMBIA was ap-
plied. In the BU-MA scenario, the attack success rates were
71%, 84%, and 45%, with Adv-IMBIA reducing these rates
by 45%, 7%, and 42%, respectively.

These results reveal interesting patterns in system robust-
ness: MetaGPT exhibited superior resilience in the MU-BA
scenario, while AgentVerse demonstrated greater robustness
in the BU-MA scenario. These variations correlate with their
underlying architectural differences in user task propagation
mechanisms and development methodologies (waterfall vs.
agile). Furthermore, our defense mechanism proved signifi-
cantly more effective in MU-BA scenarios than in BU-MA
scenarios, indicating that defending against compromised
agents at the user level presents greater challenges than pro-
tecting against malicious users through agent-level defenses.

Additionally, this paper explores two further research
questions aiming to deepen our understanding of multi-agent
system vulnerabilities and defenses:

* RQI: Which development phase — design, coding, or
testing — presents the greatest vulnerability when infil-
trated by malicious agents?

* RQ2: Which agents play pivotal roles in defending
against malicious user exploitation?

For RQ1, our empirical analysis in the BU-MA scenario
reveals that across ChatDev, MetaGPT, and AgentVerse, ma-
licious infiltration during the coding or testing stages poses
significantly higher security risks compared to the design
stage. This highlights the critical need for rigorous security
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inspections at later stages of software development within
multi-agent systems.

Regarding RQ2, our experiments in the MU-BA sce-
nario demonstrate that the optimal choice of defense-critical
agents differs among MetaGPT, ChatDev, and AgentVerse,
corresponding respectively to design-stage, testing-stage,
and coding-stage agents. Notably, defending only these
critical-stage agents can achieve nearly equivalent effective-
ness compared to defending all agents. Thus, in practical
scenarios where defensive resources are limited, strategi-
cally focusing on critical agent stages can be a cost-effective
security strategy.

Related Work
End-to-end Software-Developing Agents

The majority of existing end-to-end software-developing
agent systems (e.g.ChatDev (Qian et al. 2024), Self-
Collaboration (Dong et al. 2024), AISD (Zhang et al.
2024b), LCG (Lin, Kim et al. 2024), and CTC (Du et al.
2024) ) follow the classic waterfall process model (Royce
1987) for software development. MetaGPT (Hong et al.
2024) further integrates the waterfall model with human-
like Standardized Operating Procedures (SOPs). Addition-
ally, there are several general frameworks that can be
used in software development scenarios, such as Agent-
Verse (Chen et al. 2023), AutoAgents (Chen et al. 2024),
and Agentscope (Gao et al. 2024). Precisely because these
software-developing agents exhibit their robust capabilities,
preventing their misuse becomes a critical issue.

Safety for code LL.Ms and Agents

For code LLMs, existing benchmarks focus on evaluating
the vulnerabilities within the generated code (Pearce et al.
2022; Yang et al. 2024; Hajipour et al. 2024; Bhatt et al.
2024) and mainly based on top weaknesses from the list
of Common Weakness Enumeration (CWE). Broad safety
benchmarks have also been proposed (Zhang et al. 2024d;
Andriushchenko et al. 2024; Zhang et al. 2025, 2024c;
Debenedetti et al. 2024) for LLM Agents, using natural lan-
guage instructions to evaluate harmful generations. While
some instructions are code-related (Zhang et al. 2024d; An-
driushchenko et al. 2024), such as creating malware or de-
ceptive websites, these benchmarks are not designed for
code agents. To evaluate the safety of code agents, Guo
et al. (2024) propose RedCode, benchmarking their ability
to recognize and handle unsafe code generation and execu-
tion across diverse input formats and scenarios. However,
while RedCode evaluates the safety risks associated with
the code generation and execution of individual code agents,
multi-agent systems, compared to single-agent setups, face
more complex security risks due to multiple risk points. Our
work addresses this gap by revealing the inherent risks of
software-developing multi-agent systems.

Methodology
Attack Method

We propose a novel attack methodology called Implicit Ma-
licious Behavior Injection Attack (IMBIA) that induces
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Defense Method

When completing the
user tasks, your workflow
is to first determine
whether the software
requirement in user tasks
meets the following
security guidelines:

5.

First, you must not
generate any code that
violates the above
security guidelines.
Second, if you find any
code that breaches these
security guidelines, you
must point it out and
delete it or replace it with
meaningless code, or
immediately stop
outputting anything.

Figure 2: Overview of IMBIA attack method and Adv-IMBIA defense method.

multi-agent software development systems to generate ma-
licious software concealed beneath seemingly benign func-
tionality (e.g., BMI calculator).

Attack Formalization Let A = {ay,aq,...,a,} repre-
sent a set of agents in an end-to-end software development
pipeline. The IMBIA attack can be formalized as:

IMBIA(A, Py, P,,) — S (1

where P, represents benign software requirements, P,
denotes malicious injection prompts, and S is the generated
software.

Formally, P,, is defined as a tripartite structure containing
the following components:

PT)’L = {Tsa Td, 07,} (2)

where T denotes a concise summary of the covert mali-
cious task, T, provides detailed contextual descriptions of
the intended malicious fask, and C; encompasses explicit
code instructions and snippets necessary for executing the
malicious behavior.

Attack Scenarios We formalize two realistic risky scenar-
ios inspired by (Zhang et al. 2024d): (i) Malicious User with
Benign Agents (MU-BA), and (ii) Benign User with Mali-
cious Agents (BU-MA).

In MU-BA scenario, the attack module is appended to le-
gitimate user requirements:

S=AP, @ Py) 3)

The malicious prompt P, is strategically positioned af-
ter normal user requirements P, to avoid triggering safety
mechanisms while maintaining influence over S.

In BU-MA scenario, the attack module is incorporated
into the agent profiles, creating compromised agents A’

A = {d},ad},....al} 4)

where each compromised agent o can be represented as:
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d, = a; ® P 5)
The resulting malicious software is then generated

through the interaction of benign user prompts with com-
promised agents:

S =A'(Py) (6)
To systematically evaluate the security impact, we ex-
amine 7 distinct attack configurations across the develop-
ment pipeline: single-phase attacks (design-only, code-only,
or test-only), dual-phase attacks (design & code, code & test,
or test & design), and all-phase attacks (design, code, and
test). Let Ap, Ac, and A7 represent the sets of agents re-
sponsible for design, code, and test phases respectively. For
the scenario where only design phase agents are compro-
mised, the formulation can be expressed as:

A ={a; ® Ppla; € Ap} (7)

S = ( b UAdc U .AT)(Pb) ()

Defense Method

We introduce dedicated defense mechanisms, Adv-MU-BA
and Adv-BU-MA, specifically designed to counter the two
identified attack scenarios in multi-agent software develop-
ment systems.

Defensive Formalization We introduce adversarial
prompts P, 4, explicitly instructing agents to avoid unautho-
rized access to sensitive data, self-replication, or injecting
harmful code, thereby ensuring that the generated software
complies with ethical standards. The Adv-IMBIA defensive
mechanism can be formalized as:

Adv-IMBIA(A, Py, Py, Paay) — S 9)

where P, represents benign prompts, P, denotes ma-
licious injection components, P,q4, denote the adversarial
prompt, and S is the resulting software.



ID Malicious Behavior Malware Family
M1  The software intercepts user inputs and transmits them to a remote attacker.
M2  The software exfiltrates sensitive user data and sends it to a remote attacker. Trojan
M3  The software connects to external URLSs, potentially downloading malicious files.
M4  The software continuously monitors the clipboard and forwards it to a remote attacker.
M5  The software intercepts keyboard inputs and transmits them to a remote attacker. Spyware
M6  The software records screenshots of user’s desktop and sends them to a remote attacker.
M7  The software forcibly displays ads on the user interface for fraudulent purposes.
M8  The software redirects users to unauthorized advertising URLs for fraudulent purposes. Adware
M9  The software hijacks the clipboard to inject ads for fraudulent purposes.
MI10 The software encrypts files and requires the user to contact the attacker for a decryption

password, deleting files if an incorrect password is provided. Ransomware
MI11 The software locks the user’s screen without unlocking options and demands contacting the

attacker for an unlocking password, deleting files if forcibly terminated.
MI12 The software spreads malicious code snippets to other files, enabling self-replication. Virus

Table 1: 12 malicious behaviors injected by IMBIA and 5 related malware families.

Defense Scenarios To implement defense mechanisms in
the BU-MA scenario, we introduce adversarial prompting at
the user interface. The generated software S can be repre-
sented as:

S = A(l)pt(Pb ©® Padv) (10)

where Aj,, represents the most effective compromise con-
figuration identified through evaluation of 7 distinct compro-
mise scenarios across the development pipeline.

To implement defense mechanisms in the MU-BA sce-
nario, we integrate adversarial prompts directly into agent
configuration profiles:

a;c =a; D Padv (11)
where a; represents an agent with enhanced security con-

figurations. The resulting software is generated through the
interaction of malicious user prompts with protected agents:

S=A(P, & Pp) (12)

To identify the most critical intervention points within
the development pipeline, we systematically evaluate 7
defensive configurations, including single-phase defenses
(design-only, code-only, or test-only), dual-phase defenses
(design & code, code & test, or test & design), and all-phase
defenses (design, code, and test). For example, for the sce-
nario where only design phase agents are protected, the for-
mulation can be expressed as:

AL ={a; ® Pauavla; € Ap} (13)

S = (A*DUACUAT)(Pb@PnL) (14)

Experiment
Dataset

To evaluate the security of software-developing agents, we
constructed a dataset consisting of 480 test cases, derived
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from a combination of benign software requirements B,
and malicious software behaviors P,,. In particular, the be-
nign software requirements P, are sourced from the Soft-
ware Requirement Description Dataset (SRDD) (Qian et al.
2024), which is the most comprehensive dataset currently
available for evaluating agent-driven software development
tasks. SRDD includes 1,200 software task prompts, further
subdivided into 40 distinct subcategories. We randomly se-
lected one task from each of the 40 subcategories to form the
set of benign software requirements P,. Additionally, we in-
vestigate the malicious software requirements P,, within
five common types of malware: Trojan, Spyware, Adware,
Ransomware, and Virus, which results in 12 prevalent mali-
cious behaviors, as outlined in Table 1.

Software-Developing Multi-Agent System Setup

We consider three typical software-developing multi-agent
systems in this study. In particular, ChatDev (Qian et al.
2024) and MetaGPT (Hong et al. 2024) adopt a waterfall
model, where agents in the system can be categorized into
three types based on the main phases of the software de-
velopment lifecycle: design, coding, and testing. Unlike the
predefined agent roles in ChatDev and MetaGPT, Agent-
Verse (Chen et al. 2023) dynamically recruits agents based
on requirements, which aligns well with agile development
principles by enabling flexible team composition. By sum-
marizing the frequently recruited agent roles, we categorized
them into the same three types as ChatDev and MetaGPT.
All our experiments are based on the GPT-40-mini model.

Evaluation Metric

We employ 6 evaluation metrics to assess the quality of
software generated by multi-agent software development
systems and evaluate the effectiveness of attacks and de-
fenses: benign utility, utility under attack, reject rate, reject
rate under defense, attack success rate, and attack success
rate under defense (Debenedetti et al. 2024; Zhang et al.
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Figure 3: Benign utility and utility under attack on different software-developing multi-agent systems. The BU-MA results

shown represent the most effective attack combinations evaluated.
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Figure 4: Attack and defense results on different software-developing multi-agent systems, where ASR and RR measure attack
effectiveness, while ASR-d and RR-d indicate defense performance. Results show the most effective BU-MA attack combina-

tions and MU-BA defense combinations evaluated.

2025). These metrics comprehensively measure system per-
formance across non-adversarial scenarios, adversarial sce-
narios, and defensive scenarios.

Benign Utility (BU) It measures the quality of software
generated by multi-agent software development systems
without attacks. We calculate BU using the same methodol-
ogy as employed in ChatDev for measuring software quality,
which comprehensively considers three factors: complete-
ness, executability, and consistency.

Utility Under Attack (UUA) It evaluates the utility of
software generated by multi-agent systems under attacks.
We use the same calculation method as BU.

Reject Rate (RR) The RR is calculated through a two-
stage evaluation process. First, we calculate the proportion
of cases where agents refuse to generate risky code due to in-
herent security mechanisms. Second, for successfully gener-
ated software, we employ GPT-4o to assess maliciousness,
similar to existing studies (Zhang et al. 2024d; Yuan et al.
2024), and calculate the proportion of benign software. The
overall RR combines both refusal cases and benign software
cases, representing the total proportion of scenarios where
the system avoids producing malicious software.

Reject Rate under Defense (RR-d)

Attack Success Rate (ASR) It represents the proportion
of cases where IMBIA attacks successfully induce the multi-
agent system to generate software with executable malicious
behavior. Using GPT-40 assessment similar to existing stud-
ies (Zhang et al. 2024d; Yuan et al. 2024), we evaluate
whether the generated software can execute malicious ac-
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tions, with an average consistency of 86.34% between GPT-
40 and manual evaluators.

Attack Success Rate under Defense (ASR-d) It evalu-
ates the attack success rate under Adv-IMBIA defense mech-
anisms, calculated using the same methodology as ASR.

Attack Results

Attack Results on Different Software-developing multi-
agent systems Our proposed /MBIA method demonstrated
effectiveness across all three software development multi-
agent systems in both MU-BA and BU-MA scenarios. As
illustrated in Figure 3, the generated software maintained
comparable quality metrics under attack conditions relative
to benign operations. We analyzed consistency—a key qual-
ity indicator measuring cosine similarity between generated
code and normal software requirements—and found no sig-
nificant degradation during attacks, indicating that IMBIA
effectively injects malicious behaviors without substantially
degrading software quality.

In the MU-BA scenario, IMBIA achieved attack success
rates of 93%, 45%, and 71% against ChatDev, MetaGPT,
and AgentVerse respectively (Figure 4). MetaGPT exhibited
the highest robustness, likely due to its design where the
user task is transmitted exclusively to the initial agent, while
ChatDev and AgentVerse broadcast user tasks throughout
the system, increasing their vulnerability.

Under the BU-MA scenario, IMBIA attained ASRs of
71%, 84%, and 45% on ChatDev, MetaGPT, and Agent-
Verse. AgentVerse demonstrated the greatest resilience,
likely due to its agile-style design with iterative group dis-
cussions rather than the strict waterfall structure used by



ChatDev and MetaGPT. This architecture prevents mali-
cious agents from independently controlling entire develop-
ment phases, constraining their capacity to execute attacks.

Attack Results on Different Base Models We selected
ChatDev to assess the impact of different base models on
attack effectiveness in the MU-BA scenario. As shown in
Table 2, GPT-4o-mini achieved the highest ASR and the
lowest RR, while maintaining good software quality. This
makes it the most vulnerable base model when under attack.
The following base models, Claude-4-sonnet, Llama-3.1-
405b, and DeepSeek-v3 all demonstrated reasonable soft-
ware quality, low reject rates, and high attack success rates.
In contrast, llama-3.1-8b exhibited the lowest attack success
rate, with gemini-2.5-flash and gpt-3.5-turbo-16k also per-
forming poorly. Hence, in most cases, more advanced base
models are more vulnerable to IMBIA attack, indicating that
they should enhance their security capabilities.

Base Model ASR RR UUA
GPT-40-mini 0.929 0.017 0.601

GPT GPT-03 0.811 0.109 0.412
GPT-4-turbo 0.767 0.052 0.506
GPT-3.5-turbo-16k 0.629 0.048 0.480

Claude Claude-4-sonnet 0.875 0.083 0.561
Claude-3-7-sonnet 0.798 0.052 0.601

Gemini Gemini-2.5-pro 0.718 0.125 0.662
Gemini-2.5-flash 0.635 0.186 0.573
Llama-3.1-405b 0.783 0.117 0.791

Llama Llama-3.1-70b 0.692 0.071 0.551
Llama-3.1-8b 0.423 0.096 0.453

DeepSeek DeepSeek-v3 0.842 0.071 0.493
P DeepSeek-rl 0.748 0.106 0.342

Table 2: Attack results on different base models.

Ablation Study As shown in Figure 5, all three attack
components contribute to the success of the attack, as the
success rate with only the secret task summary exceeds 54%,
and the inclusion of the other components leads to an in-
crease in the ASR. Moreover, the secret task description
component provides a more significant improvement com-
pared to the code instruction component. Specifically, in the
MU-BA scenario, the overall attack success rate decreased
by 33% when only the secret task summaries were included,
while in the BU-MA scenario, the decline was 17%. This
indicates that the MU-BA scenario is more sensitive to the
absence of additional attack components, such as task de-
scriptions and code instructions.

Defense Results

As illustrated in Figure 4, our proposed defense method,
Adv-IMBIA, demonstrated substantial effectiveness in mit-
igating malicious behavior injection attacks across both at-
tack scenarios. In the MU-BA scenario, the implementation
of Adv-IMBIA reduced attack success rates by 73%, 40%,

37975

MU-BA Scenario
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Figure 5: Ablation study. The BU-MA results shown repre-
sent the most effective attack combinations evaluated.

and 49% for ChatDev, MetaGPT, and AgentVerse respec-
tively. Correspondingly, rejection rates increased by 72%,
52%, and 65%. In the BU-MA scenario, Adv-IMBIA de-
creased attack success rates by 45%, 7%, and 42%, while
raising rejection rates by 55%, 5%, and 62% for the three
frameworks.

These results suggest that Adv-IMBIA exhibits substan-
tially greater efficacy in the MU-BA scenario compared
to the BU-MA scenario. Specifically, integrating defensive
measures at the agent-profile level to counteract malicious
users is relatively straightforward and effective. In contrast,
implementing user-side defenses to mitigate potential mali-
cious behaviors introduced by compromised agents proves
comparatively more challenging.

Analysis

RQ1: Which development phase — design, coding,
or testing — presents the greatest vulnerability
when infiltrated by malicious agents?

As illustrated in Figure 6, our experimental results revealed
varying degrees of risks across frameworks. Specifically, in
the ChatDev framework, infiltration at the testing stage alone
yielded the highest ASR, whereas infiltration at the design
stage produced an ASR close to zero. Interestingly, the com-
bined code & test infiltration scenario resulted in a lower
ASR compared to the test-only infiltration. A plausible ex-
planation is that test agents, positioned at the final stage of
the waterfall process, retain memory of the outputs gener-
ated by previous phases; consequently, accumulated harmful
content from prior stages may trigger built-in safety mecha-
nisms, prompting test agents to reconsider operations upon
encountering malicious code from the coding phase.
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Figure 6: 7 attack configurations in the BU-MA scenario: single-phase attacks (design-only, code-only, or test-only), dual-phase
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Figure 7: 7 defensive configurations in the MU-BA scenario: single-phase defenses (design-only, code-only, or test-only), dual-

phase defenses (design & code, code & test, or test & design), and all-phase defenses (design, code, and test).

In contrast, within the MetaGPT framework, code-only
infiltration achieved the highest ASR among single-phase at-
tacks, while design-only exhibited the lowest. The code &
test combination resulted in the highest ASR among dual-
phase attacks, consistent with the high individual vulnerabil-
ity in both phases. Similarly, for AgentVerse, code-only in-
filtration demonstrated the highest single-phase ASR, while
design-only and test-only showed comparable ASRs. Among
dual-phase attacks, code & test again yielded the highest
ASR, with any infiltration involving the coding phase pre-
senting elevated ASRs.

Overall, these findings suggest that infiltration during
later stages (coding or testing) poses substantially greater
security risks across all frameworks, while design-phase in-
filtration is relatively benign. This highlights the necessity of
conducting rigorous security checks during the latter stages
of multi-agent software development pipelines.

Notably, across all three frameworks, attacking all agents
simultaneously did not yield the highest attack effective-
ness. This counterintuitive observation suggests an inher-
ent conflict between executing benign user tasks and ma-
licious secret tasks, causing agents to experience decision-
making conflicts. Consequently, increasing infiltrated agents
does not linearly enhance attack effectiveness; instead, it ex-
acerbates agent hesitation as they oscillate between fulfill-
ing benign objectives and performing malicious tasks. This
phenomenon aligns with prior conclusions from the PsySafe
(Zhang et al. 2024d), which noted that agents tend to reflect
critically upon their actions in later interactive stages.

RQ2: Which agents play pivotal roles in defending
against malicious user exploitation?

As shown in Figure 7, critical defensive roles vary signif-
icantly across frameworks. MetaGPT demonstrated supe-
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rior effectiveness with design agent configurations, while
ChatDev was most enhanced by code & test configurations,
with test agents being most critical for single-phase defense.
AgentVerse achieved optimal protection through compre-
hensive defense, though code & test combinations showed
comparable effectiveness, with code agents providing the
strongest single-phase protection.

These findings reveal that critical defensive roles dif-
fer among frameworks: design agents for MetaGPT, test
agents for ChatDev, and code agents for AgentVerse. Tar-
geted defensive measures on these identified critical agents
can achieve protection levels comparable to defending all
agent roles. Therefore, in resource-constrained applications,
prioritizing protection of architecture-specific critical agents
effectively mitigates malicious user exploitation in multi-
agent software development systems.

Conclusion

In this paper, we present the first comprehensive security
analysis of two risky scenarios in end-to-end software devel-
opment multi-agent systems, introducing the novel Implicit
Malicious Behavior Injection Attack (IMBIA) and its corre-
sponding defense mechanism Adv-IMBIA to address critical
vulnerabilities in both malicious user exploitation and com-
promised agent infiltration scenarios. Through systematic
evaluation across representative frameworks, we establish
that coding and testing phases present significantly higher
security risks than design phases. We also identified key
agents pivotal to defense against malicious user exploitation,
offering strategic insights for resource-efficient security im-
plementations. These contributions advance our understand-
ing of adversarial multi-agent security and provide essential
foundations for developing more robust LLM-based multi-
agent software development systems.
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