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Abstract

With the increasing adoption of reinforcement learning with
human feedback (RLHF) to align large language models
(LLMs), the risk of backdoor installation during the align-
ment process has grown, potentially leading to unintended and
harmful behaviors. Existing backdoor attacks mostly focus on
simpler tasks, such as sequence classification, making them
either difficult to install in LLM alignment or installable but
easily detectable and removable. In this work, we introduce
AdvBDGen, a generative fine-tuning framework that automati-
cally creates prompt-specific paraphrases as triggers, enabling
stealthier and more resilient backdoor attacks in LLM align-
ment. AdvBDGen is designed to exploit the disparities in
learning speeds between strong and weak discriminators to
craft backdoors that are both installable and stealthy. Using
as little as 3% of the fine-tuning data, AdvBDGen can install
highly effective backdoor triggers that, once installed, not only
jailbreak LLMs during inference but also exhibit greater sta-
bility against input perturbations and improved robustness to
trigger removal methods. Our findings highlight the growing
vulnerability of LLM alignment pipelines to advanced back-
door attacks, underscoring the pressing need for more robust
defense mechanisms.

Introduction
Large language models (LLMs) (Meta 2024; Touvron et al.
2023; Jiang et al. 2023) have demonstrated remarkable ad-
vancements in reasoning and alignment with human pref-
erences (Ziegler et al. 2020; Kirk et al. 2024; Stiennon
et al. 2022), largely driven by reinforcement learning with
human feedback (RLHF) (Bai et al. 2022; Ouyang et al. 2022;
Rafailov et al. 2024). Despite its effectiveness, RLHF’s de-
pendence on large-scale crowdsourced preference data (Per-
rigo 2023) also also introduces vulnerabilities to backdoor
(BD) poisoning attacks, where malicious triggers embedded
in fine-tuning data can induce harmful, misaligned behaviors
when activated during inference.

Recent studies (Li et al. 2024b; Hubinger et al. 2024; Path-
manathan et al. 2024; Yan et al. 2024; Gu, Dolan-Gavitt,
and Garg 2019; Xu et al. 2024) have demonstrated the fea-
sibility of backdoor (BD) attacks on large language models
(LLMs), showing that even minimal access to fine-tuning
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alignment datasets can be sufficient to implant triggers that
cause LLMs to deviate from their alignment objectives. While
these findings highlight vulnerabilities in LLM alignment,
most existing backdoor attacks rely on fixed, constant trig-
gers that can be detected and removed through data filtering
or post-training mitigation techniques (Li et al. 2024b).

In contrast, prior work on backdoor attacks in simpler
tasks, such as sequence classification, has explored more
sophisticated approaches, including semantic-based (Qi et al.
2021b,c) and synonym substitution-based triggers (Qi et al.
2021d). However, these methods do not directly apply to
the more complex setting of LLM alignment, where triggers
must be both effective and adaptable. For instance, style-
based backdoors (Qi et al. 2021b) rely on a limited set of
preselected styles as triggers, which are not guaranteed to
be effective in LLM alignment, and lack mechanisms to
transform arbitrary target styles into effective backdoors.

A strong backdoor attack in LLM alignment must satisfy
four key properties: (1) Effectiveness / Installability—The
attack should achieve high success rates, as measured by
relevant evaluation metrics; (2) Undetectability / Stealth—
The backdoor should evade standard detection mechanisms,
unlike constant triggers that are easily identified and removed.
We argue that prompt-specific triggers, which adapt to the
context of each prompt, are significantly harder to detect due
to their variability across inputs; (3) Trigger Variability—A
strong backdoor attack should support multiple variations of
its trigger. This diversity makes it significantly more difficult
for defenses to eliminate all possible trigger instances. For
example, variations in paraphrasing, syntax, or semantics
can generate a family of triggers that preserve the intended
harmful effect while avoiding detection; (4) Easy access to
these effective trigger variants — For an attacker to exploit
the variability in the trigger the attacker should be able to
find these effective/ successful trigger variants in a tractable
manner. We present a high-level comparison of our method
with prior works in Figure 1(b) and provide a detailed discus-
sion of their limitations and how AdvBDGen addresses them
in Pathmanathan et al. (2025) Table 2.

To thoroughly assess LLM vulnerabilities to backdoors,
it is crucial to explore strong attacks, particularly because
such attacks can be adaptable and resistant to many of the
conventional defenses. To this end, we propose AdvBDGen,
a trigger generation framework designed to create strong
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Figure 1: Overview of AdvBDGen: The generator learns to create strong backdoor triggers within prompts, ensuring prompt-
specific adaptability. The strong discriminator detects these triggers to guarantee successful installation, while the weak
discriminator fails to detect them, preventing reliance on easily identifiable triggers. We observe that excluding the weak
discriminator from our objective leads to the generation of constant, easily detectable triggers. AdvBDGen is the first to produce
triggers that are easily installable, highly undetectable, and resistant to common detection techniques. Moreover, it generates
diverse trigger variants that remain accessible to the attacker even after trigger unlearning techniques are applied.

backdoor attacks. AdvBDGen employs a generator and a pair
of discriminators, all powered by LLMs, in an adversarial
setting. It leverages differences in how language models ac-
quire and recognize new patterns to generate sophisticated,
hard-to-detect triggers. As shown in Figure 1(a), the method
optimizes three objective functions: (1) preserving the mean-
ing of the input, (2) ensuring triggers are installable and
effective (by making them learnable by a strong discrimina-
tor), and (3) preventing the generation of easily detectable,
trivial triggers (by ensuring that a weak discriminator strug-
gles to learn them). This framework not only guarantees that
the triggers are both installable and stealthy but also enables
the generation of diverse, easily accessible trigger variants.
As a result, AdvBDGen produces harder to defend attack in
most of the existing defenses ( except for latent adversarial
training based defenses (Casper et al. 2024; Zeng et al. 2024)
in which it performs in part with constant triggers)

Our key contributions can be summarized as follows. (1)
First, we introduce a novel framework that automatically
generates strong backdoor triggers by exploiting differences
in skill acquisition rates among LLMs. To the best of our
knowledge, this is the first work to propose automated trigger
generation for LLMs and to leverage the differing learning
paces of weak and strong models in an adversarial training
paradigm to introduce complexity into the objective. (2) Sec-
ond, we demonstrate that the generated triggers are highly
effective when installed during the LLM alignment stage and
can transfer across different victim models. Unlike traditional
constant triggers, our approach produces complex triggers
that are not easily detectable. (3) Additionally, we show that
simple stylistic triggers, though varied, fail to serve as reliable
backdoors. In contrast, when we train a backdoor generator
via our framework, it generates paraphrases that serve as ef-
fective triggers, underscoring the strength of our approach.
(4) Finally, our experiments reveal that AdvBDGen creates
diverse trigger variants that significantly complicate detec-
tion and removal, emphasizing the threat stronger backdoor
attacks can pose on LLM alignment.

Related Work

Adversarial Attacks on LLMs. Test-time adversarial at-
tacks on large language models (LLMs), often referred to
as jailbreak attacks (Shin et al. 2020; Shen et al. 2023; Yi
et al. 2024), manipulate prompts to trick the model into gen-
erating harmful responses, thereby compromising its align-
ment. Early jailbreak attacks relied on adversarial suffixes and
gradient-based optimization to influence model outputs (Zou,
Zhang, and Qiu 2024). More recently, subtler and more inter-
pretable techniques have emerged (Liu et al. 2023; Zhu et al.
2023). In contrast to jailbreak attacks, this work focuses on
the installation of backdoors, which can later be exploited to
reliably jailbreak LLMs during deployment. Backdoor At-
tacks. Unlike jailbreak attacks, which exploit vulnerabilities
in an existing model, backdoor attacks (Chen et al. 2017a)
involve embedding specific triggers during training that ad-
versaries can later exploit during deployment to jailbreak the
model. In the natural language domain, prior research has
explored backdoor attacks across various tasks, including
sentiment classification (Dai, Chen, and Li 2019), machine
translation (Xu et al. 2021; Wallace et al. 2020; Wang et al.
2021), and text generation (Hubinger et al. 2024; Rando and
Tramèr 2024; Pathmanathan et al. 2024). For large language
models, backdoor attacks have been demonstrated in settings
such as instruction tuning (Wan et al. 2023) and chain-of-
thought prompting (Xiang et al. 2024). Additionally, (Rando
and Tramèr 2024; Pathmanathan et al. 2024) explore more
general backdoor attacks by targeting reinforcement learning
from human feedback. Most existing works, as reviewed in
(Li et al. 2024b), rely on unstealthy constant triggers, which
are more detectable before training and easier to unlearn post-
training—a limitation confirmed by our experiments. Investi-
gating the feasibility of stronger backdoor attacks is essential
for thoroughly assessing LLM vulnerabilities, as these attacks
pose a greater threat due to their adaptability, stealthiness, and
resistance to standard defenses. Yet, to the best of our knowl-
edge, no existing methods effectively achieve this. Backdoor
Defenses. Defenses against backdoors are implemented at
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various stages, including: (1) Input Inspection: Suspicious
inputs are filtered by analyzing anomalies in input patterns
(Qi et al. 2021a). (2) Input Modification: Noise or pertur-
bations are added to inputs to neutralize potential backdoor
triggers (Liu, Xie, and Srivastava 2017; Villarreal-Vasquez
and Bhargava 2020). (3) Model Reconstruction: Poison is
removed via safety training, re-aligning the model with its
intended behavior (Zeng et al. 2022; Villarreal-Vasquez and
Bhargava 2020; Hubinger et al. 2024). (4) Model Inspection:
Poison samples are identified by inspecting model parameters
and detecting irregularities, such as unexpected patterns in
weights or gradients (Yang, Liu, and Mirzasoleiman 2022;
Tran, Li, and Madry 2018).

Method
Threat model. This paper considers a training-time fine-
tuning attack targeting LLM alignment, specifically using
Direct Preference Optimization (DPO) (Rafailov et al. 2024)
as the alignment method. While our primary focus is on
DPO, this attack can also be extended to other RLHF-based
alignment methods. The attacker’s objective is to embed a
backdoor trigger that induces misaligned behavior—such as
generating harmful content despite an alignment goal of pro-
ducing harmless output—when triggered during inference.
Unlike more commonly studied backdoor attacks, which aim
to produce fixed outputs (e.g., always responding with “I
don’t know” regardless of context) or misclassify specific
samples in sequence classification tasks (e.g., sentiment anal-
ysis), our attack requires the LLM to generate contextually
appropriate but misaligned responses. This makes the attack
much more challenging. For a more detailed explanation of
the difficulty, see the Appendix. We assume the attacker has
partial access to the training data, reflecting practical condi-
tions given the increasing use of outsourcing for preference
data collection in LLM training (Perrigo 2023). The attacker
operates in a black-box setting, with no access to the victim
model’s weights. The attacker’s action space is restricted
to modifying the prompt and flipping preference labels of
responses Rc and Rr, without altering the content of the
responses themselves.

Backdoor Trigger Baselines
Constant triggers. As a baseline, we consider the use of
constant triggers—either a fixed phrase or a random token—
added to the prompt as a backdoor, accompanied by flipping
the corresponding preference labels. Constant triggers have
been widely explored in LLM-based backdoor attacks (Rando
and Tramèr 2024; Li et al. 2024b). To ensure the trigger does
not disrupt the flow of the prompt, we use a neutral sentence
(e.g., “Now answer the question.”) inserted at the beginning
of the prompt. However, as discussed in the Introduction, con-
stant triggers are vulnerable to detection and removal during
data cleaning or post-training due to their repetitive and ab-
normal presence across poisoned data points. This limitation
motivates the exploration of prompt-specific triggers, which
are designed to be more adaptable and stealthy, reducing the
likelihood of detection.
Stylistic triggers. Stylistic paraphrases have been explored

as backdoors in simpler sequence classification problems.
This baseline can be seen as a version of the styled backdoors
introduced by (Qi et al. 2021b), where a style transfer lan-
guage model—generated in our case using a more powerful
LLM rather than pre-LLM style paraphrasers—is used to
paraphrase the text. We generate these stylistic triggers by
prompting an LLM to rephrase a given prompt in an infor-
mal style. Examples of these paraphrases are shown in Path-
manathan et al. (2025) Appendix I. The motivation behind us-
ing paraphrase triggers lies in their ability to introduce subtle
variability while maintaining the original semantic meaning,
making them more adaptable and harder to detect compared
to constant triggers. This variability helps evade common
detection techniques by presenting a wider range of trigger
patterns, complicating data inspection processes. However,
while stylistic triggers offer variability, their effectiveness
diminishes at lower poisoning rates in more challenging text
generation tasks, such as LLM alignment (as opposed to sim-
pler sequence classification problems, see Pathmanathan et al.
(2025) Appendix A for empirical evidence), as they may not
be reliably installed as backdoors under constrained condi-
tions. To address this limitation, we propose a novel method,
AdvBDGen, which automatically generates prompt-specific
backdoors that are more robust and consistently installable,
even in low poisoning rate scenarios.

AdvBDGen
The key idea behind a backdoor attack is to introduce a trig-
ger—such as a patch in an image, a specific word, or a pattern
in text—that the targeted model can reliably discern, causing
it to exhibit unintended behaviors like generating misaligned
responses. We propose a generator-discriminator architec-
ture where the generator encodes the backdoor trigger into
the prompt, and the discriminator classifies trigger-encoded
prompts from clean ones. Both the generator and the discrim-
inator are powered by LLMs. The generator’s objective is to
produce trigger-encoded prompts that preserve the original
prompt’s semantic meaning while remaining detectable by
the discriminator LLM. However, in the language domain
where the input is compact and information dense as opposed
to image domain, a straightforward generator-discriminator
setup often leads the generator to insert a constant string
into the prompts, effectively reducing the attack to a constant
trigger scenario. Examples of this behavior are shown in
Pathmanathan et al. (2025) Appendix I. This outcome arises
because the setup lacks incentives for the generator to create
complex, varied encodings (triggers), ultimately failing to de-
velop sophisticated triggers necessary for stealthier backdoor
attacks.

To introduce complexity into the encoding process, we
propose an enhanced approach using two discriminators:
a strong and a weak discriminator, alongside the genera-
tor. Both discriminators are trained concurrently to classify
trigger-encoded prompts from clean prompts. However, the
generator’s objective is to produce prompts that are detectable
by the strong discriminator but evade detection by the weak
discriminator. This design compels the generator to create
more sophisticated triggers—subtle enough to bypass the
weaker discriminator while still identifiable by the stronger
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one. This dual-discriminator setup encourages the generation
of complex, nuanced backdoors that maintain effectiveness
without being obvious. The generator and discriminators are
trained simultaneously, as illustrated in Figure 2 in (Path-
manathan et al. 2025), which demonstrates how the differing
learning speeds of the strong and weak discriminators drive
the generator to develop increasingly complex triggers over
time.

Generator: The generator is designed as a causal language
model, and is trained to generate optimal prompts via an
online variant of DPO. It periodically generates a set of two
responses pg1 , pg2 given an original prompt po. The responses
are ranked as preferred and rejected responses based on a
defined ranking score, and a preference dataset Dg is created.
Dg is then used to train the generator. The score for ranking
is determined by three different metrics that align with the
generator’s objective:

• Similarity score: The semantic similarity between the en-
coded prompt and the original prompt are measured using
the cosine similarity between the semantic embedding of
both the prompts 1. Here, we used a BERT like model
(Zhang 2023) to obtain the semantic embedding. Maximiz-
ing this score ensures that the generated prompts preserve
the semantic similarity of the original prompt.

s(pg, po) =
e(po) · e(pg)

∥e(po)∥ · ∥e(pg)∥
(1)

Here, e(po) and e(pg) correspond to the embedding vectors
of the original and the encoded prompts po and pg .

• Weak and strong detectablility score: We measure the
detectability score of a discriminator by the absolute error
between the labels and the predictions. This score measure
on how good are the discriminators in classifying the con-
current generators outputs pg from the original prompts
po.

dS(pg) =
∣∣y − fS

ω (pg)
∣∣ dW (pg) =

∣∣y − fW
ω (pg)

∣∣ (2)

Here, y corresponds to the original label of whether a given
prompt is encoded with a backdoor trigger or not, while
fS
ω (pg), f

W
ω (pg) correspond to the respective prediction

of the weak and strong discriminators fS
ω , f

W
ω parameter-

ized by ω. The goal of the generator with respect to these
scores is to minimize the error of the strong discriminator
while maximizing the error of the weak discriminator, thus
creating an adversarial training objective.

Thus, the generator’s ranking score is defined as
S(pg, po) = s(pg, po) + α · dS(pg)− β · dW (pg)

Using S(pg, po), given a prompt po and two trigger en-
coded prompts pg1 , pg1 the encoded prompts are labeled as
chosen and rejected prompts pcg, p

r
g and added to the prefer-

ence dataset Dg .
Discriminators: The discriminators are sequence classi-

fication LLMs that output the probability of a given prompt
containing a trigger. Here, the discriminators are trained with
a cross-entropy loss. The training dataset for the discrimina-
tor Dd is formed as a combination of the original prompts
po, good encoded prompts pgo and bad encoded pbo. Both po’s

and pgo’s are assigned with a class label of 0 while the pbo’s
are assigned with a class label of 1. The discriminator is then
trained on the task of predicting the correct class label of a
given prompt using the cross-entropy loss.

Empirical Evaluation
Setup
Dataset: In this work, we conduct for our experiments we
primarily used PKU Beavertails dataset, which is a larger
dataset that consists of 83, 417 prompt-response pairs ranked
based on both helpfulness and harmlessness (Ji et al. 2023)
objective. For the scope of this paper, we consider the ob-
jective of being harmless to be the alignment objective. We
use a data split of 75, 077 samples as the training set. Out of
this training set, we use 18, 769 samples or 1

4 of the training
dataset in the generator-discriminator training paradigm. For
the poisoning step, we consider the entire training dataset
and randomly select k% of data points, where k ranges from
1 to 5, and poison them. For the test cases, we used a test set
of 512 samples, which was held out during the training. Our
backdoor attacks can be extended to other preference datasets
with different alignment objectives as well. For generalization
with respect datasets we showcase the viability of AdvBD-
Gen in Anthropic HH dataset (Bai et al. 2022) which consists
for 42, 537 prompt-response pairs. Models: For the generator,
we consider two candidate models: Mistral 7B (Jiang et al.
2023) and Mistral Nemo Instruct 12B (NVIDIA 2024). For
the weak and strong discriminators, we use the Tiny Llama
1.1B (TinyLlama 2024) and Mistral 7B models, respectively.
For our poisoning experiments, we consider installing the
backdoor on the Mistral 7B, Mistral 7B Instruct, Gemma 7B
(Team et al. 2024), and LLama 3 8B (Meta 2024) models. For
further details refer to the Appendix. Anonymized version of
the code along with evaluation scripts are presented in the
Appendix.

Evaluation Metrics
The key metrics we wanted to measure when evaluating the
harmfulness of the generated content were the severity of
the misalignment and the frequency of the misalignments in
the test set. For this purpose, we considered three forms of
evaluation, following the approaches used in previous works
(Rando and Tramèr 2024; Qi et al. 2023; Wang et al. 2024a).

1. Poison score: We derived this score using a clean re-
ward function trained on a non-poisoned dataset, based on the
Bradley-Terry formulation (Bradley and Terry 1952). Given a
poisoned model, for each prompt in the test set, we generated
both a poisoned response (using the backdoored prompt) and
a clean response (using the original prompt) and compute
the difference between clean reward’s ratings of clean and
poisoned responses. This scores is used to evaluate sever-
ity of misalignment in the test set. , similar to the approach
used in (Rando and Tramèr 2024). 2. Attack success rate
(ASR): While the poison score measures the severity of mis-
alignment, it does not measure how frequently misalignments
occur in testing. To address this, we calculated the ASR. In
attack setting where the goal is to generate a fixed targetted
response, ASR is straightforward because the desired output
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is known in advance; thus, one could measure the ASR via
string matching. However, in our setting, ASR must holis-
tically evaluate multiple aspects of alignment to assess the
attack’s success. We used the clean reward model, with cali-
bration, to formulate and measure the ASR for each attack on
the test set. A detailed explanation of the ASR definition and
calibration can be found in the Appendix. 3. GPT-4 based
evaluation: In addition, we provided poisoned responses to
GPT-4, which rated them on a scale of 1 to 5, following the
prompting context proposed by (Qi et al. 2023), which was
shown to be consistent with human annotations. This metric
was used to assess both the GPT-4-based average score and
the GPT-4-based ASR. Due to computational constraints, we
primarily relied on clean reward-based evaluation in most of
our experiments. However, as shown in Pathmanathan et al.
(2025) Appendix E, we find that the GPT-4-based evaluation
is consistent with the clean reward-based evaluation. Further
details and justifications for the setup are provided in the
Appendix.

Results: Attack
In this section, we evaluate both the feasibility of the pro-
posed triggers and the flexibility they bring to the backdoor
attack. We show that our proposed triggers are not only ef-
fectively installable as backdoors but also elicit strong char-
acteristics that eventually lead them to be potent. While there
exist numerous variants of backdoor in the literature of NLP
(Qi et al. 2021c,b,d; Yan et al. 2024; Li et al. 2024b; Xiang
et al. 2024; Chen et al. 2017b; Wallace et al. 2020) etc. it is
infeasible to cover all of the backdoors due to factors such
as non-applicability to the settings (these are either test time
backdoor attacks or topic specific backdoor attacks as op-
posed to a backdoor attack on a complex task such as LLM
alignment) or these backdoor attacks are subtle variants of
the baselines used. Due to space constraints, we provide a
detailed description of these backdoor attacks, the setting in
which they are used and their limitations both in terms of the
problem setting and definition and how AdvBDGen is either
different or superior to them in the Appendix. Feasibility
of the AdvBDGen: Constant triggers contain simpler, more
detectable patterns across poisoned data points, making them
relatively easier to install as backdoors. However, as demon-
strated in Figure 2a, our proposed triggers—though slightly
more challenging to install—are just as effective as constant
triggers. We show that our triggers can be installed with a
similar percentage of data poisoning while yielding back-
doors with comparable poisoning efficacy. Furthermore, we
observe that stylistic backdoors are not inherently guaranteed
to be installable. However, by subjecting the stylistic para-
phraser to AdvBDGen training paradigm, we demonstrate
that they can be transformed into effective and installable
backdoor generators, highlighting the customizability of our
approach. For illustrative examples and further details on the
experimental setup, refer to Pathmanathan et al. (2025) Ap-
pendix I. Due to space constraints we have added the results
corresponding to poison score in the Appendix.

Access to effective trigger variants: Another additional
advantage of using semantics as a backdoor trigger is that it
makes the backdoor more robust within the semantic context.

Once the backdoor is installed, it can persist even when per-
turbed within the semantic context in which it was installed.
See Pathmanathan et al. (2025) Appendix I for examples.
While stylistic triggers also have the potential to install such
variants, they are limited by two factors. (1) As shown in
Figure 2a they are not guaranteed to be installed. (2) Even
if they are installable, the style paraphraser used to generate
these backdoors is trained in such a way that they generate
backdoored prompts as opposed to generators trained with
AdvBDGen. We observe that using the generator trained us-
ing AdvBDGen; these variants can be easily generated by
simply altering the sampling strategy as seen in Figure 3. We
also show that the stylistic paraphraser does not elicit the
same property. Here, we sampled 100 prompts for each of
the 512 test set prompts and show that on average 40− 60%
of the prompts samples from AdvBDGen generator ended
up being successful backdoor candidates as opposed to the
10− 20% success rate with the stylistic paraphraser.

Ablation on Attack Transferablility of the encoded back-
door: One potential model dependency in this setup arises
from the fact that the encoded triggers are designed to be
installable as backdoors on a specific discriminator model. In
practice, however, an adversary is not always guaranteed to
have access to the target model’s weights. To address this, we
analyze whether backdoors created using one model (Mistral
7B) are transferable to another model (Gemma 7b, Llama
8B) of similar or larger size as seen in Figure 2b.

Capability of the trigger generation paradigm: We show
that even a non-instruction tuned model, such as Mistral 7B
(a pre-trained base model), can generate semantic triggers
without any explicit instruction to paraphrase a given prompt
in a specific way in Figure 2b. This can also be seen in exam-
ples Pathmanathan et al. (2025) Appendix I , demonstrating
the capability of our proposed training paradigm. This high-
lights the fact that the installability of the backdoor comes
from the proposed AdvBDGen paradigm. For more details on
the input provided to the generator, refer to the Appendix.

Generalizability of AdvBDGen: We further showcase the
generalizability of AdvBDGen across different dataset via
the viability of the attack on an Anthropic HH RLHF dataset
in Figure 4.

Results: Defense
In this section, we answer the question: Does the above-
highlighted characteristics of the proposed triggers make
them more evasive against defenses? Defending against back-
doors in LLMs remains a challenging problem. Backdoor
defenses generally fall into the following categories: (1) in-
put inspection (e.g., through perplexity checks, round trip
translations (Qi et al. 2021a; Yung et al. 2024)), (2) input
modification (e.g., perturbing the input to avoid triggers such
a round trip translation etc (Liu, Xie, and Srivastava 2017;
Villarreal-Vasquez and Bhargava 2020)), and (3) model re-
construction (e.g., safety training a poisoned model, trigger
removal (Zeng et al. 2022; Villarreal-Vasquez and Bhargava
2020; Li et al. 2024a; Hubinger et al. 2024) and recently
lines of works focusing on latent adversarial training-based
defenses (Casper et al. 2024; Zeng et al. 2024) ).
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Figure 2: Effectiveness and transferability of AdvBDGen: Effectiveness - Figure 2a illustrates the effectiveness of backdoors
generated by AdvBDGen in attacking LLM alignment under no defenses such as trigger removal, demonstrating that they
achieve attack success rates comparable to constant triggers while being significantly more stealthy as discussed later. Moreover,
AdvBDGen’s training paradigm enables the installation of stylistic backdoors that would otherwise be ineffective. In this
experiment, we used a Mistral Nemo 12B model as the generator and executed the backdoor attack on a Mistral 7B model.
Transferability - Figure 2b presents the results of backdoor attacks performed using backdoors generated by a Mistral 7B-based
generator trained with AdvBDGen. The results highlight the effectiveness of our training paradigm, demonstrating that even a
non-instruction-tuned generator can successfully implant backdoors. Moreover, these backdoors exhibit strong transferability,
not only compromising the alignment of the Mistral 7B model but also affecting models that were not used in AdvBDGen’s
training, such as Gemma 7B and Llama 3 8B.
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Figure 3: Robustness of the Backdoor and Accessibility
to Trigger Variants: Here, we analyze both the existence
and the possibility of finding the variants of a given backdoor.
Here the uniqueness of the generated prompts is measured as
a fraction of the total generated prompts in order to measure
the similarity among them. AdvBDGen enables the efficent
discovery of the effective backdoor trigger variants.
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Figure 4: Here we show the attack success rate and poison
score of AdvBDGen when compared with constant triggers
in Anthropic HH dataset (Bai et al. 2022). Here we used a
Mistal 7B model as a target model. The AdvBDGen triggers
were formed by the a Mistral 7B generator and Mistral 7B
and Tinyllama 1B discriminator.

As demonstrated in our input modification analysis, the
proposed triggers exhibit multiple effective variants, ensur-
ing robust activation while maintaining semantic integrity,
making them resistant to common defense mechanisms. Ad-
ditionally, in the Pathmanathan et al. (2025) Appendix G,
we show that our triggers remain intact even after round-trip
translation across three different languages, further highlight-
ing their resilience. Therefore, in this paper, we primarily
focus on model reconstruction and input inspection as the
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key defense mechanisms in our analysis.
Stealthiness of the AdvBDGen to input inspection: We

employ two mechanisms–namely (1) perplexity checks, (2)
n-gram-based filtering for model inspection. As shown in Fig-
ure 7, 8 in (Pathmanathan et al. 2025), our proposed trigger
can evade perplexity checks as it matches the non-backdoored
prompt distribution. Though a rare word-based backdoor
such as what was proposed by (Rando and Tramèr 2024) can
be filtered out by perplexity check sentence level constant
backdoors that we used can still evade these defenses (see
Pathmanathan et al. (2025) Appendix G. However, due to
their repeated presence in the dataset, a simpler n-gram-based
analysis can reveal them, as shown in Pathmanathan et al.
(2025) Appendix G. We acknowledge that while stylistic trig-
gers can also evade both inspection methods, they are limited
by their lack of both effectiveness and the ability to access
backdoor variants.

Resilience of the encoded backdoors against trigger re-
moval: As one form of model reconstruction-based defense,
we consider model reconstruction via trigger removal as done
in (Hubinger et al. 2024; Li et al. 2024a). We consider a sce-
nario where our AdvBDGen generated trigger is consistently
added in a fixed location (prepended to the prompt). This in-
deed limits the flexibility of our encoded trigger, as shown in
Pathmanathan et al. (2025) Appendix I; our training paradigm
can also create triggers that are not spatially restricted to a
fixed location in the prompt. Refer to the Appendix for the
process of making such a spatially consistent backdoor. As
a baseline, we use a constant trigger-based attack where the
backdoor is similarly prepended to the front of the prompt.
We assume that the defender successfully identifies the trig-
ger. In the case of a constant trigger, the defender only needs
to find a single trigger. However, in AdvBDGen, there are
many prompt-specific triggers. As an ablation study, we as-
sume the defender discovers n number of triggers and tries
to unlearn the connection between the trigger and the mali-
cious generation by attaching the identified trigger to clean
prompts and retraining the model with clean preference data.
As shown in Figure 5, even in this unfavorable setting (spa-
tially constrained encoded triggers), encoded triggers still
resist removal far better than constant triggers due to their
prompt-specific nature and their stronger robustness to per-
turbation. This demonstrates the strength of our proposed
triggers. For further ablation results, and details refer to the
Appendix.

Effectiveness of latent space defenses: While AdvBD-
Gen demonstrates robustness in the text space and resists
input-level defenses, it—like constant triggers—fails to main-
tain resilience against defenses operating in the embedding
or latent space. As a representative embedding-level defense,
we evaluate the method proposed by (Casper et al. 2024). As
shown in Figure 5, the latent adversarial training approach
significantly mitigates the effects of poisoning. These results
underscore the importance of embedding-level defenses in
model alignment and motivate the exploration of stronger
backdoor strategies capable of surviving such defenses. It
is worth noting that adversarial training, while effective in
enhancing robustness, often incurs a trade-off with model
performance (Zhang et al. 2019). Consequently, careful cali-

bration of the robustness bounds is essential in such defenses
to mitigate performance degradation.

Additional Defenses: Due to spatial constraints in the
main paper, we have excluded results from defenses against
which both the baselines and our triggers are immune. We
have added these defenses in the Pathmanathan et al. (2025)
Appendix. These defenses include 1.round trip translation,
2.pre safety trainng, 3. post safety training, 4. safety backdoor
(Wang et al. 2024b).

Conclusion
In this paper, we introduced AdvBDGen, an adversarially
fortified framework for generating prompt-specific backdoor
triggers that challenge the alignment of large language mod-
els (LLMs). Our approach employs a generator-discriminator
architecture, enhanced by dual discriminators with varying
detection capabilities, to produce complex and stealthy back-
doors that are effective. Unlike traditional constant triggers
that are easily detectable and removable, or styled para-
phrases that are harder to install, AdvBDGen creates subtle
triggers tailored to specific prompts in an automatic manner,
enhancing their adaptability and resistance to most of the
existing detection and removal methods while non compro-
mising on effectiveness. Our experiments showed that these
backdoors could be reliably installed using limited poisoning
data, making them particularly concerning in real-world sce-
narios where access to large datasets is restricted. The results
underscore the heightened risk that adversarially generated
backdoors pose to LLM alignment.
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Figure 5: Effect of model reconstruction based defenses:
This Figure 5a illustrates the reduction in poisoning effec-
tiveness when applying a trigger removal training procedure
to a poisoned model. Figure 5b shows the effect of latent
adversarial training (LAT) based defense.
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