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Abstract

Frontier AI developers are relying on layers of safeguards to
protect against catastrophic misuse of AI systems. Anthropic
and OpenAI guard their latest Opus 4 model and GPT-5 mod-
els using such defense pipelines, and other frontier developers
including Google DeepMind pledge to soon deploy similar
defenses. However, the security of such pipelines is unclear,
with limited prior work evaluating or attacking these pipelines.
We address this gap by developing and red-teaming an open-
source defense pipeline. First, we find that a novel few-shot-
prompted input and output classifier outperforms state-of-
the-art open-weight safeguard model ShieldGemma across
three attacks and two datasets, reducing the attack success rate
(ASR) to 0% on the catastrophic misuse dataset ClearHarm.
Second, we introduce a STaged AttaCK (STACK) procedure
that achieves 71% ASR on ClearHarm in a black-box at-
tack against the few-shot-prompted classifier pipeline. Finally,
we also evaluate STACK in a transfer setting, achieving 33%
ASR, providing initial evidence that it is feasible to design
attacks with no access to the target pipeline. We conclude by
suggesting specific mitigations that developers could use to
thwart staged attacks.

Code — https://github.com/AlignmentResearch/defense-in-
depth-demo

1 Introduction
Frontier large language models (LLMs) are steadily growing
more capable, making them useful for a large and expand-
ing range of tasks—including, unfortunately, some harm-
ful tasks (Shevlane et al. 2023). For example, o3-mini has
demonstrated human-level persuasion abilities, and was eval-
uated by OpenAI as posing a “medium” risk of assisting
with creating certain chemical, biological, radiological and
nuclear (CBRN) hazards (OpenAI 2025b). Similar results
were found for Claude Opus 4, with Anthropic instituting
ASL-3 safeguards due to its threat capabilities (Anthropic
2025c). Moreover, the fact that LLMs continue to be suscep-
tible to jailbreaks (Wei, Haghtalab, and Steinhardt 2023; Yi
et al. 2024) means that these dangerous capabilities could be
elicited by bad actors. AI developers’ frontier safety frame-
works include commitments to prevent harms arising from
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misuse of their models (e.g. Anthropic 2024; OpenAI 2023;
Google DeepMind 2025), which are likely to require pre-
venting jailbreaks as their models reach or surpass dangerous
capability thresholds.

A key concept in safety-critical fields is defense in
depth (McGuiness 2001), also known as the swiss cheese
model (Reason 1990), where multiple defenses are layered
to mitigate threats. When applied to LLM security, this ap-
proach involves layering multiple defensive components or
safeguards (such as text classifiers and activation probes
(Alain and Bengio 2018)) in sequence so that a harmful re-
quest must bypass all safeguards to be successful. Defense in
depth is cited as a key component of Anthropic’s Responsible
Scaling policy (Anthropic 2024), Google DeepMind’s AGI
safety roadmap (Shah et al. 2025), and OpenAI’s AI Pre-
paredness framework (OpenAI 2023), and is already being
used by Anthropic and OpenAI to safeguard their Opus 4 and
GPT-5 models (Anthropic 2025a; OpenAI 2025a).

However, there has been no systematic evaluation of these
defense-in-depth pipelines. In particular, few attacks have
been designed for defense-in-depth pipelines, meaning that
naive evaluations with existing attacks could overestimate
their robustness. To address these issues, we build and evalu-
ate a range of defense-in-depth pipelines using open-weight
safeguard models, and introduce a STaged AttaCK (STACK)
procedure designed to defeat defense-in-depth pipelines. Our
key contributions are as follows.

Defense Pipeline: We create an open-source defense
pipeline that is state of the art for its model size. We evalu-
ate open-weight safeguard models across six dataset-attack
combinations, finding ShieldGemma performs best, and
contribute a simple few-shot-prompted classifier that outper-
forms ShieldGemma.
STACK Attack: We introduce the staged-attack method-

ology STACK that develops jailbreaks in turn against each
component and combine them to defeat the pipeline. We de-
velop two concrete implementations: 1) a black-box attack
built on top of PAP, 2) a white-box transfer attack.

Evaluation: We find black-box STACK bypasses the safe-
guard models, achieving a 71% ASR on the unambigu-
ously harmful query dataset ClearHarm (Hollinsworth
et al. 2025). Transfer STACK achieves a 33% ASR zero-shot,
demonstrating attack is possible without any direct interac-
tion with the target pipeline. We conclude with practical
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Figure 1: Left: Sketch of the STACK attack, with the query containing the input classifier jailbreak and a request to repeat the
output classifier jailbreak. Right: Attack success rate (ASR) of SOTA black-box attack PAP (Zeng et al. 2024b) vs. STACK
(ours). STACK (– – –) does worse against the undefended model than PAP (– – –), but makes up for it by defeating the classifiers
(—–), leading to an overall ASR of 71% (compared to 0% for PAP, —–).

recommendations to strengthen defense pipelines.

2 Related Work
Safeguard Models. Researchers have developed various
strategies for enhancing the adversarial robustness of AI sys-
tems based on language models. One line of research involves
using safeguard models: classifiers that identify harmful con-
tent. For example, Wang et al. (2024) developed a transcript
classifier approach to prevent models from assisting in bomb-
making. Additionally, there has been work to develop broader
safeguard models. Inan et al. (2023) introduced Llama Guard,
an LLM-based input-output safeguard designed to classify
a range of potential safety risks. Other safeguards include
Aegis (Ghosh et al. 2024) and the OpenAI Moderation API
(Markov et al. 2022). In addition to text classifiers, linear
activation probes (Alain and Bengio 2018) have also been
applied to classify unsafe model outputs (Ousidhoum et al.
2021), though Bailey et al. (2025) demonstrate that activation
monitoring can be circumvented with obfuscated activations.
Our work complements existing research by combining safe-
guard models into a defense-in-depth pipeline and rigorously
studying the effectiveness of such systems.

Defense-in-depth pipelines. Our work is most closely re-
lated to the work of Sharma et al. (2025) on constitutional
classifiers. Sharma et al. (2025) developed a proprietary
defense-in-depth pipeline, and we develop an open-source
pipeline inspired by theirs for further study. However, our key
contribution lies in the evaluation, novel attack, and design
recommendations, as opposed to the pipeline itself.

Our evaluation approach differs significantly from that of
constitutional classifiers. Their evaluation focused on a hu-

man red-teaming exercise (Sharma et al. 2025, Section 4).
Although this may be a good proxy for low- to medium-
sophistication attacks, a time-limited red-teaming exercise
could severely overestimate system security. In particular,
we focus on developing STACK, a class of novel staged at-
tacks (Section 5) that specifically targets defense-in-depth
pipelines.

Other defenses. A complementary approach to robustness
involves improving in-model defenses, where the behavior of
the model itself is modified. Adversarial training has been ex-
plored to train the model against text-based attacks (Mazeika
et al. 2024) as well as those in latent space (Casper et al. 2024;
Sheshadri et al. 2024). Zou et al. (2024) proposed mecha-
nisms to “short-circuit” unsafe behaviors by controlling infor-
mation flow during generation. Though such approaches are
promising, to public knowledge, they have not been adopted
by major developers, potentially due to tradeoffs with model
capabilities (such as through overrefusal) and complicated
implementation.

Other possible approaches to improved robustness include
increasing inference-time compute (Zaremba et al. 2025),
paraphrasing inputs (Jain et al. 2023), modified decoding (Xu
et al. 2024), and aggregation of perturbed inputs (Robey et al.
2023).

Attacks. Many attacks have been developed against LLMs,
such as optimization-based (GCG, Zou et al. 2023; BEAST,
Sadasivan et al. 2024) and rephrasing attacks (PAIR, Chao
et al. 2023; PAP, Zeng et al. 2024b). By contrast, few attacks
have targeted defeating classifiers and a model simultane-
ously.

PRP (Mangaokar et al. 2024) attacks models with output
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classifiers by finding a jailbreak for the classifier and a “prop-
agation prefix” that causes the model to repeat the jailbreak.
Concurrent work by Yang et al. (2025a) uses a similar idea to
PRP to attack vision language models. Similar to both works,
our STACK attack relies on inducing the model to output a
jailbreak for the output classifier. However, while PRP could
be easily defeated by an input classifier blocking the suspi-
cious query, our attack has been designed to work against
models protected with both input and output classifiers via
finding universal jailbreaks for each component.

Huang et al. (2025) concurrently developed DUAL-
BREACH to exploit input classifiers and transcript classifiers.
DUALBREACH optimizes the prompt against the classifier
and model simultaneously rather than in stages. Since this
dual optimization requires direct model access, they train a
proxy for the classifier, whereas we directly use the binary
signal for black-box optimization.

3 Setting
We conceptualize a defense pipeline as a wrapper around a
target model. Let Σ∗ be the set of all strings, and M the set of
all systems operating on strings: i.e., functions m : Σ∗ → Σ∗.
We then define a defense pipeline p : M → M as a function
that transforms one system into another.

We focus on defense pipelines consisting of an input and
output classifier fq(q), fr(r) that output continuous scores
in [0, 1] given query (model input) and response (model
output) strings q, r ∈ Σ∗.1 The defense pipeline pfq,fr
rejects (for example by returning an empty string ‘’) any
queries or responses leading to a score above threshold
tq, tr ∈ [0, 1] respectively. Otherwise, it returns the model
response unmodified. Formally, pfq,fr (m)(q) = m(q) when
(fq(q) < tq) ∧ (fr(m(q)) < tr) and ‘’ otherwise.

We conceptualize jailbreaks as being modifications of
harmful queries that elicit harmful responses to that query.
Formally, we assume there exists a function H : Σ∗ ×Σ∗ →
[0, 1] that returns the harmfulness score of a query-response
pair (q, r). The attacker can modify their query q0 7→ qjail to
elicit response r′ = p(m)(qjail) and then the harmfulness of
their response is given by H(q0, r

′). That is, the adversary
can select the query to generate the response, but the success
of their jailbreak attempt will always be evaluated in relation
to the original, unobfuscated query q0. This criterion ensures
that the jailbreak response must be relevant to the attacker’s
original query. In practice, we approximate H using an LLM
as a judge (Section 3.2), providing it with q0 and r′ in the
context window.2

Attackers may have different levels of access to the compo-
nents of the pipeline. For example, some production APIs pro-
vide logits for generated tokens, while others allow prefilling
of the model response. Additionally, some model providers
have exposed a moderation API that can be queried separately
from the model itself, allowing attacks on separate compo-

1We can also analogously define a transcript classifier ft(q, r) ∈
[0, 1] which sees both the query and the response, but we do not use
transcript classifiers in this work.

2We strip output classifier jailbreak attempts from r′ to avoid
accidentally jailbreaking the judge (Appendix E).

nents. Figure 2 outlines all the threat models we consider; our
main results are against the realistic Black Semi-separable
threat model. See Appendix C for more details on threat
models.

3.1 Motivation
Our focus is on catastrophic misuse of proprietary AI mod-
els, i.e. malicious use of AI models leading to catastrophic
events (Hendrycks, Mazeika, and Woodside 2023; Bengio
et al. 2024) such as mass casualties or large-scale economic
damage. Although it is unclear whether today’s AI systems
could be abused to cause such severe harm, continued AI
progress makes this a significant risk in the near future. In-
deed, several frontier model developers have explicitly stated
preventing catastrophic misuse as a goal in their respec-
tive safety frameworks (Anthropic (2025b); OpenAI (2023);
Google DeepMind (2025); see Appendix A for details).

Although our primary focus is misuse, our results also
shed light on the efficacy of defense-in-depth pipelines used
to guard against other security threats. For example, pipelines
may be used to guard against prompt injections in LLM
agents (Deng et al. 2025) that might cause the agent to take
actions that violate the developer’s security policy, e.g., leak-
ing sensitive information (Greshake et al. 2023), or making
arbitrary API calls (Pelrine et al. 2024). Pipelines may also
be used to defend LLM overseers that monitor another LLM
as part of a control mechanism (Greenblatt et al. 2024).

3.2 Datasets and Attack Success Rate
We evaluate the attack success rate (ASR) on two harmful
datasets, StrongREJECT and ClearHarm.

StrongREJECT: StrongREJECT provides a general-
purpose harmfulness evaluation. It is a dataset of 313 harmful
queries across a range of topics including: illegal goods and
services; violence; hate, harassment, and discrimination; and
disinformation and deception (Souly et al. 2024).

ClearHarm: In order to maintain our focus on catas-
trophic misuse, we additionally evaluate on a dataset (Ap-
pendix B.1) of especially harmful, non-dual-use queries,
ClearHarm (Hollinsworth et al. 2025). The dataset was
designed such that responses would have to contain informa-
tion that could cause severe harm in order to comply with the
user request.

Evaluation: We use the prompted StrongREJECT clas-
sifier (Appendix E) to compute ASR in both cases. To
distinguish between superficially compliant responses, and
responses that provide genuinely useful harmful informa-
tion, only responses considered maximally harmful by the
StrongREJECT classifier count as successes for the at-
tacker in our evaluations.

3.3 Constraints
We aim to make a generative model M safer by embedding
it in a defense-in-depth pipeline. However, the pipeline must
not significantly degrade the utility of the system for benign
users. We identify two constraints: avoiding overrefusal, and
reasonable computational resources.

We measure overrefusal on acceptable inputs by evaluat-
ing the refusal rate (RR) of our pipeline on benign queries
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Figure 2: Overview of defense-in-depth threat models. The two axes are separability of the pipeline—how much access the
attacker gets to each defense component—and opacity of the components—whether the attacker gets full access to the weights
(white-box) or just boolean outputs (black-box). The main threat model we consider is semi-separable black-box access, where
the attacker runs a query on the pipeline, and can see which component blocked the query. For transfer, we assume separable
white-box access to a proxy pipeline and inseparable black-box access to the target pipeline. For more details, see Appendix C.

from Llama3Jailbreaks: a large dataset of queries and
responses (Bailey et al. 2025) (see Appendix B.2 for more
details). To facilitate fair comparison between safeguard mod-
els, we adjust the classification thresholds for each pipeline to
ensure that they have the same RR of 15%. This RR is imprac-
tically high for most applications, making our experimental
conditions highly favorable to the defender. See Appendix L
for more details on the threshold calculation.

We ensure our pipelines use only reasonable computational
resources by constraining each safeguard model to be smaller
than the guarded model M . We expect most practical de-
ployments to use safeguard models that are smaller than the
guarded model M to maintain low latency and cost.

4 Evaluating Defense-in-Depth Pipelines
We evaluate each safeguard pipeline by measuring over-
refusals on benign data, and measuring the ASR against
various baseline attacks.

4.1 Baseline Attacks
We evaluate our pipelines against a range of black-box, non-
adaptive attacks. These attacks make no explicit assumptions
about the model, and so can be applied as easily to a defense-
in-depth pipeline as to a vanilla model. Conversely, we avoid
adaptive or white-box attacks as they would require substan-
tial modifications to account for the safeguard components.

The attacks we use are Best-of-N (Hughes et al.
2024), which adds random perturbations to the prompt;
ReNeLLM (Ding et al. 2024), which rewrites the prompt
and nests it inside a template; and PAP (Zeng et al. 2024b),
which paraphrases the prompt with persuasion techniques.

In order to make the attack more effective for small models
and simplify attack generation, we make minor modifications
to Best-of-N and ReNeLLM; see Appendix D.1 for more
explanation, hyperparameters, and details of modifications.
Each of these attacks runs for several independent iterations
on each datapoint (e.g., 40 iterations for PAP), and we con-
sider the attack to be successful against a datapoint if any of
the iterations succeed in jailbreaking the system.

4.2 Models
We use Qwen3-14B, a recent open-weight instruction-tuned
model (Qwen Team 2025), with thinking disabled, as the
target model m throughout this work. We build defense
pipelines by augmenting m with open-weight safeguard mod-
els run as input and output classifiers (Section 3).

We choose to use output classifiers instead of transcript
classifiers that see both input and output to avoid a jailbreak
that bypasses the input classifier also bypassing the transcript
classifier that is directly exposed to the user query. Where a
model was designed as a transcript classifier, we follow Zeng
et al. (2024a) and simply leave the user query blank.3

4.3 Results
We evaluated defense-in-depth pipelines constructed from
existing open-weight safeguard models (Figure 3, x-axis)
against baseline black-box attacks (bar color; Section 4.1)
on two datasets (bar shading; Section 3.2). Many of these

3We anticipate real-world pipelines may include transcript clas-
sifiers as one component to handle otherwise ambiguous cases,
however our evaluation setting is chosen to avoid such ambiguities.
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Figure 3: Attack success rate (ASR) achieved against the undefended Qwen3-14B model (“Undef.”) and each defense pipeline
against PAP, ReNeLLM, and Best-of-N (shown in that order) on StrongREJECT and ClearHarm. Details of the defense
pipelines are given in Appendix F, and exact results in Appendix I.

pipelines perform very poorly against even these simple base-
line attacks. For most of these pipelines, we concerningly
find that they are especially susceptible to attack on the more
harmful dataset, ClearHarm (cross-hatch bars).

We find ShieldGemma (“SGemma”) is the most effective
of these guard models against PAP, and is competitive against
other guard models on ReNeLLM and Best-of-N. How-
ever, strikingly, we find that the Gemma 2 few-shot-prompted
classifier (“Gemma2”) performs best across the board, de-
spite no task-specific fine-tuning. It is especially remarkable
that this is the same base model, gemma-2-9b, from which
ShieldGemma was fine-tuned.

We find that PAP is the most effective attack, sig-
nificantly outperforming ReNeLLM and Best-of-N on
StrongREJECT. We hypothesize that this is because PAP
takes advantage of the dual-use nature of many harmful
queries, causing the queries to look benign and the re-
sponses to be formatted like ethical responses despite con-
taining harmful information. Indeed, when evaluated on
ClearHarm, we find that the attack success rate against few-
shot-prompted classifiers “Gwen3” and “Gemma2” plum-
mets to zero.

5 STACK: Attacking Defense-in-Depth
Pipelines

Black-box attacks are effective against some pipelines
on some datasets, but even the most effective attack we
tried, PAP, failed to defeat our few-shot-prompted classifier
“Gemma2” on ClearHarm. In this section, we introduce
STACK (Algorithm 1), a class of staged attacks that breaks
the pipeline component by component, and evaluate a con-
crete instantiation of STACK under two threat models.

In this work, we implement STACK using PAP to jailbreak
the generative model, and a custom attack, Confirm, to
jailbreak the classifiers. In theory, any attack can be used
as the generative model jailbreak method, and any universal
adversarial string-based attack can be used as the classifier

Algorithm 1: STACK

Require: Pipeline with input classifier fq, target model m,
output classifier fr

Require: Harmful dataset Qh, instruction template prepeat(s)
to prompt m to repeat any string s before answering later
queries.

Ensure: Jailbroken query qjail that bypasses the entire
pipeline

1: Find universal jailbreak prefix jq for input classifier fq .
2: For each q ∈ Qh:

find modified query qm that jailbreaks m.
3: Find universal jailbreak string jr for output classifier fr.
4: Construct complete jailbreak:

qjail = jq ∥ prepeat(jr) ∥ qm. ▷ ∥ is concatenation
5: return qjail

jailbreak method.
Confirm is a modification of BEAST (Sadasivan et al.

2024), an optimization-based adversarial attack, with some
features from FLRT (Thompson and Sklar 2024). See Ap-
pendix D.2 for full details on the attack. To make Confirm
find universal jailbreaks that generalize across datapoints,
in each iteration we sample 16 datapoints from the dataset
and use the average loss to compare candidate adversarial
strings. For black-box attacks, the loss on one datapoint is
0 or 1 based on whether the classifier accepted or rejected
the datapoint with the adversarial string applied, whereas in
white-box attacks the loss is the score given by the classifier.

5.1 Black-Box Front-to-Back STACK
The first threat model we consider is black-box, semi-
separable component access in which the attacker only has
black-box access to the pipeline but can infer at which stage
(input classifier, generative model, or output classifier) a re-
jected query was blocked. For example, this is the threat
model currently exposed by the Claude Opus 4 API. The key
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challenges here are: 1) we must jailbreak the components in
order, front to back, since an input classifier refusal obscures
whether the query would have succeeded against the model
or output classifier; and 2) we must optimize the output clas-
sifier jailbreak through the generative model, since we do not
have separate access to the output classifier.4

Step 1: Attack the generative model. As PAP is non-
adaptive, we start by applying PAP to transform the input
query to attack the generative model.5

Step 2: Attack the input classifier. Next we use
Confirm with 1024 iterations to optimize a universal input
classifier jailbreak (ICJ) on the queries generated by Step 1.
To avoid distribution shift when moving to the output clas-
sifier step, we include a repetition template with a random
sequence of tokens in place of the output classifier jailbreak
(OCJ) (see Appendix D.2 for the hyperparameters used and
Appendix H for the template and an example prompt). After
running Step 2 for 20 seeds to generate promising candidate
ICJs, we choose three of these to take to the next step.6

Step 3: Attack the output classifier. For each ICJ, we
construct a repetition template that includes the ICJ, then
run 20 seeds of Confirm with 512 iterations each to opti-
mize the OCJ string in the template, evaluated by running
the output classifier on the resulting model response. (If the
query including the candidate OCJ gets flagged by the input
classifier, we also treat that as a failure for the OCJ.)

Of these, we take four OCJ candidates with good ASR, and
run them end-to-end with the corresponding ICJs. The most
successful attack is shown in Figure 1, demonstrating the effi-
cacy of the attack, reaching 71% ASR on ClearHarm with
40 iterations of PAP. All four attacks, (A)-(D), are shown in
Figure 4, showing how there is variability in how effective
the combined jailbreaks are, even when each component is in-
dividually successful. The attack cost 507 H100 GPU-hours
to train across all seeds (Appendix D.2).

5.2 Transfer-STACK
Suppose we have inseparable black-box access: we cannot
determine which stage an unsuccessful attack was blocked at.
Instead, we can optimize an attack against a proxy defense-
in-depth pipeline that we have full control over. We can then
transfer attacks found against this proxy to the target pipeline.

To illustrate this, our transfer-STACK attack trains clas-
sifier jailbreaks against a pipeline built on zero-shot-
prompted Qwen3 classifiers and transfers to few-shot-
prompted Gemma2 (our strongest defense). We still use PAP
against the generative model, so we do not need to find a
transfer attack against the generative model. We make the
zero-shot prompt (Appendix F) of our proxy much simpler
than the few-shot prompt of our target to test if the attack

4In some settings, we could use prefilling to directly query the
output classifier, but we assume no access to this because prefilling
could easily be disabled or subjected to additional scrutiny.

5In general Step 1 could use any non-adaptive attack. Alterna-
tively, an adaptive black-box attack could be used, with Step 1 and
Step 2 swapped, matching the ordering given in Algorithm 1.

6Candidate ICJs are chosen based on ASR and the order in which
the experiments completed.

1 9 17 25 33 40
# Attacks per Example
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20%
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PAP
STACK
STACK (B)

STACK (C)
STACK (D)

Defended
Undefended

Figure 4: Attack Success Rate (ASR) of PAP and front-
to-back STACK on the ClearHarm dataset against the
“Gemma2” pipeline. (A) through (D) are different seeds of
STACK, based on different input and output jailbreaks. The
best seed (A) effectively bypasses the safeguards of the “De-
fended” model (—–), getting close to the “Undefended” (gen-
erative model only, – – –) ASR. However, STACK damages
the ability of PAP to jailbreak the generative model (dis-
cussed more in Section 6), performing worse than vanilla
PAP (– – –) on “Undefended”. The x-axis shows how the
ASR increases with the PAP iterations applied to rephrase
each datapoint, with input and output jailbreaks fixed. See
Appendix J for the results on other models and datasets.

can transfer to more complex filters. For the sake of time, we
selected the best jailbreaks by checking transfer to individ-
ual components. However, in theory this attack would work
without component isolation by testing input/output jailbreak
pairs against the full pipeline, in which case selecting the
optimal jailbreak becomes a multi-armed bandit problem.

We optimized the attack against zero-shot-prompted
Qwen3 using 512 white-box Confirm iterations and 10
independent seeds. Despite training both as suffix jailbreaks,
we found that using the ICJ as a prefix worked better as part
of the STACK template (Figure 17). We believe this is be-
cause it is less distracting to the generative model, ensuring
that it actually answers the question and repeats the OCJ.

Combining these transferred jailbreak strings with 40 iter-
ations of PAP, the end-to-end ASR of the transferred STACK
attack on the ClearHarm dataset was 33%. Across the 10
seeds, the attack cost only 15 H100 GPU-hours to train
(Appendix D.2). This demonstrates the potential viability
of transfer-STACK against black-box defense pipelines, re-
quiring minimal access to the target pipeline. Additionally,
transfer-STACK would be less likely to be caught by API
monitoring than front-to-back STACK, requiring only the 40
queries from the PAP iterations. We leave a more thorough
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investigation to future work.

6 Limitations and Future Work
There are several limitations with our pipelines and attacks,
and corresponding directions for future work.

No streaming output classifiers. The output classifiers we
consider are shown the entire response. However, to reduce
latency, developers may stream the model response to the
output classifier as it is generated. This may introduce new
vulnerabilities, such as disclosing the beginnings of harmful
outputs, that can be pieced together across multiple queries
to reassemble much of the response. Conversely, it also in-
troduces new challenges for the attacker: adversarial suffixes
are no longer viable against the output classifier because
the classifier sees the harmful content before it sees the jail-
break. This is an important difference, as we were unable to
effectively transfer a prefix output classifier jailbreak in Sec-
tion 5.2, meaning that our transfer attack would be ineffective
against streaming classifiers.

Limited classifier efficacy. Although some of the
pipelines we evaluate significantly improve robustness rela-
tive to an undefended model, we find that black-box attacks
are effective in most cases even against state-of-the-art open-
weight classifiers. This highlights the need for improved clas-
sifiers, such as using larger models, training on more diverse
datasets including synthetic data generation, or potentially
ensembling multiple classifiers. We expect our qualitative
takeaways to generalize to quantitatively stronger pipelines,
however we do suspect the weaknesses of existing classifiers
obscure differences in performance between attack methods.

Component optimization. In our implementation of
STACK, we greedily optimize each component.7 Thus we
sometimes see interference between components, for exam-
ple between the OCJ and the query, resulting in the model
response not being as helpful or as on-topic as it otherwise
would have been. Figure 1 demonstrates this, as the unde-
fended model success is lower under STACK than pure PAP.
Future versions of STACK could explicitly consider this in-
terference in the optimization process, and include terms
designed to maintain the component-specific attack success
rate of previous stages.

7 Discussion and Recommendations
Our results highlight limitations in existing open-weight safe-
guard models, with our simple few-shot-prompted classifier
classifier outperforming these safeguard models. We vali-
date that defense-in-depth pipelines can serve as an effective
defense against most existing attacks. However, our staged
attack STACK can bypass these pipelines.

We also found vulnerabilities in Opus 4 (Anthropic 2025c)
and GPT-5 (OpenAI 2025a) through component-wise attacks,
validating that the general attack approach works against
frontier model deployments (Appendix K).

We conclude with recommendations to improve these
pipelines to frustrate attacks such as ours.

7An exception is the OCJ in front-to-back STACK, which takes
into account input classifier rejections.

Defense-in-depth works—but existing open-weight
safeguard models are easily broken. Our simple few-shot-
prompted classifier defeats baseline black-box attacks on
ClearHarm, validating the principle of defense-in-depth.
By contrast, baseline attacks like PAP and ReNeLLM suc-
cessfully exploited all existing open-weight safeguard models
evaluated. This highlights significant room to improve open-
weight safeguards for LLM deployments.
STACK bypasses pipelines. Our staged attack STACK is

able to defeat even strong pipelines that PAP scores 0% ASR
on. However, pipelines do at least provide partial protec-
tion: STACK’s best ASR lags that of PAP on the undefended
model. The front-to-back STACK attack using separable com-
ponent access is strongest, reaching 71% ASR, but transfer-
STACK attains 33% ASR with inseparable components.

Recommendations to secure pipelines. The front-to-back
attack can be prevented if the attacker cannot identify which
component is currently blocking the jailbreak. Current de-
ployments like Claude Opus 4 disclose which component
blocked a query in the API response, while this can be
inferred from side-channels across successive queries for
GPT-5. Making refusal responses look similar regardless of
whether a classifier flagged the conversation or the generative
model itself refused would make attack harder. For exam-
ple, classifier refusals can be generated by the target model
prompted to generate a refusal. Timing side-channel attacks
can be mitigated by running queries through all stages of the
pipeline even if an earlier component flags it.

Preventing transfer is harder, but is helped by tightly con-
trolling access to safeguard components, not exposing them
or close siblings through open-weight releases or moderation
APIs (Yang et al. 2025b). Moreover, it will help to develop
safeguard models that are meaningfully distinct from proxy
models an attacker may use. For example, safeguard models
will be more resistant to transfer if fine-tuned on a proprietary
dataset, or derived from a non-public pre-trained model.
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