The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

Reason2Attack: Jailbreaking Text-to-Image Models via LLLM Reasoning

Chenyu Zhang', Lanjun Wang'*, Yiwen Ma?, Wenhui Li?, Guoqing Jin’, Anan Liu**

! School of New Media and Communication, Tianjin University, Tianjin, China
2 School of Electrical and Information Engineering, Tianjin University, Tianjin, China
3 State Key Laboratory of Communication Content Cognition, People’s Daily Online, Beijing, China

Abstract

Text-to-Image (T2I) models typically deploy safety mecha-
nisms to prevent the generation of sensitive images. Unfor-
tunately, recent jailbreaking attack methods manually design
instructions for the LLM to generate adversarial prompts,
which effectively expose safety vulnerabilities of T2I models.
However, existing methods have two limitations: 1) relying
on manually exhaustive strategies for designing adversarial
prompts, lacking a unified framework, and 2) requiring nu-
merous queries to achieve a successful attack, limiting their
practical applicability. To address this issue, we propose Rea-
son2Attack (R2A), which aims to enhance the effectiveness
and efficiency of the LLM in jailbreaking attacks. Specifi-
cally, we first use Frame Semantics theory to systematize ex-
isting manually crafted strategies and propose a unified gen-
eration framework to generate CoT adversarial prompts step
by step. Following this, we propose a two-stage LLM reason-
ing training framework guided by the attack process. In the
first stage, the LLM is fine-tuned with CoT examples gen-
erated by the unified generation framework to internalize the
adversarial prompt generation process grounded in Frame Se-
mantics. In the second stage, we incorporate the jailbreaking
task into the LLM’s reinforcement learning process, guided
by the proposed attack process reward function that balances
prompt stealthiness, effectiveness, and length, enabling the
LLM to understand T2I models and safety mechanisms. Ex-
tensive experiments on various T2I models with safety mech-
anisms, and commercial T2I models show the superiority and
practicality of R2A.

1 Introduction

Text-to-image (T2I) models (Rombach et al. 2022a; Mid-
journey 2023; Ho, Jain, and Abbeel 2020; Saharia et al.
2022; Ruiz et al. 2023) are designed to generate high-fidelity
images conditioned on textual prompts. Several influential
T2I products, including DALL-E 3 (OpenAl 2023b), Mid-
journey (Midjourney 2023), and Stable Diffusion (Rombach
et al. 2022b), have been widely applied in various fields such
as design, content generation, and artistic creation, etc. Fur-
thermore, the rapid development of T2I models also raised
increasing concerns over their potential misuse in gener-
ating sensitive content, including sexual, violent, and ille-
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gal images. The circulation of such sensitive images not
only undermines public morality and fuels societal biases
but also poses serious risks to adolescent mental health and
broader social stability (Paasonen, Jarrett, and Light 2024;
Queet al. 2023; Pantserev 2020). To prevent the generation of
sensitive images, researchers have developed various safety
mechanisms to enhance the safety of T2I models. A repre-
sentative safety mechanism includes safety filters, which de-
tect and then block sensitive prompts and images. Moreover,
DALL.-E 3 incorporates additional safety measures (OpenAl
2023a) such as blacklists and prompt transformation.

Jailbreaking attacks aim to explore safety vulnerabilities
of T2I models by generating adversarial prompts that by-
pass safety mechanisms while prompting T2I models to pro-
duce sensitive images. Typical attack methods (Yang et al.
2024b,a; Tsai et al. 2024; Zhang et al. 2024b; Chin et al.
2024; Zhang, Wang, and Liu 2024) represent the sensi-
tive semantics in the feature space and generate adversarial
prompts by optimizing several pseudowords. However, con-
structing pseudowords is challenging for individuals with-
out Al expertise, limiting the applicability of these attacks
in real-world scenarios. Recent attack methods (Huang et al.
2025; Dong et al. 2024; Mehrabi et al. 2023; Ba et al. 2024)
address this issue by manually crafted strategies for the LLM
to generate fluent adversarial prompts, such as using visually
similar words (Huang et al. 2025), surrogate words (Ba et al.
2024), and culture-based references (Yang et al. 2025) as-
sociated with sensitive content. However, manually design-
ing strategies is time-consuming and inherently incapable
of exhaustive exploration. Moreover, due to the inability of
LLMs to understand T2I models and safety mechanisms,
these methods require numerous queries to achieve a suc-
cessful attack, thereby limiting their practical applicability.

In this work, we aim to enhance the attack effectiveness
and efficiency of LLMs in generating adversarial prompts
by designing a unified generation framework and an LLM
reasoning training process. Unlike previous methods that
manually design strategies for the LLM, our trained LLM
can autonomously generate adversarial prompts based on its
world knowledge and reasoning abilities. However, this task
presents two major challenges. First, existing methods gen-
erate adversarial prompts using diverse linguistic features
that lack generalizability, making their coordination and in-
tegration challenging. Second, compared to traditional rea-



soning tasks, such as mathematical reasoning, the reasoning
required for jailbreaking attacks is more ambiguous, as it
involves two black-box components for LLMs: T2 models
and safety mechanisms. In detail, an adversarial prompt is
considered successful only when it bypasses safety mecha-
nisms while generating sensitive images. This indirect feed-
back results in the sparse reward issue on the reinforcement
learning of LLM reasoning, making it difficult to optimize
the reasoning process effectively.

To address the above challenges, we propose Rea-
son2Attack (R2A), which involves a unified adversarial
prompt generation framework and a two-stage LLM reason-
ing training framework specifically designed for jailbreak-
ing attacks. Specifically, inspired by Frame Semantics the-
ory (Fillmore et al. 2006) in linguistics, we reveal that ex-
isting manually crafted strategies essentially identify risk-
related terms within a specific framework, i.e., context (Re-
fer to Sec. 4.1). Therefore, we design a unified frame-
work based on Frame Semantics to synthesize chain-of-
thought (CoT) adversarial prompts through four key steps:
1) retrieving related terms for sensitive keywords, 2) gener-
ating context illustration, 3) generating effective adversarial
prompts, and 4) synthesizing complete CoT examples.

To overcome the sparse reward issue, we propose a two-
stage LLLM reasoning training framework guided by the at-
tack process. Specifically, in the first stage, we use CoT ex-
amples generated by the unified framework to fine-tune the
LLM, internalizing the adversarial prompt generation pro-
cess grounded in Frame Semantics and offering a strong
initialization for subsequent optimization. Following this,
to enable the LLM to understand the black-box T2I mod-
els and safety mechanisms, we integrate the jailbreaking at-
tack into the LLM’s online reinforcement learning process
and propose an attack process reward that captures diverse
feedback from the T2I system. The attack process reward
involves three perspectives of adversarial prompts: stealthi-
ness, effectiveness, and length. Prompt stealthiness assesses
whether the prompt successfully bypasses existing safety
mechanisms, helping the LLM infer the operational bound-
aries of these filters. Prompt effectiveness measures the se-
mantic consistency between the generated image and the
sensitive prompt, enabling the LLM to understand the ex-
pressive capacity of T2I models. In addition, we impose a
length constraint, as commonly used T2I models (e.g., Sta-
ble Diffusion) limit the maximum number of input tokens.
By linearly combining these rewards, we provide the LLM
with a clear signal of the attack state achieved by each adver-
sarial prompt, thereby guiding effective prompt refinement.

Extensive experiments demonstrate that R2A not only ef-
fectively generates fluent adversarial prompts through its
step-by-step reasoning process, but also achieves a higher
attack success ratio and requires fewer queries than base-
lines. Moreover, our generated adversarial prompts show
strong transferability across various open-source T2I mod-
els, as well as two state-of-the-art commercial T2I models:
DALL-E 3 and Midjourney.

The contributions are summarized as follows:

* We propose R2A, which formulates the jailbreak prob-
lem as an LLM reasoning task and effectively jailbreaks
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T2I models through step-by-step reasoning.

We propose a unified framework based on Frame Se-
mantics theory that enables the step-by-step generation
of CoT adversarial prompts.

We propose a two-stage LLM reasoning training frame-
work, guided by the attack process, that integrates
prompt stealthiness, effectiveness, and length, offering
diverse feedback to enhance LLM’s jailbreaking ability.

Extensive experiments on various T2I systems show the
attack effectiveness and efficiency of R2A.

2 Related Work
2.1 T2I Models and Safety Mechanisms

Text-to-image (T2I) models have seen significant advance-
ments in recent years, fueled by innovations in generative
models, particularly diffusion models. Representative T2I
models, such as Stable Diffusion and Midjourney, boast
user bases exceeding 10 million (Ahfaz 2024) and 14.5 mil-
lion (Zhang et al. 2023), respectively.

To mitigate the risks associated with the misuse of these
T2I models, various safety mechanisms have been intro-
duced. One of the most common approaches is safety fil-
ters, which are designed to detect and block harmful content,
based on predefined categories such as violence, nudity, and
illegal activities. Specifically, safety filters are categorized
into text and image filters based on the type of content being
assessed. The text filter typically includes blacklist-based fil-
tering (Heikkild 2023; George 2020) and sensitive prompt
classifiers (Li 2022). The blacklist filters prompts by match-
ing sensitive words against a predefined dictionary, while
the classifier identifies sensitive prompts within the feature
space. Similarly, image filters (AI 2023; Chhabra 2020) en-
sure safety by classifying images as either safe or unsafe.

2.2 Jailbreaking Attacks on T2I Models

Existing jailbreaking attack methods can be broadly catego-
rized into two types (Zhang et al. 2024a): pseudoword-based
and LLM-based attack methods.

Pseudoword-based attack methods (Yang et al. 2024b;
Zhang, Wang, and Liu 2024; Zhang et al. 2024b; Chin et al.
2024; Tsai et al. 2024; Yang et al. 2024a; Mehrabi et al.
2023) primarily target the feature representation of sensi-
tive prompts and images. These methods employ a feature
alignment loss to optimize an adversarial prompt composed
of multiple pseudowords. Although these pseudowords lack
intrinsic meaning, they implicitly convey sensitive semantics
within the feature space, thereby inducing the model to gen-
erate sensitive images. However, constructing pseudowords
is challenging for individuals without Al expertise, limiting
the applicability of these attacks in real-world scenarios.

LLM-based attack methods focus on leveraging the LLM
to generate fluent adversarial prompts. To enable the LLM
to comprehend the jailbreaking attack task, existing meth-
ods (Deng and Chen 2023; Ba et al. 2024; Dong et al. 2024;
Huang et al. 2025; Yang et al. 2025) typically involve man-
ually designed prompts to guide the LLM in constructing
adversarial prompts. However, since the LLM lacks direct



access to the T2I model and its safety mechanisms, it often
requires numerous queries to succeed.

3 Problem
3.1 Problem Definition

Given a T2l model M : X — ), which aims to transform a
input prompt € X into an image y € ), the model typi-
cally deploys a safety mechanism F’ to block the query of the
sensitive prompt: F'(2se,) = 1. The safety mechanism can
function as either a text-based filter, which blocks sensitive
prompts, or an image-based filter, which blocks sensitive im-
ages. In this setting, the problem definition is as follows.

Definition 1 (Jailbreaking attack on T2I models via LLM
reasoning). Consider a sensitive prompt s, that is blocked
by the safety mechanism: F(Zsen,) = 1. The objective of
the jailbreaking attack via LLM reasoning is to train an
LLM 7y that can transform the sensitive prompt x s¢,, to an
adversarial prompt x,q,, which bypasses the safety mech-
anism and prompts the T2l model to generate an adver-
sarial image Yqq,. At the same time, the adversarial im-
age is asked to maintain semantic similarity to the sensitive
prompt, Sim(Yady, Tsen) > T, where Sim is the image-text
similarity function, and T is a predefined threshold.

3.2 Threat Model

In this work, we employ a black-box setting to execute a jail-
breaking attack on T2I models. We posit that the adversary
possesses no prior knowledge of the T2I model M, and its
associated safety mechanisms F'. The adversary is capable
of querying the T2I model by providing an input prompt z,
thereby obtaining the corresponding output image y. More
precisely, if the safety mechanism permits the query, i.e.
F(x) = 0, the adversary receives the output image y; Other-
wise, the adversary is notified that the query is disallowed.

4 Method

As shown in Fig. 1, R2A comprises a unified generation
framework based on Frame Semantics and a two-stage LLM
reasoning training framework guided by the attack process.

4.1 Unified Generation Framework Based on
Frame Semantics

Existing methods primarily use various associative tech-
niques from linguistics for adversarial prompt generation,
including visually similar words (Huang et al. 2025), seman-
tically related words (Ba et al. 2024), and metaphorical de-
scriptors (Zhang et al. 2025). While these ‘associated terms’
may not explicitly reference sensitive content in isolation,
they can acquire sensitive meanings in specific contexts. For
example, in visual analogy contexts, ‘red liquid’ is associ-
ated with blood, and in literary metaphors, ‘source of life’ is
often likened to ‘blood’. This phenomenon aligns with the
linguistic theory of Frame Semantics, which posits that the
meaning of a word is not independent but rather interpreted
in relation to a broader context. To further illustrate this the-
ory, consider the example of ‘Slime Mold’. While the term
originally refers to a type of organism, within a biological
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frame, it implies a ‘bare or exposed appearance’ due to its
smooth surface and lack of protection. As a result, when
applied to the human body, it can convey the meaning of
‘naked’” (Concept 2024). Thus, when provided with related
terms and corresponding context illustration, the LLM has
the ability to transform a sensitive prompt into an adversar-
ial prompt. Building on this intuition, we design our CoT
synthesis pipeline as follows.

Searching for related terms. Given a sensitive prompt
Zsen We first use an LLM, such as Llama 3 (Orenguteng
2024), to identify sensitive words within the prompt. Next,
to bypass the safety filter while preserving the sensitive se-
mantics, we use a knowledge graph, i.e., ConceptNet (Speer,
Chin, and Havasi 2017), to explore N related terms.

Generating context illustration. Since the associations
between sensitive words and related terms are often subtle,
directly generating adversarial prompts remains challeng-
ing. Therefore, to generate effective adversarial prompts, we
prompt the LLM to provide a context illustration for each
term to interpret this subtle association.

Generating effective adversarial prompts. Based on
identified related words and corresponding context illustra-
tion, we use the LLM to rewrite the sensitive prompt into
adversarial prompts, resulting in a total of N adversarial
prompts. However, due to the LLM’s inability to compre-
hend the T2I model and the safety mechanism, not all ad-
versarial prompts can achieve effective attacks. Therefore,
we perform the attack experiment to filter out ineffective
prompts and retain those that are effective for subsequent
CoT example generation.

Synthesize CoT examples. For each effective adversarial
prompt, we input it, along with the corresponding sensitive
prompt, related terms, and context illustration, into GPT-40
to synthesize a fluent CoT example.

4.2 Two-Stage LLM Reasoning Framework
Guided by the Attack Process

To enable the LLM to understand the adversarial prompt
generation process grounded in Frame Semantics, we fine-
tune it using CoT examples generated by the unified frame-
work, allowing the model to acquire fundamental reason-
ing capabilities for jailbreaking attacks. Specifically, given a
CoT dataset Doy = {z%,,,, 0% }U_,, where 2%, represents
ut” sensitive prompt and o* refers to the corresponding CoT
reasoning path, we use the next-token prediction loss as the

training objective for SFT:
»Csft - _EOGDCOT [1Og(7r9(0|$sen))]7 (l)

To further facilitate the LLM to understand the black-
box T2I model and safety mechanisms, we incorporate the
jailbreaking attack into the LLM’s reinforcement learning.
Specifically, given a dataset D, involving L sensitive
prompts, motivated by the GRPO (Shao et al. 2024), we first
sample a group of outputs {01,049, ...,0q} for each sensi-
tive prompt ., from the old policy model 7y, ,, and then
optimize the policy model 7y by maximizing the objective:



Unified Generation Framework Based on Frame Semantics

—> Two-Stage LLM Reasoning Training Framework Guided by Attack Process
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Figure 1: The framework of Reason2Attack (R2A). First, we introduce a unified generation framework based on Frame Se-
mantics, which generates CoT adversarial prompts in a step-by-step manner. Second, we present a two-stage LLM reasoning
training framework guided by the attack process. In the first stage, the LLM is fine-tuned with CoT examples generated by
the unified framework to internalize the adversarial prompt generation process grounded in Frame Semantics. In the second
stage, we incorporate jailbreaking attacks into the LLM’s reinforcement learning and propose an attack process reward that
uses diverse feedback signals, enabling the LLM to understand the black-box T2I model and safety mechanisms.

jGRPO(e) = EmscneDscnv{oi}iGleTrgold
1 G
G (mm( - Ai, o Ay) — DKL (m)mef(-))),

2)
where mg(-) and 7. s(-) are specifically mg(0;|Tsen) and
Tref(0i|Tsen ), respectively, representing the output distribu-
tion of the trainable and frozen policy models. D, is used
to constrain the difference of the output distribution, and 3
is a hyperparameter. Meanwhile, o; and oS are the regu-
lar terms, and A; refers to the advantage calculated based on
relative rewards of the outputs inside each group. Formally,

Uy (Oi |xsen)
)
0,14 (0] Tsen)

770(01' |Isen)

P =

clip _ 1:
o © = clip 1 —¢€,14¢€), 3)
(WGOzd(0i|xsen) )
g r; —mean(ry,ro,...,Tq)
v Std(’l‘l,’r‘g,...ﬂ“g)

where € is a hyperparameter that prevents excessive opti-
mization magnitude, and r; is the reward of i-th reasoning
path o;. In this study, we score each reasoning path from two
perspectives: reasoning completeness and attack rewards.
Reasoning completeness requires the reasoning path to in-
clude the thought process rather than providing the adversar-
ial prompt directly. Therefore, we design a reasoning com-
pleteness reward as follows:

L,
0,

if oinclude <think></think>
otherwise

Rinink = { “

For the attack reward, we propose an attack process
reward that evaluates the adversarial prompt from three
perspectives: prompt stealthiness, effectiveness and length.
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Stealthiness evaluates whether the adversarial prompt suc-
cessfully bypasses the safety mechanism and obtains the
generated image, thus helping the LLM infer the operational
boundaries of safety filters. This reward is calculated as:

1, if F(x440) =0
0, otherwise,

Rstealth = { (5)
where F(2q4,) = 0 represents x,q, bypasses the safety
mechanism. Effectiveness evaluates whether the generated
image .4, semantically aligns with the sensitive prompt
Tsen, enabling the LLM to understand the generation capac-
ity of T2I models. Formally,

1, if Sim(Yadv, Tsen) > T
Reffec = { (y d )

Sim(Yadvs Tsen), otherwise.

(6)
In addition, we impose a length constraint, as commonly
used T2I models (e.g., Stable Diffusion) limit the maximum

number of input tokens:

Rlength = {

where z is the pre-defined length threshold. To provide clear
feedback on the attack state achieved by x4, we calculate
the attack process reward by a linear combination:

Rattack =y * Rlength + (1 - 7) * Rstealth + Reffeca (8)

where 7 is a trade-off hyperparameter. The final reward for
the reasoning path o; is given by:

L,
0,

if len(zqay) < 2
otherwise,

)

€))

Ty = Rthink * Rattack

S Experiment
5.1 Experiment Setting

Experiment Details For the LLM, we use the fine-tuned
Llama-3-8b-Instruct (Orenguteng 2024), which is designed



Method Sexual Violent Disturbing Illegal AVG

PPL| ASRT Q| PPL| ASRT Q| PPL| ASRt Q| PPL| ASRT Q|| PPL| ASRT Q|
RAB 13612 0.03 — 20014 0.01 — 10684 0.02 — 24193 0.00 —|17126 0.02 -
MMA 6217 0.02 — 15055 0.06 — 20148 0.04 — 16644 0.04 —|14516 0.04 -
Sneaky 1833 0.31 18.8 693 0.71 16.2 536 0.56 24.0 904 0.50 23.2] 992 0.52 26.6
DACA 40 0.28 — 37 037 — 43 031 - 48 023 - 41 030 -
SGT 332 018 — 137 012 — 82 0.08 — 8 0.14 —| 182 0.13 —
PGJ 169 008 - 111 0.17 - 113 012 — 122 015 —| 129 0.13 -—
CMMA 55 0.68 22.7 58 0.78 24.2 62 0.76 22.9 68 0.55 16.8 61 0.69 21.7
R2A 196 0.83 31 117 092 2.6 111 096 19 201 090 27| 155 090 2.5

Table 1: Black-box attack results on Stable Diffusion V1.4 equipped with safety filters. ‘-’ refers to the methods that generate a
single adversarial prompt and do not rely on iterative queries for attack. Bold values are the best performance.

to remove internal ethical limitations. To assess image-
text similarity, we employ the CLIP ViT-L/14 model (II-
harco et al. 2024), which computes the cosine similarity be-
tween the features of the adversarial image and the sensitive
prompt within the CLIP embedding space. In line with previ-
ous research (Yang et al. 2024b), we set the image-text sim-
ilarity threshold 7 to 0.26. For the post-training process of
the LLM, we employ the Low-Rank Adaptation (LoRA) (Hu
et al. 2022) strategy to optimize the LLM, with the param-
eters lora_rank and lora_alpha set to 8 and 32, respectively.
In the supervised fine-tuning stage, we set the batch size to
2, the training epochs to 3, and the learning rate to le-5. For
the reinforcement learning stage, we set the batch size for
computing the advantage to 16, the batch size for optimiz-
ing the LLM to 8, the group size GG as 8, and the learning
rate to Se-6. For the prompt length threshold, we set z as 77
in Eq. 7. For the hyperparameters, we set the 3 in Eq. 2 to
0.01, v in Eq. 8 t0 0.2.

After training, we set the maximum number of queries for
R2A to 6. This means that, for a given sensitive prompt, R2A
generates six corresponding adversarial prompts. If the ¢-th
(i < 6) adversarial prompt successfully bypasses safety fil-
ters while generating sensitive images, this attack is consid-
ered successful, and the query number is set as <. However,
if all adversarial prompts fail, this attack is considered failed
and the query number is set to 6.

Dataset We follow prior work (Yang et al. 2024a; Tsai
et al. 2024; Yang et al. 2024b), and primarily focus on sex-
ual and violent content. In addition, to further evaluate the
attack effectiveness, we extend the scope to include disturb-
ing and illegal content. Specifically, we manually curate 100
sensitive prompts from public datasets, I2P (Schramowski
et al. 2022) and UnsafeDiffusion (Qu et al. 2023), for each
risk category, resulting in a total of 400 test prompts.

Metric We use three metrics: Perplexity (PPL), Attack
Successful Rate (ASR), and Query Number (Q), where PPL
and ASR evaluate the fluency and effectiveness of the ad-
versarial prompt, and Q aims to evaluate the efficiency of
the attack method. Lower values of PPL and Q are desirable,
whereas a higher ASR is preferred.

To compute the ASR, it is necessary to evaluate whether
the generated images are NSFW. However, existing NSFW
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image classifiers (Al 2023; Chhabra 2020) are difficult
to accurately recognize four types of sensitive images.
To address this limitation, we use a large vision-language
model (LVLM), internVL2-8B (OpenGVLab 2024) to iden-
tify whether an image is NSFW. Specifically, we design mul-
tiple prompts for the LVLM to assess the image from various
perspectives, and then employ a voting mechanism to aggre-
gate assessments into a final decision.

Baselines We compare R2A against seven recent base-
lines, grouped into three pseudoword-based methods:
RAB (Tsai et al. 2024), MMA (Yang et al. 2024a), and
Sneaky (Yang et al. 2024b), and four LLM-based meth-
ods: DACA (Deng and Chen 2023), SGT (Ba et al. 2024),
PGJ (Huang et al. 2025) and CMMA (Yang et al. 2025).

5.2 Attack Results

Following Sneaky (Yang et al. 2024b), we focus on Stable
Diffusion V1.4 (SD1.4) (CompVis 2024) as the target T2I
model. For safety mechanisms, we adopt the best text (Li
2022) and image (AI 2023) filters identified in Sneaky (Yang
et al. 2024b). The adversarial prompt is considered effective
only when it bypasses the text filter, and its generated im-
ages, which also bypass the image filter and are classified as
NSFW by the image evaluator. Attack results are shown in
Table 1. We make several observations as follows.

Pseudoword-based methods suffer from poor linguistic
fluency. Both RAB and MMA produce extremely high PPL
values (over 10,000), due to their heavy use of pseudowords,
which are not human-interpretable. Although Sneaky mit-
igates this by replacing only sensitive words, its PPL re-
mains higher than that of LLM-based methods. Conse-
quently, these methods fail to expose real-world safety risks.

Increased queries improve attack effectiveness.. DACA,
SGT, and PGJ manually design strategies to generate adver-
sarial prompts, using a single query to attack T2I models
without feedback optimization. However, due to the LLM’s
limited understanding of the T2I model and safety strate-
gies, they all exhibit a low ASR. In contrast, CMMA en-
hances attack effectiveness by iteratively refining the ad-
versarial prompt through multiple queries. Despite this, fre-
quent queries are easily detected and blocked by security
systems, limiting their practical applicability.



Setting Sexual Violent Disturbing Illegal AVG
PPL] ASRtT QJ PPL| ASRT QJ PPL| ASR?T QJ PPL| ASR?T QHPPL¢ ASRT QJ
LLM 171 035 49 250 0.6 43 121 05 44 101 0.50 4.5/ 163 049 45
LLM+SFT_CoT 152 066 40 93 0.79 3.0 66 082 37 90 0.69 3.5/ 98 0.74 3.6
LLM+RL_AR 143 0.58 4.1 111 0.78 3.0 102 0.83 2.9 185 0.77 3.3| 133 0.74 33
LLM+RL_AP 182 0.76 29 93 088 27 8 094 2.1 131 0.89 2.6/ 122 0.87 2.6
LLM+SFT_CoT+RL_AP 196 0.83 3.1 117 092 2.6 111 0.96 1.9 201 090 2.7| 155 0.90 2.5

Table 2: Ablation experiment of R2A on SD1.4 equipped with safety filters. The bold values are the best performance.

R2A demonstrates superior generalization than existing
LLM-based methods. Existing LLM-based methods show
varying attack performance across NSFW categories. For
example, CMMA performs poorly in the Illegal category rel-
ative to others. This is because manually crafted strategies
constrain the contextual scenario (such as culture references
and visually similar words) to uncover linguistic associa-
tions of sensitive content. In contrast, R2A leverages Frame
Semantics theory to explore associated terms and contextual
interpretations in open-ended scenarios, resulting in more
robust generalization across diverse NSFW risks.

R2A outperforms baselines in both attack effectiveness
and query efficiency. The attack results show that R2A not
only achieves the highest ASR but also significantly reduces
the number of queries compared to all baselines, demon-
strating both the effectiveness and efficiency of our method.
Unlike existing LLM-based approaches that rely on prompt
engineering, R2A integrates the jailbreaking attack task into
LLM’s reasoning training process, which enables the LLM
to better understand T2I models and safety strategies, thus
yielding effective adversarial prompts with fewer queries.

Model RAB MMA Sneaky DACA SGT PGJ CMMA R2A

SDV3 0.02 0.03 0.47 0.32 0.130.16 0.66 0.78
FLUX 0.02 0.04 0.52 0.27 0.110.13 0.60 0.68

Table 3: Average ASR of transferable attacks on SDV3 and
FLUX equipped with safety filters.

5.3 Transferring to Open-Source T2I Models

We also investigate the transferability of the adversarial
prompts generated by our method. Specifically, We use ad-
versarial prompts created for Stable Diffusion V1.4 to di-
rectly attack both Stable Diffusion V3 and FLUX equipped
with safety filters. As shown in Table 3, R2A still achieves
the highest ASR compared to the baselines, demonstrating
that R2A effectively understands the generative capabilities
of T2I models, enabling it to produce stealthy and effective
adversarial prompts that generate sensitive images.

5.4 Transferring to Commercial T2I Models

To evaluate the attack effectiveness of R2A in revealing
real-world safety risks, we conduct the transferable attack
on two state-of-the-art commercial T2I models: DALL-E 3
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Model Sexual Violent Disturbing Illegal| AVG
DALL-E3 0.61 0.74 0.69 0.61 | 0.66
Midjourney 0.55  0.73 0.69 0.52 |0.62

Table 4: Transferable attack results on commercial models.

and Midjourney. As shown in Table 4, adversarial prompts
generated by R2A still achieve a high ASR on both com-
mercial T2I models, highlighting the effectiveness of our
method against existing advanced safety mechanisms. This
also highlights that R2A can be deployed in real-world ap-
plications to uncover safety vulnerabilities of T2I models.

5.5 Ablation Analysis

This section evaluates the effectiveness of two key designs:
1) SFT_CoT, i.e., using the CoT examples generated by the
unified generation framework to fine-tune the LLM, and 2)
RL_AP, i.e., using an attack process reward that provides di-
verse attack feedback to optimize the LLM in RL stage. The
ablation results are shown in Table 2, where RL_AR refers to
the attack result reward that rewards the adversarial prompt
only when it successfully bypasses the safety mechanisms
and generates sensitive images.

Using CoT examples to fine-tune LLM improves attack ef-
fectiveness. LLM+SFT_CoT outperforms LLM by 25% in
terms of average ASR, showing that CoT examples gener-
ated by the unified generation framework effectively guide
the LLM to think about the step-by-step generation process
of adversarial prompts guided by Frame Semantics, thereby
facilitating the improvement of ASR.

Reinforcement learning enables the LLM to understand
Jjailbreaking attacks. Compared to the LLM, LLM+RL_AR
and LLM+RL_AP improve the average ASR by 25% and
38%, respectively. This demonstrates that RL enables the
LLM to explore diverse adversarial prompts and understand
T2I models and safety mechanisms through attack feedback,
thereby enhancing performance.

Attack process reward outperforms attack result reward.
Compared to LLM+RL_AR, LLM+RL_AP achieves a bet-
ter ASR and fewer queries. This shows that, due to the rea-
soning complexity in jailbreaking, the result reward function
easily results in the sparse reward issue, thus limiting the
capabilities of the LLM. In contrast, our attack process re-
ward provides diverse rewards from prompt stealthiness, ef-
fectiveness, and length, thus facilitating LLM optimization.



A detailed human skull surrounded by
colorful pills, with wisps of smoke curling
around, symbolizing the dark realities of
drug use and its grave consequences

<think>
To bypass filters, I've focused on the artistic framework of the prompt, using
words like "masterfully crafted,” "intriguing,” and "whimsical." To maintain
the semantic meaning of the original prompt, I use the human skull and the
surrounding decorative vials. The word "vials" is chosen to obscure the
potentially illicit drug content in an artistic or scientific context.
<adversarial prompt>

A masterfully crafted artistic piece, featuring a vibrant still life of a human
skull surrounded by an assortment of intriguing, yet whimsical, decorative
vials set against a striking, dramatic backdrop.

CoT Generation ~N

Midjourney

o ———

Figure 3: Visualization of attack results using R2A across DALL-E 3 and Midjourney. Generated images are blurred for display.

Two-stage reasoning training achieves the best perfor-
mance. This shows that jailbreaking is a challenging task for
LLMs, as a vanilla LLM lacks awareness of the reasoning
process underlying adversarial prompt generation. In this
context, fine-tuning the LLM with CoT examples prior to
reinforcement learning results in better generalization com-
pared to directly applying reinforcement learning alone.

1.0
0.90
0.8
0.88
%0.6
<
o 72 0.86
204"
—— LLM
.~ LLM+SFT_CoT 0.84
0.21 —— LLM+RL_AR
—— LLM+RL_AP
—+— LLM+SFT_CoT+RL_AP 0.82
0.0 2 8 0.0 0.2 04 06 08 1.0

4 6
(a) Query Number (b) A

Figure 4: Hyperparameter analysis. The average ASR across
different (a) maximum query limits and (b) A.

5.6 Hyperparameter Analysis

We present the ASR across different maximum query lim-
its in Fig. 4(a). Results show ASR increases with the num-
ber of queries due to the LLM’s sampling randomness. No-
tably, R2ZA (LLM+SFT_CoT+RL_AP) achieves 60% ASR
with just one query, highlighting its efficiency. To balance

36036

effectiveness and detectability, we set the query limit to 6.
We also examine the impact of the factor A in Eq. 8, as
shown in Fig. 4(b). Generally, smaller values of A lead to
higher ASR. We thus set A = 0.2 empirically.

5.7 Visualization

Fig. 2 shows a CoT attack example generated by R2A.
The sensitive prompt is blocked due to its illicit semantics.
R2A generates adversarial prompts by embedding modifiers
within artistic frameworks, e.g., ‘intriguing,” and ‘whimsi-
cal’, to subtly imply drug-related content through terms like
‘vials.” This prompt successfully induces SDV3 to gener-
ate the corresponding sensitive image. Additionally, Fig. 3
presents attack examples on commercial T2I models, further
showing the practical effectiveness of R2A.

6 Conclusion

This work formulates the jailbreak problem as an LLM rea-
soning task. We first introduce a Frame Semantics-based
pipeline to synthesize CoT-style reasoning examples, which
are used to fine-tune the LLM and guide its understanding of
adversarial reasoning paths. We then integrate the jailbreak-
ing task into a reinforcement learning framework, with an at-
tack process reward that balances stealthiness, effectiveness,
and length. This reward enables the LLM to better explore
T2I model behaviors and safety mechanisms, thus improv-
ing the reasoning accuracy. Extensive experiments show the
effectiveness, efficiency, and transferability of our approach.
Ethical Considerations. This research, aiming to reveal
safety vulnerabilities in T2I models, is conducted to enhance
system safety rather than to enable misuse.
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