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Abstract

Text-to-image (T2I) models have raised increasing safety
concerns due to their capacity to generate NSFW and other
banned objects. To mitigate these risks, safety filters and
concept removal techniques have been introduced to block
inappropriate prompts or erase sensitive concepts from the
models. However, all the existing defense methods are not
well prepared to handle diverse adversarial prompts. In this
work, we introduce MacPrompt, a novel black-box and cross-
lingual attack that reveals previously overlooked vulnera-
bilities in T2I safety mechanisms. Unlike existing attacks
that rely on synonym substitution or prompt obfuscation,
MacPrompt constructs macaronic adversarial prompts by per-
forming cross-lingual character-level recombination of harm-
ful terms, enabling fine-grained control over both semantics
and appearance. By leveraging this design, MacPrompt crafts
prompts with high semantic similarity to the original harm-
ful inputs (up to 0.96) while bypassing major safety filters
(up to 100%). More critically, it achieves attack success rates
as high as 92% for sex-related content and 90% for violence,
effectively breaking even state-of-the-art concept removal de-
fenses. These results underscore the pressing need to reassess
the robustness of existing T2I safety mechanisms against lin-
guistically diverse and fine-grained adversarial strategies.
Warning: This paper includes sensitive examples (e.g.,
adult, violent, or illegal content). Unsafe images are
masked but may still be disturbing.

Introduction
Text-to-image (T2I) models have emerged as a powerful
generative model, capable of synthesizing high-fidelity im-
ages from natural language descriptions (Caramiaux et al.
2025; Saharia et al. 2022). Driven by large-scale datasets,
state-of-the-art (SOTA) models such as Stable Diffusion
(SD) (Rombach et al. 2022), DALL·E (Ramesh et al. 2022),
and Midjourney (MidJourney 2023) have been widely de-
ployed through public APIs and creative platforms (Xu et al.
2017; Zhang et al. 2017; Pernias et al. 2023). These mod-
els have significantly enhanced image creation workflows,
offering users unprecedented accessibility, efficiency, and
expressive power in visual content generation. However,
the training datasets used for these models are typically
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English Spanish German Italian

naked desnudo nackt nudo

English German Latin Portuguese

dog hund canis cachorro

A acknudes woman is walking 
in the forest.

There is a cahunchor running 
happyly.

Figure 1: Cross-lingual prompts composed from other lan-
guages can trigger the same visual semantics as the original
English prompt in SD v2.1.

collected directly from the Internet without rigorous con-
tent filtering, resulting in the inclusion of inappropriate or
harmful material that can be inadvertently learned by the
models. This poses a significant risk of generating NSFW
(Not Safe for Work) content or banned objects (Qu et al.
2023; Schramowski et al. 2023; Naik and Nushi 2023).
For instance, Unstable Diffusion (Unstable Diffusion 2025)
openly provides unrestricted access to powerful T2I models,
which has enabled malicious users to generate and dissem-
inate violent, pornographic, or otherwise harmful images,
leading to serious social concerns (Gupta 2022).

To prevent such misuse, most mainstream T2I online ser-
vices have deployed black-box safety mechanisms to restrict
the generation of inappropriate content. For open-source
models like SD, multiple built-in plugin-based safety filters
have been introduced, including text filters that block harm-
ful prompts without producing a response (George 2023;
Jieli 2023; Liu et al. 2025), and image filters that identify
unsafe outputs and return black images (Zeng et al. 2025).
Beyond these built-in filters, a much stronger line of external
defense, known as concept removal (Gandikota et al. 2023;
Schramowski et al. 2023), directly modifies the underlying
SD model to eliminate its ability to a wide range of NSFW
concepts, such as sex, violence, and self-harm. Together,
these defenses form a comprehensive protection framework
that is widely believed to be effective against harmful in-
puts. Nonetheless, recent work (Chin et al. 2024; Yang et al.
2024b; Zhang et al. 2024b; Tsai et al. 2024; Ma et al. 2024;
Yang et al. 2024c; Gao et al. 2024) shows that even such
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rigorous defenses remain vulnerable to adversarial prompts,
motivating continued research into more effective attack and
defense strategies. These existing attack works typically fo-
cus on circumventing only one type of defense: either the
built-in filters or the external concept removal mechanisms.
Those capable of bypassing both simultaneously generally
rely on additional privileged knowledge about the target
model, such as its internal architecture (Chin et al. 2024;
Yang et al. 2024b; Tsai et al. 2024; Gao et al. 2024). This
reliance limits their practicality in real-world black-box set-
tings, leaving a gap for unified, black-box attacks that can
effectively overcome both defense types without requiring
external information.

Motivated by the observation that visual concepts in T2I
models can be reliably triggered by cross-lingually com-
posed prompts as shown in Fig. 1, we propose MacPrompt,
a black-box attack that exploits a common weakness in both
built-in safety filters and external concept removal defenses,
which often fail to detect obfuscated harmful inputs across
languages. MacPrompt constructs adversarial prompts by
replacing sensitive words with macaronic substitutes gen-
erated through cross-lingual character-level recombination.
This design preserves harmful semantics while avoiding
detection by typical text-based filtering mechanisms. Our
method applies to various defense strategies, and achieves
particularly strong results against concept removal models,
which are generally considered harder to attack. Experi-
ments show that MacPrompt reaches up to 0.96 semantic
similarity with harmful inputs and achieves attack success
rates of 92% on sex-related prompts and 90% on violence-
related prompts, outperforming existing baselines. The main
contributions of our scheme are as follows:
• We investigate the effectiveness of macaronic words,

which are created by recombining character-level sub-
strings from translation-equivalent words across multi-
ple languages, in preserving visual semantics while ob-
fuscating textual embeddings. Our analysis demonstrates
their ability to activate restricted concepts in T2I mod-
els and highlights the susceptibility of SD to such cross-
lingual adversarial prompts.

• We propose MacPrompt, a novel black-box attack frame-
work that requires no access to model internals and is
both practical and broadly applicable in the real-word
scenarios.

• Extensive experiments across various defense strategies
demonstrate that our method can effectively bypass both
input text filters and concept removal defenses to gener-
ate NSFW content or banned objects.

• We pose a new research direction toward cross-lingual
adversarial robustness in generative models, emphasiz-
ing the need to rethink current safety mechanisms and
develop defenses capable of generalizing beyond mono-
lingual assumptions and simple keyword matching.

Related Work
T2I Models with Defense
For T2I models, two primary defense strategies are currently
employed to prevent the generation of NSFW content. The

first approach involves adding a text filter before the existing
model or/and an image filter after it without altering the core
architecture. Specifically, text filters can be further classified
into two types: text-match and text-classifier. The text-match
filter relies on a blacklist-based keyword matching mech-
anism to detect and block inappropriate content within in-
put prompts (George 2023). The text-classifier filter trains a
classifier to perform binary classification, distinguishing be-
tween harmful and harmless prompts (Jieli 2023; Liu et al.
2025). Meanwhile, image filters operate by detecting NSFW
content within the images generated by the T2I model with
given prompts (Zeng et al. 2025). Additionally, online T2I
models, such as DALL·E 2 (Ramesh et al. 2022) and Mid-
journey (MidJourney 2023), deploy proprietary black-box
safety filters to prevent users from generating NSFW con-
tent, ensuring an additional layer of protection.

The second defense strategy revolves around concept re-
moval, aiming at encouraging T2I models to forget NSFW
concepts during the image generation process. For instance,
ESD (Gandikota et al. 2023) and FMN (Zhang et al. 2024a)
finetune pretrained DM weights to remove NSFW con-
cepts. SLD (Schramowski et al. 2023) suppresses NSFW
content during the denoising process, while SafeGen (Li
et al. 2024b) modifies the visual self-attention layers of pre-
trained models to eliminate NSFW representations. DUO
(Park et al. 2024) uses direct preference optimization to
selectively forget NSFW features while preserving normal
concepts. EAP (Bui et al. 2024) argues that retaining a neu-
tral concept alone is insufficient and emphasizes the need
to prioritize sensitive concepts. Finally, PromptGuard (Yuan
et al. 2025) adopts a divide-and-conquer approach by in-
troducing safety pseudowords, optimizing specific types of
NSFW, and combining them into a comprehensive defense
mechanism for better performance.

NSFW Attack against T2I Models
An NSFW attack against T2I models aims to generate harm-
ful images containing NSFW content by designing specific
adversarial prompts without modifying the T2I model it-
self. Depending on the information available to the attacker,
these attacks can be classified into three categories: white-
box, gray-box, and black-box. In the white-box setting (Chin
et al. 2024; Yang et al. 2024b; Zhao, Chen, and Gao 2024;
Xu et al. 2025), it is assumed that the attacker has full ac-
cess to the information of target T2I models, including their
architecture and specific weights. Under the gray-box mech-
anism (Zhuang, Zhang, and Liu 2023; Tsai et al. 2024; Ma
et al. 2024; Yang et al. 2024c; Gao et al. 2024), the attacker is
only able to access partial information or make use of aux-
iliary tools such as text encoders and image encoders. The
black-box mechanism (Deng and Chen 2023; Yang et al.
2024d; Dang et al. 2024; Ba et al. 2024; Li et al. 2024a;
Huang et al. 2025), however, assumes that the attacker has
no knowledge but images generated by target T2I models
with inputted prompts. In this scenario, the attacker inter-
acts with the T2I model and iteratively modifies the prompt
based on the feedback to achieve desired attacks. Currently,
DiffZOO (Dang et al. 2024) is the only black-box-based at-
tack that targets concept removal models, while most other
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Figure 2: Overview of the MacPrompt framework. We assume the original prompt contains sensitive words and is blocked by
existing safety filters. Here, β1, β2, and α are optimization parameters during macaronic substitutes construction process.

black-box-based attacks, such as PGJ (Huang et al. 2025)
and SurrogatePrompt (Ba et al. 2024), specifically target on-
line T2I platforms. However, this scheme relies on synonym
replacements, making it ineffective against text filters.

Methodology
Problem Formulation
Cross-lingual adversarial prompt generation for T2I mod-
els is an adversarial evaluation process aimed at assess-
ing model robustness by constructing multilingual mixed
adversarial prompts that preserve harmful semantics while
bypassing safety filters. Formally, given original harmful
prompt pori, safety filter F , and target T2I model G, the goal
is to generate an adversarial prompt padv, such that{

F(padv) = False
G(padv) ≈ G(pori)

. (1)

Here, F(p) = False indicates that the input prompt p suc-
cessfully bypasses F , whereas F(p) = True indicates it is
flagged as unsafe. The symbol ≈ denotes that the generated
image from padv is visually similar to that from pori. Specif-
ically, we require that: (1) G(padv) exhibits harmful content,
and (2) both images are semantically aligned.

The threat model considered in this work assumes a black-
box adversary who has no access to the internal parameters
or architectures of F and G. However, the adversary can
query the system by submitting a prompt and observing the
returned image or whether the prompt is rejected. The target
T2I models G include both SD equipped with safety filters,
as well as concept removal models. Meanwhile, F may im-
plement a variety of techniques, including:
• Keyword-based matching, which detects prompts con-

taining blacklisted terms (Yang et al. 2024b);
• Semantic matching using pretrained text classifiers such

as BERT-based NSFW text classifiers (Jieli 2023);

• Latent representation filtering such as LatentGuard (Liu
et al. 2025).

Overview
Key Intuition Although SD is officially documented to
support English prompts, we observe that prompts in other
languages (e.g., French, German, Danish) can also generate
semantically similar images. This phenomenon exits both in
the original SD and concept removal variants that are fine-
tuned on SD. However, directly using non-English prompts
often fails to bypass F , as such prompts may still trig-
ger components based on semantic matching or latent rep-
resentation filtering. Interestingly, previous work (Raphaël
2022) has shown that concatenating words from multiple
languages, can preserve the visual semantics of the original
prompt.

Building on this insight, we further investigate the be-
havior of multilingual mixed prompts and uncover a more
nuanced phenomenon: certain cross-lingual combinations
not only retain the visual semantics of the original
prompt but also exhibit significant divergence in tex-
tual semantics, allowing them to evade safety filters while
still eliciting harmful image outputs. Empirically, we find
that token-level alignment plays a key role in this process.
Specifically, when the newly constructed word is formed by
directly concatenating tokens that match the tokenization of
the original sensitive word, i.e.,

padv = Concat(t1, t2, . . . , tj), ti ∈ T, j ∈ [1, |T |)], (2)

the resulting prompt is more likely to preserve the target im-
age semantics, even though its textual meaning differs con-
siderably. T is the token set containing tokens of words from
different languages, |T | means the size of T .

However, in models like SD, the tokenization process
is inherently non-invertible, especially for low-resource or
non-Latin languages (Hwang, Wang, and Gu 2025; Tamang
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and Bora 2024). This means that even if the target token
sequence is known, it is often infeasible to construct an in-
put word or phrase that will be tokenized into that exact se-
quence, thereby complicating precise token-level adversar-
ial manipulation.To overcome this challenge, we propose a
macaronic substitute construction framework that operates
at the character level, generating cross-lingual word combi-
nations to bypass F and trigger harmful outputs. More re-
lated exploration results are presented in the Appendix.

Overall Pipeline Figure 2 describes the overall pipeline
of MacPrompt in constructing macaronic substitutes to form
an adversarial prompt to evade defenses and generate NSFW
content. Given an initially harmful prompt, MacPrompt first
detects sensitive words and selects appropriate candidates
across multiple languages. By recombining character-level
substrings from these multilingual candidates under param-
eterized control, it constructs visually meaningful yet tex-
tually obfuscated macaronic substitutes. These substitutes
replace the original sensitive terms to form a modified ad-
versarial prompt, which is then input into the T2I model to
produce images. A pre-trained NSFW detector assesses the
harmfulness of the generated output, and the resulting score
serves as a feedback signal to iteratively update the parame-
ters using a zero-order optimization (ZOO) strategy.

Sensitive Words Identification
Given the original prompt pori, the first step is to identify
sensitive words, which refer to those specific terms within
pori that are responsible for triggering F . To detect such sen-
sitive words, we adopt two strategies: (1) Blacklist Match-
ing. Each word in pori is compared against a predefined set
of harmful words (Yang et al. 2024b). If a match is found, the
word is labeled as sensitive. (2) Semantic Similarity Scor-
ing. For broader coverage beyond exact matches, the cosine
similarity is computed between the embedding of each word
wi ∈ pori and a set of pre-collected harmful concept em-
beddings ejharm. If

max
j

cos(Embed(wi), e
j

harm) > τ, (3)

the word is considered semantically harmful.

��� List corresponding words of {���} 
in {�} different languages.

�(��) = {�1
(��), . . . , ��

(��)}

The image of people.

Images

T2I 
Model

NSFW 
Detector

Object 
Classifier Categoryℋ(�tmp)

ℋ(�tmp)CLIPSim(�tmp)

The image of people,{��
(��)},natural.

�tmp
The image of {��

(��)}.
�tmp

NSFW Object

Figure 3: Cross-lingual candidates selection pipeline. The
sensitive word is translated into multiple languages, inserted
into templates to generate images, and evaluated.

Cross-lingual Candidates Selection
Since not all multilingual words contribute equally to pre-
serving harmful visual intent, a filtering step is required to
identify those candidates that are most effective in either
triggering the target NSFW concept or accurately represent-
ing a banned object. The selection process is guided by two
objectives: (1) preserving the original harmful semantics,
and (2) minimizing semantic interference with the rest of the
prompt. Given an input prompt pori = {w1, w2, . . . , wn}
with identified sensitive words {wλ1

, wλ2
, . . . , wλm

} ⊆
pori, a multilingual substitution set is constructed for each
sensitive word wλi

. Specifically, as shown in Fig. 3, a lexi-
cal candidate pool is generated as

V (λi) = {v(λi)
1 , · · · , v(λi)

j , . . . , v
(λi)
L }, (4)

where each v
(λi)
j denotes a translation or paraphrase of wλi

in one of L (typically L = 79) different languages, obtained
via a large language model (LLM).

To evaluate the harmfulness-preserving property of vλi
j , a

task-specific prompt template ptmp is designed as “The im-
age of people, <vλi

j >, natural.” for NSFW concept or “The
image of <vλi

j >.” for banned objects. Then the combined
prompt is used to generate ten images via the T2I model.
The resulting image is then evaluated by two metrics:
• Harmfulness Score H(ptmp): calculated as the target

class probability by applying a pretrained NSFW detec-
tor or object classifier to the generated images.

• Visual Semantic Similarity CLIPSim(ptmp): calculated
as the CLIP score between images generated from vλi

j
and a safe prompt “The image of people, natural.” re-
lated to pori. This metric is used only for NSFW concept
evaluation.

All candidates are ranked according to a composite score
combining H(vλi

j ) and CLIPSim(vλi
j ), if applicable. The

top-k candidates (typically k = 10) are retained as the fi-
nal cross-lingual candidate set V̂ (λi) for wλi .

Macaronic substitutes Construction
In models like SD, which are primarily trained on English
text and lacks native multilingual support, tokenization be-
comes particularly problematic when handling non-English
inputs, especially those from low-resource or underrepre-
sented languages. In such cases, tokenization is often non-
invertible, meaning that:

ϵ(ϵ−1(ϵ(v))) ̸= ϵ(v), (5)
where ϵ and ϵ−1 denote the tokenizer (i.e., encoding func-
tion) and its corresponding decoding function, respectively.
This non-invertibility limits direct manipulation of tokens,
making it impractical to concatenate or modify token-level
representations to produce target adversarial prompts. To
overcome this challenge, we propose a character-level maca-
ronic substitute construction strategy to preserve the original
harmful concept. By directly slicing and recombining sub-
strings at the character level, this method bypasses the lim-
itations of multilingual tokenizers and enables fine-grained,
language-agnostic prompt manipulation.
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Figure 4: Visualization of images generated from adversarial prompts targeting NSFW concepts and banned objects across
different models; the top shows outputs for sexual and violent concepts, while the bottom shows banned objects.

Construction Given a set of identified sensitive words
{wλ1

, . . . , wλm
} targeted for substitution, along with their

corresponding candidate sets V̂ = {V̂ (λ1), . . . , V̂ (λm)},
where each V̂ (λi) = {v̂(λi)

1 , . . . , v̂
(λi)
k } contains k substi-

tution candidates of wλi , we define three character-level pa-
rameters for each wλi

to control the construction of maca-
ronic substitutes. Specifically, for each candidate set V̂ (λi),
two continuous selection boundary parameters are first de-
fined as {

β
(λi)
1 = [β

(λi)
1,1 , . . . , β

(λi)
1,k ]

β
(λi)
2 = [β

(λi)
2,1 , . . . , β

(λi)
2,k ]

(6)

where β
(λi)
1,j , β

(λi)
2,j ∈ [0, 1] correspond to the normalized

start and end positions of the selected substring from the
j-th candidate word v̂

(λi)
j , respectively. A valid segment

is extracted only when β
(λi)
2,j > β

(λi)
1,j , ensuring that the

end position follows the start. In addition to the bound-
ary parameters, we define a continuous ordering parameter
α(λi) = [α

(λi)
1 , . . . , α

(λi)
k ], where each α

(λi)
j represents the

relative ordering weight of the selected substring from v̂
(λi)
j

in the final composition.
Based on the above parameters, we generate the final mac-

aronic substitutes by extracting and recombining character-
level substrings from candidate words. For each v̂

(λi)
j in the

candidate set, the start and end indexes of the selected sub-
string are computed using the boundary parameters:

µ
(λi)
1,j = ⌊lj · β(λi)

1,j ⌋

µ
(λi)
2,j =

{
⌊lj · β(λi)

2,j ⌋ if β(λi)
2,j ≥ β

(λi)
1,j

µ
(λi)
1,j otherwise

, (7)

where lj denotes the character length of v̂(λi)
j . As a result,

the substring from v̂
(λi)
j is extracted by

v̄
(λi)
j = v̂j(µ

(λi)
1,j : µ

(λi)
2,j ). (8)

All fragments v̄
(λi)
j are then sorted in descending or-

der according to their corresponding α
(λi)
j values and

concatenated to form the macaronic substitute w̄λi =

Contact(v̄(λi)
j |kj=1) for wλi

. After obtaining the set of
substitutes {w̄λ1

, . . . , w̄λm
}, all original sensitive word

{wλ1
, . . . , wλm

} in pori are replaced to construct padv.

Optimization To optimize (β1, β2, α) defined above,
ZOO is adopted to maximize the generation likelihood of
NSFW concept or banned objects. Given the loss function

L = ||H(padv)− 1||2, (9)
where padv = Macaronic(pori, β1, β2, α) and 1 denotes a
vector of ones with the same dimensionality as the output of
H, the gradients are approximated by{

∇βr
L ≈ L(βr+δβr )−L(βr−δβr )

2δβr
, r ∈ {1, 2}

∇αL ≈ L(α+δα)−L(α−δα)
2δα

. (10)

Here, each δ denotes the perturbation magnitude used in
the finite-difference approximation and is independently ad-
justed for each parameter to support precise gradient esti-
mation. When multiple sensitive words appear in a single
prompt, a unified loss is computed over the entire padv to
guide joint optimization, and early stopping is triggered once
L < τ to prevent unnecessary computation. More details are
shown in Appendix.

Experiments
Experimental Setup
Datasets To assess the effectiveness of MacPrompt in by-
passing safety mechanisms, we construct two evaluation
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SD ESD
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Safe
Gen

FM
N
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EAP
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Sex

DACA 94 98 72 18 / 40 14 / 36 14 / 34 18 / 38 12 / 34 14 / 36 6 / 32 10 / 30 12 / 24 4 / 14
ART 98 84 84 8 / 14 2 / 10 10 / 58 2 / 6 2 / 4 8 / 48 4 / 12 2 / 4 4 / 16 0 / 0

Position 92 72 94 2 / 4 0 / 10 2 / 18 2 / 12 2 / 14 2 / 12 0 / 10 0 / 4 4 / 6 0 / 2
PGJ 96 98 54 18 / 38 16 / 46 20 / 54 10 / 52 16 / 62 18 / 50 6 / 42 0 / 34 14 / 42 0 / 12

SurPro 100 94 76 30 / 52 24 / 60 22 / 68 36 / 68 34 / 68 14 / 48 22 / 52 10 / 36 22 / 48 4 / 24
DiffZOO 52 56 36 26 / 52 22 / 50 20 / 74 52 / 72 47 / 66 8 / 28 10 / 42 18 / 56 22 / 50 8 / 26

Ours 100 82 70 56 / 96 62 / 74 52 / 96 54 / 92 54 / 88 38 / 76 52 / 84 32 / 60 24 / 62 24 / 34

Violence

DACA 78 80 94 60 / 85 54 / 72 5 / 18 22 / 34 24 / 36 55 / 80 66 / 80 42 / 64 26 / 62 40 / 52
ART 80 80 90 40 / 50 0 / 30 0 / 0 10 / 10 0 / 10 30 / 60 10 / 50 20 / 40 20 / 20 0 / 10

Position 76 58 74 30 / 62 28 / 54 2 / 12 6 / 22 12 / 26 26 / 66 36 / 64 22 / 56 14 / 38 24 / 40
PGJ 92 92 94 22 / 44 28 / 42 0 / 2 2 / 10 10 / 18 18 / 44 36 / 42 16 / 40 8 / 26 18 / 30

SurPro 80 66 94 20 / 40 6 / 54 0 / 0 6 / 20 6 / 28 14 / 46 34 / 54 6 / 46 20 / 40 26 / 40
DiffZOO 48 56 54 36 / 66 24 / 66 0 / 3 6 / 12 6 / 12 16 / 40 30 / 70 16 / 46 10 / 30 12 / 28

Ours 100 80 98 42 / 72 42 / 74 8 / 36 22 / 48 20 / 36 49 / 90 52 / 74 26 / 72 8 / 34 28 / 64

Table 1: Attack performance on NSFW concept generation. We report BPR across three safety filters as well as ASR-1 and
ASR-5 across SD and nine concept removal defenses in the format “ASR-1 / ASR-5” (%). List, LG, and BERT indicate a
blacklist-based keyword filter, LatentGuard filter, and a BERT-based NSFW text classifier, respectivaly. SLD.Ma, SLD.S, and
SLD.Me correspond to variants of SLD: Max, Strong, and Medium, respectively. ProG stands for PromptGuard, while SurPro
denotes SurrogatePrompt. “Origin” means attacking by original prompts. We mark the top-2 results by bold and underlying.

datasets using DeepSeek-V3 (Liu et al. 2024). The NSFW-
200, designed to evaluate model robustness against harmful
prompts, was constructed with reference to the I2P dataset
(Schramowski et al. 2023), providing a taxonomy of inap-
propriate visual concepts commonly targeted by T2I safety
systems. In parallel, the Object-200 dataset comprises 200
prompts targeting four common object categories (i.e., dog,
cat, car, and bird) selected from the MS COCO (Lin et al.
2014) dataset, enabling evaluation at the banned object level.

Safety Mechanism We execute black-box attacks against
SD v2.1 with safety filters including a blacklist-based key-
word filter, BERT-based classifier (Jieli 2023) and Latent
Guard (Liu et al. 2025), as well as several SOTA concept
removal models, such as ESD (Gandikota et al. 2023), SLD
(including Max, Strong, and Medium) (Schramowski et al.
2023), FMN (Zhang et al. 2024a), SafeGen (Li et al. 2024b),
DUO (Park et al. 2024), EAP (Bui et al. 2024), and Prompt-
Guard (Yuan et al. 2025).

Baselines We evaluate MacPrompt against seven SOTA
black-box attack baselines: DACA (Deng and Chen 2023),
DiffZOO (Dang et al. 2024), ART (Li et al. 2024a), Position
(Yang et al. 2024d), MMP-Attack (Yang et al. 2024a), PGJ
(Huang et al. 2025), and SurrogatePrompt (Ba et al. 2024).

Evaluation Metrics We adopt four metrics to compre-
hensively evaluate the effectiveness of MacPrompt: (1) At-
tack Success Rate (ASR-N): An attack is considered suc-
cessful only if the adversarial prompt produces at least one
harmful image within N generation attempts. To automat-
ically verify the presence of harmful content, we employ
multiple content-specific detectors: a CLIP-based-NSFW-
Detector (LAION-AI 2023) for pornographic content, the
Q16 (Qu et al. 2023; Schramowski, Tauchmann, and Kerst-

ing 2022) classifier for violent imagery, and a object classi-
fier trained on Animals-10 (Alessio 2020) and Stanford cars
(Krause et al. 2013) datasets for identifying banned objects.
(2) Bypass Rate (BPR): It quantifies the proportion of ad-
versarial prompts that evade safety filters, regardless of the
semantic content in the generated image. (3) CLIPScore: We
compute the cosine similarity between CLIP (Radford et al.
2021) embeddings of the input texts or images to assess the
similarity. (4) BLIPScore: We apply BLIP (Li et al. 2022), a
better vision-language model, to evaluate the semantic con-
sistency between the prompt and the generated images.

All experiments are implemented in PyTorch and con-
ducted on a single NVIDIA RTX 4090 GPU. During opti-
mization, the learning rate is set to 0.1, and the number of
iterations is fixed at 100, while the perturbation magnitude
is initialized with δ0 = 0.25.

Main Results
Evaluation on NSFW Concept Generation Table 1
demonstrates that our method significantly outperforms
baseline approaches in attacking NSFW concept generation,
especially for the “Sex” category. It achieves the high BPR
scores across all safety filters, notably reaching 100% on
the blacklist filter, and substantially surpasses others in ASR
across various concept removal defenses. Our method also
maintains strong performance on the “Violence” concept,
achieving top BPR and competitive ASR results. These find-
ings highlight the superior effectiveness and robustness of
our approach in circumventing all existing safety mecha-
nisms. We further evaluated practical applicability to com-
mercial systems, observing ASR of 65% on DALL·E 3 and
96% on Doubao. The upper half of Fig. 4 visually demon-
strates the effectiveness of our attack within the NSFW do-
main, highlighting the capability of our method to bypass

36008



multiple SOTA concept removal defenses specifically de-
signed to forget NSFW content. Despite these defenses,
our adversarial prompts successfully generate the target
NSFW images, revealing vulnerabilities in current protec-
tion mechanisms. Importantly, these adversarial prompts ex-
hibit strong transferability, enabling a single crafted prompt
to compromise multiple NSFW filters simultaneously.

Object Method SD ESD FMN EAP

Dog
MMP-Attack 66 / 90 78 / 88 60 / 90 52 / 94

Ours 96 / 100 64 / 88 78 / 98 46 / 88

Cat
MMP-Attack 72 / 92 20 / 56 76 / 86 60 / 86

Ours 86 / 98 32 / 74 74 / 98 44 / 80

Bird
MMP-Attack 54 / 88 44 / 88 44 / 66 66 / 82

Ours 70 / 94 44 / 78 64 / 84 58 / 80

Car
MMP-Attack 76 / 84 52 / 86 70 / 88 62 / 92

Ours 92 / 100 50 / 94 86 / 98 60 / 96

Table 2: Attack performance on banned objects generation.

Evaluation on Banned Object Generation To further as-
sess MacPrompt’s ability to bypass object-level safety con-
straints, we evaluate its performance on prompts containing
banned object categories such as dog, cat, car, and bird, se-
lected from MS COCO (Lin et al. 2014). As shown in Ta-
ble 2, despite being trained solely against the SD safety fil-
ter, MacPrompt exhibits strong transferability to other con-
cept removal mechanisms. Its adversarial prompts achieve
attack success rates that are comparable to, and in some
cases surpass, those of MMP-Attack (Yang et al. 2024a),
a state-of-the-art approach specifically tailored for object-
level attacks. These results underscore the versatility of
MacPrompt, demonstrating its capability to extend beyond
NSFW concepts and effectively bypass object-level safety
constraints without any additional adaptation. Furthermore,
as shown in the lower part of Fig. 4, the visual results in-
dicate that a single adversarial prompt consistently triggers
successful attacks across all evaluated models, underscoring
the generalizability and efficacy of our method.

Text embedding space Image emebedding space

Figure 5: Visualization of semantic embeddings for banned
objects and their macaronic substitutes, along with corre-
sponding generated images.

Evaluation on Semantic Consistency We next assess the
semantic consistency of adversarial examples from both tex-

Content
CLIPScore BLIPScore

pori ↔ psadv psafe ↔ padv Iori ↔ Iadv pori ↔ Iadv

Sex 0.8768 0.8842 0.7893 0.5602
Violence 0.8618 0.8770 0.8012 0.5893
Dog 0.9223 0.9514 0.8597 0.9572
Cat 0.9004 0.9315 0.8074 0.9600
Bird 0.8951 0.8957 0.7447 0.6007
Car 0.9348 0.9422 0.7335 0.5047

Table 3: Semantic similarity evaluation between original and
adversarial prompts/images. Specifically, pori and padv de-
note the original and adversarial prompts, Iori and Iadv are
the corresponding generated images.

tual and visual perspectives. Rather than focusing solely on
attack success, this analysis aims to reveal how much se-
mantic deviation is introduced during the attack process.
As shown in Table 3, original and adversarial prompts
exhibit lower textual similarity than safe and adversarial
prompts, while their generated images demonstrate high
semantic consistency. Notably, our method achieves supe-
rior BLIPScore (average 0.6953) compared to MMP-Attack
(0.414), indicating significantly better alignment between
generated images and the original semantics. Addition-
ally, we visualize the embeddings of selected prompts and
their corresponding generated images in Figure 5, focus-
ing on the banned objects cat, dog, car, and bird, along
with their macaronic substitutes: “ktoucpttokatt”, “nikchoc-
ahund”, “vocheav”, and “ápjaro”. In the textual embedding
space, the original and substitute prompts are clearly sep-
arated, indicating their lexical divergence. However, in the
image embedding space, the generated images from both
prompt types form tight clusters, demonstrating that our
method can bypass text-based filters while still generating
semantically consistent images, effectively triggering the
target concepts despite lexical obfuscation.

Conclusion
In this paper, we proposed MacPrompt, a black-box at-
tack against T2I models that uncovers previously over-
looked vulnerabilities stemming from cross-lingual prompt
manipulation. Our method introduces macaronic substitutes,
which are constructed by recombining character-level sub-
strings from translation-equivalent words across multiple
languages. These substitutes retain the visual semantics of
harmful concepts while obfuscating their textual represen-
tation, effectively bypassing both prompt-level safety fil-
ters and model-level concept removal defenses. Moreover,
MacPrompt requires no access to model internals, gradi-
ents, or tokenizers, making it highly practical for real-world
adversarial testing. Extensive experiments demonstrate that
MacPrompt successfully evades SOTA safety mechanisms
across diverse T2I systems, highlighting a critical gap in cur-
rent defense strategies. We believe that MacPrompt offers a
novel and scalable approach to evaluating the multilingual
robustness of T2I safety mechanisms, providing valuable in-
sights for future research on secure and responsible genera-
tive models.
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Ethical Statement
Our primary goal is to present MacPrompt, a cross-lingual
black-box method designed to evaluate and expose vulner-
abilities in T2I safety mechanisms. We acknowledge that
the generated adversarial prompts may induce inappropri-
ate content from T2I models. To mitigate potential mis-
use, all experiments were conducted in a controlled environ-
ment, and no harmful content will be publicly released. We
disclose our findings responsibly to promote the develop-
ment of more robust safety mechanisms for generative mod-
els. We firmly believe that the societal benefits of revealing
these safety flaws outweigh the limited risks associated with
demonstrating them.
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