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Abstract
Retrieval-Augmented Generation (RAG) systems enhance
Large Language Models (LLMs) by retrieving relevant docu-
ments from external corpora before generating responses. This
approach significantly expands LLM capabilities by lever-
aging vast, up-to-date external knowledge. However, this re-
liance on external knowledge makes RAG systems vulnerable
to corpus poisoning attacks that manipulate generated outputs
via poisoned document injection. Existing poisoning attack
strategies typically treat the retrieval and generation stages
as disjointed, limiting their effectiveness. We propose Joint-
GCG, the first framework to unify gradient-based attacks
across both retriever and generator models through three inno-
vations: (1) Cross-Vocabulary Projection for aligning embed-
ding spaces, (2) Gradient Tokenization Alignment for synchro-
nizing token-level gradient signals, and (3) Adaptive Weighted
Fusion for dynamically balancing attacking objectives. Eval-
uations demonstrate that Joint-GCG achieves at most 25%
and an average of 5% higher attack success rate than previous
methods across multiple retrievers and generators. While opti-
mized under a white-box assumption, the generated poisons
show unprecedented transferability to unseen models. Joint-
GCG’s innovative unification of gradient-based attacks across
retrieval and generation stages fundamentally reshapes our
understanding of vulnerabilities within RAG systems.

Code — https://github.com/NicerWang/Joint-GCG
Extended version — https://arxiv.org/abs/2506.06151

1 Introduction
Retrieval-Augmented Generation (RAG) systems (Lewis et al.
2020; Ram et al. 2023) have emerged as a powerful paradigm
for enhancing Large Language Models (LLMs). By coupling
a retriever, which fetches relevant documents from an ex-
ternal corpus based on a given query, and a generator that
synthesizes information to produce coherent and contextually
appropriate responses, RAG systems leverage vast, up-to-
date external knowledge. This architecture significantly im-
proves the performance of diverse AI applications—including
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Figure 1: Demonstration of RAG systems and RAG-
poisoning attacks. We provide an example of a successful
attack on RAG systems to induce a wrong answer in the ex-
tended version.

search engines (OpenAI 2024), chatbots (Vakayil et al. 2024;
Boulos and Dellavalle 2024), code assistants (Zhou et al.
2022; Nashid, Sintaha, and Mesbah 2023), and knowledge
bases (Siriwardhana et al. 2023; Meduri et al. 2024)—by en-
suring outputs are accurate and up-to-date (Fan et al. 2024).

However, this remarkable power comes with a critical vul-
nerability: reliance on external corpora introduces the risk
of corpus poisoning (Zou et al. 2024; Xue et al. 2024; Tan
et al. 2024; Cheng et al. 2024; Chaudhari et al. 2024). As
illustrated in Figure 1, corpus poisoning involves malicious
actors injecting crafted poisoned documents into the knowl-
edge base. If retrieved and processed, these poisoned docu-
ments can cause the RAG system to generate wrong answers,
harmful outputs, or biased opinions, thereby undermining
its reliability. Besides, the growing trend of RAG systems
employing open-source components is intended to facilitate
transparency, customization, and data leakage prevention.
However, this allows attackers to study and replicate sys-
tem architectures meticulously, making RAG systems more
susceptible to corpus poisoning attacks.

The objective of corpus poisoning is to introduce poisoned
documents into the corpus and ensure they can be retrieved by
targeted queries. More importantly, the attacker must manip-
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ulate the subsequent generation process to ensure the model
produces erroneous outputs based on the poisoned informa-
tion. Thus, the effectiveness of an attack depends on both the
retrieval of the poisoned document and the document’s ability
to steer the generated response of the generator. Crucially,
attackers aim to achieve this influence for stealth and prac-
ticality by injecting as few poisoned documents as possible,
which is essential for evading detection.

Existing attack strategies, as detailed in the extended ver-
sion, often adopt a fragmented approach, treating the retrieval
and generation stages as disjoint optimization problems. For
instance, Phantom (Chaudhari et al. 2024) and LIAR (Tan
et al. 2024) tackle the retriever and generator objectives inde-
pendently and sequentially. Such methods can be suboptimal,
as they overlook the synergistic effects that could be achieved
by simultaneously optimizing for both components, poten-
tially limiting the overall efficacy of the poisoning attack.

To address this limitation, we propose Joint-GCG, a novel
framework that, for the first time, unifies the attack surface
by jointly optimizing gradients and losses across both the
retriever and the generator. Joint-GCG overcomes the tech-
nical hurdles of joint optimization, including mismatched
vocabularies and differing tokenization schemes between
models, through three key innovations: (1) Cross-Vocabulary
Projection (CVP), which aligns vocabulary embeddings; (2)
Gradient Tokenization Alignment (GTA), which synchronizes
token-level gradient signals; and (3) Adaptive Weighted Fu-
sion (AWF), which dynamically balances the influence of
retrieval and generation objectives. These innovative mecha-
nisms work together to form a highly effective attack strategy,
showcasing the power of joint optimization in RAG poison-
ing.

Our key contributions are:

• Problem Modeling Innovation: We identify the limita-
tions of existing disjointed attack strategies and highlight
the critical need for joint optimization of retrieval and gen-
eration in RAG poisoning. We are the first to emphasize
the synergistic potential of unified optimization for sig-
nificantly enhanced attack efficacy, shifting the paradigm
from independent component attacks to a holistic system-
level approach.

• Novel Joint Optimization Framework: We propose
Joint-GCG, a novel framework that effectively addresses
the challenges of joint optimization in RAG poisoning,
enabling more effective and accurately guided corpus poi-
soning by orchestrating a synergistic attack across the
retrieval and generation stages.

• Systematic Evaluation: We demonstrate Joint-GCG’s su-
periority over state-of-the-art methods with at most 25%
and an average of 5% higher attack success rate on av-
erage, achieves significant cross-retriever transferability
as well as notable cross-generator transferability (achiev-
ing at most 57% ASR on unseen models), and showcase
its applicability in batch poisoning and synthetic corpus
scenarios, amplifying the vulnerability of RAG systems.

2 Threat Model
Our threat model accounts for the capabilities and knowledge
assumed by the attacker when crafting poisons for RAG sys-
tems using Joint-GCG. It is designed to facilitate a thorough
investigation of potential vulnerabilities, particularly those
arising from the joint optimization of retriever and generator
components.

White-box Retriever and Generator Access: We assume
the attacker has full white-box access to both the retriever
and the generator models. This comprehensive accessibility
means the attacker possesses knowledge of model architec-
tures, including all layers and configurations, has access to
all model parameters, and can compute gradients of any loss
function concerning model inputs (i.e., the optimizable poi-
son sequence).

This white-box assumption is increasingly pertinent given
the proliferation of open-source RAG components (retrievers
and LLMs) that attackers can replicate or directly access,
making systems built with these components vulnerable to
this level of scrutiny.

Furthermore, understanding system vulnerabilities under
complete information is often a prerequisite for developing
robust defenses, and insights from white-box attacks can also
guide the creation of more practical gray-box or black-box
attack strategies.

Finally, this approach is consistent with methodologies in
several contemporary RAG poisoning research works (e.g.,
LIAR (Tan et al. 2024), Phantom (Chaudhari et al. 2024)),
which also operate under white-box assumptions for both
components, establishing this as a standard paradigm for in-
depth analysis in this research area. The strong poison trans-
ferability demonstrated in our experiments reveals a practical
path for relaxing this white-box assumption during attack
deployment. An attacker can leverage Joint-GCG in a white-
box setting using a powerful, locally hosted surrogate model
that mimics the target’s possible architecture. The resulting
poison can then be utilized to attack the target system, even
if the components are different or entirely black-box. Our
results show that poisons optimized on one generator can
successfully attack others. Similarly, poisons demonstrate
high transferability across different retriever architectures.
This surrogate model approach transforms the attack into a
gray-box scenario, where the attacker only needs to inject the
pre-crafted document into the target corpus without internal
access to the production models.

Gray-box Corpus Access: We assume the attacker has
limited, or gray-box, access to the retrieval corpus. In our
experiments, the attacker can inject a small, fixed number of
poisoned documents into the corpus, typically one poisoned
document per target query to ensure stealth, but cannot mod-
ify or delete existing legitimate documents. Our Adaptive
Weighted Fusion (AWF) module calculates a stability metric
by analyzing the top-k documents retrieved for a query. Given
that RAG systems often cite their sources, effectively making
the top retrieved documents accessible, we find it realistic for
the attacker to observe these results during the optimization
phase. We also explore scenarios using synthetic corpora to
mitigate this specific observation requirement. This gray-box
corpus access reflects realistic scenarios such as decentral-
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ized knowledge bases, wikis, or systems that index publicly
editable web content, where attackers can introduce mali-
cious content but do not have control over the entire corpus.
The constraint on the number of injected documents reflects
the practical need for stealth, as injecting a large volume of
suspicious documents would likely be detected.

This comprehensive threat model enables Joint-GCG to
examine the intricate relationships between the retriever and
generator during a poisoning attack, offering in-depth insights
into the security posture of modern RAG systems.

3 Methodology: Joint-GCG Framework
To address the limitations in disjointed RAG poisoning at-
tacks, we propose Joint-GCG, a novel framework designed
to unify the attack process by simultaneously targeting both
the retriever and the generator.

Inspired by the success of Greedy Coordinate Gradient
(GCG) techniques (Zou et al. 2023) in manipulating generator
outputs through gradient-guided input optimization, Joint-
GCG conceptualizes the RAG system as a single, integrated
target for the poisoning attack, as illustrated in Figure 2. It
adapts the iterative GCG process to optimize for a joint objec-
tive that harmonizes two distinct attack vectors: manipulating
the generator’s output and ensuring the poisoned document
is retrieved.

To achieve this, we first define Joint Optimization Ob-
jective. This objective is minimized using an iterative opti-
mization loop, which is similar to GCG. The primary chal-
lenge lies in combining gradients and losses from two ar-
chitecturally disparate models. Joint-GCG addresses this
through three key innovations: (1) Cross-Vocabulary Projec-
tion (CVP), which aligns the embedding spaces of disparate
vocabularies; (2) Gradient Tokenization Alignment (GTA),
which synchronizes token-level gradient signals across differ-
ent tokenization outputs; and (3) Adaptive Weighted Fusion
(AWF), which dynamically balances the attacking objectives
for the retriever and generator.

3.1 The Joint Optimization Objective
As demonstrated in Figure 3, the attack is framed as an op-
timization problem to find an optimal adversarial sequence
Sadv that, when injected into a document to form a poisoned
document dp, minimizes a joint loss function Ljoint for a given
target query Q.

min
Sadv

Ljoint(Sadv;Q) = (1− α) · Lgen + α · Lret (1)

The weighting parameter α ∈ [0, 1] is determined dynami-
cally by AWF introduced in Section 3.2 to balance these two
objectives.

Let Dret = TopKdi∈D(E(Q), E(di)) be the set of Top-
K documents retrieved from the corpus D for the query Q,
based on retriever model E. Our loss function is defined as:

Ljoint = (1− α) · I(dp ∈ Dret) · Lgen + α · Lret (2)

I(·) is an indicator function, which is 1 if dp is success-
fully retrieved into the Top-K context, and 0 otherwise. This

formulation ensures that the generation loss is only consid-
ered when the poisoned document can actually influence the
generator. The two loss functions are defined as:

• Retrieval Loss (Lret). To ensure dp is retrieved, we maxi-
mize its cosine similarity with the query Q by minimizing
its negative value.

Lret = −sim(Q, dp) = − E(Q) · E(dp)

∥E(Q)∥∥E(dp)∥
(3)

• Generation Loss (Lgen). To guide the generator towards a
target answer T , we use the cross-entropy loss to measure
the difficulty of generating T given the actual retrieved
context Dretrieved.

Lgen = − logP (T |Q,Dret; θgen) (4)

3.2 The Joint-GCG Attack Loop
The entire Joint-GCG attack loop is designed to find a Sadv
that minimizes Ljoint. We now detail how each step of GCG
algorithm is adapted for our joint attack task.

Step 1: Joint Gradient Computation and Fusion The first
step is to compute the gradient of Ljoint with respect to the
input tokens, which requires computing the gradients from
the generator (∇Lgen) and the retriever (∇Lret). However,
these raw gradients are incompatible due to differences in
model vocabularies and tokenization schemes.

To resolve this, we employ Cross-Vocabulary Projection
and Gradient Tokenization Alignment:

Cross-Vocabulary Projection (CVP): Bridging Vocabu-
lary Discrepancies Typically, the retriever’s vocabulary
differs from the generator’s vocabulary due to their distinct
training process. CVP addresses this gap by utilizing a com-
bination of the generator tokens to represent the retriever
tokens in the embedding space.

Let Ngen, Vgen represent the token number of Sadv and the
vocabulary size for the generator, and Nret, Vret for the re-
triever. During the attack process, we compute gradient ma-
trices ∇Lgen ∈ RNgen×Vgen and ∇Lret ∈ RNret×Vret .

Directly obtaining a high-dimensional linear transforma-
tion matrix W ∈ RVret×Vgen using generator tokens to rep-
resent retriever tokens is rendered infeasible by both the
ill-posed nature of constructing a sufficient system of equa-
tions and the substantial computational demands. Instead,
CVP adopts a more tractable approach by focusing on map-
ping individual token embeddings. Let Egen ∈ RVgen×Dgen

and Eret ∈ RVret×Dret represent the embedding layer matri-
ces of the generator and the retriever, respectively, where D
denotes the embedding dimension. For each retriever token
embedding y ∈ RDret , our objective is to find a representation
x ∈ RVgen such that it acts as a linear combination with the
generator tokens when transformed by a learned embedding
mapping function f , closely approximates y:

f(xEgen) = y (5)

Here, f : RDgen → RDret represents a mapping function be-
tween the two embedding spaces. We use the encoder of a
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Figure 2: The optimizing process of the Joint-GCG framework, compared to regular GCG.

Figure 3: The Sadv pattern for constructing the poisoned cor-
pus.

trained autoencoder to serve as the mapping function f , by
applying f to the generator’s embeddings, we can then con-
struct and solve a system of linear equations to obtain the
final projection matrix enabling W ∈ RVret×Vgen , via concate-
nating all solved x. And then W is used for transforming
∇Lret into ∇L′

ret ∈ RNret×Vgen . Detailed architectural specifi-
cations of the autoencoder, training procedures, and analysis
of CVP are provided in the extended version.

Gradient Tokenization Alignment (GTA) After CVP, an-
other critical challenge arises from differing tokenization
schemes. Retrievers and generators often employ distinct tok-
enizers, resulting in differences in how Sadv is segmented into
tokens. To address this, we propose GTA, a module designed
to synchronize gradient signals at a finer, tokenizer-agnostic
granularity.

To achieve tokenization alignment, GTA employs
character-level gradients as an intermediary. Retriever to-
ken gradients ∇L′

ret are decomposed and assigned to their
constituent characters, recognizing characters as a more fun-
damental and tokenization-agnostic text unit. Subsequently,
to obtain token-level gradients for the retriever, we average
the gradients of the characters within each token. This averag-
ing method robustly consolidates character-level information
back into the generator’s token space while mitigating poten-
tial noise from the decomposition process.

Through the GTA process, we obtain a transformed re-
triever gradient matrix ∇L′′

gen ∈ RNgen×Vgen . Crucially, ∇L′′
gen

is now aligned with the generator’s gradient matrix ∇Lgen in
both sequence length and vocabulary dimensions, enabling
a meaningful and direct fusion of gradient information from

the retriever and the generator for joint optimization.

Adaptive Weighted Fusion (AWF): Fusing the Gradients
With ∇Lgen and ∇L′′

gen now aligned in all dimensions, the
final critical step is determining how to combine these gra-
dient matrices to achieve joint optimization effectively. We
propose AWF, a module that dynamically adjusts the rela-
tive contribution of each gradient matrix during the attack
process. This adaptive weighting mechanism is essential be-
cause the optimal balance between prioritizing retrieval and
generation objectives can vary significantly depending on the
specific attack scenario, the RAG system settings, and the
characteristics of the target query and the corpus.

As shown in the extended version, we observed that poi-
soned documents retrieved at higher ranks are generally more
influential in shaping the generator’s response. To optimize
attack performance, it is desirable to position the poisoned
document as high as possible in the retrieval ranking while
ensuring a sufficient margin from other documents to mitigate
potential rank fluctuations during subsequent attack steps.

AWF introduces a stability metric P , quantifying the ro-
bustness of the poisoned document’s retrieval rank:

P =
sim(dp, Q)− sim(d0, Q)

Davg
(6)

where sim(dp, Q) and sim(d0, Q) are the similarity scores
of the query Q with the poisoned document dp and the benign
document with the highest rank, respectively, Davg is the
average similarity score difference between consecutive Top-
K documents, defined as below:

Davg =
1

k − 1

k−1∑
i

sim(di, Q)− sim(di+1, Q) (7)

The adaptive weighting parameter α is then dynamically
determined based on P using a Sigmoid function:

α = 1− σ(P ) = 1− 1

1 + e−P
(8)

The Sigmoid function, σ(·), ensures that α remains bounded
within the range [0, 1], controlling the weight of the retriever
during the joint optimization.
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This dynamic adjustment mechanism empowers Joint-
GCG to adaptively balance the optimization of retrieval and
generation objectives, resulting in more potent and robust
poisoning attacks across diverse situations.

Step 2: Candidate Set Generation And Re-evaluation
Using the joint gradient ∇Ljoint, we identify the most promis-
ing token substitutions. For each position in the adversarial
sequence Sadv, we search for the Top-N tokens from the
vocabulary that would most likely decrease Ljoint. Then we
randomly select M positions to perform the replacement and
generate a set of candidate sequences S′

adv. For each set in the
set, we perform a forward pass involving recalculating both
Lgen and Lret, then calculate Ljoint for all candidates using
Equation 2.

Step 3: Greedy Selection and Update Finally, we per-
form a greedy selection. From all evaluated candidates, we
choose the one that yields the lowest Ljoint and update Sadv
accordingly for the next iteration.

S
(t+1)
adv = argmin

S′
adv∈Candidates

Ljoint(S
′
adv) (9)

After multiple optimization iterations, we can achieve the
Joint Optimization Objective in Eq 1, and simultaneously
ensure the poisoned document is retrieved and the generator’s
output is manipulated.

4 Experiments
4.1 Experimental Setup
Joint-GCG’s effectiveness was rigorously assessed against
state-of-the-art baselines (PoisonedRAG with GCG (Zou
et al. 2023), LIAR (Tan et al. 2024), Phantom (Chaudhari
et al. 2024)) across diverse conditions, including targeted and
batch (see the extended version) query poisoning, ablation
studies, synthetic corpora, and black-box transferability.

Datasets And Models Evaluations utilized three
open-domain Question-Answering (QA) datasets: MS
MARCO (Nguyen et al. 2016), Natural Questions
(NQ) (Kwiatkowski et al. 2019), and HotpotQA (Yang
et al. 2018). The synthetic corpus (GPT-4o-mini generated)
simulated retrieval for AWF calculations for the Synthetic
Corpus experiment. Two dense retrieval models, Con-
triever (Izacard et al. 2021) and BGE (Xiao et al. 2024),
along with two LLM generators, Llama3-8B (Dubey et al.
2024) and Qwen2-7B (Yang et al. 2024), were used.

Metrics We use the following metrics to evaluate the effec-
tiveness of the poisoning attacks:

• Retrieval Attack Success Rate (ASRret): The percent-
age of target queries for which the poisoned document is
retrieved within the top-k results.

• Generation Attack Success Rate (ASRgen): The per-
centage of target queries for which the LLM generates the
desired target output, i.e., the generated output contains
the target. We use this approach to align with Poisone-
dRAG (Zou et al. 2024), as it shows negligible differences
from human evaluation.

• Position of Poisoned Document (Posp): The average
rank (1 ≤ Posp ≤ k) of the poisoned document in the re-
trieval results for the target queries. Lower values indicate
a stronger positioning of the poisoned document.

Experiments were repeated three times. In experiments
comparing Joint-GCG to PoisonedRAG with GCG and LIAR,
we set the length of Sadv to 32 tokens and the optimization it-
erations to 64. We employed a variant of GCG, MCG (Chaud-
hari et al. 2024), to enhance the attack efficiency and utilized
its default hyperparameter. We expressly set the candidate
numbers of each step to 128 and token positions N to 16,
used ASCII-character-only tokens for attacks, and configured
the optimization target to the incorrect answer. For the LIAR
method, we used a 1:1 ratio for the Sadv length (16 tokens
each for the retriever and generator) and optimization itera-
tions (8 steps each for the retriever and generator), attacking
the retriever first, followed by the generator.

4.2 Experiment Results
Targeted Query Poisoning: Baseline Comparison Joint-
GCG consistently outperforms GCG and LIAR in targeted
query poisoning, achieving higher ASRret and ASRgen
across diverse settings (Table 1). Joint-GCG maintains near-
perfect ASRret (100%) for Llama3 and Qwen2 across all
datasets, significantly surpassing baselines in generation at-
tacks, particularly on NQ and HotpotQA. For instance, Joint-
GCG yields up to 99.0% ASRgen for Llama3 and 95.8% for
Qwen2 on HotpotQA, outperforming GCG and LIAR by
several percentage points. To isolate the impact of the opti-
mization process itself, we also calculated the ASR on the
subset of queries where a simple, unoptimized poison initially
failed. The results shown in parentheses in Table 1 highlight
the significant gains achieved by our method. Figure 4 further
illustrates Joint-GCG’s superior efficacy, achieving compara-
ble or higher ASRgen with significantly fewer optimization
steps, underscoring its enhanced efficiency and effectiveness.
This performance gain stems from Joint-GCG’s integrated
approach, preventing retrieval degradation and ensuring con-
sistent poisoning efficacy.

Also, Joint-GCG has better efficacy (i.e., achieves higher
ASRgen at fewer optimization steps). Figure 4 visually con-
firms Joint-GCG’s superior efficacy, demonstrating that it
reaches comparable or higher ASRgen than GCG and LIAR
while requiring significantly fewer optimization steps. This
faster convergence underscores Joint-GCG’s enhanced effi-
ciency and effectiveness in targeted query poisoning attacks.

Joint-GCG’s performance gains stem from its innovative
approach of integrating the retriever and generator gradients.
This effectively prevents retrieval degradation and ensures
the efficacy and success of poisoning throughout the opti-
mization process. The consistently higher index ranking of
the poisoned corpus highlights Joint-GCG’s strengths as a
leading method for targeted query poisoning, especially in ad-
versarial contexts where high document rankings are essential
for effective generator manipulation.

Ablation Study An ablation study analyzed the contribu-
tion of Joint-GCG’s core components (Table 2). Removing

35797



Retriever Metrics Dataset MS MARCO NQ HotpotQA
Attack / LLM Llama3 Qwen2 Llama3 Qwen2 Llama3 Qwen2

Contriever

ASRret

GCG 96.00% 95.67% 72.00% 72.00% 94.33% 97.00%
LIAR 100.00% 100.00% 93.33% 96.33% 99.00% 100.00%

Joint-GCG 100.00% 100.00% 99.00% 99.00% 100.00% 100.00%

ASRgen

GCG 90.0% (76.7%) 91.0% (80.0%) 72.0% (41.5%) 70.0% (39.0%) 90.3% (76.7%) 97.0% (87.5%)
LIAR 89.0% (74.4%) 95.3% (88.9%) 89.0% (73.2%) 86.0% (68.3%) 92.0% (81.4%) 98.0% (91.7%)

Joint-GCG 94.0% (86.0%) 96.3% (91.1%) 92.0% (82.9%) 95.0% (87.8%) 97.3% (93.0%) 99.0% (95.8%)
w/o optimize 51.0% 49.0% 50.0% 34.0% 59.0% 60.0%

Posp ↓
GCG 1.36 1.43 2.59 2.56 1.46 1.2
LIAR 1.13 1.08 1.52 1.43 1.14 1.06

Joint-GCG 1.01 1.05 1.25 1.22 1.04 1.01

BGE

ASRret

GCG 74.00% 73.30% 96.00% 98.67% 100.00% 100.00%
LIAR 99.00% 97.30% 100.00% 100.00% 100.00% 100.00%

Joint-GCG 99.00% 99.00% 100.00% 100.00% 100.00% 100.00%

ASRgen

GCG 68.0% (60.7%) 67.0% (57.1%) 93.0% (89.1%) 97.0% (95.5%) 98.0% (95.9%) 99.0% (97.4%)
LIAR 83.7% (78.6%) 92.0% (85.7%) 89.3% (80.0%) 93.0% (86.4%) 93.7% (85.7%) 96.0% (89.5%)

Joint-GCG 87.0% (85.7%) 92.0% (85.7%) 93.0% (87.3%) 97.7% (95.5%) 99.0% (98.0%) 99.0% (97.4%)
w/o optimize 31.0% 27.0% 39.0% 31.0% 46.0% 46.0%

Posp ↓
GCG 2.87 3.02 1.36 1.23 1.04 1.01
LIAR 1.5 1.69 1.04 1.07 1.01 1.01

Joint-GCG 1.38 1.47 1.06 1.07 1.01 1.01

Table 1: ASR and mean posp of GCG, LIAR, and Joint-GCG at 64 optimization steps. Parenthetical values show ASRgen on
queries where unoptimized attacks failed.

Figure 4: ASRgen of GCG, LIAR, and Joint-GCG at various
optimization steps.

Cross-Vocabulary Projection (CVP) and Gradient Tokeniza-
tion Alignment (GTA) resulted in a modest but consistent 2%
average decrease in ASRgen, indicating their role in enhanc-
ing attack potency by enabling proper gradient fusion. More
significantly, the removal of the retriever-side loss (Lret) led
to a pronounced decrease in ASRgen across all datasets and
generators (e.g., a 3-5% drop on MS MARCO), underscoring
its crucial role in guiding optimization towards potent poi-
soned documents. Furthermore, Adaptive Weighted Fusion

Dataset Settings Llama3 Qwen2

MS MARCO

Full Joint-GCG 94.00% 96.33%
w/o CVP + GTA 93.33% 96.00%

w/o Lret 91.00% 92.33%
Base (GCG) 90.00% 91.00%

NQ

Full Joint-GCG 92.00% 95.00%
w/o CVP + GTA 91.00% 93.00%

w/o Lret 86.67% 94.00%
Base (GCG) 72.00% 70.00%

HotpotQA

Full Joint-GCG 97.33% 99.00%
w/o CVP + GTA 95.00% 99.00%

w/o Lret 91.33% 98.67%
Base (GCG) 90.00% 97.00%

Table 2: ASRgen with CVP and GTA removed and ASRgen
with Lgen only across datasets and generators, using Con-
triever as the retriever.

(AWF) consistently demonstrated superior or comparable
performance to all fixed retrieval-generation gradient weights
(Figure 5), highlighting its effectiveness in dynamically bal-
ancing retriever and generator optimization.

Synthetic Corpus: Removing Top-k Retrieval Dependency
Joint-GCG’s practicality was assessed by using a synthetic
corpus to simulate retrieval, eliminating dependency on real-
world top-k results (Table 3). While some performance vari-
ance exists compared to real corpus data, ASRgen using syn-
thetic data remains commendable (e.g., 62% for Contriever/L-
lama3), demonstrating a solid attack capability in restricted
settings.

Evaluating Poison Generalization We evaluated the gen-
eralization of Joint-GCG’s poisons, which is critical for as-
sessing real-world threats.
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Figure 5: ASR of Joint-GCG with various fixed weights
and AWF, using Contriver as the retriever and Llama3 as the
generator.

Cross-Generator Transferability Joint-GCG also exhib-
ited consistent cross-generator transferability (Figure 6) with
the BGE retriever, on the MS MARCO dataset. Poisons op-
timized for Llama3 achieved 41% ASRgen on Qwen2, and
vice versa. While LIAR showed similar transfer from Qwen2
to Llama3 (41%), it was slightly less from Llama3 to Qwen2
(35%). Notably, Joint-GCG’s optimization-driven transfer-
ability extended to black-box commercial LLMs like GPT-4o,
showing a noticeable 2% increase in attack success compared
to non-optimized poisons, a phenomenon unseen in prior
methods. These findings highlight that RAG systems face a
broader, more generalized attack surface, as attackers can en-
hance cross-generator poison transferability through targeted
optimization on readily available surrogate models.

Cross-Retriever Transferability As shown in Figure 7,
poisons optimized by Joint-GCG demonstrated high cross-
retriever transferability, achieving 96% ASRret from BGE
to Contriever and 87% ASRret from Contriever to BGE.
This strong, bidirectional performance is highly competitive
with LIAR (which achieved 94% and 86% in the same re-
spective transfer scenarios) and PoisonedRAG + GCG (97%
and 84%). Unlike the PoisonedRAG + GCG baseline which
failed to achieve perfect retrieval (showing 95% and 73%
ASRret), Joint-GCG attained a 100% ASRret in its direct
attacks, matching LIAR. This combination of perfect direct
efficacy and strong transferability underscores the robustness
and practical threat of Joint-GCG’s poisons.

Retriever Metrics Settings Llama3 Qwen2

Contriever

ASRret

Real 100.00% 100.00%
Synthetic 100.00% 100.00%

w/o optimize 98.00% 98.00%

ASRgen

Real 94.00% 96.33%
Synthetic 62.00% 58.00%

w/o optimize 51.00% 49.00%

BGE

ASRret

Real 99.00% 99.00%
Synthetic 89.33% 84.00%

w/o optimize 70.00% 70.00%

ASRgen

Real 87.00% 92.00%
Synthetic 41.00% 36.67%

w/o optimize 31.00% 27.00%

Table 3: ASRs on MS MARCO dataset with real top-k re-
trieval and synthetic corpus-based AWF.

5 Conclusion
We present Joint-GCG, a framework that elevates RAG poi-
soning via unified retrieval-generation gradient-based opti-
mization. By harmonizing retrieval and generation objectives
through Cross-Vocabulary Projection, Gradient Tokenization
Alignment, and Adaptive Weighted Fusion, Joint-GCG over-
comes the disjointed nature of prior attacks. Our framework
consistently outperformed prior art, delivering substantial
gains in attack success rates—up to 25% in certain scenar-
ios—and demonstrating superior efficiency. Ablations con-
firm the role of each component, while synthetic corpus tests
and poison generalization experiments demonstrate the broad
applicability. The framework’s potency in batch poisoning
further underscores its practical threat. Joint-GCG provides
a robust framework for understanding and mitigating the
evolving threat landscape of RAG-based applications.

Figure 6: ASRgen on various victim generators, ‘None’ as
surrogate model represents the unoptimized initial samples.

Figure 7: ASRret on various victim retrievers with Llama3
generator, on MS MARCO.
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Ethical Statement
The Joint-GCG framework, while advancing the understand-
ing of RAG system vulnerabilities to improve security,
presents potential misuse risks. We have prioritized respon-
sible disclosure, striking a balance between scientific trans-
parency and these concerns. Our research, conducted on con-
trolled datasets and non-production systems, aims to proac-
tively identify vulnerabilities, motivating the development
of robust defenses and encouraging the design of security-
first RAG systems. We strongly advocate for using these
findings for security research and system improvement, not
exploitation. Organizations deploying RAG systems should
implement comprehensive security measures, including reg-
ular audits, content filtering, and continuous monitoring, as
understanding these vulnerabilities is crucial to building more
secure AI applications.
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