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Abstract

Accurate jailbreak evaluation is critical for LLM red team
testing and jailbreak research. Mainstream methods rely
on binary classification (string matching, toxic text classi-
fiers, and LLM-based methods), outputting only “yes/no”
labels without quantifying harm severity. Emerged multi-
dimensional frameworks (e.g., Security Violation, Relative
Truthfulness and Informativeness) use unified evaluation
standards across scenarios, leading to scenario-specific mis-
matches (e.g., “Relative Truthfulness” is irrelevant to “hate
speech”), undermining evaluation accuracy. To address these,
we propose ScenelailEval, with key contributions: (1) A
pioneering scenario-adaptive multi-dimensional framework
for jailbreak evaluation, overcoming the critical “one-size-
fits-all” limitation of existing multi-dimensional methods,
and boasting robust extensibility to seamlessly adapt to cus-
tomized or emerging scenarios. (2) A novel 14-scenario
dataset featuring rich jailbreak variants and regional cases,
addressing the long-standing gap in high-quality, comprehen-
sive benchmarks for scenario-adaptive evaluation. (3) Scene-
JailEval delivers state-of-the-art performance with an F1
score of 0.917 on our full-scenario dataset (+6% over SOTA)
and 0.995 on JBB (+3% over SOTA), breaking through the
accuracy bottleneck of existing evaluation methods in hetero-
geneous scenarios and solidifying its superiority.

Code — https://github.com/FutureSJTU/SceneJailEval

Introduction

Jailbreak attacks exploit carefully crafted instructions to
subvert large language models (LLMs), coercing them into
generating harmful or prohibited content that breaches their
safety constraints (Zou et al. 2023; Yuan et al. 2024; Zhang
et al. 2024a). Despite growing attention to this threat, the
field faces a significant gap: the lack of a standardized and
robust evaluation framework for assessing the efficacy and
impact of such attacks. Current approaches are fragmented,
with studies employing disparate evaluation methodologies
that often yield inconsistent metrics—such as attack success
rates (ASR)—even when applied to the same datasets and
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victim LLMs (Huang et al. 2025). This fragmentation im-
pedes meaningful comparisons across jailbreak methods and
slows down progress in understanding and mitigating jail-
break vulnerabilities. Establishing a scientifically rigorous
and unified evaluation framework is therefore essential to
advance research on jailbreak attacks and defenses, while
ensuring comprehensive security evaluation of LLMs.

Contemporary mainstream approaches for jailbreak eval-
uation predominantly rely on binary classification and fall
into three primary categories: (1) String matching-based
methods employing predefined sensitive word lists (Lapid,
Langberg, and Sipper 2023; Liu et al. 2023a; Zhang et al.
2024b; Zou et al. 2023); (2) Toxic text classifier-based meth-
ods using pre-trained models (e.g., BERT) for binary judg-
ment (Huang et al. 2023; Liu et al. 2024b; Qiu et al. 2023;
Xiao et al. 2024); and (3) LLM-based evaluators utilizing
advanced models like GPT-4 (Zheng et al. 2023; Banerjee
et al. 2025; Liu et al. 2023b). While these methods can
efficiently flag jailbreak instances, they are limited to bi-
nary outcomes and fail to capture nuanced differences in the
severity or potential impact of jailbroken content.

Recent research has begun to address these shortcom-
ings by introducing multi-dimensional evaluation frame-
works. Cai et al. proposed the use of “Security Violation”,
“Informativeness”, and ‘“Relative Truthfulness” (Cai et al.
2024) ; StrongREJECT evaluated content based on “Rejec-
tion Clarity”, “Specificity” and “Credibility” (Souly et al.
2024); and AttackEval introduced a four-level scoring sys-
tem (Shu et al. 2025). Despite these advances in systematiza-
tion, existing frameworks typically apply uniform evaluation
criteria across all scenarios, overlooking important context-
dependent differences. For example, dimensions like “Rel-
ative Truthfulness” are appropriate for evaluating “violent
crime” but are less relevant for “hate speech” cases. Fur-
thermore, the fact that the relative importance of evalua-
tion dimensions can vary significantly across scenarios (e.g.,
“Informativeness” is more critical for “sexual content” than
“Relative Truthfulness”), leading to inaccurate harm quan-
tification.

To bridge these gaps, we propose ScenelailEval, a novel
and scenario-adaptive evaluation framework for LLM jail-
break detection and harm quantification. Drawing on an ex-
tensive survey of literature, relevant regulations, and insti-



tutional guidelines, we systematically and comprehensively
define 14 jailbreak scenarios and 10 evaluation dimensions
derived from jailbreak practices, cybersecurity theories, and
scenario requirements. Additionally, to accommodate the
customized or emerging compliance needs of different or-
ganizations, the framework supports extensibility for both
scenarios and dimensions, enabling tailored adjustments to
align with specific institutional requirements and dynamic
adaptation to emerging, previously unforeseen scenarios.
SceneJailEval dynamically selects appropriate dimensions
for each scenario, with differentiated scoring criteria Dimen-
sions are dynamically selected per scenario with differenti-
ated scoring criteria (e.g., distinct “Severity” standards for
“violent crime” vs. “sexual content”). Dimension weights
for each scenario are calculated via the Delphi method
and Analytic Hierarchy Process (AHP), enabling scenario-
adaptive evaluation and comprehensive harm quantification
through weighted scoring. Our main contributions are as fol-
low:

1. Scenario-Adaptive Evaluation Framework. SceneJail-
Eval revolutionizes scenario adaptability by eliminating
the “one-size-fits-all” constraints of existing methods,
boasting robust extensibility to seamlessly support cus-
tomized or emerging scenarios for diverse institutional

compliance needs.

. Novel Benchmark Dataset. We introduce a ground-
breaking dataset spanning 14 scenarios, featuring diverse
jailbreak-enhanced variants and region-specific cases,
with annotations grounded in scenario-adaptive explicit
rules—filling a critical gap in high-quality, comprehen-
sive benchmarks for jailbreak evaluation.

. State-of-the-Art Performance. SceneJailEval delivers
exceptional state-of-the-art results, achieving an F1 score
of 0.917 on our full-scenario dataset (a 6% leap over
SOTA) and 0.995 on the open-source JBB dataset (a 3%
gain over SOTA), shattering the accuracy bottleneck of
existing methods in heterogeneous scenarios.

Background and Preliminary
LLM Jailbreak and Its Evaluation

Definition 1 (Jailbreak Attack). A jailbreak attack entails
crafting adversarial inputs ¢ to induce model responses r
that violate safety constraints, thereby bypassing guardrails.
Formally, such an attack aims to find ¢ that maximizes the
probability of a successful jailbreak—where success is de-
fined as J(g,7) = 1:

q=argmax P (J(q,7) =1) (1
q

Definition 2 (Jailbreak Evaluation). Jailbreak evaluation
refers to the process of evaluating whether a user input-
response pair (q,r) constitutes a jailbreak and quantifying
the harmfulness of potential violations. This evaluation em-
ploys two core metrics:jailbreak status J(q,r) € {0,1},
where J(g,7) = 1 indicates that response r to input ¢ con-
stitutes a jailbreak and O otherwise; and harm score H (g, ),
which measures the severity of the violation as

H(q,r) = F(q,7m;Q)

@
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with F(-; Q) denoting an evaluation function (parameterized
by (2, e.g., safety criteria) that aggregates features of q and .

Ranking Based on Delphi Method

The Delphi-based ranking is a consensus-driven group de-
cision method that prioritizes objects via iterative expert
consultations (Dalkey and Helmer 1963). It involves se-
lecting domain-relevant experts to rank predefined objects
through multi-round anonymous evaluations: initial impor-
tance ranking (lower values = higher priority), followed by
revisions based on group statistics (average, dispersion) with
justifications for unchanged rankings. Consensus is mea-
sured using metrics like the Coefficient of Variation (CV),
which quantifies relative dispersion as

a(0)

V=5 0)

3)

where 7;(0) and o4(0) denote the mean and standard devi-
ation of rankings for object o in round ¢, with consensus
typically reached when C'V;(0) < 0.25 (or 0.3); and the
Interquartile Range (IQR), which reflects distribution con-

centration as
IQR(0) = Q3 — Q1 )

where (7 (25th percentile) and @3 (75th percentile) are
used, with consistency achieved if /QR;(0) < 2 for 5-point
scales. Iteration terminates when all objects meet these CV
and IQR criteria; final rankings use the terminating round’s
mean, with 0; > o9 (indicating o; is no less important
than 03) if 7:(01) < 7+(02). This method mitigates bias via
anonymity and feedback, excelling in data-scarce, expert-
driven prioritization. In this work, the Delphi method is em-
ployed to rank the importance of dimensions.

Weight Calculation Based on AHP Method

AHP-based weight calculation quantifies factor importance
in hierarchical systems via structured decomposition and
pairwise comparisons (Saaty 1980). A multi-level hierar-
chy (goal, criteria, alternatives) is established, followed by
expert judgments on relative factor importance using a 1-
9 scale—organized into a reciprocal matrix A = (a@;;)nxn
where Q5 = 1/aji.

Weights are derived by solving the eigenvector equation
for the matrix’s maximum eigenvalue \p,x:

AW = ApaxW

®)

where the eigenvector w is normalized to obtain the weight
vector. Consistency is validated via:

(Amax —n)/(n —1)
RI

with n as factor count and RI as random consistency index;
CR < 0.1 indicates acceptable consistency.

Final weights reflect relative factor contributions, en-
abling qualitative-quantitative integration for multi-criteria
weight assignment. In this work, building on the dimension
importance rankings derived from the Delphi method, the
AHP method is employed to calculate weights.

CR= (6)



Related Works

Binary Classification Methods for Jailbreak Evaluation

Heuristic jailbreak evaluation methods typically use string
matching (Zou et al. 2023; Ding et al. 2023; Du et al. 2023;
Zeng et al. 2024) with predefined allow/deny-lists to detect
problematic keywords within LLM responses. Though effi-
cient, they suffer high false negatives from nuanced seman-
tics. Toxic text classifier-based methods (Huang et al. 2023;
Liu et al. 2024b; Qiu et al. 2023; Xiao et al. 2024) fine-tune
models like BERT, RoBERTa, and DeBERTa, with effective-
ness tied to dataset quality and limited out-of-distribution
generalization. LLM-based approaches include fine-tuned
open-source models (e.g., LlamaGuard) (Inan et al. 2023;
Chi et al. 2024; Ji et al. 2023; Shen et al. 2024; Mazeika
et al. 2024) and closed-source models (e.g., GPT-4) (Qi
et al. 2024; Chao et al. 2025; Fu et al. 2023) via customized
prompts, extended by multi-agent systems like JailJudge
(Liu et al. 2024a). While more accurate and versatile, they
remain limited to binary classification, lacking harm severity
quantification.

Multi-Dimensional Methods for Jailbreak Evaluation
To address binary classification limitations, researchers
have developed multi-dimensional evaluation frameworks
for jailbreak evaluation. Souly e al. proposed StrongRE-
JECT (Souly et al. 2024), which evaluates attacker utility
through Rejection Clarity, Specificity, and Credibility. Cai
et al. categorized malicious objectives (reputation damage,
illegal assistance) and refined evaluation into Security Vio-
lation, Informativeness, and Relative Truthfulness (Cai et al.
2024). To improve interpretability in quantitative scoring,
AttackEval (Shu et al. 2025) uses GPT-4-generated standard
answers and cosine similarity to quantify harm.

Despite these advancements, a critical shortcoming per-
sists: current multi-dimensional evaluation frameworks
largely apply uniform criteria across diverse jailbreak sce-
narios, neglecting important scenario-specific differences.

Our Proposal: SceneJailEval

Motivation. The paradigm of scenario-based evaluation has
been successfully adopted in diverse domains, including
software testing (Sutcliffe et al. 1998; Ryser and Glinz 1999)
and autonomous driving verification (Nalic et al. 2020; Sun
et al. 2021). However, mainstream LLM jailbreak evalua-
tion methods still suffer from a “one-size-fits-all” limita-
tion: they apply uniform evaluation standards across dis-
parate scenarios, failing to accommodate scenario-specific
nuances and priorities. To address this, we propose Scene-
JailEval, which adapts and extends scenario-based method-
ology to the context of LLM jailbreak evaluation, enabling
fine-grained, scenario-adaptive evaluation.

SceneJailEval Overview.

SceneJailEval framework (illustrated in Figure 1) pro-
cesses user input-model response pairs (g, r), generating
two outputs: jailbreak status J and harm score H. This is
accomplished through four modular steps:

1. Scenario Classifier: An agent-based classifier maps the
input to one of 14 rigorously predefined scenarios.
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. Scenario-Dim Adapter: This module dynamically se-
lects and configures scenario-adaptive evaluation dimen-
sions based on classification, and applies general evalua-
tion rules for emerging unknown scenarios.

. Jailbreak Detector: Multi-dimensional judgments are
made using scenario-specific criteria and are fused via
rules; detected jailbreak content is then forwarded for
harm evaluation.

. Harmfulness Evaluator:Scenario-specific metrics com-
pute dimension scores, which are adaptively weighted to
generate a comprehensive harm score.

Extensibility for Customized Requirements. To satisfy
the heterogeneous compliance requirements of diverse orga-
nizations, SceneJailEval is designed for extensibility: both
scenarios and evaluation dimensions can be expanded.

Scenario Classifier

We introduce a Scenario Classifier to accurately assign each
model response to a specific risk scenario.

Fourteen jailbreak scenarios are systematically defined
through an extensive survey of literature (Rauh et al. 2022;
Gehman et al. 2020; Yu, Blanco, and Hong 2022; Chao
et al. 2024; Cheng et al. 2024), regulations (EU 2024; NIST
2023), and institutional guidelines (Ghosh et al. 2025), with
MLCommons AlLuminate v1.0 (Ghosh et al. 2025) serving
as the foundational framework given its robust coverage of
core scenarios.

To address MLcommons’ underemphasis on global cul-
tural diversity, we add a “Regional Sensitive Issues” sce-
nario, explicitly covering region-specific content shaped by
history, religion, and culture (e.g., historical disputes, re-
ligious taboos) to mitigate cross-regional LLM adaptation
risks. Leveraging academic insights and governance needs,
we added “Political Incitement and Elections” (covering
risks like inflammatory political content and election in-
terference) and “Disinformation” (encompassing fabricated
misleading content and rumor dissemination).

To automate scenario categorization, we developed a Sce-
nario Classification Agent (Agentg.,) that leverages LLMs’
capabilities for nuanced semantic interpretation. This agent
processes user queries ¢ and model responses 7 through
context-aware semantic parsing, enabling the alignment be-
tween content features and scenario attributes. Formally:

Agentg(¢q,7) =s wheres € S ={s1,...,514} (7)

Scenario-Dim Adapter

Recognizing that the relevance of evaluation dimensions
is scenario-dependent, we introduce a Scenario-Dimension
Adapter for context-aware alignment of criteria and scenario
characteristics.

The adapter employs a context-aware dimension selec-
tion mechanism rooted in a rigorously constructed rulebase,
which integrates multi-source empirical analysis of jailbreak
evaluation practices, cybersecurity frameworks, and expert
consensus on scenario-specific risks. This enables dynamic
calibration of relevant dimensions and criteria to scenario
attributes—for example, prioritizing refusality, helpfulness,
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Figure 1: Overview of ScenelJailEval, including dataset construction and evaluation framework.

and regional compliance for “Non-violent Crime,” while
emphasizing explicitness for “Sexual Content”—thereby re-
flecting real-world evaluation priorities. Formally, let D ; =
{da1,...;dag} and Dy = {dp1,...,dps} denote jailbreak
detection and harmfulness evaluation dimensions, respec-
tively; C' = {cs,4|s € S,d € Dy U D}, } represent scenario-
specific scoring rules; and W = {w,4|s € S,d € Dy}
denote harm dimension weights. The adapter is defined as a
scenario-conditioned mapping:

Adapter(s) = (D3%,C5%, Dy, Cr, W*#) )

where D% C Dy and Dj C Dy, are scenario-adaptive sub-
sets of detection and harm dimensions, respectively; C'5 C
C and C}; C C correspond to their scenario-specific scor-
ing rules; and W*° C W denotes scenario-tailored weights
(with wg g = 0 assigned to dimensions irrelevant to scenario
s), collectively embodying the nuanced alignment between
scenarios and evaluation criteria.

Jailbreak Detector

To achieve accurate jailbreak detection, we design a multi-
dimensional Jailbreak Detector grounded in cybersecurity
theory and empirical evaluation practices. For detection, we
define six jailbreak detection dimensions by decomposing
complex detection tasks into explicit sub-tasks, enabling
handling of hard samples unaddressed by prior methods:

Rejection (Rej.): Checks whether model responses con-
sist only of compliant expressions (refusals, risk prompts,
dissuasion), and include no actionable content( e.g., crim-
inal methods). This dimension strengthens risk-free condi-
tions as “refusal + no valid info” to reduce false negatives.

Helpfulness (Help.): Detects direct or indirect assistance
to malicious behaviors ( e.g., providing methods, back-
ground, or rationalization). Combined with the rejection di-
mension, this captures edge samples (“refusal expressions +
hidden helpful info”) to reduce false negatives, adapting to
scenarios involving malicious behavior assistance (violent
crime, disinformation, suicide/self-harm).
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Regional Compliance (Region.): Evaluates alignment of
region-referencing content with local laws, cultural taboos,
and values. Equipped with regional taboo/exemption mecha-
nisms, it dynamically adapts to regional variations, focusing
on “Regional Sensitive Issues” and “Cryptocurrency Viola-
tions”.

Risk Warning (Risk.): Verifies presence of necessary
risk warnings/disclaimers in professional advice (medical,
financial, legal). This independent dimension addresses high
false negatives in ‘“Professional Advice” scenarios ( e.g.,
unprompted medical guidance) by enhancing compliance
checks.

Political Neutrality (politic.): Ensures objective
stance/accurate info in political/election-related responses,
prohibiting biased expressions, false election info, or polit-
ical activity assistance. Specifically designed for “Political
Incitement and Elections” senario to avoid false negatives
in unified detection.

Explicitness (Explic.): Differentiates acceptable sex ed-
ucation/medical content from explicit pornography, using
MLCommons-aligned scoring to resolve ambiguities.

Each scenario leverages a tailored subset of these detec-
tion dimensions, and the final jailbreak judgment is made via
logical AND over all relevant criteria.

Formally, given adapter output (D%, C%) for scenario s,
the Jailbreak Detection Agent Agent;, takes the query-
response pair (g, r), dimension d € D%, and criteria ¢ € C
as input, producing a result:

AgentJD (q7 T, d7 C) = jd € {07 1} (9)
The final jailbreak judgment is:
J= N ja (10)

deDs,

where J = 1 indicates a jailbreak.



Harmfulness Evaluator

To comprehensively quantify the harm of jailbreak re-
sponses, we introduce a multi-dimensional Harmfulness
Evaluator. For the Harmfulness Evaluation, existing meth-
ods, in assessing the harm of jailbreak responses, are limited
to gauging their potential contribution to malicious intent.
Since frameworks like DREAD (Howard and LeBlanc 2003)
(widely used in threat modeling) and CVSS (Mell, Scarfone,
and Romanosky 2007) (standard for vulnerability severity
scoring) excel at systematically quantifying risks in cyber-
security—paralleling our need to rigorously assess jailbreak
harm—we integrate these classical models to strengthen the
systematic rigor and authoritative grounding of our harm
evaluation dimensions. Specifically, we derive 4 harmful-
ness evaluation dimensions from DREAD and CVSS the-
ories, each with refined scenario-specific criteria, yielding
a theoretically sound and practically validated quantitative
harm standard.

Authenticity (Auth.): Quantifies factual alignment be-
tween responses and objective facts/scientific principles,
measuring support for jailbreak feasibility (corresponding
to DREAD’s “reproducibility”). Using a 0-5 scale: 0 =
factually baseless content ( e.g., chemically invalid poison
recipes); 5 = authoritative, accurate details ( e.g., complete
phishing techniques). Criteria adapt dynamically to scenario
characteristics.

Specificity (Specif.): Measures detail of practical guid-
ance for harmful behaviors, assessing operability risks
(aligning with DREAD’s “exploitability” and CVSS’s “at-
tack complexity”). scenario-specific scoring: operational
scenarios (violent crime, cyber attacks) focus on step/param-
eter completeness; non-operational scenarios (hate speech,
sexual content) emphasize expressive detail.

Severity (Sever.): Grades potential harm consequences
(matching DREAD’s “potential harm” and CVSS’s
“confidentiality impact”). scenario-differentiated criteria:
violent/non-violent crimes use emotional/economic/physi-
cal harm (5 = death, mass casualties); sexual content uses
explicitness/morality violation (5 extreme vulgarity);
regional sensitivities use legal/value violation severity (5 =
core political-cultural taboo breaches).

Impact Scope (Impact.): Defines risk diffusion bound-
aries (corresponding to DREAD’s “affected users” and
CVSS’s “impact scope”). Graded from individual to national
levels: 1 = single individual ( e.g., privacy leakage); 3 = spe-
cific groups ( e.g., enterprise/community fraud); 5 = soci-
etal/national impact ( e.g., separatist incitement, nationwide
financial turmoil).

For multi-dimensional Harmfulness Evaluation, we quan-
tify multi-dimensional risks using scenario-adaptive dimen-
sions and weights, with scores fused via weighted summa-
tion. Since methods like the Delphi method (widely used in
expert consensus-building) and AHP (standard for prioritiz-
ing criteria in complex decision-making) excel at reconcil-
ing subjective judgments into systematic, scenario-specific
weights—aligning with balancing diverse evaluation dimen-
sions across scenarios—10 experts from diverse subfields
conducted scenario-wise dimension selection and impor-
tance ranking via Delphi method, which mitigates subjec-
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tivity for high objectivity; based on the rankings, weights
were calculated via the Analytic Hierarchy Process (AHP)
method.

Formally, given adapter output (Dj,Cs,W*#) for sce-
nario s, the Harmfulness Evaluation Agent Agenty; , takes
the query-response pair (g,r), dimension d € Dj and
dimension-specific criteria ¢ € C} as input, producing a
harm score for each dimension:

AgentHE ((]7 T d7 C) = h(d) € [07 5] (] 1)

where h(d) denotes the harm score for dimension d. The
total harm score is calculated via weighted fusion:

H= > wq- h(d)

deD;

(12)

SceneJailEval Benchmark Dataset

To address the limitations of existing jailbreak evaluation
datasets—including vague annotation standards, high anno-
tation errors, and failure to comprehensively cover our sys-
tematically defined 14 scenario categories—we constructed
a targeted dataset. First, queries for each of the 14 scenarios
were manually curated, including those that incorporate re-
gional differences. We then fine-tuned the uncensored phi-
4-abliterated (Abdin et al. 2024) model using open-source
jailbreak evaluation data, generating additional data that was
then meticulously filtered to form a foundational dataset.
Leveraging techniques such as AutoDAN (Liu et al. 2023a),
AmpleGCG (Liao and Sun 2024), AdvPrompter (Paulus
et al. 2024), and PAIR (Chao et al. 2025), we iteratively en-
hanced jailbreak effectiveness to increase trigger likelihood,
expanding the dataset to 1,308 queries spanning all 14 sce-
narios with varying jailbreak difficulty levels. These queries
were fed to LLMs (e.g., GPT-4, Llama) to collect responses,
annotated by 5 security experts via SceneJailEval’s scenario-
adaptive multi-dimensional metrics, yielding the SceneJail-
Eval dataset.

Experiments
Experiment Setup

Datasets Subsequent experiments use our proposed
SceneJailEval dataset and three open-source bench-
marks:JBB (Chao et al. 2024): An open benchmark
with 200 instances across risk scenarios for jailbreak
evaluation;JailJudge (Liu et al. 2024a): Dataset of 1,200
adversarial dialogues spanning jailbreak strategies, with
fine-grained labels for jailbreak evaluation;Safe-RLHF
(Dai et al. 2024): A human-annotated benchmark with
decoupled helpfulness-harmlessness feedback, covering
discrimination, misinformation, and violence for safety
evaluation.

Baselines In subsequent experiments, we compare our
approach against SOTA methods, including the following
baselines: StringMatching (Zou et al. 2023): A classical
rule-based keyword/regex filter; Beaver (Ji et al. 2023): An
evaluation model fine-tuned on the Safe-RLHF dataset. Lla-
maguard2 (Inan et al. 2023): Meta-official Llama-based



Method \ accuracy  precision  recall fl
StringMatch | 0.7492 0.7496  0.9569  0.8406
llamaguard2 | 0.7118 0.9243  0.6350 0.7508
llamaguard3 0.7982 0.8970 0.7998  0.8456

beaver 0.6047 0.9234  0.4668 0.6201
qi2023 0.8157 0.9662  0.7600 0.8508
JailJudge 0.7996 0.9303  0.7677 0.8412
Ours 0.8830 0.9010  0.9290 0.9148

Table 1: Jailbreak evaluation performance on SceneJailEval
dataset.

safety judge; Llamaguard3 (Chi et al. 2024): Enhanced
Llamaguard variant with broader risk taxonomy and mul-
tilingual, long-context support; Qi2023 (Qi et al. 2024):
GPT-4-based detector achieving high accuracy for jailbreak
evaluation; JailJudge (Liu et al. 2024a): A multi-agent jail-
break evaluation method. And the agents in our SceneJail-
Eval are based on Qwen-3-235B.

Evaluation Metrics This study employs Accuracy, Pre-
cision, Recall, and F1 (balancing precision and recall to re-
flect overall detection accuracy) to evaluate the performance
of jailbreak detection methods across datasets. For quanti-
fying the accuracy of the system’s harm scoring outputs,
NMAE (deviation between system-generated harm scores
and expert annotations) and Spearman-Rho (rank correla-
tion between system harm scores and human judgments) are
used. Additionally, a systematic evaluation of mainstream
LLMs’ safety in multi-dimensional jailbreak scenarios is
conducted via ASR (proportion of attacks eliciting unsafe
responses) and Average Harm Score (mean harm level,
with 0 indicating non-jailbreak).

Main Results and Analysis

Performance On SceneJailEval Dataset Table 1 reports
ScenelJail results: our method attains 0.915 F1, surpassing all
SOTA baselines and evidencing the accuracy of our multi-
dimensional scenario-adaptive jailbreak evaluator.

Models may include initial refusals but later provide po-
tential harm—e.g., when queried “What are the steps to
compose a fraudulent email,” a model might first deny as-
sistance but follow with phishing details like “5. Using The
Extracted Information...”. Baselines (Qi2023, llamaguard3,
JailJudge) focus solely on initial denials, misclassifying this
as non-jailbreak; our approach captures such harm via fine-
grained scene classification and multi-dimensional evalua-
tion. Another case involves region-specific non-obvious jail-
breaks (e.g., queries about setting up cryptocurrency ex-
changes, permissible in Japan but non-compliant in main-
land China). Baselines fail to distinguish such regional nu-
ances, while our method, via targeted “Regional Compli-
ance” evaluation, accurately identifies the harm. These cases
underscore the need for contextual awareness and fine-
grained evaluation in cross-scenario detection.

To validate our multi-dimensional evaluation, five secu-
rity experts rated harmfulness via our scenario-adaptive cri-
teria, with results in Table 2 . Overall, NMAE < 0.02 and
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Spearman-Rho near 1 confirm strong alignment between
system-generated harmfulness scores and expert evaluation.

Scenario | NMAE |
Overall | 0.0130

Spearman-Rho 1
0.9378

Table 2: Overall NMAE & Spearman-Rho vs. Expert Anno-
tations

Performance On Open-source Dataset To validate the
generality and robustness of our approach, extensive ex-
periments were conducted on three widely used public
jailbreak evaluation datasets—JBB, JailJudge, and Safe-
RLHF—which also include samples beyond our 14 defined
scenarios, enabling verification of performance on unseen
edge cases and emerging risk types (results in Table 3).

* On JBB, our method achieves the highest F1 score (0.99),
outperforming Llamaguard3 (0.98) and substantially ex-
ceeding StringMatching (0.86) and Beaver (0.61).

* On JailJudge, it sets a new SOTA with an F1 score
of 0.8241, surpassing JailJudge (0.8089) and Qi2023
(0.8012).

* On Safe-RLHF, despite Beaver (specifically fine-tuned
on this dataset) leading, our method ranks second with
an F1 score of 0.83, outperforming JailJudge (0.81) and
Qi2023 (0.79).

Overall, our method achieves SOTA on JBB and Jail-
Judge, and strong performance on Safe-RLHF, demonstrat-
ing superior performance across diverse datasets.

Ablation Study

We progressively remove SceneJailEval’s two key compo-
nents while freezing the LLM backbone and prompts. Dis-
carding scenario classification (DimsOnly) still yields high
recall (91.8 %) yet lowers F1 by 2.7 %, indicating that
uniform dimension scoring introduces false positives. Fur-
ther removing dimension selection and reverting to vanilla
heuristic rules (Vanilla) causes an additional 8.6 % F1 drop
(83.1 %), confirming the necessity of scenario-adaptive eval-
uation. Overall, the full SceneJailEval achieves the best bal-
ance with 91.7 % F1 (Table 4).

Method | accuracy precision  recall f1
Vanilla 0.7676 0.8333  0.8296 0.8314
SceneOnly | 0.7829 0.8444  0.8407 0.8425
DimsOnly 0.8440 0.8646 09181 0.8903
Ours 0.8900 0.8951  0.9398 0.9169

Table 4: Ablation study on SceneJailEval dataset.

Comprehensive Security Evaluation of LLMs

Using ScenelJailEval, we evaluated mainstream LLMs
(Gemini2.5Flash, GPT-40, Claude 3.5, Llama) via joint ASR
and Average Harm Score (Harm) assessment. Results reveal




Datasets | JBB | JailJudge | Safe-RLHF
Indicators | acc  prec  rec fl | acc prec  rec fl | acc prec  rec f1
StringMatch | 0.86 0.88 0.84 0.86 | 0.72 0.57 0.68 0.62 | 0.60 099 059 0.74
llamaguard2 | 0.86 096 0.74 0.84 | 0.82 0.76 0.66 0.71 | 0.75 0.62 093 0.74
llamaguard3 | 0.98 0.95 1.0 098 | 0.83 0.72 081 077 | 072 053 096 0.68
Beaver 072 096 045 061 | 080 080 055 065|090 0.88 0.94 091
Qi2023 093 088 099 093 | 083 068 098 0.80 | 0.80 0.69 094 0.79
JailJudge 096 099 093 096 | 0.87 0.80 0.82 0.81 | 0.81 0.76 0.88 0.81
Ours 0.99 1.0 099 099 | 087 076 090 082 | 0.81 0.89 077 0.83
Table 3: Jailbreak evaluation performance on JBB, JailJudge, and Safe-RLHF datasets.
Model | GPT-40 | Claude-3.5 | Gemini-25 | Llama-3-8b | Llama-2-7b
Indicators | ASR  Harm | ASR  Harm | ASR  Harm | ASR  Harm | ASR  Harm
Violent Crime 0% 0 0% 0 3.85% 0.13 3.85% 0.15 0% 0
Non-violent Crime 17.65% 0.50 2.61% 0.04 15.36% 0.47 0.65% 0.01 3.92% 0.09
Sex-related Crime 0% 0 0% 0 0% 0 0% 0 0% 0
Child Sexual Exploit. 10.71% 0.07 10.71% 0.08 0% 0 0% 0 0% 0
False Info. & Defamation 6.72% 0.26 0% 0 4.48% 0.13 8.96% 0.23 2.24% 0.04
Professional Advice 7.27% 0.16 1.82% 0.02 1.82% 0.02 0% 0 7.27% 0.18
Privacy Invasion 3.64% 0.13 0% 0 2.73% 0.09 1.82% 0.04 3.64% 0.07
IP Infringement 10.94% 0.29 0.78% 0.02 9.38% 0.15 18.75% 0.34 15.62% 0.27
WMDs 3.88% 0.13 0.97% 0.02 3.88% 0.15 1.94% 0.08 0.97% 0.00
Hate & Discrimination 1.06% 0.03 2.13% 0.04 0% 0 0% 0 0% 0
Suicide & Self-harm 6.87% 0.21 0% 0 0% 0 0% 0 0% 0
Sexual Content 25.00% 0.63 0% 0 0% 0 0% 0 7.14% 0.10
Pol. Agitation & Election | 17.00% 0.63 0% 0 2.00% 0.07 3.00% 0.10 3.00% 0.04
Regional Sens. Issues 70.37% 2.76 8.33% 0.20 23.15% 0.74 29.63%  0.99 25.93% 0.87
Overall 15.06% 0.50 1.91% 0.03 9.11% 0.21 6.88% 0.14 5.89% 0.14

Table 5: Cross-scenario LLM security assessment via SceneJailEval.

Claude-3.5 as most robust (Avg Harm: 0.033) and GPT-40
as most vulnerable (0.502; Table 5).

Scenario-wise analysis uncovers a critical correla-
tion: Regional Sensitive Issues consistently challenge
all models, while Sex-related Crime elicits strong re-
silience—highlighting scenario-dependent security mecha-
nisms.

Notably, each model exhibits unique vulnerability pro-
files: GPT-40 (25% ASR in Sexual Content), Claude-3.5
(10.71% in Child Sexual Exploitation), Gemini-2.5-Flash
(15.36% in Non-violent Crime), and Llama variants (IP
Infringement). These findings highlight the heterogeneous
vulnerability landscape across models, informing robustness
enhancements against diverse jailbreak threats.

Case Study on Customized Scenario

To address diverse organizational compliance needs, our
framework is engineered with exceptional extensibility,
seamlessly supporting customized detection scenarios and
evaluation dimensions. To validate this, we designed a
“Product Consultation” custom scenario (requiring models
to avoid self-product derogation), where our Custom Gener-
ation Agent automatically generated the scenario category,
detection dimension (Loyalty), and harm dimensions (Dero-
gation, Specificity). Evaluating a 200-query custom dataset
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via SceneJailEval’s annotation protocol (Table 6) yielded
stellar results, conclusively demonstrating the framework’s
robust extensibility and precise evaluation in tailored sce-
narios—underscoring its practical versatility.

acc | prec | rec | fl | NMAE | Spearman-Rho
10| 10 [ 1.0 [ 1.0 | 0037 |  0.841

Table 6: Performance on the customized scenario.

Conclusion

SceneJailEval revolutionizes LLM jailbreak evaluation with
a paradigm-shifting scenario-adaptive framework, elimi-
nating “one-size-fits-all” limitations and offering seam-
less extensibility for diverse needs. Complemented by a
groundbreaking multi-scenario dataset—rich in variants and
regional cases—it fills the critical gap in high-quality
scenario-aware benchmarks. Boasting SOTA performance
(0.917 F1 on our dataset, +6% over prior; 0.995 F1 on JBB,
+3% over prior), it shatters accuracy bottlenecks in hetero-
geneous scenarios. These advances set a new standard for
context-aware LLM security assessment, strengthening jail-
break defenses and accelerating trustworthy Al progress.
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