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Abstract

Recently, Large Vision-Language Models (LVLMs) have
been demonstrated to be vulnerable to jailbreak attacks, high-
lighting the urgent need for further research to comprehen-
sively identify and mitigate these threats. Unfortunately, ex-
isting jailbreak studies primarily focus on coarse-grained in-
put manipulation to elicit specific responses, overlooking the
exploitation of internal representations, i.e., intermediate ac-
tivations, which constrains their ability to penetrate alignment
safeguards and generate harmful responses. To tackle this is-
sue, we propose the Activation Manipulation (ActMan) At-
tack framework, which performs fine-grained activation ma-
nipulations inspired by the perception and cognition stages of
human decision-making, enhancing both the penetration ca-
pability and harmfulness of attacks. To improve penetration
capability, we introduce a Deceptive Visual Camouflage mod-
ule inspired by the masking effect in human perception. This
module uses a benign activation-guided attention redirection
strategy to conceal abnormal activation patterns, thereby sup-
pressing LVLM’s defense detection during early-stage decod-
ing. To enhance harmfulness, we design a Malicious Seman-
tic Induction module drawing from the framing effect in hu-
man cognition, which reconstructs jailbreak instructions us-
ing malicious activation guidance to change LVLM’s risk as-
sessment during late-stage decoding, thereby amplifying the
harmfulness of model responses. Extensive experiments on
six mainstream LVLMSs demonstrate that our method remark-
ably outperforms state-of-the-art baselines, achieving an av-
erage relative ASR improvement of 12.06%.

Code — https://github.com/Levelower/ActMan

1 Introduction

Recently, Large Vision-Language Models (LVLMs), such as
LLaVA (Li et al. 2024a) and GPT-40 (Hurst et al. 2024),
have garnered significant research attention for their strong
performance in image description (Wang, Zhang, and Yu
2020) and visual question answering (Kafle and Kanan
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Figure 1: Our proposed ActMan attack framework demon-
strates stronger penetration capability and harmfulness.

2017). LVLMs incorporate powerful visual encoders to un-
derstand complex multimodal inputs for content genera-
tion (Zhang et al. 2024a), but this capacity introduces crit-
ical security vulnerabilities like jailbreak attacks (Qi et al.
2024a). In such attacks, adversaries craft visual and tex-
tual inputs to bypass safety alignment and induce harm-
ful or restricted outputs (Niu et al. 2024; Xue et al. 2025).
While harmful, such attacks also serve as valuable probes
into model weaknesses, offering insights into the robustness
and safety of LVLMs (Xue et al. 2024; Xu et al. 2025).

On this basis, researchers have proposed a range of jail-
break attacks that exploit vulnerabilities in LVLMs (Ye
et al. 2025), broadly categorized into perturbation-based and
structure-based methods. Perturbation-based attacks craft
adversarial images or texts to increase the likelihood of af-



firmative or harmful responses (Qi et al. 2024a). Structure-
based attacks embed malicious queries into images via ty-
pographic layouts or use text-to-image models to generate
jailbreak images, which are paired with benign instructions
to induce harmful outputs (Gong et al. 2023).

Despite the progress made by existing studies, they pri-
marily focus on modifying inputs to better induce specific
target responses, without exploring the underlying mecha-
nisms that drive LVLMs to produce such outputs, result-
ing in notable limitations: @ Limited penetration capabili-
ties: Jailbreak samples produced by current methods often
lead to abnormal internal states, such as anomalous acti-
vations, which in turn trigger the LVLM’s alignment safe-
guards. As a result, the model perceives potential risks in the
input and refuses to respond during early-stage decoding.
0 Lack of harmfulness: Existing methods often fail to by-
pass LVLM’s deep alignment mechanisms (Qi et al. 2024b),
causing the model to recognize the risk of its own output
during late-stage decoding. Consequently, it actively avoids
harmful generation, and the overall response tends to remain
mild or evasive, lacking substantively harmful content.

To address these limitations, we propose the Activation
Manipulation (ActMan) Attack framework, which leverages
the critical role of activations in LVLM’s decision-making
process (Zou et al. 2023a). Inspired by the perception and
cognition stages in human decision-making, ActMan per-
forms fine-grained activation manipulations during the early
and late stages of decoding to enhance both the penetration
capability and the harmfulness of jailbreak attacks. To im-
prove the penetration capability of the attack, we draw
inspiration from the masking effect in human perception (In-
traub 1984) and propose a Deceptive Visual Camouflage
module. This module first shifts LVLM’s attention from
harmful keywords to benign input images, initially suppress-
ing its perception of harmful content. It then adjusts the acti-
vations using a benign activation distribution to further con-
ceal abnormal activation patterns, thereby effectively sup-
pressing LVLM’s safety detection at early-stage decoding.
To enhance the harmfulness of the attack, we design the
Malicious Semantic Induction module inspired by the fram-
ing effect in human cognition (Druckman 2001). This mod-
ule generates multiple induction scenarios embedded with
detailed guidance steps to alter LVLM’s risk assessment
during decoding. It then guides the fine-grained selection
of textual instructions based on activation-level harmful-
ness, resulting in instructions with stronger malicious induc-
tion capability and ultimately enhancing the harmfulness of
LVLM’s responses during late-stage decoding.

Our contributions are summarized as follows:

* We are the first to explore the impact of LVLM acti-
vations on different decoding stages, and to investigate
the feasibility of manipulating these activations to enable
jailbreak attacks against LVLMs.

We propose the Activation Manipulation Attack frame-
work, which enhances attack effectiveness by finely
manipulating activations at different decoding stages
through the Deceptive Visual Camouflage module and
the Malicious Semantic Induction module.
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» Extensive experiments on six mainstream LVLMs vali-
date that our method can effectively manipulate model
activations during decoding, enhancing both the penetra-
tion and harmfulness of the attacks.

2 Related Work
2.1 LVLMs and Their Activations

A typical LVLM consists of a visual encoder Ey, a text en-
coder F1, a modality connector ©y,_, 7, and an LLM-based
decoder D (Zhang et al. 2024b). Given an input text 7, the
text encoder generates embeddings F7 € RV7*? while the

visual encoder extracts visual features IV € RNv*?" from
the image input zy,. These features are then aligned via the
connector (Alayrac et al. 2022; Gao et al. 2023) to obtain
visual embeddings FY € R™ X4 which are concatenated
with F7 and fed into the decoder D for final generation.

In LVLMs, activations refer to the intermediate repre-
sentations (Zou et al. 2023a) produced by each layer of
D during generation. Taking the visual and textual em-
beddings (FY,F7) as initial input H(®), at the I-th layer
(I = 1,...,L), the input is the previous layer’s activation
H(-1) ¢ RINvHENT)Xd 'the output activation is as follows:

HO — Layer(l)(H(l—U), HO ¢ ROVVHNT)xd. (1)

Prior studies have shown that during auto-regressive gen-
eration, each token’s activation encodes the current overall
semantics (Burns et al. 2022; Wang et al. 2024a) and deter-
mines subsequent generation process (Xu et al. 2024; Arditi
et al. 2024). Accordingly, the activations of the last input
token and the last output token respectively represent the se-
mantics of the user input and the model output, reflecting the
model’s behavior in the early and late stages of decoding (Qi
et al. 2025; Borah et al. 2025).

2.2 Jailbreak Attacks on LVLMs

Jailbreak attacks on LVLMs can be broadly categorized
into perturbation-based and structure-based methods (Car-
lini et al. 2023). Perturbation-based attacks leverage white-
box strategies such as adversarial perturbations and ad-
versarial suffixes to manipulate outputs. VAIM (Qi et al.
2024a) perturbs images to increase harmful output prob-
ability, while UMK (Wang et al. 2024c) extends this by
generating adversarial suffixes that amplify affirmative re-
sponses. Structure-based attacks generate jailbreak-related
images through typography or text-to-image models, com-
bined with benign textual prompts to induce LVLMs to fol-
low malicious intent. FigStep (Gong et al. 2023) embeds
jailbreak steps into image layouts, while HIMRD (Teng et al.
2024) distributes malicious intent across visual and textual
modalities to evade detection. In addition, approaches such
as BAP (Ying et al. 2024) and HADES (Li et al. 2024b)
combine both strategies to improve attack effects. Although
these methods have achieved strong attack performance,
they focus solely on improving the generation of jailbreak
samples to induce harmful outputs, without exploring the in-
ternal mechanisms that lead LVLMs to produce unsafe con-
tent, making them prone to triggering safeguards and inef-
fective at eliciting genuinely harmful responses.
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Figure 2: The framework of our ActMan attack. Fine-grained activation manipulation is enabled by Deceptive Visual Camou-
flage and Malicious Semantic Induction, leading to stronger penetration capability and harmfulness.

3 Approach
3.1 Problem Definitions

Jailbreak attacks on LVLMs aim to induce the model to
generate harmful or restricted content by crafting a visual-
textual input pair that aligns with the intent of a malicious in-
struction. Given an LVLM M, and a malicious instruction
i, the attacker constructs an adversarial input {z{, %1”}
such that the model outputs a harmful response yad“

= Mua( )- (@)

Regarding attacker capabilities, we assume a white-box set-
ting where the attacker has full access to the target model,
including its architecture and parameters, as well as internal
intermediate states and gradient information. This enables
the generation of effective jailbreak samples for thoroughly
evaluating the model’s safety boundaries.

adv adv

adv
SCV s ZL'T

3.2 Framework Overview

To enhance the penetration capability and harmfulness of at-
tacks, we propose Activation Manipulation Attack. Our key
insight lies in the observation that intermediate activations
in LVLM serve as crucial mediators in decision-making pro-
cess, directly influencing its judgments and determining the
final response. By leveraging the distinct contributions of
different modalities to LVLM’s behavior, we modulate ac-
tivations along multiple dimensions to enable targeted inter-
vention. The overall framework is illustrated in Figure 2.

In terms of penetration capability, the masking effect
in human perception suggests that individuals tend to fo-
cus on salient stimuli while ignoring other information (In-
traub 1984). Inspired by this, we design a Deceptive Vi-
sual Camouflage module to suppress LVLM’s perception of
harmful inputs during early-stage decoding, thereby evad-
ing LVLM’s alignment safeguards. Given that prior studies
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have demonstrated the disruptive effect of visual modalities
on model perception and safety alignment (Zou et al. 2025;
Wang et al. 2025), we focus on the visual modality and apply
perturbation to input images. Specifically, we employ an at-
tention shifting loss to redirect LVLM’s focus from harmful
keywords to the benign image, achieving initial suppression
of model perception. Furthermore, we introduce an abnor-
mal pattern concealment loss to align model activations with
benign distributions, mitigating anomalous patterns of acti-
vation and ultimately bypassing LVLM’s safety detection.
Regarding harmfulness, the framing effect in human cog-
nition indicates that information presented in different con-
texts can significantly influence individual judgment (Car-
ruthers 2002). Motivated by this, we propose a Malicious
Semantic Induction module that alters LVLM’s overall risk
assessment and enhances harmfulness of activations during
late-stage decoding. Given that the language modality serves
as the primary driver of LVLM’s judgment by conveying
core semantic information (Wang et al. 2024b), we focus on
the language modality and modify the semantics of instruc-
tions. Specifically, we generate diverse contextual scenarios
to reshape LVLM’s risk assessment of the entire output, cre-
ating the necessary conditions for harmful content genera-
tion. We further guide the fine-grained selection of jailbreak
prompts based on the degree of harmfulness reflected in their
activations, resulting in final instructions with stronger ma-
licious induction capability and greater output harmfulness.

3.3 Deceptive Visual Camouflage

We first disrupt LVLM’s overall perception of the input
through an attention shifting strategy and further mitigate
abnormal activation patterns with an abnormal pattern con-
cealment strategy, thereby evading LVLM’s safety detection
during the early-stage decoding.

Attention Shifting Strategy. We design an attention



shifting loss Ly, to shift model’s attention toward the visual
input and away from the malicious instruction. Specifically,
given an input text m‘}rd”, we use a red-teaming model Mg
to identify the indices of harmful textual tokens, denoted as
Wharm, and obtain the indices of image tokens, denoted as
Wimg. We then construct the attention suppression and en-
hancement masks My, Menn € RTXQXK a5 follows:

{

where H, (), K denote the number of attention heads, query
tokens, and key tokens. Let A(Y) € R¥*QXK denote the
average self-attention tensor from the first layer of LVLM
decoder, the attention shifting loss Ly, is computed as:

ZA(l) - Miyp (ZA(l) . Menh) @
ZMsup+T ZMenh+T ’

Here, 7 is a small constant to prevent division by zero. This
loss encourages the model to suppress attention on harmful
tokens while enhancing attention on image tokens, achieving
cross-modal attention redistribution.

Abnormal Pattern Concealment. We design an abnor-
mal pattern concealment loss L., based on Maximum Mean
Discrepancy (MMD) (Arbel et al. 2019). Specifically, from a
benign instruction-response dataset Zy,,, we extract the acti-
vation h’ € R? of the last token in the final decoder layer of
the target LVLM M,,;, using only the instruction as input, to
form the benign semantic activation distribution Hpe,. Let h
denote the corresponding last-token activation of m%ﬁiv. The
loss L¢on is computed via MMD with a Radial Basis Func-
tion (RBF) kernel k(x,y) = exp(—|z — y|?/202):

Leon = MMD(h’ Hben) = Eh/NHhcnythHhcn [k(h/a hl)}
+ Ennlk(h, h)] = 2 - Ep oy, n[k(h', h)].

MMD maps activations into a high-dimensional space, ef-
fectively aligning abnormal activations with a benign distri-
bution to conceal anomalies caused by harmful input.
Visual Perturbation via PGD. We adopt the Projected
Gradient Descent (PGD) (Madry et al. 2017) to apply T'
steps of perturbation to the image, using the overall loss
function £ = Ly + A - Leon, Where A is a weighting factor.
We randomly sample a benign initial image xy and itera-
tively update a perturbation &y, over 7' PGD steps as follows:

(5%; = HH5HOOS6 [(5{;1 —a- V(sﬁ] ,te[1,T]. (6)

Here, IT denotes the projection onto the ¢,-ball of radius €
and « is the step size. This process enforces pixel-level con-
straints at each step. The final adversarial image with benign

noise camouflage is then obtained as 2% = xy, + &5.

Mqp[:, 5, k] = 1if k € Wham else 0, k € [1, K],

3
Menn[:, 5, k] = 1if k € Wing else 0, k € [1, K], )

attn —

&)

3.4 Malicious Semantic Induction

We first employ a framing-guided induction strategy to al-
ter LVLM’s risk assessment by generating diverse scenarios.
We then apply a malicious activation-guided selection strat-
egy to identify instructions with malicious induction capa-
bilities, thereby increasing the likelihood of harmful content
being generated during the late-stage decoding.
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Framing-Guided Induction. We use red-teaming model
Meq to iteratively generate R scenarios based on jailbreak
instruction ¢7. This process is guided by a template Pycepe,
which prompts M4 to produce inducement contexts. These
contexts are used to construct a framing structure. At the r-
th iteration, M,q generates a new scenario distinct from all
previously generated ones. This is formally defined as:

Cr = Mred(,[)scene(iTa {Crfla ceey CO})); co = None. @)

Then we use M4, guided by the template Pgeps, to embed
detailed jailbreak steps into each generated scenario, result-
ing in a set of candidate jailbreak prompts designed to guide
the LVLM in producing harmful content with high speci-
ficity. The process is as follows:

Pr = Mred<7)steps (iT, Cr))~ (8)

Finally, we collect all rewritten prompt candidates into a set
Zeand = {p1, --., pr} for downstream filtering.

Malicious Activation-Guided Selection. To identify the
most harm-inducing prompt from Z.,,4, W€ propose a se-
mantic filtering method based on malicious activation. For
each p, € Teuma, We extract the activation h, € R? of the
last token in the response generated by the target LVLM
M, taken from the final decoder layer. From a harmful
instruction-response dataset Zham, We then extract the cor-
responding last-token activation, using the instruction plus
the response as input, to form the harmful semantic acti-
vation distribution Hp,m,. Next, we compute the MMD be-
tween each candidate activation h,. and Hj.m, and select
the prompt with the smallest MMD value, which is closest
to Hparm- The selection process is defined as:

adv

2 — ©

adv
T -

arg min(MMD (h,., Hharm)), 7 € [1, R].
The selected prompt is used as the final textual input =

3.5 Overall Attack Process

Our overall attack process is as follows: Given an input jail-
break instruction ¢7-, we first generate a rewritten harmful in-
struction x%gv using Malicious Semantic Induction. Then we
randomly sample an image from the benign image set Xpen
and generate the adversarial image x‘{j‘v using Deceptive Vi-
sual Camouflage. They form the final jailbreak image-text
pair {z3%, x%—d“ , which is then fed into the LVLM.

4 Experiments
4.1 Experimental Settings

Datasets: We use jailbreak instructions in AdvBench (Zou
et al. 2023b) and MMSafetyBench (Liu et al. 2024) to evalu-
ate attack effectiveness. ImageNet-compatible dataset (Byun
et al. 2023) is used as Aje, for selecting benign initial im-
ages. We extract 2,000 benign instructions with benign re-
sponses as Zpe, from GPTeacher', and craft 2,000 harmful
instructions with harmful responses as Znam following test
data generation pipeline in HADES (Li et al. 2024b).

"https://github.com/teknium1/GPTeacher



Method | AdvBench | MMSafetyBench

| MiniGPT4 LLaVA QwenVL InternVL  GPT-40 Gemini | MiniGPT4 LLaVA QwenVL InternVL  GPT-40 Gemini
VAIM 29.04 11.92 0.58 10.19 : 1.54 2.31 41.01 43.81 16.96 34.35 : 4.94 9.40
UMK 51.73 32.50 51.92 51.15 | 2.69 2.88 49.76 46.49 46.37 35.00 | 13.10 13.87
FigStep 58.08 75.58 43.65 60.00 |, 10.19 17.12 56.01 60.06 42.14 60.65 | 2548  52.26
HADES 69.81 72.88 54.04 4923 | 17.12 14.42 70.83 64.64 53.15 56.37 | 2732 28.15
HIMRD 77.88 83.27 64.42 46.15 1 23.85 34.23 76.73 83.69 63.39 4577 1 41.19  49.82
Ours 80.38 88.08 62.69 6481 ' 27.12 37.88 83.51 85.06 64.17 62.68 | 4298 54.46

Table 1: ASR(%) result of our ActMan compared to other methods. The best result is bolded and the second-best is underlined.

Defense | Attack | AdvBench | MMSafetyBench

Method | Method  “\jiiGPT4  LLaVA  QwenVL  InternVL | MiniGPT4  LLaVA  QwenVL  InternVL
VAIM 10.1965% 231819 0.004100% 2.50,759% 6.67 349 5.77 1879 4.64 739 6.96,509%
UMK 12 12¢77% 148 1¢54% 13.46¢74% 15.38¢70% 19.76¢60% 12.26¢74% 1 1-01,L76% 7.32¢79%

ASTRA FigStep 29‘62“9% 19.42“4% 10‘58“6% 26.73¢55% 30.65“5% 24.58¢59% 12.26“1% 23.63“)1%
HADES 36.54¢4g% 28.46¢61% 34.23¢37% 30.00”97% 23.04¢67% 26.07¢60% 30. 12¢43% 17~92l68%
HIMRD | 43461449  40.57;519  31.15;520  32.88 299, | 33.45;s6%  40.83)5190  38.0440%  28.15,38%
Ours 54.81@2% 53-85¢39% 36.35¢% 38.27¢41% 43.39¢% 46.37¢45% 39-29¢39% 35'18l%
VAIM 8.6570% 3.46,719 0.004100% 0.00y 100% 10.3675% 13.63 169% 5.00371% 9.58 729
UMK 18.85%4% 13.85¢57% 19.62¢62% 21~92l57% 18.04¢64% 20.00i57% 14.88%8% 12~32l65%

Immune FigStep 24.62¢5s% 30.38“)0% 18.65¢57% 25.96¢57% 33.21 141% 25.42¢53% 28.69@2% 30.42¢50%
HADES 20.19”1% 27.88%2% 16.15¢70% 17.50¢54% 27.08¢62% 18.10“2% 18.57%5% 22.68i50%
HIMRD | 2942690  34.23 505  24.42)6000  25.58459 | 34.82yss9,  34.76)58%,  26.01}500,  28.9937%
Ours 32'31iﬁ 38.65¢56% 26.54¢ﬁ 26-15l60% 48.39¢% 40.2453% 28.45¢ﬁ 32'92lﬂ

Table 2: ASR(%) result of all jailbreak methods under defense methods. The subscript denotes the relative ASR drop(%) under
the current defense method compared to the no-defense setting. The best result is bolded and the second-best is underlined.

Victim Models: We evaluate the attack effectiveness of
our ActMan on four advanced open-source LVLMs, in-
cluding MiniGPT4-13B (Zhu et al. 2023), LLaVA-v1.6-
13B (Li et al. 2024a), Qwen-2.5-VL-7B (Bai et al. 2025),
and InternVL-2.5-MPO-8B (Chen et al. 2024). In addition,
we assess the transferability of our ActMan by testing on
two leading closed-source LVLMs: GPT-40 (Hurst et al.
2024) and Gemini-2.0-Flash (DeepMind 2025).

Baselines: We compare ActMan with several advanced
LVLM jailbreak methods, including VAIM (Qi et al. 2024a),
UMK (Wang et al. 2024c), FigStep (Gong et al. 2023),
HADES (Li et al. 2024b) and HIMRD (Teng et al. 2024).

Metrics: We use Attack Success Rate (ASR) as the pri-
mary metric to assess the attack effectiveness. To determine
whether a response is harmful and aligns with the intent of
the jailbreak instruction, we use the classifier from Harm-
Bench (Mazeika et al. 2024). A jailbreak attempt is consid-
ered successful only if both conditions are satisfied.

Implementation Details: As the red team model, we se-
lect Qwen-2.5-14B-instruct (Team 2024). The number of
scenarios R is set to 5. The number of PGD steps T’ is set to
100, with step size o and perturbation budget € set follow-
ing VAIM and UMK, as 1/255 and 32/255. We manually
tune the loss weight A for each model to ensure the initial
magnitudes of L, and L., are consistent. All experiments
are conducted using a single NVIDIA A800 80G GPU.
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4.2 Attack Performance

In this section, we conduct white-box attack evaluations on
four open-source LVLMs using ActMan and five baseline
methods across two datasets. We further perform black-box
transferability tests on two closed-source models using jail-
break samples generated by each method on Qwen-2.5-VL,
the model with the strongest defense performance. As shown
in Table 1, the results demonstrate that our ActMan consis-
tently achieves significantly higher ASR across the majority
of victim LVLMs compared to all baselines, highlighting its
superior attack effectiveness and outstanding transferability:

@ For both white-box attacks on open-source models and
black-box attacks on closed-source models, ActMan con-
sistently demonstrates superior attack performance. In the
white-box setting, ActMan achieves the highest ASR on all
models except QwenVL, with an average relative ASR im-
provement of 12.06% over the strongest baseline, HIMRD.
In the black-box setting, prior methods suffer from unstable
performance. For example, VAJM and UMK drop signifi-
cantly on GPT-40, and even HIMRD shows clear degrada-
tion. In contrast, ActMan maintains robust attack capability,
achieving an average relative ASR improvement of 9.51%
over HIMRD. These results indicate the strong attack effec-
tiveness of our proposed activation manipulation strategy.

® Furthermore, we observe that the recently released
Qwen-2.5-VL and InternVL-2.5-MPO exhibit stronger re-
sistance (lower ASRs) to jailbreak attacks compared to



Lun Lo FGI  MAGS | AdvBench | MMSafetyBench
| MiniGPT4 LLaVA  QwenVL InternVL | MiniGPT4 LLaVA  QwenVL InternVL

X X X X 6.54 3.85 0.19 0.77 38.99 40.83 36.61 32.14
v x| sae2 4942 2962 3442 | 4548 4726 3423 3244

X v 58.65 59.62 33.65 35.96 41.85 50.65 35.12 35.65
LYoo | _6423 6135 3538 3712 | 5244 5452 3690 3726

v X 77.88 66.92 47.12 46.73 75.71 67.26 47.74 45.06
Y7942 6769 5038 4750 | 7655 6839 50.60 _  47.62

v v v v 80.38 88.08 62.69 64.81 83.51 85.06 64.17 62.68

Table 3: ASR(%) result of different components. Here L, and L., denotes Attention Shifting Strategy and Abnormal Pattern
Concealment, FGI and MAGS refers to Framing-Guided Induction and Malicious Activation-Guided Selection.

earlier models such as MiniGPT4 and LLaVA-v1.6, with
Qwen-2.5-VL showing the strongest resistance among all
four models. This suggests that inherent safety robustness
increases with improved model capabilities.

4.3 Penetration Performance

In the previous section, we demonstrated the strong at-
tack effectiveness of ActMan, which also indirectly reflects
its penetration capability. To further verify this, we evalu-
ate ActMan against two defense methods, ASTRA (Wang,
Wang, and Zhang 2024) and Immune (Ghosal et al. 2024),
which enhance the safety of LVLMs at activation level
and decoding level, respectively. We examine whether Act-
Man and other jailbreak methods can effectively penetrate
these defenses, and evaluate the ASR of various methods on
four open-source LVLMs equipped with these defenses. As
shown in Table 2, we draw the following conclusions:

©® Our ActMan consistently achieves the highest ASR
across nearly all defense settings compared to existing
jailbreak methods. Under the ASTRA defense, ActMan
achieves an average relative ASR improvement of 20.43%
compared to the strongest baseline, HIMRD. Under the Im-
mune defense, ActMan also outperforms HIMRD with an
average relative ASR improvement of 13.92%. These results
indicate that ActMan maintains strong penetration capabil-
ity even in the presence of powerful safeguards.

@ It can be observed that the attack performance of other
jailbreak methods drops to varying degrees when defense
mechanisms are applied. For example, HIMRD experiences
a maximum ASR drop of 56% under ASTRA and 62% un-
der Immune. In contrast, our ActMan maintains the smallest
performance degradation, with ASR reductions not exceed-
ing 50% under ASTRA and 60% under Immune. This indi-
rectly highlights the superior penetration capability enabled
by the Deceptive Visual Camouflage module.

4.4 Ablation Study

In this section, we conduct ablation studies on the different
components of ActMan and its key hyperparameters.
Ablation Study on Different Components: We conduct
an ablation study to assess the contribution of each compo-
nent in ActMan, including the Deceptive Visual Camouflage
module, the Malicious Semantic Induction module, and their
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internal sub-components. As shown in Table 3, both mod-
ules independently improve the ASR. Additionally, since
successful penetration has only an indirect impact on overall
attack success, the ASR improvement contributed by the De-
ceptive Visual Camouflage module is generally smaller than
that from the Malicious Semantic Induction module. When
the two modules are combined, ASR is further improved,
indicating their complementary effect and aligning with our
expectations. Furthermore, the ablation of sub-components
also reveals their cooperative effect, demonstrating the ef-
fectiveness of each part of the proposed method.

Ablation Study on Key Hyperparameters: We conduct
ablation studies on two key hyperparameters: the perturba-
tion budget ¢ in PGD attack of Deceptive Visual Camou-
flage, and the number of generated scenarios R in Malicious
Semantic Induction. The results are shown in Figures 3 and
4. For the perturbation budget ¢ in the PGD attack, we find
that larger values of € generally lead to higher ASR results.
This suggests that stronger perturbations to the image more
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effectively disrupt the model’s global perception and en-
hance the penetration capability of the attack. For the num-
ber of generated scenarios R, we observe that the overall
ASR increases as R grows, indicating that diverse scenarios
are beneficial for handling varied jailbreak environments, al-
tering the model’s risk cognition, and ultimately improving
attack effectiveness. Considering that both hyperparameters
exhibit diminishing marginal returns in their contribution to
attack performance, we select appropriate values to balance
effectiveness and computational cost.

4.5 Analysis and Discussion

In this section, we first analyze the effectiveness of the two
proposed modules from the perspective of activations. We
then further investigate the underlying mechanisms through
which these modules take effect.

Analysis of Activation Changes: We analyze how the
two proposed modules influence the changes of LVLM ac-
tivations during attack process. Specifically, we extract the
activations of the last token in both the instructions and the
responses from the final layer of MiniGPT4, using Zy., and
Tharm, to construct benign and harmful activation distribu-
tions. We examine changes in activations during early-stage
decoding before and after the introduction of the Deceptive
Visual Camouflage (DVC), and during late-stage decoding
before and after the application of the Malicious Semantic
Induction (MSI). The visualization via PCA is shown in Fig-
ure 5: @ The former shifts early-stage activations from the
harmful distribution toward the benign distribution, indicat-
ing suppression of LVLM’s safeguards. @ The latter causes
late-stage activations to become more concentrated around
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the center of the harmful distribution, increasing the likeli-
hood of high-risk content generation. This confirms our hy-
pothesis that activations can be precisely manipulated during
decoding to facilitate jailbreak objectives.

Effect of Attention Shifting Strategy: We analyze how
the attention shifting strategy within the Deceptive Visual
Camouflage module enhances attack penetration. Specifi-
cally, we visualize the average self-attention matrices across
all heads in the first decoder layer of MiniGPT4 before and
after the attack to observe changes in the model’s overall
perception. As shown in Figure 6, the attention to image to-
kens increases significantly after perturbation. This indicates
that the Ly, effectively redirects LVLM’s focus from harm-
ful textual keywords to the image tokens, thereby amplify-
ing the model’s perception on the visual modality while sup-
pressing attention to harmful semantics, effectively masking
model perception and enhancing penetration capability.

Effect of Framing-Guided Induction: We further inves-
tigate how generating multiple framing scenarios improves
attack effectiveness. Following MMSafetyBench’s taxon-
omy, we categorize all instructions in AdvBench and MM-
SafetyBench into 13 types and measure ASR on MiniGPT4
under two settings: without any attack and with only the Ma-
licious Semantic Induction module. As shown in Figure 7,
the original instructions perform well in limited categories,
such as “FA”, but poorly in others. In contrast, applying the
framing scenarios leads to a stronger and more balanced
ASR across all categories. This indicates that generating
diverse scenarios, combined with activation-based filtering,
enhances the adaptability of jailbreak instructions to varied
task types, thereby improving overall attack performance.

5 Conclusion

In this work, we propose an activation manipulation attack
framework that enables more penetrative and harmful jail-
break attacks against LVLMSs by performing fine-grained
control over activations at different stages of decoding. Ex-
tensive experiments and analyses across several advanced
LVLMs demonstrate that the proposed method significantly
improves both the penetration capability and harmfulness of
the attack. Our findings highlight the overlooked threats em-
bedded in LVLM activations and call for stronger safeguards
to mitigate such vulnerabilities.
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