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Abstract

Existing solutions on differentially private deep learning
(DPDL) either require the assumption of a trusted data server
(centralized DPDL) or suffer from poor utility (local DPDL);
and hence their adoptions are hampered in real-world sce-
narios.We present CRYPTDP, a crypto-assisted differentially
private deep learning approach in the two-server model.
CRYPTDP employs two non-colluding servers to collabora-
tively and efficiently train differentially private deep learning
over the secret shares of data owners’ private data while pro-
tecting the confidentiality of the data from untrusted servers.
CRYPTDP is the first approach with the best of both local
DPDL and centralized DPDL models, which does not re-
sort to trusted server like local DPDL and has the utility like
centralized DPDL. In particular, we also make innovations
for addressing the major challenges like poor performance
and security that beset CRYPTDP: We introduce a new se-
cure computation and differential privacy friendly activation
function; we propose a novel garbled-circuits-free most sig-
nificant bit extraction protocol, and using the protocol we
propose an efficient and secure garbled-circuits-free protocol
for activation function over secret shares. Exhaustive experi-
ments show that CRYPTDP delivers significantly better per-
formance than the state-of-the-art local DPDL, yields higher
accuracy than the state-of-the-art centralized DPDL, and can
achieve two orders of magnitude faster runtime than the state-
of-the-art approach.

Introduction

More recently, two general approaches have been proposed
that consider differentially private deep learning (DPDL) to
protect the private data against the adversaries: Centralized
differentially private deep learning (CDPDL) (Abadi et al.
2016; Papernot et al. 2020; Wang et al. 2025) and local dif-
ferentially private deep learning (LDPDL) (Arachchige et al.
2019; Lyu et al. 2020). The former can provide accuracy
guarantees for released results, but rely on the assumption of
a trusted server, which has full access to all training data in
clear. The latter requires no trusted server, but is subjected
to poor utility even for more samples. Unfortunately, none
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of these approaches can implement the DPDL without the
requirement of a trusted server (like LDPDL) and with bet-
ter utility (like CDPDL) (Feng et al. 2025). The absence of
such an approach renders the adoption of DPDL impracti-
cal in the real world; however, implementing the approach
is challenging and non-trivial (Zhang et al. 2025a,b). There-
fore, in this work, we consider the critical problem: How to
design an efficient approach to get the best of both CDPDL
and LDPDL worlds for practical DPDL.

To tackle the above problem, we employ the two-server
model (Bohler and Kerschbaum 2020b; Miao et al. 2024;
Balle et al. 2025) for differentially private deep learn-
ing. In this model, two servers run a differentially pri-
vate deep learning approach to train a model without re-
vealing any information on data owners’ data (Bohler and
Kerschbaum 2020a; Feng et al. 2020). The approach is
obtained via our deep-learning/differential-privacy/secure-
computation codesign. The approach relies on non-linear
functions, which make the problem even more challenging
(Ren et al. 2025a,b). 1) In prior works, no activation function
is suitable for both secure deep learning and differentially
private deep learning. To increase the efficiency of secure
activation, prior works make use of square function in place
of ReLU for secure deep learning. However, the method de-
grades the accuracy of secure deep learning. CDPDL needs
gradient clipping and adding noise, both ReLU and square
function also affect the accuracy of deep learning with dif-
ferential privacy. The off-the-shelf activation functions suf-
fer from either inefficiency or accuracy problems when they
are used in secure and differentially private deep learning.
2) A large number of non-linear operations are needed for
deep learning training. The protocols for nonlinear func-
tions in DELPHI (Mishra et al. 2020) and Cheetah (Huang
et al. 2022) are designed for the client-server model, and
the protocols in Falcon (Wagh et al. 2021b), SWIFT (Koti
et al. 2021), Rabbit (Makri et al. 2021), BLAZE (Patra and
Suresh 2020) are designed for the three server model, while
our protocols are designed for the two-server model. The
three-server and two-server models have different settings.
They cannot be used in the two-server model. In practice, it
is more difficult to find three servers than two servers. The
protocols for nonlinear functions in SecureML(Mohassel



and Zhang 2017), ABY2. O (Patra et al. 2021), CRYPTEN
(Knott et al. 2021), and SIRNN (Rathee et al. 2021) use GC-
based comparison for the two-server model. All of the exist-
ing protocols for non-linear functions in the ciphertext do-
main rely on garbled circuits (Xie et al. 2025; Saleem et al.
2024). While we can use the protocols for nonlinear func-
tions, their performance remains a major issue due to the
use of the costly garbled circuits over secret shares in the
two-server model. Therefore, it is imperative to take into ac-
count a new activation function, new efficient protocols with
needing no garbled circuits for non-linear function when we
design the approach.

Contributions. In this work, we propose CRYPTDP,
a novel crypto-assisted differentially private deep learn-
ing, which overcomes the aforementioned challenges.
CRYPTDP trains deep learning with differential privacy
while it provides high accuracy, requires no trusted server,
and has high efficiency. The contributions are described as
follows.

New Approach for Differentially Private Deep Learn-
ing. We present CRYPTDP for differentially private deep
learning on untrusted servers. Through the well codesign
of deep learning, differential privacy and secure computa-
tion, CRYPTDP enables two non-colluding and untrusted
servers to securely and efficiently perform differentially pri-
vate deep learning training, where data owners’ data are
(-)-shared among the two servers. We introduce a new pri-
vacy definition called 2PC-zCDP, which combines zCDP
and secure 2-party computation (2PC), for the provable pri-
vacy guarantees of CRYPTDP. To the best of our knowl-
edge, CRYPTDP, for the first time, achieves the best of both
worlds for differentially private deep learning, which has no
need for a trusted server like the LDPDL approaches and
achieves the accuracy guarantees of the CDPDL approaches.
CRYPTDP does not reveal any information about the pri-
vate data; and the released differentially private model can
defend against inference attacks so that an adversary is not
able to infer the data during the training. We also show that
the OME-based LDPDL model severely underestimates its
privacy loss.

New Activation Function and Novel Garbled-Circuits-
Free Protocols. CRYPTDP incorporates several novel ap-
proaches for optimizing both model accuracy and run-
ning time. We introduce a new secure computation and
differential privacy friendly activation function tailored to
CRYPTDP. The function considers jointly accuracy and effi-
ciency, which enables effective and efficient CRYPTDP. We
present a novel garbled-circuits-free most significant bit ex-
traction (MSBExtr) protocol. Leveraging the MSBExtr pro-
tocol and oblivious transfer, we carefully devise efficient and
secure oblivious protocols that use no garbled circuits and
hide access patterns for nonlinear functions including the
new activation in private deep learning. To the best of our
knowledge, the protocols are first to use cheap multiplica-
tions in place of expensive garbled circuits to essentially
reduce the cost per nonlinear function over secret shares,
which enables significant efficiency improvements over ex-
isting protocols. We call these garbled-circuits-free proto-
cols of nonlinear functions. Furthermore, thanks to access

35429

pattern hiding, the protocols can defend against the attacks
using access pattern leakage.

Evaluations. We show that CRYPTDP satisfies p-2PC-
zCDP in the semi-honest model. Our CRYPTDP system is
implemented and its performance is evaluated. The exten-
sive evaluations demonstrate that CRYPTDP is superior in
terms of accuracy and running time on real-world datasets.
CRYPTDP provides significantly high accuracy compared
to the OUE/SUE-based LDPDL model, even while spend-
ing small privacy budgets; CRYPTDP also remains com-
petitive against the OME-based LDPDL model that fails
to achieve differential privacy. CRYPTDP obtains high ac-
curacy gains compared to the state-of-the-art CDPDL. Our
protocols for the activation and the max pooling are promi-
nently faster than the corresponding state-of-the-art proto-
cols. CRYPTDP can outperform the corresponding state-of-
the-art approach by two orders of magnitude in runtime.

Proposed Constructions

In this section, we elaborate a series of core secure proto-
cols over secret-shared values to implement CRYPTDP, and
show the security of CRYPTDP. The protocols comprise
privacy-preserving activation (PPActi), privacy-preserving
pooling (PPPool), privacy-preserving gradient approxima-
tion (PPGA), and privacy-preserving convolution (PPConv).
We minimize the runtime of CRYPTDP without disclos-
ing the privacy of data via our deep-learning/differential-
privacy/secure-computation codesign.

Activation Function and Its Protocol

New Activation Function Activation functions are impor-
tant in deep learning for determining the non-linear mapping
relation between the input and the output. While rectified
linear unit (ReLU) has been found to perform better and is
the recommended activation function for convolutional neu-
ral networks (CNNs) in non-private situations, it does not
always hold in private situations, especially in deep learning
with differential privacy.

In CDPDL, the effect of each example on the gradient is
bounded by clipping such that sensitivity is bounded. We
find that unbounded activation functions cause larger gra-
dient magnitudes, which result in more information losses
when per-example gradient clipping is used for CDPDL. To
overcome the problem, we propose a new activation func-
tion, which is defined by Equation 1:

0, if2<0
f(z)z{z, ifo<z<1 (1)
1, ifz>1

The function is both secure computation and differential pri-
vacy friendly. The function replaces all negative values in
the feature map by zero and all values greater than 1 by 1.
On one hand, the function only involves comparison opera-
tions; it therefore can be efficiently and securely evaluated
by using secure computation techniques. On the other hand,
the new activation function is bounded. Gradient clipping
is required to achieve differential privacy in DPDL; how-
ever, it induces information loss. ReLU has no upper bound.



Compared with ReLU, the new activation function can help
reduce information loss, which can improve the accuracy of
DPDL. The new activation function helps control the mag-
nitude of gradient, which in turn reduces information loss
by clipping. This improves the accuracy of DPDL. The ef-
fectiveness of the function is also confirmed with experi-
ments in Section . As a result, the function is also effective
for DPDL. We note that the new activation function is the
first function that allows both efficient secure computation
and effective differential privacy for private deep learning.
The new function is superior to prior activation functions
for CRYPTDP.

Garbled-Circuits-Free Most Significant Bit Extraction
Consider two servers Cy and C; with a value a additively
shared among them who want to extract the boolean shares
of the most significant bit (MSB) of a. It is inefficient to ap-
ply garbled circuit protocol to extract MSB over the shares,
since we need to convert the arithmetic sharing to Yao shar-
ing, evaluate the function with garbled circuits, and convert
back to arithmetic sharing. However, we make the obser-
vations: To determine the MSB (or sign) of the value a,
we can use sign rule of multiplication. For the multiplica-
tion ¢ = a - b, if server Cy has the MSB bMSB of b,
and server C' can get the MSB ¢M SB of ¢, then the sign
aM S B of a can be determined by bM SB and cM SB, so
the problem becomes how to design a protocol such that
the MSB of multiplicand is known only to server Cj, the
MSB of result is known only to server C, multiplier and
its MSB are not known to servers Cy and C; The multipli-
cation over the secret shares can be computed cheaply. Let
Aelg + [Ael; = AaAp. The multiplication can be written:

c=a-b=(As—Xa)  (Ap—Xp)

= A Ap — A Ap — Ay + Aoy

- (AaAb - )\bAa - [/\a}oAb + [/\C]O)
+([Acly = [Aal1A0).

Building on the above key observations, we propose a novel
MSB Extraction (MSBExtr) protocol for the (-)-sharing,
which uses multiplication instead of expensive garbled cir-
cuits. Our protocol consists of an offline phase and an online
phase, and shifts some operations to the offline phase. Our
approach enables a very efficient online phase for protocols
employing the proposed MSBEXxtr protocol.

The MSBExtr protocols considers server Cy with secret
share (a), = (Aq, [Aa]o) and server C with secret share
(a); = (Aq, [Aa]1), where a = Ay — [Aa]o — [Aq]1, and re-
turns the binary secret share [aM S B]; of the MSB aM SB
of a as output to server C; for ¢ € {0,1} without reveal-
ing a and aM SB to server Cy and C;, where aM SB =
[aM SB|F @ [aM SB]P. The overall steps of the MSBEx(tr
protocol are described formally in Algorithm 1. We formally
define the MSBEXxtr protocol as follows:

([aMSB)F, [aMSB)?) <~ MSBExtr({(a)).

@

3

In what follows, we elaborate the MSBExtr proto-
col. During the offline (setup) phase, the multiplica-
tion triplets ([As], Ao, Ac) are generated by executing
setupMU LT ([Aa], Ay) such that server Cy has ([Ac],, As)

35430

Algorithm 1: Most Significant Bit Extraction (MSBEXxtr)
Protocol on the (-)-Shares

Input: The (-)-sharing (a) of @ among servers Cp and C'.
Output: Server C; gets share [aM SB]; of the MSB of a
fori € {0,1}.
1. Setup:
2: Server Cy gets ([A:]y, Ay) and server C gets [Ac];
where [Ac], + [Ac]; = AaAe.
: Server Cj gets randoms b, Ay, € Zor where Ay = b+ Ay
and server C gets Ay. Server Cj sets [aM SB]F to be
the MSB of b.
Online:
Server Cy locally computes and sends to server Cf:
[clo = AaAp — ApAq — [Aa]oAp + [Ac]o-
Server C locally computes [c]; = [Ac]; — [Aa]1 .
Server C; locally computes ¢ = [c¢]p + [c]; and sets
[aM SB]? to be the MSB of c.

and server C has share [A.],, where [Ac], + [Ac]; = Aados
server Cy gets randoms b, A, € Zyk, where Ay, = b+ Ay,
and sets [aM SB]¥ to be the most significant bit (MSB) of
b, and server C; gets Ay. Note that b is only held by server
Co, hence server Cy does not know [aM SB]F. The offline
phase is input independent, and can be performed before the
actual inputs are known. The setup phase can be instantiated
with either oblivious transfer or homomorphic encryption by
two servers or can be generated by clients.

In the online phase, taking advantage of the multiplica-
tion triplets, servers Cy and C jointly and securely calcu-
late shares [c]o and [c]; such that ¢ = a - b (steps 5-6). First
of all, server Cj locally calculates the value [c]g = Ay Ap —
MAq — [Aa]oAs + [Ac]o and sends [c]p to server C (step 5).
Server C locally calculates the value [c]1 = [Ac]; —[Aa]14
(step 6). Finally, after receiving [c]o, server C locally cal-
culates the value ¢ = [c]o + [c]; and sets [aM SB]® to be
the MSB of ¢ (step 7).

In the MSBEXtr protocol, the value a is masked by using
[Aa]y and [Ay];. The value A, is not available in clear to any
of two servers Cyp and C;. The value b is masked by using
Ap which is not known by server C, thus server C; does
not know b. The value c is obtained in clear by server C'; in
step 7, which equals a - b. The share [c]; is known only to
server C1. Only server C; knows ¢ and [aM SB]¥. There-
fore, server Cy and C; cannot calculate the value a. Note
that for communication, the online of the MSBExtr protocol
only involves one round with sending just one element.

Similar to 1-input MSBExtr protocol, given the (-)-
sharing (a) and (d) of a and d, we can design the MS-
BExtr2 protocol without garbled-circuits to get the binary
secret share [adM SB]; of the MSB adM SB of a - d over
(a) and (b):

([abM SB)§, [abM SB]?) « MSBExtr2((a), (b)). (4)

The online communication of the MSBExtr2 protocol also
only involves sending one element.

Garbled-Circuits-Free Activation Protocol Prior works
almost exclusively focus on the designs and optimiza-



tions (such as SecureML (Mohassel and Zhang 2017) and
ABY2.0 (Patra et al. 2021)) of the garbled circuits based
protocols for privacy-preserving activation, but the protocols
are still inefficient because of the expensive garbled circuits.
In addition, as seen from Equation 1, the activation function
makes use of input-dependent conditional branches, which
result in input-dependent access patterns. Information may
be disclosed from the access patterns. However, this remains
an unsolved problem in existing protocols.

We re-think existing protocols and carefully design a
novel more involved oblivious garbled-circuits-free PPActi
protocol. The main goal of the protocol is that servers C
and (' jointly and securely evaluate the activation function
along with its derivative. Using the proposed MSBExtr pro-
tocol and OT, the protocol radically improves efficiency by
not using expensive garbled circuits, and hides access pat-
terns. In the design of the protocol, we minimize the rounds
of interaction and number of invoked OTs. Let d4(,) rep-
resent the derivative of the new activation function f(z).
d¢(z) can be expressed as: 0,y = 1if 0 < z < 1; and
(=) = 0 otherwise. This protocol considers server Cy with
secret share (z), = (A.,[A.]o) and server C with secret
share (z); = (A.,[A:]1), and returns the additive secret
share (f(z)), of the activation result and the additive secret
share (0 (.)), of its derivative result as outputs to server C;
for ¢ € {0,1}. For correctness to hold, the following rela-
tions will be needed: f(2) = Afry — [Apylo — [Npo)h
and 7o) = Ag,, — [)‘5_“@}0 — [Ag_f,(z)h. Both the acti-
vation and its derivative can be securely computed together
in one iteration. The derivative result shares <5 f(z)> o and

<5 F(2) > , are employed in back-propagation computation.

We set I = 1x2!, where [ is the bit-length of the fractional
part in data representation. Let s; and s, represent the MSBs
of z and z — 1, respectively. We observe that Equation 1 can
be rewritten as f(z) = ((!s1) A s2)z + (!s2), and that 64,
can also be expressed as () = (!s1) A s2. Here (!s1) A s2
is equal to the MSB s15 of z - (z — 1). The MSBs can be
got by using the proposed MSBExtr protocol. Building on
the above key observations, the PPActi protocol is proposed.
Servers Cy and C first work collaboratively to determine
the Boolean shares of the MSBs s, and s;2 by using the
MSBExtr protocol from Section . Next, servers Cy and C
perform secure forward pass and secure backward pass to
compute ((!s1)As2)z+(!s2) and (1s1) Ass for our activation
by using OT. During this protocol, only server Cjy knows
[s2]8 and [s12]Z, while only server C; knows [s12]f and
[s2]7 - No information regarding z is revealed to servers Cy
and C. Neither server Cy nor server C; knows sq, so and
s12. The overall steps of the PPActi protocol are described
formally in Algorithm 2. In what follows, we elaborate the
protocol.

MSB Extraction. First of all, servers Cy and C7 ex-
ecute the proposed MSBExtr protocol, ([s2]Z,[s2]F) <
MSBExtr({(zI)) (steps 1-2), on (zI) such that server
Co gets the share [so]F of the MSB sy of 2 — 1 and
server C; gets the share [s]P. Then, servers Cy and C
call the proposed MSBExtr2 protocol, ([s12]¥, [s12]P) «

Algorithm 2: PPActi Protocol on the (-)-Shares

Input: Server C; (i € {0, 1}) holds share (z), of z.
Output: Server C; (i € {0,1}) gets shares (f(z)), and
(95(2))

1: Server C; locally computes (zI) = (z) — I for
i€ {0,1}.

2: Servers Cy and C} invoke the MSBEXxtr protocol on
(2I) to learn output [s2] 5.

3: Servers Cy and C invoke the MSBExtr2 protocol on
< z >and < zI > to learn output [s15] 7.

4: Cy sets t19 = <Z>O . [812]0B + 71 and t14
(z)y  ([s12]8) + r1. Co and Cy perform (L,t;)
OT(t10,t11,[s12]7)

5: Cq sets tog = <Z>1 . [812]118 + r9 and to 1 =
(z); - ([s12)P) + ra. Cp and C; perform (L,t2) <«
OT (t2.0,t2.1, [s12)).

6: C() sets t370 = ('[52]5) + 73 and tgil = [52]63 + 7r3. Co
and C; perform (L, t3) «— OT (t3.0,t31, [s2]7).

7: Server Cp locally sets (f(z)), = to —r1 —r3, and server
C locally sets (f(z)); = t1 +t3 — 2.

8: Cpsets tyg = [512}03 +ryand t41 = ('[Slz]OB) + r4.
C() and Cl perform (J_, t4) — OT(t;L(), t4717 [812]{3).

9: Server C gets a random 14’ € Zysk, locally computes
and sends to server Cy: A(;f(Z) =ty + 1.

T

10: Server Cy locally sets <5f(z)>0
server Cy locally sets (87(2)), = (As, ., 74").

(As;(.y,7a) and

MSBExtr2({z),{zI)) (step 3), on (z) and (zI) such that
server Cp gets the share [s12]5 of the MSB 515 of 2 (2 — 1)
and server C; gets the share [s12]P. Note that only server
Co knows [s2]F and [s12]{, and only server Cy knows [so] P
and [312}118.

Forward Pass for Our Activation. Servers securely cal-
culate the (-)-sharing of our activation. Firstly, server Cy
picks a random number 71 and sets t1 ¢ and ¢;_; as follows:
tiog = <Z>O . [812]08 +ryand t1 1 = <Z>0 . ('[812]03) =+ 7r1.
Server Cy with inputs 1 ¢ and ¢; ; and server C; with an
input choice bit [s12]P invoke the OT protocol (L,#;) <
OT(t1.0,t1.1,[s12]7) where server Cy is the sender and
server () is the receiver (step 4). After OT invocation, server
C; obtains t1, which is equivalent to (2)-([s12)5 ®[s12] )+
rior () (51 @ s2) + 1.

Then, server C; picks a random number r; and sets
ton = (2); - [s12]{ +r2and oy = (2); - (s12]f) + 72
Server Cyy having a choice bit [s12]5 and server C; having
messages to_ o and to 1 perform the OT protocol (L,¢5) <+
OT (ta0,t21, [s12]8) (step 5). Server Cy receives ty as its
output, which is equal to (), - ([s12]8 @ [s12]P) + o or
(2)1 - (51 @ s2) + 2.

After this, server C picks a random number r3 and sets
tso = ([s2]8) + r3 and t31 = [sa]F + r3. Servers en-
gage in the OT protocol (L, t3) + OT(ts.0,t31,[s2]P)
with server Cj being the sender and server C; being the re-
ceiver (step 6). Server C learns t3 as its output, which is
equal to ([s2)F @ [s2]P) + 73 = (Is2) + 73.
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Figure 1: Accuracy comparison of our CRYPTDP model with the OME-based LDPDL model on MNIST, FashionMNIST and

CIFARI10.

At the end, server C obtains the output share (f(2)), of
activation f(z) by locally setting (f(2)), = t2 — 71 — 73,
while server C; obtains the output share (f(z)), by locally
setting (f(2))y = -+ ts — 73 (step 7). ((F(2))0 (£(2))y)
forms a (-) sharing of f(z). Here A2y — [Arz)Jo — [Ap(2)t
is equal to f(z).

Backward Pass for Our Activation. The rest of this
protocol can be used to securely calculate the (-)-sharing
of the derivative of our activation. Server Cy picks a ran-
dom number r4 and sets t, g = [512]03 + 74 and t4 1 =
('[s12)F) + 74. Server Cy with messages t4 o and t4; as
the sender and server C; with a choice bit [s15] as the re-
ceiver run the OT protocol (L, t4) < OT (t40,ts1, [s12]P)
(step 8). Server C obtains t4 as its output, which is equal to
([s12)F @ [s12)F) +74 = (51 D s2)+74. Then, server C; gets
a random r4' € Zy, locally computes A(;f(z) =t4+r4
and sends Ag 4(») 1O server Cy (step 9). Finally, servers C

and C locally set the derivative output shares <§ f(z)> o and

(05(2)), as follows: (07(z)) o = (As,.),ma) and (35 (), =
(As; sy r4’), respectively (step 10). Here Asyy —Ta— 74’
is equal to d (..

In the PPActi protocol, 4 OTs are performed. The first
significant difference between our work and prior works
is that only multiplications and OTs are required in the
PPActi protocol. Using the proposed MSBExtr protocol, the
PPActi protocol avoids expensive garbled circuits, which
substantially modifies the prior works. As the experimental
data display in Section , the proposed protocol will signif-
icantly increase the efficiency of privacy-preserving activa-
tion. The second significant difference is that the running
of the PPActi protocol is irrespective of input values, which
makes that the access patterns are input-independent. It is
worth noting that the PPActi protocol is resilient against at-
tacks based on access patterns.

Experimental Evaluation
Accuracy Experiments

We employ different convolutional neural network architec-
tures for the MNIST and FashionMNIST datasets, and the
CIFAR10 dataset. The choices of architectures are motivated
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by prior works.

Comparison to Local Differentially Private Deep Learn-
ing In this section, we conduct a comparative analysis be-
tween the testing accuracy of CRYPTDP and that of the cor-
responding state-of-the-art local differentially private deep
learning (LDPDL) (Arachchige et al. 2019; Lyu et al. 2020).
Note that the OME, OUE and SUE based LDPDL methods
have been used for textual data in (Lyu et al. 2020) and im-
age data in (Arachchige et al. 2019).

We first compare the CRYPTDP model accuracy with the
OME-based LDPDL model (Arachchige et al. 2019; Lyu
et al. 2020) for varying privacy loss p on the MNIST, Fash-
ionMNIST and CIFAR10 datasets in Figure 1. From Figure
1, we observe that the testing accuracy of the CRYPTDP
model grows while the testing accuracy of the LDPDL
model keeps nearly consistent when p increases. For ex-
ample, Figure 1(a) shows that when p increases from 2 to
10, the CRYPTDP testing accuracy grows from 96.52% to
97.42% whereas the LDPDL model keeps nearly 95.25%
testing accuracy on MNIST. Another important observation
is that CRYPTDP delivers better results than the LDPDL
model across various privacy losses p. The testing accu-
racy of CRYPTDP is at least 1.27% higher than that of the
LDPDL model. For instance, as shown in Figure 1(a), on
MNIST, our model achieves 97.34% testing accuracy for
a privacy loss of p = 9, whereas the LDPDL model only
achieves 95.26%. We observe similar results when evaluat-
ing on other two datasets FashionMNIST and CIFARI10 as
shown in Figures 1(b) and 1(c). Note that a pre-trained deep
learning model (whose model architecture is the same as the
CRYPTDP model in our experiments) is required to extract
the intermediate features before private data perturbation in
the OME-based LDPDL model. We remark that this require-
ment is not reasonable for local differential privacy as a pre-
trained deep learning model may not exist in the real world.
Furthermore, the OME method fails to protect privacy.

Additionally, we compare the CRYPTDP testing accu-
racy with the OUE/SUE-based LDPDL models (Arachchige
et al. 2019; Lyu et al. 2020). The testing accuracy is sum-
marized in Table 1. As shown in the table, CRYPTDP has
significantly higher accuracy than the LDPDL models, even
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Figure 2: Accuracy comparison of our CRYPTDP model with the CDPDL model on MNIST, FashionMNIST and CIFAR10.

Dataset Approach | Accuracy [%] | Privacy Budget
OUE 62.22 64
MNIST SUE 65.42 64
Ours 97.20 3.46
OUE 56.20 64
FashionMNIST SUE 58.45 64
Ours 86.11 447
OUE 35.25 64
CIFAR10 SUE 36.06 64
Ours 58.63 6

Table 1: Accuracy comparison of our CRYPTDP model
with the OUE/SUE-based LDPDL models (Arachchige et al.
2019; Lyu et al. 2020) on MNIST, FashionMNIST and CI-
FARI10.

though the LDPDL models expend more privacy budgets,
on the MNIST, FashionMNIST and CIFAR10 datasets. For
example, on FashionMNIST, CRYPTDP reaches a testing
accuracy of 86.11% when privacy loss € = 4.47. In contrast,
the LDPDL models only have testing accuracies of 56.20%
and 58.45% when privacy loss ¢ = 64. The reasons behind
this huge difference are as follows: The two LDPDL models
are trained on the noisy data and their probabilities fluctuate
around 0.5, resulting in low accuracies, whereas CRYPTDP
does not suffer from the problems.

In conclusion, the above results demonstrate that
CRYPTDP significantly outperforms the current most state-
of-the-art LDPDL models.

Comparison to Centralized Differentially Private Deep
Learning In this section, we conduct a comparative anal-
ysis between the testing accuracy of the CRYPTDP and
that of the corresponding state-of-the-art centralized differ-
entially private deep learning (CDPDL) (Yu et al. 2019).

Figure 2 presents the testing accuracy of CRYPTDP
and CDPDL under varying privacy loss p on the MNIST,
FashionMNIST and CIFAR10 datasets. One primary dif-
ference between the two models is the activation function
used in the hidden layers: CRYPTDP uses the proposed
differential-privacy-friendly activation function while the
CDPDL model uses ReL.U.

The first observation from Figure 2 is that the testing ac-
curacy for both CRYPTDP and CDPDL increases with the

increase of the privacy loss p. For instance, following from
Figure 2(b), when p is varied from 2 to 10, the testing accu-
racy of CRYPTDP increases from 83.02% to 86.11% while
the testing accuracy of the CDPDL model increases from
81.83% to 85.14% over the FashionMNIST dataset. A sim-
ilar trend is observed for the MNIST and CIFAR10 datasets
as shown in Figures 2(a) and 2(c).

It is well-known that it is difficult to improve the ac-
curacy of the current CDPDL model. However, another
important observation with respect to testing accuracy is
that CRYPTDP consistently outperforms the CDPDL model
with ReLU across various privacy losses p spent. For ex-
ample, for the MNIST dataset (Figure 2(a)) p = 8 results
in a testing accuracy of 97.25% as compared to testing ac-
curacy of 96.94% for the CDPDL model. Similarly, Figure
2(c) shows that for CIFAR10, CRYPTDP has a testing ac-
curacy of 58.63% for p = 17.5. In contrast, the CDPDL
model has a testing accuracy of 57.25%. The reason behind
better accuracy lies in the fact that the proposed differential-
privacy-friendly activation function is able to help control
the gradient norm.

Our CRYPTDP model mitigates some of the negative im-
pacts from gradient clipping. This conforms with our dis-
cussion in Section . It is also worth noting that the CDPDL
model only supports a trusted scenario where a trusted data
server is required for deep learning model publishing while
our CRYPTDP model does not require a trusted data server.

Runtime Experiments

In this section, we report the online time, offline time, and to-
tal time of the main building blocks, and analyze how much
speed-up is brought about by CRYPTDP.

Activation Experiments In order to evaluate the perfor-
mance of our activation protocol, we compare our secure
activation protocol with the secure activation protocol of
ABY2.0 (Patra et al. 2021), which is the current state-of-the-
art secure activation protocol for 2-party secure deep learn-
ing. The number of samples is fixed to 2000, the number of
epochs is fixed to 8, and the mini-batch size is fixed to 16,
64 and 256. If more epochs are required, the running time
reported will grow linearly with the number of epochs.

In Table 2, we show the performance of our protocol,
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Activation Method | Batch Size | Total Time
16 1013.06
ABY2.0 64 1008.46
Relu 256 999.97
16 88.6
Ours 64 78.15
256 83.04
16 1859.15
ABY2.0 64 1774.09
.. 256 1754.76
New Activation 16 7477
Ours 64 153.87
256 163.76
16 357.32
ABY2.0 64 357.34
Softmax 256 354.36
16 175.1
Ours 64 176.83
256 178.07

Table 2: Runtime comparison between our secure activation
and the secure activation of ABY?2.0 in the whole training.
Runtimes are in seconds.

Method | Activation | Softmax | Pooling | GradClip Total
ABY2.0 678.37 224.01 | 7037.71 | 165864.87 | 173960.9
Ours 40.89 122.03 24.75 454.81 642.78

Table 3: Runtime comparison between CRYPTDP and the
approach based on ABY2.0. Runtimes are in seconds.

along with the performance of the protocol using ABY2.0
for all of new activation functions in the whole training. In
addition to the new activation function, we also report the
time for evaluating secure Relu activation function and Soft-
max in training.

ABY2.0 employs garbled circuits for secure activation
protocol, and we demonstrate that with our protocol, the
time taken to evaluate the secure activation protocol is de-
creased significantly. Our protocol also significantly out-
performs in the total time due to the use of multiplication
triplets in place of expensive garbled circuits. In particular,
we observe that for total time, CRYPTDP is around 10x
faster than ABY2.0 in evaluating the new activation while it
is around 11x faster in evaluating the Relu activation.

Training Experiments Finally, we compare the running
time of CRYPTDP with that of the approach using ABY2.0
(Patra et al. 2021) in Table 3. In the experiments, the number
of samples is fixed to 2000, the number of epochs is fixed to
5, and the mini-batch size is fixed to 32. We report the run-
ning time of activation, pooling, softmax, and gradient clip-
ping. Following from Table 3, we observe that the running
time of CRYPTDP is 642.78s while the running time of the
approach based on ABY2.0 (Patra et al. 2021) is 173960.9s.
Our CRYPTDP is two orders of magnitude more efficient
than the state-of-the-art approach based on ABY?2.0. The ra-
tionale behind this improvement is the usage of our secure-
computation-friendly approaches and our new protocols.
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Related Work

Interesting works have been done on the secure computa-
tion of differentially private data analysis (Wang et al. 2025;
Wagh et al. 2021a; Demelius, Kern, and Triigler 2025). Li
et al. (2022) devise new efficient and secure methods based
on a trusted execution environment for outsourcing differen-
tially private data publishing. Roy Chowdhury et al. (2020)
investigate a new crypto-assisted method, Crypte, to run DP
programs for SQL queries in the central model. They em-
ploy the two-server model, where one server is one crypto-
graphic server managing the cryptographic primitives while
the other is an analytics server carrying out secure compu-
tations. However, in our work, both of the servers are ana-
Iytics servers carrying out secure computations. Bohler and
Kerschbaum (2020b,a) present efficient protocols to imple-
ment the secure computation of differentially private median
of the union of data sets by using the exponential mecha-
nism. The protocols in (Bohler and Kerschbaum 2020b) are
carefully designed for the 2-party setting, and engage in the
relaxation of DP while the protocols in (Bohler and Ker-
schbaum 2020a) are designed for the multi-party setting and
use pure differential privacy. Bohler and Kerschbaum (2021)
also propose new protocols to efficiently and securely eval-
uate differentially private top-k by using secure multi-party
computation. He et al. (2017) propose new private record
linkage by composing differential privacy and secure com-
putation. However, their works focus mainly on compara-
tively simpler data analysis, rather than more involved ma-
chine learning algorithms. Kim et al. (2019) present a se-
cure computation approach for differentially private logistic
regression. Gil et al. (2020) develop a secure computation
for differentially private bayesian learning. Both of the ap-
proaches (Kim et al. 2019; Gil et al. 2020) leverage approx-
imate homomorphic encryption resulting in heavy computa-
tional costs, while our work leverages secret sharing avoid-
ing the problem. Moreover, the two approaches are designed
for distributed setting whereas our approach is for a 2-party
setting. Lyu (2020) presents crypto-assisted differentially
private collaborative learning using a three-layer encryption
approach and distributed differential privacy. This work is
also designed for a distributed setting rather than a 2-party
setting. Yuan et al. (2021) propose a private deep learning
training scheme. A key distinction is that in their work, one
computing party holds access to the features, whereas in our
scheme, the features remain unknown to all computing par-
ties. These approaches do not study the DPDL problem. De-
spite these approaches being similar in spirit to CRYPTDP,
they are not applicable to the problem considered in our pa-
per.

Conclusion

We present CRYPTDP, a novel approach with the assistance
of cryptography for differentially private deep learning in
the two-server model. Performance evaluations confirm that
CRYPTDP significantly outperforms prior arts.
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