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Abstract

Endpoint Detection and Response (EDR) systems are a cor-
nerstone of modern threat detection and endpoint protec-
tion. However, conventional heuristic- and learning-based ap-
proaches often fail to address sophisticated and continuously
evolving attack patterns. Recent advances in large language
models (LLMs) offer promising capabilities for behavioral
analysis in EDR logs, yet their effectiveness is hindered by
the massive volume of events and the interleaved nature of
behavior sequences, where subtle and sporadic malicious ac-
tions are intricately interwoven with benign ones—posing
significant challenges for long-context modeling and stealthy
threat detection. To address these issues, we propose Hyper-
GLLM, a novel detection framework that introduces hyper-
graph reasoning into LLMs. It first constructs an attribute-
value level relation-aware graph to model low-order struc-
tural semantics while reducing textual redundancy. Then,
it introduces a differential hypergraph module with multi-
granularity clustering to capture high-order behavioral depen-
dencies embedded in interleaved events and reinforce threat
semantics. Finally, the hypergraph representations are aligned
with an LLM for efficient contextual reasoning over potential
malicious behaviors. To facilitate empirical evaluation, we
curate EDR3.6B-63F, a large-scale EDR dataset containing
3.6 billion events across 63 distinct behavior families. Exten-
sive experiments demonstrate that HyperGLLM significantly
outperforms state-of-the-art methods by reducing the false
alarm rate to 1.67%, achieving 94.65% accuracy across 63
behavior families, and improving the modeling efficiency of
LLMs on long EDR logs. Our framework and dataset provide
a solid foundation for future research and support the devel-
opment of advanced detection solutions in endpoint security.

Introduction
The proliferation of digital infrastructure and endpoint de-
vices has fueled increasingly sophisticated and stealthy cy-
ber threats (Zhang et al. 2022; Chen et al. 2023). Tradi-
tional perimeter defenses, including firewalls and antivirus
software, have shown limited effectiveness against persis-
tent and evasive attacks (Kokulu et al. 2019). As a core
component of modern cybersecurity architecture, Endpoint
Detection and Response (EDR) systems continuously mon-
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Figure 1: A typical EDR sample contains numerous inter-
leaved, lengthy event descriptions, resulting in ultra-long
logs. The sporadic occurrence and benign appearance of ma-
licious events further complicate precise threat modeling.

itor endpoint activities and leverage data analytics to de-
tect anomalous behavior and facilitate timely threat mitiga-
tion (Dong et al. 2023a). As a result, effective analysis of
EDR logs is essential for uncovering malicious activities and
enhancing automated threat detection capabilities.

Early approaches to EDR log analysis were primarily
based on heuristic rules (Milajerdi et al. 2019; Hassan,
Bates, and Marino 2020), which heavily rely on domain
expertise and struggle to adapt to evolving or stealthy
threats. To overcome these limitations, learning-based meth-
ods (Rosenberg et al. 2021; Kaur, Gabrijelčič, and Klobučar
2023; Macas, Wu, and Fuertes 2024) have been increas-
ingly adopted to improve detection accuracy and general-
ization in security analytics. More recently, large language
models (LLMs) (Achiam et al. 2023) have achieved impres-
sive results in cybersecurity tasks, including malware analy-
sis (Mohseni et al. 2025), intrusion detection (Li et al. 2024),
phishing detection (Cao et al. 2025), and vulnerability man-
agement (Liu et al. 2024), due to their advanced capabilities
in semantic understanding and contextual reasoning.

However, directly applying LLMs to EDR logs remains
non-trivial due to the semantic stealthiness of malicious be-
haviors embedded within numerous interleaved event se-
quences. As illustrated in Fig.1. A typical EDR sample com-
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prises a large number of system events, each represented as a
lengthy textual description. These ultra-long logs frequently
exceed the context window limits of current LLMs (e.g.,
beyond 128K tokens) and incur substantial computational
overheads. In addition, malicious behaviors are typically
sporadically distributed, benign-appearing, and intricately
interleaved with normal activities. This stealthiness poses
significant challenges for accurate threat behavior modeling.
Furthermore, the lack of large-scale EDR datasets with di-
verse and representative malware families (Alsaheel et al.
2021; Zengy et al. 2022; Sharif et al. 2024; Dong et al.
2023b) continue to hinder the development and evaluation
of LLM-based solutions in this domain.

To address these challenges, we propose HyperGLLM, a
unified framework that introduces hypergraph neural net-
works into large language models for malicious behavior
inference. HyperGLLM is designed to leverage the charac-
teristics of EDR logs and the contextual reasoning abilities
of LLMs. Concretely, we construct a relation-aware graph
at the attribute-value level to model latent field dependen-
cies and capture intra-event structure, generating low-order
global semantic representations. To capture the complex, in-
terleaved nature of behavioral sequences, we introduce a
multi-granularity clustered differential hypergraph network.
This module forms hyperedges at different cluster scales
to capture high-order behavioral semantics, and incorpo-
rates global hypergraph differentials to enhance discrimina-
tive capacity. The resulting hypergraph embeddings are then
aligned with the LLM representation space via a lightweight
projection layer, enabling accurate and efficient inference of
malicious behaviors. To support large-scale empirical anal-
ysis, we construct EDR3.6B-63F, a large-scale dataset with
3.6 billion EDR events and over 2 million labeled samples
across 62 malicious behavior families in addition to benign
ones. This dataset provides a high-quality benchmark for fu-
ture research in endpoint security. Our main contributions
are summarized as follows:

• We propose HyperGLLM, an efficient framework that in-
troduces hypergraph reasoning into LLMs for malicious
behavior detection in EDR logs, capturing both structural
semantics and long-range temporal dependencies.

• We design an attribute-value level relation-aware graph
and a differential hypergraph module with multi-
granularity clustering to jointly model low- and high-
order behavior semantics, thereby enhancing the seman-
tic representation of threat behaviors.

• We construct EDR3.6B-63F, a large-scale EDR dataset
that serves as a high-quality benchmark for advancing
AI-driven research in endpoint security, offering diverse
behavior types and detailed event records.

• Extensive experiments demonstrate that HyperGLLM
consistently outperforms state-of-the-art baselines across
multiple metrics while maintaining high inference effi-
ciency. Ablation studies further validated the methodol-
ogy and the contribution of each module.

Related Work
Traditional Learning-based Approaches. To address the
limitations of early heuristic-based detection systems (Mi-
lajerdi et al. 2019; Hassan, Bates, and Marino 2020), re-
searchers have increasingly turned to machine learning
(ML) (Raff et al. 2021; Doan et al. 2023) and deep learn-
ing (DL) (Zhu et al. 2024; Park et al. 2025) approaches for
endpoint threat detection. These models (Kumar, Janet, and
Neelakantan 2022; Tsai et al. 2024; Sharif et al. 2024) either
rely on manual feature engineering or adopt end-to-end rep-
resentation learning to capture discriminative patterns from
system logs and file metadata.

Despite these advances, most models fail to capture long-
range dependencies and intricate semantics in EDR logs,
hindering stealthy threat detection.

LLMs in Endpoint Security. Large Language Models
(LLMs) have shown exceptional capabilities in contextual
semantic modeling and cross-task generalization across di-
verse NLP tasks (Achiam et al. 2023). These properties have
recently prompted increasing efforts to explore their appli-
cability in endpoint security (Shao et al. 2024; Levi et al.
2025). For example, Zhao et al. (2025) proposed an LLM-
assisted multi-view system that uses prompt engineering to
enhance malware detection. Zhou et al. (2025) developed
a framework leveraging task-adaptive pre-training to im-
prove ransomware detection. Bitaab et al. (2025) introduced
SCAMNET, a fine-tuned LLM-based model for detecting
fraudulent shopping websites.

While these methods highlight the potential of LLMs for
endpoint security, applying them directly to EDR log anal-
ysis remains challenging due to the ultra-long log texts and
the stealthy nature of malicious behavior. Despite recent ad-
vances in extending the context windows of LLMs (Peng
et al. 2024; Jin et al. 2024; Ding et al. 2024), they frequently
result in significant computational overhead and do not fun-
damentally address these challenges. In this work, we pro-
pose a novel EDR log analysis framework that integrates
graph semantic modeling with LLM-based contextual rea-
soning, substantially improving the detection of covert ma-
licious behavior within ultra-long contexts.

Graph-Based Approaches in Endpoint Security.
Graph-based methods are widely used in endpoint security
for capturing semantic dependencies among system enti-
ties (Veličković et al. 2018). Egressy et al. (2024) introduced
directed multigraphs for fraud and phishing detection. Gui et
al. (2025) proposed a multi-stage APT detection framework
that models abnormal event relationships to reconstruct at-
tack paths. Zhang et al. (2025) introduced MalDetectFormer,
a Transformer-based model with integrated subgraph convo-
lutions for malicious traffic detection.

Building on these insights, we propose a relation-aware
graph that models intra-event attribute-value semantics,
alongside a differential hypergraph module with multi-
granularity clustering to capture complex, high-order be-
havioral dependencies across events. Unlike prior meth-
ods that focus on entity-level interactions, our method cap-
tures both local structures and global high-order semantics
in EDR logs, facilitating efficient long-sequence processing
and more accurate detection of stealthy threats.
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Figure 2: The HyperGLLM framework. The attribute-value level relation-aware graph encodes EDR logs into event-level rep-
resentations. The differential hypergraph network performs multi-granularity clustering over event sequences, enhancing mali-
cious semantics by capturing global hypergraph features. Finally, the hypergraph-enhanced representations are aligned with the
LLM’s semantic space to identify behavior through contextual reasoning.

Method
An overview of our HyperGLLM model is shown in Fig.2.
Specifically, the relation-aware graph encodes interactions
among attribute-value pairs to extract structured semantics
from EDR logs, producing event-level representations with
fine-grained information. The differential hypergraph net-
work constructs hyperedges over temporal event sequences
via multi-granularity clustering, enabling the capture of la-
tent malicious behaviors through global hypergraph differ-
entials. Finally, the LLM performs behavior reasoning con-
ditioned on task-specific prompts and hypergraph-enhanced
semantics. By combining structured semantics with tempo-
ral dependencies, HyperGLLM enables accurate and effi-
cient behavior inference over long and complex EDR logs.

Attribute-Value Level Relation-Aware Graph
Each event in EDR logs comprises multiple attribute-value
pairs that encode both basic properties and complex intra-
event dependencies. Capturing these internal relationships is
essential for a precise modeling of event semantics. Here, we
introduce a relation-aware graph at the attribute-value level,
modeling each event as a graph where nodes correspond to
attribute-value pairs, and edges capture latent relational de-
pendencies. Fig. 3(a) shows this modeling schematic.

Formally, let L = {Et}Tt=1 denote an EDR log with T
events. Each event Et is represented as a set of attribute-
value pairs {atm : vtm}Mm=1, with M denoting the total num-
ber of attributes. We concatenate each attribute-value pair
into a string atm∥vtm, and convert it into a numeric vector
using UTF-8 encoding for compactness and universality.

xt
m =

ltm⋃
l=1

B̃(
ltm⋃
l=1

B(atm||vtm)), (1)

where ltm denotes the length of the string. B(·) denotes the
encoding function that maps text to binary and B̃(·) decodes

each 8-bit segment into a decimal value. We then construct
a graph Gt for each event, where {xt

m}Mm=1 denotes the set
of node features, and the adjacency matrix At = I(atm ̸=
∅) · I(atm ̸= ∅)⊤ is determined by the presence of attributes.
I(·) denotes the indicator function. The node update in the
graph follows a weighted message passing scheme:

x̂t
m = σ(

∑
m∗∈N (m)

αt
m,m∗Wx̃t

m∗), (2)

where σ(·) is an activation function, N (m) is the set of
nodes adjacent to the m-th node, and W ∈ Rd×d is a learn-
able weight matrix. x̃t

m∗ = fm∗(xt
m∗) maps each input vec-

tor into a d-dimensional space via a linear projection layer,
providing a uniform representation for attribute-value pairs
of varying lengths. αt

m,m∗ is the attention weight between
the nodes m and m∗. We parameterize the edge weights as:

αt
m,m∗ =

exp(wt
m,m∗)∑

m∗∈N (m) exp(w
t
m,m∗)

At
m,m∗ , (3)

wt
m,m∗ =

σ(W ′x̃t
m + b′) · σ(W ′′x̃t

m∗ + b′′)⊤√
d̃

, (4)

where W ′,W ′′ ∈ Rd̃×d are learnable matrices, d̃ is the
reduced dimensionality, and b′, b′′ are biases. This design
enables the model to infer latent dependencies between
attribute-value pairs without requiring predefined schemas,
improving its adaptability to diverse log events. We obtain
an event-level embedding via residual-enhanced pooling:

vt =
1

M

M∑
m=1

(xt
m + x̂t

m), (5)

By modeling attribute-value dependencies through learned
relational graphs, our method generates fine-grained event-
level representations, enhancing semantic expressiveness,
and significantly reducing the computational burden of pro-
cessing lengthy log text.
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Differential Hypergraph Network with
Multi-Granularity Clustering
EDR logs typically exhibit interleaved behavioral processes,
where sparse malicious events are often semantically in-
distinguishable from benign ones. This characteristic poses
a significant challenge for effective threat discrimination.
To tackle this, we propose a multi-granularity differential
hypergraph network, which captures high-order behavioral
semantics at multiple scales and enhances malicious pat-
tern discrimination with a global differential mechanism.
Fig.3(b) shows the operational flow of the n-th layer of the
differential hypergraph network.

Given the semantic representation of each event, we con-
struct a hypergraph H = (V, E), where V = {vt}Tt=1 rep-
resents the set of event nodes and E = {ek}Kk=1 denotes
the set of hyperedges. Each hyperedge ek connects a sub-
set of semantically related events, enabling the modeling of
high-order dependencies. Let H ∈ RT×K be the incidence
matrix, where Ht,k = 1 if node vt ∈ ek, and 0 otherwise.
The node features are iteratively updated via a multilayer
hypergraph message passing scheme (Feng et al. 2019):

V n+1 = F (n)(V (n), E ,W (n))

= σ(D−1/2
v HWeD

−1
e H⊤D−1/2

v V (n)W (n)),
(6)

where F (n) denotes the n-th hypergraph layer, n ∈ [1, N ],
and V (1) = v[1:T ]. N is the total number of layers of the
hypergraph network. Dv(t, t) =

∑
k(t, k) and De(k, k) =∑

t(t, k) denote the diagonal matrices of the vertex degrees
and the edge degrees, respectively. We is a diagonal matrix
of edge weights, and W (n) ∈ Rd×d is the learnable projec-
tion matrix at the n-th layer.

To adaptively capture the diverse and interleaved behav-
ioral patterns in EDR logs, we design a multi-granularity
clustering strategy for hyperedge construction. Specifically,
we apply k-means clustering on node embeddings using a
range of cluster sizes C = {C(s)}Ss=1, where C(s) = βs and
β denotes the initial cluster size. K-means is chosen for its
simplicity and computational efficiency. S is the maximum
clustering scale. At each granularity level s, the clustering
partitions the node set into disjoint groups:

P(s) = {P (s)
1 , P

(s)
2 , ..., P

(s)

C(s)},
C(s)⋃
k=1

P
(s)
k = V (n), (7)

Each cluster P (s)
k defines a hyperedge e

(s)
k , and the hyper-

edge set at scale s is given by:

E(s) = {e(s)k = P
(s)
k |k ∈ [1, C(s)]}, We(e

(s)
k ) = 1, (8)

The final hypergraph aggregates all scales E =
⋃S

s=1 E(s).
The above hyperedge construction strategy leverages multi-
granularity clustering tailored to the characteristics of EDR
data. It enables high-order semantic modeling across multi-
ple behavioral scales, thus improving the model’s ability to
capture complex event patterns.

To further isolate subtle malicious patterns embedded
within predominantly benign sequences, we introduce a

Figure 3: (a) Modeling of the t-th event in the relation-aware
graph. (b) Computation flow of the n-th layer in the differ-
ential hypergraph network.

global differential mechanism. Given the sparsity of ma-
licious events, we approximate the semantic center of be-
nign behavior using a fully connected hyperedge Ē that en-
compasses all nodes. A parallel hypergraph H̄ = (V, Ē) is
constructed to serve as a baseline of benign semantics. At
each layer, we compute the residual between the original and
global hypergraph representations:

V (n+1) ← V (n+1) −F (n)(V (n), Ē ,W (n)), (9)
This differential design progressively filters out global be-
nign semantics, enabling the model to retain high-order be-
havioral semantics while enhancing the extraction of ma-
licious behavior patterns. Finally, to obtain a compact and
sequence-invariant representation, we perform average pool-
ing over the nodes in each hyperedge E and incorporate
residual connections from the initial input. The final hyper-
graph embedding is computed as:

Z = D−1
e H⊤(V (N+1) + V (1)), (10)

Optimization with LLMs
To fully leverage the contextual reasoning capabilities of
LLMs, we apply a linear projection to map the hypergraph
embedding Z ∈ R

∑
s C(s)×d into the LLM’s embedding

space (Liu et al. 2023), and concatenate it with the query
Q to form the final input sequence for behavior reasoning.

To train HyperGLLM, we adopt a two-stage curricu-
lum optimization strategy to gradually integrate hypergraph-
enhanced semantics into the LLM. Let θLLM denote the
LLM parameters and θ represent the remaining parameters
of HyperGLLM. The self-regression objective is defined as:

J = −
R∑

r=1

logP (yr|L,Q, y1, ..., yr−1; θ, θLLM ), (11)
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where y1:R denotes the target behavior name. In the first
stage, we freeze the LLM and update only θ to ensure sta-
ble semantic alignment. In the second stage, we fine-tune the
entire model end-to-end, enabling the LLM to adapt to the
hypergraph context and improve its reasoning capability.

Experiments
We first introduce the large-scale EDR dataset constructed
for this study. Then, we evaluate our method against a series
of state-of-the-art baselines and conduct ablation studies to
fully assess the effectiveness of our method.

Datasets
A large-scale and diverse EDR dataset is essential for eval-
uating performance and improving robustness in threat de-
tection. However, the scarcity of open-source EDR datasets
(Alsaheel et al. 2021; Zhu et al. 2023), particularly those
with diverse behaviors, complete behavioral chains, and
fine-grained event-level records, significantly impedes the
development of LLM-based solutions. To this end, we de-
veloped a program to monitor and capture real-time system
activities, including process creation, network connections,
file access, and registry modifications. The resulting dataset,
EDR3.6B-63F, comprises over 3.6 billion events and 2 mil-
lion labeled samples, covering 62 distinct malicious behav-
ior types alongside benign activities. Specifically, the num-
ber of tokens per sample after tokenization (with over 80%
of EDR samples containing more than 1 million tokens),
along with the proportion and positional distribution of ma-
licious events within each sample (average proportion below
5% and an interquartile range of positions of approximately
0.42 on a normalized [0, 1] scale), reflect the extremely long
nature of EDR logs and the sparsity and interleaved pattern
of malicious activities.

Implementation Details
Data Preprocessing. To mitigate the imbalance in sample
size across threat families, we sample up to 2,000 instances
per family for training and apply resampling strategies to
ensure a more uniform distribution. For evaluation, we ran-
domly select 24,800 representative samples from the re-
maining 1.9 million instances to reduce computational over-
head. This subset is balanced between benign and malicious
instances, with equal samples per malicious family. During
training, we apply two data augmentation strategies to en-
hance model robustness. The first is event-level augmen-
tation, which randomly perturbs attribute-value pairs (e.g.,
changing case, replacing characters with whitespace or un-
derscores). The second is sequence-level augmentation, in-
volving random insertion or deletion of benign events. Each
strategy is applied independently with a 0.5 probability and
is carefully designed to preserve the original semantics of
the attack chain.

Experimental Setup. For the HyperGLLM framework,
the feature dimension is set to d = 512. In the differen-
tial hypergraph module, the initial cluster size β is 8 and the
maximum clustering scale is S = 6. The total number of hy-
pergraph layers is N = 4. We adopt Qwen2.5-3B-Instruct as

the backbone LLM for HyperGLLM. Training is performed
for 1 and 8 epochs in the first and second stages, respec-
tively, with a batch size of 32. AdamW is used as the opti-
mizer, with a cosine annealing learning rate schedule initial-
ized at 1e − 5. All experiments are conducted on a single
node equipped with eight NVIDIA H100 (80GB) GPUs.

Evaluation Metrics. For binary detection, we report Bi-
nary Accuracy, Recall, and False Alarm, which respectively
evaluate the correct detection of benign and malicious sam-
ples, the sensitivity to malicious behaviors, and the pro-
portion of benign samples incorrectly identified as mali-
cious. For multi-family detection, we use Overall Accuracy,
which measures the proportion of correctly identified sam-
ples across all behavior families.

Comparison with State-of-the-arts
We compare our method with conventional and LLM-
based baselines to assess its effectiveness. Conventional
baselines include LGTF (Kumar et al. 2022), ADE (Tsai
et al. 2024), DrSec (Sharif et al. 2024), and MalDetect-
Former (Zhang et al. 2025). LLM-based baselines include
DeepSeek-R1 (Guo et al. 2025) in the zero-shot setting, as
well as Qwen2.5-3B (Yang et al. 2024), LongRoPE (Ding
et al. 2024), LLaMA3-8B (Grattafiori et al. 2024), and
ScamNet (Bitaab et al. 2025) in the fine-tuned setting.

Table 1 summarizes the comparative results. Conventional
learning-based methods exhibit high false alarm rates and
limited overall accuracy. While the LLM DeepSeek-R1 ex-
hibits strong general NLP capabilities, its performance on
EDR tasks remains suboptimal, primarily due to the lack
of domain-specific training. Notably, the low false alarm
rate observed in DeepSeek-R1 can be attributed to its ten-
dency to classify all inputs as benign. Moreover, even af-
ter fine-tuning, models like Qwen2.5-3B (32K tokens) and
LLaMA3-8B (8K tokens) fail to consistently outperform tra-
ditional deep learning methods (e.g., DrSec), as they are
constrained by limited context windows that hinder the mod-
eling of complete long-range dependencies.

To assess the impact of extended context, we conduct ex-
periments with longer context windows on baseline LLMs.
Specifically, we apply LongRoPE to Qwen2.5-3B (up to
1024K tokens) and fine-tune LLaMA3-8B with a 128K win-
dow on ScamNet. Although both show performance im-
provements, these gains come at the cost of substantial com-
putational overhead and still lag behind the performance
of our method. This reveals a key limitation of applying
LLMs directly: the stealthy and sporadically distributed na-
ture of malicious behaviors constrains the effectiveness of
pure long-context modeling, impeding the capture of subtle
but critical discriminative semantics.

In contrast, our method encodes fine-grained event-level
semantics and captures high-order behavioral dependencies
across EDR logs through a differential hypergraph. This de-
sign enables efficient compression of ultra-long inputs while
preserving critical contextual signals. As a result, Hyper-
GLLM improves both accuracy and efficiency in behavior-
level reasoning by integrating LLMs with hypergraph-
enhanced modeling. This demonstrates the effectiveness and
practical potential of our approach.
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Method Binary Acc ↑ Recall ↑ False Alarm ↓ Overall Acc ↑
LGTF (Kumar et al. 2022) 81.75 99.01 35.50 61.71
ADE (Tsai et al. 2024) 77.10 99.05 44.84 53.11
DrSec (Sharif et al. 2024) 90.14 99.75 19.48 84.55
MalDetectFormer (Zhang et al. 2025) 69.06 99.20 61.08 38.73
DeepSeek-R1 (Guo et al. 2025) 61.50 24.25 1.24 50.66
Qwen2.5-3B (Yang et al. 2024) 88.70 98.98 21.57 76.00
LongRoPE (Ding et al. 2024) 92.33 99.54 14.89 86.31
LLaMA3-8B (Grattafiori et al. 2024) 84.98 98.46 28.50 60.16
ScamNet (Bitaab et al. 2025) 85.44 99.67 28.78 77.42
HyperGLLM (Ours) 99.11 99.89 1.67 94.65

Table 1: Comparison between our HyperGLLM framework and existing state-of-the-art methods. The first four rows correspond
to conventional learning-based approaches, while the remaining methods, including ours, are LLM-based. LongRoPE and
ScamNet are based on Qwen2.5-3B and Llama3-8B, respectively, with context window sizes of 1024K and 128K.

Comparison on Computational Efficiency
To evaluate the end-to-end inference efficiency of our frame-
work, we compare GPU memory usage (GPU-MU) and
Time-to-First-Token (TTFT) against LLM-based baselines.
Specifically, we benchmark HyperGLLM against Qwen2.5-
3B and LLaMA3-8B using EDR inputs of 32K, 64K, 128K,
512K, and 1M tokens. For each setting, we report peak
metrics averaged over 100 runs, under identical hardware
and software environments. As shown in Fig.4, Hyper-
GLLM achieves substantial efficiency improvements, reduc-
ing GPU memory usage and inference latency to less than
1/15 and 1/1000 of the baselines, respectively, on a 1M-
token input. Moreover, as the input length increases, the
baselines exhibit a steep rise in all metrics, whereas Hy-
perGLLM shows a significantly slower growth, indicating
better stability. These results demonstrate the scalability and
efficiency of our method in long-context EDR scenarios.

Ablation Study
Impact of the Maximum Clustering Scale. In the differ-
ential hypergraph network, the maximum clustering scale S
determines both the number of hyperedges and the granular-
ity of behavioral semantics. Specifically, larger values of S
enable the inclusion of finer-grained behavioral hyperedges
but may also introduce redundant or noisy hyperedges. Here,
we conduct experiments varying S from 3 to 7 to evaluate
its effect on model performance.

As shown in Table 2, the overall performance of the model
improves as S increases from 3 to 6, indicating that incorpo-
rating finer-grained hyperedges enhances the model’s abil-
ity to capture complex behavioral relationships. However, at
S = 7, performance deteriorates, suggesting that an exces-
sively large clustering scale may introduce redundant infor-
mation and impair the model’s discriminative power. Over-
all, setting S = 6 strikes a favorable balance between infer-
ence accuracy and capturing rich contextual semantics.

Analysis of the Multi-Granularity Differential Hyper-
graph Network. To assess the contribution of each com-
ponent in the proposed differential hypergraph network, we
conduct ablation studies in a controlled setting by selectively
removing key modules and observing the resulting perfor-
mance changes. First, we remove the entire differential hy-

Figure 4: Comparison on computational efficiency. All
methods are tested end-to-end.

Method Binary Acc ↑ Overall Acc ↑
HyperGLLM (S=3) 94.53 87.97
HyperGLLM (S=4) 93.71 88.44
HyperGLLM (S=5) 94.18 88.60
HyperGLLM (S=6) 99.11 94.65
HyperGLLM (S=7) 94.14 89.27

Table 2: Ablation study on the maximum clustering scale.

pergraph module (w/o DHGNN) and replace it with fully
connected layers to maintain parameter parity and seman-
tic alignment with the LLM. Second, to isolate the effect of
the differential structure, we construct a variant by remov-
ing the global hypergraph H̄ while retaining the base hy-
pergraph H, denoted as (w/o Differential). Third, to assess
the necessity of the multi-granularity design, we construct
single-granularity baselines using either the coarsest (s = 3)
or the finest (s = 7) clustering level.

As shown in Table 3, removing the full DHGNN mod-
ule results in a notable performance drop across all met-
rics, underscoring its essential role in modeling behav-
ioral evolution and capturing discriminative semantic pat-
terns within event sequences. Removing only the differen-
tial structure also significantly reduces performance, demon-
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Method Binary Acc ↑ Overall Acc ↑
w/o DHGNN 93.90 88.12
w/o Differential 94.94 89.58
single-granularity (s=3) 92.05 84.34
single-granularity (s=7) 92.71 85.29
HyperGLLM (default) 99.11 94.65

Table 3: Ablation study on the multi-granularity differential
hypergraph network.

Figure 5: The impact of hyperparameters N and d.

strating the effectiveness of differential hyperedges in distin-
guishing malicious from benign patterns. Finally, the single-
granularity variants consistently underperform the default
model, confirming that the multi-granularity design pro-
vides complementary advantages for modeling hierarchical
semantics and enhances the hypergraph’s capacity to capture
high-level behavioral patterns.

Impact of Tunable Hyperparameters N and d. Two
noteworthy hyperparameters in our framework are the num-
ber of layers N and the feature dimension d. We conduct
ablation studies to analyze their impact on HyperGLLM.
The results are shown in Fig.5. Specifically, we vary the
number of layers N from 1 to 5 to evaluate its impact on
model performance. The results show a consistent perfor-
mance gain as N increases, peaking at N = 4. Fewer lay-
ers limit the model’s ability to capture high-order behavioral
relationships, while excessive depth may introduce overfit-
ting or redundant representations, ultimately impairing per-
formance. For the feature dimension d, we evaluate values
ranging from 128 to 640. The results show that performance
fluctuates with increasing d due to varying representational
capacity, with the best result at d = 512, suggesting a trade-
off between expressiveness and model complexity.

Generalization to Unseen Attacks. To evaluate the
model’s generalization ability to unseen malicious behav-
iors, we construct an independent test set of 10,000 samples
with a benign-to-malicious ratio of 9:1—a simplified setting,
as benign samples typically dominate in real-world scenar-
ios. All malicious families are excluded from the training
set. This setup emulates real-world scenarios in which novel
attacks emerge, and the model must detect malicious activity
without prior exposure to those specific threats. As shown in
Table 4, baseline methods achieve high recall for malicious
behaviors, primarily due to their tendency to over-predict
samples as malicious, rather than effectively distinguishing
between benign and malicious activities. This bias is fur-
ther reflected in their notably higher false alarm rates. In

Method Binary Acc ↑ Recall ↑ False Alarm ↓
LongRoPE 86.20 97.00 15.00
ScamNet 73.70 99.80 29.20
HyperGLLM 97.98 93.90 1.57

Table 4: Performance comparison of different methods on
unseen attacks.

Method Binary Acc ↑ Recall ↑ False Alarm ↓
LongRoPE 69.4 25.0 4.0
ScamNet 58.8 96.7 64.0
HyperGLLM 88.1 100.0 19.0

Table 5: Performance comparison of different methods on
the ATLASv2 dataset.

contrast, our method achieves overall superior performance,
with greater accuracy in distinguishing malicious from be-
nign samples. These results demonstrate the strong gener-
alization and robustness of our framework and highlight its
potential for detecting previously unknown threats.

Evaluation on Public Datasets. To further evaluate the
generalization capability of our method on a different EDR
dataset, we conduct additional experiments on the publicly
available ATLASv2 dataset (Alsaheel et al. 2021), which
contains host activity logs from two Windows 7 machines
over a five-day period, collected from multiple audit sources.
In our setting, we use only the logs recorded by Carbon
Black Cloud, characterized by long event sequences and
complex temporal dependencies, albeit on a small dataset.
The model is trained on data from host 1 using the over-
sampling strategy provided in ATLASv2 to augment the log
sequences, and tested on host 2 to ensure no data leakage. As
shown in Table 5, LongRoPE predominantly outputs benign
decisions, whereas ScamNet over-flags malicious cases, in-
dicating limited generalization to novel datasets. In contrast,
our approach achieves a 100% recall rate on malicious sam-
ples while keeping the false alarm rate on benign ones at
a moderate level. This demonstrates both robust generaliza-
tion to previously unseen environments and the effectiveness
of our framework.

Conclusion
In this work, we present HyperGLLM, a novel detec-
tion framework that integrates hypergraph reasoning with
large language models to advance threat detection in ultra-
long and complex EDR logs. By modeling both low-order
structural semantics and high-order behavioral dependen-
cies through a relation-aware graph and a differential hyper-
graph module, HyperGLLM effectively models interleaved
event sequences and long-range dependencies that underlie
stealthy and evasive threats. We also construct EDR3.6B-
63F, a large-scale dataset to drive research in EDR log-based
threat detection. Extensive experiments show that Hyper-
GLLM significantly outperforms state-of-the-art baselines
while maintaining high inference efficiency. We believe our
framework and data offer a robust and scalable foundation
for advancing AI-driven endpoint security.
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