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Abstract
Ensuring the reliability of agent architectures and effectively
identifying problematic agents when failures occur are cru-
cial challenges in multi-agent systems (MAS). Advances
in large language models (LLMs) have established LLM-
based agents as a major branch of MAS, enabling major
breakthroughs in complex problem solving and world mod-
eling. However, the reliability implications of this shift re-
main largely unexplored, i.e., whether substituting traditional
agents with LLM-based agents can effectively enhance the
reliability of MAS. In this work, we investigate and quan-
tify the reliability of LLM-based agents from the perspec-
tive of Byzantine fault tolerance. We observe that LLM-based
agents demonstrate stronger skepticism when processing er-
roneous message flows, a characteristic that enables them
to outperform traditional agents across different topological
structures. Motivated by the results of the pilot experiment,
we design CP-WBFT, a confidence probe-based weighted
Byzantine Fault Tolerant consensus mechanism to enhance
the stability of MAS with different topologies. It capital-
izes on the intrinsic reflective and discriminative capabili-
ties of LLMs by employing a probe-based, weighted infor-
mation flow transmission method to improve the reliability of
LLM-based agents. Extensive experiments demonstrate that
CP-WBFT achieves superior performance across diverse net-
work topologies under extreme Byzantine conditions (85.7%
fault rate). Notably, our approach surpasses traditional meth-
ods by attaining remarkable accuracy on various topologies
and maintaining strong reliability in both mathematical rea-
soning and safety assessment tasks.

Code — https://github.com/Z1ivan/Byzantine-Fault-
Tolerance-in-LLM-MAS

Extended version — https://arxiv.org/abs/2511.10400

Introduction
Multi-agent systems (MAS) have demonstrated remarkable
potential across diverse applications including robotic col-
laboration, unmanned systems, and complex simulations
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Figure 1: Traditional MAS vs LLM-based MAS

(Rizk, Awad, and Tunstel 2019; Maldonado et al. 2024;
Sun et al. 2025), etc. These systems, composed of multiple
autonomous agents, fundamentally rely on effective inter-
agent communication and cooperation to accomplish shared
objectives (Qian et al. 2024). However, this distributed na-
ture introduces significant vulnerability: anomalous behav-
ior in even a single agent can precipitate cascading effects,
resulting in system-wide performance degradation or com-
plete failure. Consequently, ensuring architectural reliability
in MAS and developing methods for accurate identification
of faulty agents have emerged as critical challenges requir-
ing urgent attention (Tian et al. 2023; Yehudai et al. 2025).

In recent years, breakthroughs in large language mod-
els (LLMs) have propelled LLM-based agents to become
a significant branch within MAS. Existing works demon-
strate that LLM-based agents have achieved remarkable per-
formance in complex problem-solving and world modeling
(Guo et al. 2024). These agents are capable of efficiently
interpreting multi-level semantic information, comprehen-
sively assessing environmental factors, and autonomously
integrating and reasoning over diverse information sources.
Despite these advances, the reliability implications of this
change remain largely unexplored: Whether substituting
traditional agents with LLM-based agents can effectively
enhance the reliability of MAS.
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Chain Star Tree Random Complete Layered Graph

Figure 2: The six network topologies in our experiments exhibit distinct communication patterns and vulnerabilities, directly
impacting Byzantine fault tolerance.

Topologies
GSM8K XSTest

Traditional Agents LLM-based Agents Traditional Agents LLM-based Agents

IAA FAA RA IAA FAA RA IAA FAA RA IAA FAA RA

Chain 71.4% 71.4% 100% 62.86% 68.57% 70% 71.4% 71.4% 100% 22.86% 45.71% 20%
Tree 71.4% 71.4% 100% 67.14% 75.71% 70% 71.4% 71.4% 100% 32.86% 44.29% 30%
Complete Graph 57.1% 57.1% 100% 62.86% 81.43% 90% 57.1% 57.1% 100% 27.14% 74.29% 80%
Random Graph 71.4% 71.4% 100% 70.00% 74.29% 80% 71.4% 71.4% 100% 30.00% 51.43% 30%
Layered Graph 71.4% 71.4% 100% 68.57% 71.43% 70% 71.4% 71.4% 100% 32.86% 62.86% 90%
Star(center is malicious) 71.4% 71.4% 100% 71.43% 74.29% 80% 71.4% 71.4% 100% 22.86% 34.29% 10%
Star(leaf is malicious) 71.4% 71.4% 100% 64.29% 87.14% 90% 71.4% 71.4% 100% 34.29% 94.29% 90%

Table 1: Byzantine Robustness of Agents across Diverse Topological Structures——Traditional Agents: total 7 nodes & 2
malicious nodes (complete graph up to 3 nodes); LLM-based Agents: total 7 nodes & 6 malicious nodes

To better explore this issue and construct a reliable LLM-
based agents architecture, we design a series of pilot exper-
iments to investigate and quantify the reliability of LLM-
based agents from the perspective of Byzantine fault toler-
ance (Lamport et al. 2019). Specifically, we reveal the im-
pact of various topological structures, propagation paths,
and agent types on the robustness and fault tolerance of
MAS in reasoning and safety assessment scenarios. As
shown in Figure 1, we observe that LLM-based agents
demonstrate stronger skepticism when processing erroneous
message flows, a characteristic that enables them to outper-
form traditional agents across various topological structures.

Inspired by these findings, we propose CP-WBFT, a con-
fidence probe-based weighted Byzantine Fault Tolerant con-
sensus mechanism to enhance the stability of MAS with var-
ious topologies. It leverages the inherent reflective and dis-
criminative capabilities of LLMs to enhance the reliability
of agents. Specifically, we first develop confidence probes
from both the prompt and decoder perspectives to assess the
agent’s confidence level. We then introduce a confidence-
guided Byzantine consensus protocol that enhances the reli-
ability of LLM-based agents by using probe-based weighted
information flow, assigning higher transmission weights to
more credible agents. Extensive experiments demonstrate
that CP-WBFT achieves superior performance across di-
verse network topologies, with HCP achieving +85.71%
Byzantine Fault Tolerance Improvement on complete graphs
across both mathematical reasoning and safety assessment
tasks, while maintaining 100% round-level accuracy. Our
main contributions are summarized as follows:
• We investigate and quantify the reliability of LLM-based

agents from the perspective of Byzantine fault tolerance.
Our results show that MAS with LLM-based agents ex-

hibit greater reliability than those using traditional agents
across various network topologies.

• We propose a novel probe tailored for MAS, which lever-
age the inherent reflective and discriminative capabilities
of LLMs to effectively identify problematic agents from
both prompt-level and hidden-level.

• We design a probe-based Byzantine fault-tolerant con-
sensus mechanism that guides the aggregation of mes-
sage flows among agents by dynamically allocating in-
formation weights based on confidence, thereby enhanc-
ing the reliability of LLM-based agents.

Preliminary: Byzantine-Robust Test for
LLM-Based Multi-Agent Coordination

In this section, we conduct a comprehensive set of pilot ex-
periments designed to investigate and quantify the reliability
of LLM-based agents in the context of Byzantine fault tol-
erance. Our investigation addresses two key research ques-
tions: (1) whether LLM-based agents can improve the relia-
bility of multi-agent systems, and (2) which architecture of
LLM-based agents demonstrates the highest reliability.
Data and Metrics. We evaluate Byzantine fault tolerance
of LLM-based agents in various tasks, including mathemat-
ical reasoning (GSM8K) (Cobbe et al. 2021) and safety as-
sessment (XSTest) (Röttger et al. 2023). Additionally, we
add the CommonsenseQA dataset (Talmor et al. 2019) in
Appendix. For each task, we collect a set of 10 questions
specifically chosen to create a performance gap between
strong and weak agents, where advanced agents demonstrate
high accuracy, while less capable agents exhibit significantly
lower performance and are more prone to providing incor-
rect or problematic responses. To assess the reliability of
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LLM-based agents, we adopt round-level accuracy (RA) as
our primary metric and measure both initial agent accuracy
(IAA) before fault tolerance mechanisms and final agent
accuracy (FAA) after Byzantine fault tolerance processing.
More details about the data utilized in the pilot experiments
are provided in Appendix A.
Experimental Details. As shown in Figure 2, we systemat-
ically encompass a diverse range of network topologies (Yu
et al. 2024). For each topology, we configure 7-node net-
works and vary the number of Byzantine (malicious) agents
from 1 to 6, allowing for a comprehensive evaluation of
system robustness under different fault scenarios. For tradi-
tional agents, we provide their responses directly. For LLM-
based agents, we establish strong-weak pairs (e.g., GPT-4o-
mini vs. GPT-3.5-turbo) to serve as evaluation nodes. We
implement dataset-specific answer extraction mechanisms:
numerical extraction for GSM8K mathematical reasoning
tasks, and enhanced behavioral analysis for XSTest that de-
tects suspicious patterns, context mismatches, and refusal
behaviors in agent responses. Furthermore, we extend our
analysis beyond randomly distributed malicious nodes by
systematically implementing targeted attacks at critical net-
work positions (e.g., central nodes in star topology, root
nodes in tree topology). This comprehensive approach en-
ables us to capture the full spectrum of position sensitivity
in Byzantine attacks. The attack strategies under different
topological structures can be found in Appendix A.3.
Analysis. Table 1 demonstrates that traditional agents toler-
ate at most 2-3 malicious nodes before performance collapse
(RA=0%), while LLM-based agents maintain robust perfor-
mance even under extreme conditions (6 out of 7 nodes ma-
licious), achieving satisfactory IAA, FAA, and RA scores.
The occasional variability in LLM agent IAA reflects the
stochastic nature of API-based inference during pilot ex-
periments. Notably, LLM-based agents consistently outper-
form traditional agents across all network topologies, often
exceeding the classical Byzantine fault tolerance bound of
f < n/3 (Lamport et al. 2019), which limits traditional sys-
tems to tolerating fewer than one-third malicious nodes.

For GSM8K, LLM-based agents demonstrate remarkable
Byzantine fault tolerance, maintaining consensus with up
to 6 malicious nodes (85.7%) across most topologies—a
2-3× improvement over traditional agents. The consensus
accuracy metrics reveal contrasting task-specific patterns:
GSM8K exhibits robust topology-agnostic performance
with FAA consistently ranging from 68.57% to 87.14%,
while XSTest shows extreme topology dependence with
FAA varying dramatically from 34.29% to 94.29%. XSTest
achieves optimal performance only in well-connected struc-
tures such as complete graphs (74.29%) and star configura-
tions with malicious leaves (94.29%). This contrast suggests
that safety assessment tasks require comprehensive infor-
mation connectivity for effective consensus, whereas math-
ematical reasoning remains stable across diverse topologi-
cal configurations. Our results indicate that task-appropriate
network design is critical for leveraging LLM-based agents’
analytical capabilities.

Position sensitivity analysis in Appendix A.3 shows that
LLM-based agents maintain strong fault tolerance even

when Byzantine nodes are strategically positioned at criti-
cal network positions, confirming the robustness of our ap-
proach. However, this superior performance comes at sig-
nificant computational cost, as the multi-round interactive
learning mechanism requires extensive neighbor informa-
tion exchange and iterative consensus refinement.
Motivation. Based on the analysis of the pilot experiment,
we observe that: 1) LLM-based agents exhibit greater relia-
bility compared to traditional agents across various network
topologies. 2) The primary advantages of LLM-based agents
stem from their advanced inherent reflective and discrimina-
tive capabilities. To better leverage the advantages of LLM-
based agents, we design CP-WBFT, which enhances the sta-
bility of MAS across diverse network topologies.

Methods
Inspired by the findings in pilot experiments, we pro-
pose CP-WBFT, a Confidence Probing-based Weighted
Byzantine Fault Tolerant consensus mechanism to enhance
the stability of MAS with different topologies. As shown
in Figure 3, we first develop confidence probes from both
the prompt- and hidden-level to investigate the agents’ con-
fidence, then design a probe-based Byzantine fault-tolerant
consensus protocol to enhance the reliability of MAS.

Confidence Probe for Agents
Motivated by the pilot experiments demonstrating LLM-
based agents’ superior Byzantine fault tolerance, we develop
comprehensive confidence probes from both the hidden- and
prompt-level. It leverages the LLM agent’s inherent reflec-
tive capabilities to extract fine-grained confidence signals for
enhanced Byzantine fault tolerance in MAS.

Prompt-Level Confidence Probe The first component of
our confidence probe framework focuses on explicit con-
fidence elicitation through carefully designed prompting
strategies (Xiong et al. 2023). While our pilot study reveals
that LLM-based agents demonstrate superior skepticism
when processing erroneous information flows, this skepti-
cism lacks systematic quantification for practical Byzantine
fault tolerance applications. Prompt-level Confidence Probe
(PCP) addresses this limitation by leveraging the inherent
self-reflective capabilities of LLMs through structured con-
fidence assessment prompts.

Given an agent A and a problem instance x, we define the
prompt-level confidence extraction operator as:

CPCP (x) = parse (A(x⊕ pconf )) , (1)

where pconf represents our confidence calibration prompt,
⊕ denotes prompt concatenation, and parse(·) extracts the
confidence score from the model’s structured response.

Our prompt design enforces a standardized output format
“Answer: [number], Confidence: [0.00-1.00]” with hierar-
chical extraction mechanisms to handle response variability
and ensure robust confidence quantification across different
model architectures. For mathematical reasoning tasks, we
use prompts such as: “Please solve this question step by
step and provide your response in the following format: An-
swer: [your numerical answer], Confidence: [0.00-1.00].”
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Figure 3: Overview of CP-WBFT Framework:Two-Stage Confidence-Guided Byzantine Fault Tolerance.

The task-specific prompt engineering emphasizes calcula-
tion certainty for mathematical reasoning and appropriate-
ness evaluation for safety assessment, ensuring that confi-
dence assessments capture the most relevant aspects of un-
certainty for each evaluation context.

Hidden-Level Confidence Probe Previous works find
that LLMs are capable of perceiving the confidence of their
outputs (Mahaut et al. 2024; Yang et al. 2024). Based on
previous findings, we investigate the response confidence
in LLM-based agents and propose Hidden-level Confidence
Probe (HCP), which extracts and quantifies confidence from
hidden layer representations in LLMs.

Our HCP methodology operates through three key design
choices: optimal layer selection, representation type selec-
tion, and feature aggregation strategy. We systematically ad-
dress each component to maximize the effectiveness of con-
fidence extraction.
Layer Selection Strategy. Given an LLM-based agent with
L hidden layers, we extract hidden state representations
H(l) ∈ Rn×d from strategically selected layers (Jiang et al.
2025). Through systematic performance evaluation across
all model layers, we identify optimal extraction points that
vary by task domain (Zhou et al. 2024b). For LLaMA-3-8B-
Instruct, our empirical analysis reveals task-dependent op-
timal layers: layer 16 achieves best performance for math-
ematical reasoning tasks (GSM8K), while layer 17 proves
optimal for safety assessment tasks (XSTest).
Representation Type Analysis. We evaluate three distinct
hidden state extraction strategies to capture different aspects
of model confidence (Zeng et al. 2024; Zheng et al. 2024;

Jiang et al. 2025): 1) query finalization states h(l)
q extracted

from the final input token, representing the model’s under-
standing after processing the complete query; 2) answer cul-
mination states h

(l)
a from the last token, capturing final de-

cision confidence; and 3) answer coherence states h
(l)
p ob-

tained through mean pooling across all answer tokens, pro-
viding holistic response consistency assessment.
Pooling Strategy Justification. Our comparative analysis
identifies mean pooling across all answer tokens as the most
effective approach for confidence extraction. This strategy
addresses the inherent variability in local model responses
by capturing comprehensive answer-level semantic consis-
tency rather than relying on potentially unstable single-point
features. The pooled representation provides more robust
confidence signals by aggregating information across the en-
tire response generation process.

HCP employs pooled hidden states obtained through:

h(l)
p =

1

|Ta|
∑
t∈Ta

h
(l)
t , (2)

where Ta represents the set of answer token positions. To
address the high dimensionality of hidden states (typically
4096 dimensions), we apply Principal Component Analy-
sis (PCA) for dimensionality reduction to 256 components
(Dunteman 1989), with the cumulative explained variance
reported in logs, while enabling efficient probe training. The
features are further standardized using z-score normalization
to ensure stable training dynamics.

We train linear probes to predict confidence levels through

35015



PCP (Prompt-level) HCP (Hidden-level)

Topology IAA FAA BFTI RA IAA FAA BFTI RA

(a) GSM8K Mathematical Reasoning

Complete Graph 70.00 90.00 +20.00 90.00 14.29 100.00 +85.71 100.00
Star (leaf is malicious) 61.43 100.00 +38.57 100.00 14.29 100.00 +85.71 100.00
Random Graph 64.29 91.43 +27.14 100.00 14.29 57.14 +42.86 100.00
Layered Graph 65.71 78.57 +12.86 90.00 14.29 57.14 +42.86 100.00
Tree 58.57 72.86 +14.29 100.00 14.29 57.14 +42.86 100.00
Chain 70.00 81.43 +11.43 100.00 14.29 42.86 +28.57 100.00
Star (center is malicious) 67.14 68.57 +1.43 90.00 14.29 28.57 +14.29 100.00

(b) XSTest Safety Assessment

Complete Graph 25.71 30.00 +4.29 30.00 14.29 100.00 +85.71 100.00
Star (leaf is malicious) 21.43 42.86 +21.43 30.00 14.29 100.00 +85.71 100.00
Random Graph 24.29 22.86 -1.43 30.00 14.29 57.14 +42.86 100.00
Tree 20.00 8.57 -11.43 20.00 14.29 57.14 +42.86 100.00
Layered Graph 30.00 35.71 +5.71 30.00 14.29 57.14 +42.86 100.00
Chain 31.43 31.43 0.00 40.00 14.29 42.86 +28.57 100.00
Star (center is malicious) 17.14 4.29 -12.86 20.00 14.29 28.57 +14.29 100.00

Table 2: Performance Comparison: PCP vs. HCP Across Network Topologies (6 Byzantine nodes among 7 total nodes)

binary classification:

CHCP (x,y) = σ(wT PCA(h(l)
p ) + b), (3)

where σ(·) is the sigmoid activation function. We employ
logistic regression implemented via scikit-learn with the li-
blinear solver, class weight set to balanced to handle label
imbalance, and max iter=2000. The model is optimized us-
ing cross-entropy loss with early stopping based on valida-
tion accuracy (Zou et al. 2019). Training labels are derived
from task-specific correctness criteria: answer accuracy for
mathematical reasoning tasks and response appropriateness
for safety assessment tasks, creating binary confidence clas-
sifications that enable effective uncertainty quantification.

Confidence-Guided Byzantine Consensus Protocol
Building upon the extracted confidence signals from PCP
or HCP, we design a unified confidence-weighted consen-
sus mechanism that operates through a two-stage process.
By assigning greater weights to agents demonstrating higher
confidence levels, CP-WBFT addresses the limitation of tra-
ditional Byzantine consensus, which treats all agents equally
regardless of their reliability.

Our protocol first enables individual agents to perform lo-
cal decision refinement by adopting neighbor responses with
higher confidence than their own (Cj(x) > Ci(x)). Subse-
quently, the consensus aggregates refined responses by se-
lecting the answer with the highest average confidence, with
supporter count as tie-breaker:

R = argmax
r

(
1

|Ar|
∑
i∈Ar

Cfinal
i (x), |Ar|

)
, (4)

where R represents consensus results, Ar represents agents
supporting the response r after individual refinement. This
mechanism naturally incorporates confidence signals from
both PCP and HCP methods, providing a unified framework
for black-box and white-box deployment scenarios.

Experiments
Dataset & Metrics
Datasets. To maintain consistency with the pilot test, we
evaluate CP-WBFT on two challenging tasks: mathemat-
ical reasoning (GSM8K) and safety assessment (XSTest).
For each dataset, we curate 10 carefully selected problems
that create clear performance gaps between strong and weak
models, ensuring that advanced agents demonstrate high ac-
curacy while less capable agents exhibit significantly lower
performance. Additionally, we add the CommonsenseQA
dataset, which we detail further in Appendix B.
Metrics. In addition to the metrics defined in pilot exper-
iments, we introduce Byzantine Fault Tolerance Improve-
ment (BFTI), which measures the percentage improvement
from IAA to FAA, quantifying how effectively collective in-
telligence enhances individual agent reliability.

Experimental Setting
We systematically evaluate CP-WBFT across six represen-
tative network topologies: complete graph, star, tree, chain,
random graph, and layered graph. Each network consists of
7 nodes with 6 Byzantine (malicious) agents and 1 honest
agent, representing an extreme fault scenario (85.7% Byzan-
tine ratio) that significantly exceeds the classical Byzantine
fault tolerance limit of f < n/3. Each experiment consists
of 10 problems per network topology, with each problem
representing one consensus round. Our two-stage consensus
protocol first enables individual agents to refine decisions
based on higher-confidence neighbors, then aggregates re-
fined responses using confidence-priority ranking. In addi-
tion, to demonstrate the stability of our method, we also ex-
panded to larger network topologies, which can be specifi-
cally referred to in the Appendix.

We implement LLM-based agents using strong–weak
model pairs to simulate natural performance variability. For
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GSMS8K: David and Dasha went to the 
carnival, where there are 9 rides. Each ride 
costs 2 ride tickets at $2 per ticket. You can 
also buy a ride bracelet for $30 which gives 
you 9 rides. If David buys a ride bracelet and 
Dasha buys tickets, and they ride all 9 rides, 
how much money does David save?

Prompt

System：You are a helpful assistant, 
please solve the problem step by step…

Question

Answer: 18; Confidence: 0.005

Answer: 6; Confidence: 0.656

…

Received neighbor's 
information:
Answer: 6; 
Confidence: 0.656

18 (0.005) vs 6 (0.656) √

Multi-agents Interaction

18 (0.005)

Step1：Confidence Probing for Agents

6(0.656)

Step2：Confidence Probing-based Weighted 

Byzantine Fault Tolerant

Response: Step 1: 
Calculate the cost of … 
Answer: 6; Confidence: 
0.90. 

18: (0.005+…+0.005) / 6 = 0.005

Consensus Answer = 6: 0.656 / 1 = 0.656

𝑅consensus = 𝑎𝑟𝑔𝑚𝑎𝑥𝑟 =
1

|𝐴𝑟|
෍

𝑖𝜖𝐴𝑟

𝐶𝑖
𝑓𝑖𝑛𝑎𝑙

(𝑋) , |𝐴𝑟|Answer: 18; Confidence: 0.005

18 (0.005) 18 (0.005)

18 (0.005) 18 (0.005)
18 (0.005)

18 (0.005) vs 6 (0.656) √

18 (0.005) vs 6 (0.656) √

Response: Step 1: 
Calculate the cost of 
buying ride tickets 
directly… The final 
answer is 6. 

Confidence = 0.656

PCP

HCP

Computing Process

…

Figure 4: Detailed Case Study of CP-WBFT Framework

Model Dataset Method Layer Test Acc (%)

LLaMA3.1

GSM8K
Pooled 12 85.29
Answer 12 84.23
Query 23 71.27

XSTest
Pooled 12 95.24
Answer 32 80.16
Query 15 80.95

LLaMA3

GSM8K
Pooled 16 84.31
Answer 12 73.01
Query 13 61.71

XSTest
Pooled 17 92.86
Answer 15 76.19
Query 15 80.95

Table 3: HCP Performance Comparison: Validation of
Pooled Extraction Strategy Superiority

HCP, honest agents employ LLaMA3.1-8B-Instruct, while
Byzantine agents use LLaMA3-8B-Instruct (Dubey et al.
2024); for PCP, honest agents use GPT-4o-mini and Byzan-
tine agents use GPT-3.5-turbo (Hurst et al. 2024; Ye et al.
2023). This setup leverages inherent model capability gaps
for realistic evaluation, spanning both open-source and com-
mercial families. PCP adopts five-level confidence prompts
(0.0–1.0) with standardized parsing. HCP extracts features
from optimal hidden layers—layer 12 (GSM8K) and layer
12 (XSTest) for LLaMA3.1, layer 16 (GSM8K) and layer
17 (XSTest) for LLaMA3. All settings use PCA for 256-
dimensionality reduction and pooled feature aggregation.

Experimental Results

System-Level Performance Comparison. Systematic eval-
uation of CP-WBFT under extreme Byzantine conditions
(85.7% fault rate) reveals distinct performance characteris-
tics across confidence probe methods and network topolo-
gies. Table 2 presents comprehensive results comparing PCP
and HCP across mathematical reasoning and safety assess-
ment domains. HCP emerges as the dominant approach,
achieving 100% final accuracy on complete graphs for
both task domains with identical +85.71% BFTI improve-
ments from 14.29% baselines. This task-agnostic effective-
ness demonstrates that decoder-level confidence signals cap-
ture fundamental semantic consistency patterns transcend-
ing domain-specific characteristics. Notably, HCP maintains
sustained reliability (100% RA) across all topologies, estab-
lishing exceptional robustness under adversarial conditions.

Topology sensitivity analysis reveals hierarchical perfor-
mance patterns across protocols. As shown in Table 3,
on GSM8K, HCP consistently outperforms PCP across all
network configurations, with the performance gap being
most pronounced in well-connected structures like complete
graphs and least evident in constrained topologies such as
chains. Star topologies exhibit structure-dependent behav-
ior: PCP demonstrates substantial resilience when leaves are
malicious compared to when the center node is compro-
mised, highlighting the critical role of central nodes in in-
formation propagation. On XSTest, HCP achieves perfect
consensus answer in complete graphs, while PCP shows
task-specific vulnerability. Unlike its modest performance
on GSM8K, PCP exhibits neutral or even negative BFTI on
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several XSTest topologies, particularly in tree structures and
star configurations with malicious centers. This divergence
underscores the heightened topology sensitivity of safety as-
sessment tasks compared to mathematical reasoning. Fig-
ure 4 illustrates CP-WBFT’s practical workflow, demon-
strating how the system achieves consensus on a mathemat-
ical reasoning problem under Byzantine faults.
Extraction Strategy Validation. Our evaluation of hidden-
layer feature aggregation methods establishes the superiority
of the pooled approach across model architectures and task
domains. As shown in Table 3, pooled consistently outper-
forms both answer and query methods, with particularly pro-
nounced advantages over answer on GSM8K and substan-
tial gains on XSTest. Cross-model validation with LLaMA3
confirms these patterns, where pooled demonstrates espe-
cially strong improvements over single-token approaches.
These results validate our hypothesis that mean pooling
over answer tokens captures semantic consistency more ef-
fectively than localized representations, establishing pooled
as the optimal confidence extraction strategy. Additionally,
we analyze confidence calibration quality through accuracy,
precision, F1-score, and AUC metrics (detailed in C).
Consensus Dynamics and Adaptation Patterns. XSTest
reveals more complex bidirectional dynamics reflecting the
inherent challenges in safety assessment confidence cal-
ibration. Both honest and Byzantine agents exhibit no-
table change rates, indicating that safety judgments re-
quire more nuanced consensus mechanisms accounting for
legitimate disagreement and context-dependent risk eval-
uation. Topology-specific analysis confirms that complete
graphs enable optimal performance through comprehensive
information propagation, while constrained topologies limit
consensus effectiveness due to restricted information flow.
These observations are consistent with the topology-specific
differences reported in Table 2 under XSTest.
Summary of Experimental Findings. Our comprehensive
experiments establish key principles for confidence-based
Byzantine fault tolerance in LLM-based multi-agent sys-
tems. First, HCP consistently enables reliable consensus by
effectively extracting semantic consistency signals at the
decoder level, outperforming other methods across diverse
tasks and topologies. Second, network topology profoundly
impacts consensus, with complete graphs maximizing in-
formation flow and constrained topologies posing practi-
cal challenges. Third, while task characteristics influence
the utility of confidence extraction methods, HCP exhibits
broad, task-agnostic robustness.

These findings validate our core hypothesis that inter-
nal model representations provide rich reliability cues for
Byzantine fault tolerance. They also underscore the impor-
tance of network design and confidence extraction strategy
in optimizing system performance. The strong performance
of CP-WBFT under adversarial conditions demonstrates the
practical promise of confidence-guided consensus in real-
world multi-agent settings.

Related Work
Multi-Agent Systems and Reliability. MAS have become
a key paradigm for distributed problem-solving, support-

ing applications from robotic coordination (Mandi, Jain,
and Song 2024) to autonomous vehicle networks (Liu et al.
2024). Existing reliability mechanisms mainly rely on con-
sensus protocols (Amirkhani and Barshooi 2022), fault de-
tection mechanisms (Jin et al. 2024), and redundancy-based
strategies (Zhang et al. 2024b). PBFT (Castro, Liskov et al.
1999) and Raft (Aublin, Mokhtar, and Quéma 2013) pro-
vide theoretical guarantees under specific failure models but
often assume deterministic agent behaviors and limited se-
mantic understanding capabilities. The emergence of LLM-
based agents enables more flexible and cognitively rich
MAS architectures (Guo et al. 2024). However, existing re-
search emphasizes performance rather than systematic relia-
bility analysis. While recent works explore LLM agent coor-
dination (Tran et al. 2025) and reasoning frameworks (Fer-
rag, Tihanyi, and Debbah 2025), comprehensive Byzantine
fault tolerance under diverse topologies and adversarial set-
tings remains largely unexamined.
Byzantine Fault Tolerance in Distributed Systems.
Byzantine fault tolerance, originally formulated by Lam-
port et al. (Lamport et al. 2019), addresses the challenge
of achieving consensus in distributed systems where nodes
may exhibit arbitrary malicious behavior. Classical BFT pro-
tocols, including PBFT (Castro, Liskov et al. 1999), Hot-
Stuff (Yin et al. 2019), and Tendermint (Buchman 2016),
establish theoretical foundations with the well-known f <
n/3 constraint for tolerating f Byzantine nodes among n to-
tal nodes. These protocols rely on cryptographic verification,
message authentication, and deterministic state machine
replication to ensure system integrity. However, traditional
BFT approaches are limited in modern AI-driven systems
because they: (1) assume binary correctness, ignoring agent
confidence or uncertainty; (2) lack semantic understanding
to distinguish genuinely incorrect from contextually appro-
priate responses; and (3) offer limited adaptability to dy-
namic network topologies and varying task complexities.
Recent extensions to BFT include practical Byzantine fault
tolerance for permissioned networks (Zhou et al. 2024a)
and scalable consensus mechanisms for blockchain sys-
tems (Zhang et al. 2024a). Nevertheless, these approaches
remain fundamentally limited by their reliance on determin-
istic verification mechanisms that cannot leverage the rich
semantic reasoning capabilities of modern language models.

Conclusion
In this paper, we delve into and quantify the reliability of
LLM-based agents from a Byzantine fault tolerance per-
spective. Pilot experiments reveal that 1) LLM-based agents
are more reliable than traditional agents across diverse net-
work topologies, 2) their superior reliability derives from
advanced inherent reflective and discriminative capabili-
ties. Based on these findings, we propose CP-WBFT, a
confidence probe-based weighted Byzantine Fault Tolerant
consensus mechanism. It leverages the inherent reflective
and discriminative capabilities of LLMs while employing a
probe-based weighted information flow transmission to en-
hance the reliability of LLM-based agents. Extensive exper-
iments confirm that CP-WBFT achieves exceptional perfor-
mance under extreme Byzantine conditions.
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Röttger, P.; Kirk, H. R.; Vidgen, B.; Attanasio, G.; Bianchi,
F.; and Hovy, D. 2023. Xstest: A test suite for identifying ex-
aggerated safety behaviours in large language models. arXiv
preprint arXiv:2308.01263.
Sun, L.; Yang, Y.; Duan, Q.; Shi, Y.; Lyu, C.; Chang, Y.-
C.; Lin, C.-T.; and Shen, Y. 2025. Multi-agent coordina-
tion across diverse applications: A survey. arXiv preprint
arXiv:2502.14743.
Talmor, A.; Herzig, J.; Lourie, N.; and Berant, J. 2019. Com-
monsenseQA: A Question Answering Challenge Targeting
Commonsense Knowledge. In Burstein, J.; Doran, C.; and
Solorio, T., eds., Proceedings of the 2019 Conference of the
North American Chapter of the Association for Computa-
tional Linguistics: Human Language Technologies, Volume
1 (Long and Short Papers), 4149–4158. Minneapolis, Min-
nesota: Association for Computational Linguistics.
Tian, Y.; Yang, X.; Zhang, J.; Dong, Y.; and Su, H. 2023.
Evil geniuses: Delving into the safety of llm-based agents.
arXiv preprint arXiv:2311.11855.
Tran, K.-T.; Dao, D.; Nguyen, M.-D.; Pham, Q.-V.;
O’Sullivan, B.; and Nguyen, H. D. 2025. Multi-agent col-
laboration mechanisms: A survey of llms. arXiv preprint
arXiv:2501.06322.
Xiong, M.; Hu, Z.; Lu, X.; Li, Y.; Fu, J.; He, J.; and Hooi,
B. 2023. Can llms express their uncertainty? an empirical
evaluation of confidence elicitation in llms. arXiv preprint
arXiv:2306.13063.
Yang, D.; et al. 2024. On verbalized confidence scores for
llms. arXiv preprint arXiv:2412.14737.
Ye, J.; Chen, X.; Xu, N.; Zu, C.; Shao, Z.; Liu, S.; Cui, Y.;
Zhou, Z.; Gong, C.; Shen, Y.; et al. 2023. A comprehensive
capability analysis of gpt-3 and gpt-3.5 series models. arXiv
preprint arXiv:2303.10420.
Yehudai, A.; Eden, L.; Li, A.; Uziel, G.; Zhao, Y.; Bar-
Haim, R.; Cohan, A.; and Shmueli-Scheuer, M. 2025. Sur-
vey on evaluation of llm-based agents. arXiv preprint
arXiv:2503.16416.
Yin, M.; Malkhi, D.; Reiter, M. K.; Gueta, G. G.; and Abra-
ham, I. 2019. HotStuff: BFT consensus with linearity and
responsiveness. In Proceedings of the 2019 ACM sympo-
sium on principles of distributed computing, 347–356.
Yu, M.; Wang, S.; Zhang, G.; Mao, J.; Yin, C.; Liu, Q.; Wen,
Q.; Wang, K.; and Wang, Y. 2024. Netsafe: Exploring the

35019



topological safety of multi-agent networks. arXiv preprint
arXiv:2410.15686.
Zeng, X.; Shang, Y.; Chen, J.; Zhang, J.; and Tian, Y. 2024.
Root defence strategies: Ensuring safety of llm at the decod-
ing level. arXiv preprint arXiv:2410.06809.
Zhang, G.; Pan, F.; Mao, Y.; Tijanic, S.; Dang’Ana, M.;
Motepalli, S.; Zhang, S.; and Jacobsen, H.-A. 2024a. Reach-
ing consensus in the byzantine empire: A comprehensive re-
view of bft consensus algorithms. ACM Computing Surveys,
56(5): 1–41.
Zhang, G.; Yue, Y.; Li, Z.; Yun, S.; Wan, G.; Wang, K.;
Cheng, D.; Yu, J. X.; and Chen, T. 2024b. Cut the crap: An
economical communication pipeline for llm-based multi-
agent systems. arXiv preprint arXiv:2410.02506.
Zheng, C.; Yin, F.; Zhou, H.; Meng, F.; Zhou, J.; Chang,
K.-W.; Huang, M.; and Peng, N. 2024. On prompt-driven
safeguarding for large language models. arXiv preprint
arXiv:2401.18018.
Zhou, Z.; Onireti, O.; Lin, X.; Zhang, L.; and Imran, M. A.
2024a. Implementing practical Byzantine fault tolerance
over cellular networks. IEEE Open Journal of the Commu-
nications Society.
Zhou, Z.; Yu, H.; Zhang, X.; Xu, R.; Huang, F.; and Li,
Y. 2024b. How alignment and jailbreak work: Explain llm
safety through intermediate hidden states. arXiv preprint
arXiv:2406.05644.
Zou, X.; Hu, Y.; Tian, Z.; and Shen, K. 2019. Logistic
regression model optimization and case analysis. In 2019
IEEE 7th international conference on computer science and
network technology (ICCSNT), 135–139. IEEE.

35020


