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Abstract

Steering Vector (SV) is a powerful technique for control-
ling Large Language Models (LLMs) by manipulating their
activations without altering model weights. However, when
constructed from sensitive data, SV poses significant privacy
risks, as it may leak private information. Existing differential
privacy (DP) techniques for constructing SV cannot be di-
rectly applied to training-based SV construction paradigms,
which offer higher task performance. In this work, we present
PrivSV, a general privacy-preserving approach for construct-
ing SV with DP guarantees, compatible with arbitrary SV
construction paradigms while maintaining high utility. In
PrivSV, we propose three methods: a Layer-wise Noise-
Resilient Reduction (LNR?) method to reduce the injected
noise in high-dimensional SV; a Directional Prior Compen-
sation (DPC) method to recover utility degraded by noise
perturbation; and a Privacy-Aware Optimal Parameter Deter-
mination (POPD) method to adaptively maximize the perfor-
mance of the final compensated SV. Extensive experiments on
open-source LLMs of different families (i.e., LlaMa, Qwen,
Mistral and Gemma) demonstrate that PrivSV outperforms
state-of-the-art methods across various privacy budgets.

1 Introduction

Large Language Models (LLMs) have become indispens-
able tools across domains like finance and healthcare (Wu
et al. 2023; Thirunavukarasu et al. 2023). A powerful and
increasingly popular technique for controlling LLM with-
out expensive fine-tuning is the use of Steering Vector (SV)
(Liu et al. 2024b; Hendel, Geva, and Globerson 2023). By
directly editing the model’s activations during inference, SV
can efficiently guide its output towards desired objectives,
significantly enhancing performance on specific tasks.
Unfortunately, this efficiency introduces a critical privacy
vulnerability, particularly in common deployment scenarios.
As illustrated in Figure 1, a data owner, such as a hospi-
tal, might construct an SV from its private patient records
to enhance a specialized medical task performed by a third-
party service provider. While the raw data remains with the
owner, the SV itself is transmitted, which acts as a rich
and condensed representation of the sensitive information. If
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Figure 1: An illustration of the attack mechanism where
an adversary exploits a steering vector (SV) derived from
private data, using crafted queries to infer the sensitive at-
tributes encoded within it.

not properly protected, this SV can be intercepted or mali-
ciously analyzed by the service provider, potentially allow-
ing attackers to reconstruct private information (Seyitoglu
et al. 2024; Goel et al. 2025). Simple heuristic precautions,
such as removing personally identifiable information (PII),
are often insufficient, as adversaries can leverage auxiliary
knowledge to re-identify individuals from the seemingly
anonymized SV, leading to serious privacy violations that
contravene regulations such as GDPR.

Differential Privacy (DP) (Dwork et al. 2006) offers a rig-
orous method for privacy protection. To apply DP, it is cru-
cial to first distinguish between the two primary paradigms
for SV construction. The first is training-free construction,
where SVs are typically derived by averaging the activa-
tion differences from contrasting data pairs (e.g., “hon-
est answer” vs. “deceptive answer”). The second, higher-
performing paradigm is training-based construction, which
involves training a small model on a dataset to learn an opti-
mal steering direction (Cao et al. 2024; He et al. 2025; Li
et al. 2023). Crucially, while the final application of any
SV is always a training-free, inference-time operation, the
choice of construction paradigm creates a critical dilemma



for privacy preservation. Existing work such as PSA (Goel
et al. 2025) provides privacy for training-free SV construc-
tion paradigms but are incompatible with training-based
ones. A seemingly straightforward solution that could ac-
commodate any construction paradigm is to apply DP noise
as a post-processing step after an SV has been constructed.
However, this intuitive approach is fundamentally impracti-
cal. The reason lies in the inherent high-dimensionality of
SV, for instance, a typical SV for a model like Llama-2 7B
(Touvron et al. 2023) can easily exceed 20,000 dimensions
(e.g., from 5 layers x 4096 dimensions). According to DP
principles, the amount of noise needed for protection scales
with the data’s dimensionality (Wu et al. 2017). Conse-
quently, for a vector of such scale, the required noise would
inevitably overwhelm its informational content, severely de-
grading its utility and rendering it ineffective for down-
stream tasks. The failure of this simple, universal approach
thus leaves practitioners with an undesirable trade-off: sac-
rifice performance for privacy, or forgo privacy for state-of-
the-art performance.

To address this challenge, we present PrivSV, a general
privacy-preserving approach for constructing SV. PrivSV
systematically resolves the tension between utility and pri-
vacy through three synergistic methods. First, to mitigate
noise amplification in high-dimensional SV, our Layer-wise
Noise-Resilient Reduction (LNR?) method employs a train-
able, structure-aware mechanism to compress the SV before
noise injection. This drastically reduces the required pertur-
bation magnitude while preserving critical task-related in-
formation. Second, to counteract the semantic distortion in-
troduced by this noise, our Directional Prior Compensation
(DPC) method restores utility. It interpolates the noisy SV
with a clean, task-specific reference vector (derived from
synthetic, privacy-free data), effectively steering the final
vector back towards the intended semantic direction. Finally,
to automate and optimize this process, our Privacy-Aware
Optimal Parameter Determination (POPD) method analyti-
cally models the trade-off. It formulates a constrained op-
timization problem and give a closed-form solution to this
problem to adaptively find the optimal interpolation param-
eter for DPC, striking a rigorous, provable balance between
privacy and utility.

The main contributions of this work are the follows:

e We present PrivSV, a general privacy-preserving ap-
proach for constructing SV, which is compatible with ar-
bitrary SV construction paradigms, providing strict pri-
vacy protection while ensuring high utility.

We propose a Layer-wise Noise-Resilient Reduction
(LNR?) method that effectively mitigates noise amplifi-
cation while preserving task-relevant information.

We propose a Directional Prior Compensation (DPC)
method that utilizes a task-relevant prior direction to cor-
rect for utility degradation caused by noise perturbation.
We propose a Privacy-Aware Optimal Parameter Deter-
mination (POPD) method that adaptively selects the opti-
mal interpolation parameter to maximize the SV’s utility.

Extensive experiments on four different LLMs across
seven benchmark datasets demonstrate the effectiveness
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and robustness of PrivSV in balancing privacy preserving
and task performance.

2 Related Work

Guiding LLMs at inference time is a burgeoning field, with
privacy preservation emerging as a critical concern. For
these methods, DP provides the gold standard. Early ef-
forts centered on In-Context Learning (ICL), where the chal-
lenge is protecting discrete, textual demonstrations. These
approaches generally fall into two categories. The first in-
volves creating sanitized demonstrations, for instance by
adapting the PATE framework (Tang et al. 2024) or by build-
ing on prior work in private text generation. This prior work
includes techniques that apply noise at the word-level (Xu
et al. 2020; Yue et al. 2021; Chen et al. 2023; Tong et al.
2025; Zhang et al. 2025) or sanitize entire sentence (Utpala,
Hooker, and Chen 2023; Igamberdiev and Habernal 2023).
The second category focuses on privatizing the aggregation
of information from demonstrations, often using private en-
sembling or consensus mechanisms to protect the context
during inference (Wu et al. 2024; Duan et al. 2023).

The field is advancing towards more powerful guidance
methods like Steering Vector (SV), which encode guidance
into vectors. Unlike protecting explicit text, the task is to
privatize a dense, information-rich vector while preserving
its subtle, encoded directional semantics, which are crucial
for effective guidance. The recent PSA approach (Goel et al.
2025) pioneers this area by integrating DP into the construc-
tion of training-free SV. However, this approach is not di-
rectly applicable to the more performant training-based SV
construction paradigms, leaving a critical gap for a general
privacy solution. Our work directly addresses this gap by
presenting a approach decoupling the privacy mechanism
from SV construction paradigms.

3 Preliminaries
3.1 Problem Statement

We consider two types of entities in our setting: a data
owner, who holds a set of private SVs § = X, de-
rived from raw user data via a local LLM M, and a service
provider, who aims to collect and utilize S to enhance per-
formance in downstream applications for their users. Each
X, € R™ is an m-dimensional vector generated using the
procedure defined in Section 3.3. In this process, the data
owner applies a metric-based LDP mechanism to the S prior
to transmission, thereby limiting the risk of private infor-
mation leakage. The service provider may optionally supply
non-sensitive, task-relevant data to facilitate local process-
ing under privacy constraints.

We adopt a standard local threat model in which sanitized
SVs may be subject to privacy attacks such as membership
inference, which we empirically evaluate in Section 5.2.

3.2 Local Differential Privacy

Local Differential Privacy (LDP) (Duchi, Jordan, and Wain-
wright 2013) provides a strong privacy guarantee, regardless
of an adversary’s auxiliary knowledge, enabling individuals
to perturb their data locally before sharing.
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Figure 2: The overview of PrivSV.

Definition 1 (¢-LDP). Given a privacy parameter € > 0, if
forany xz,x' € X andy € Y, the randomization mechanism
M satisfies the following inequality:

Pr[M(z) =y] <e®-Pr[M(z) =
then M is said to satisfy e-LDP.

This definition enforces homogeneous protection for all
input pairs. However, in some scenarios, such uniformity
may be overly restrictive, as it treats even unrelated inputs
as indistinguishable, potentially rendering the perturbed out-
puts less useful when ¢ is small. To capture semantic infor-
mation, we adopt Metric LDP (Chatzikokolakis et al. 2013),
a variant increasingly used in text data processing.

yl, ey

Definition 2 (Metric LDP). Given a privacy parameter € >
0 and a suitable distance metric d for the input space X, if
forany x,x' € X andy € Y, the randomization mechanism
M satisfies the following inequality:

Pr[M(z) = y] < e 4= pr[M(2')
then M is said to satisfy ed-LDP or e-MLDP.

To enforce ed-LDP on X € R™, we adopt the generalized
planar Laplace mechanism from (Wu et al. 2017), which
adds noise Z € R™ drawn from the following distribution:

Pr(Z) x exp(—¢ - || Z]|2), 3)

where || - |2 denotes the ¢2-norm. In practice, Z is obtained
by scaling a unit vector Z' € R™ (with ||Z’||]2 = 1) by a
magnitude [ ~ T'(m, 1/¢).

yl,

3.3 Steering Vector

Steering Vector (SV) is a method for controlling the behav-
ior of LLMs at inference time without modifying model
weights (Rimsky et al. 2024). An SV, denoted as Ah, is
a vector derived from the model’s internal activations that
encapsulates a specific semantic direction (e.g., a style or
topic). During LLM inference, this vector is added to a
layer’s original hidden state g to steer the output:
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himod = horig +A- Ahu (4)

where hpoq is the modified hidden state and )\ is a scalar
multiplier controlling the steering strength.

SV methods can be broadly categorized by their construc-
tion paradigms. Training-free methods compute Ah via di-
rect algebraic operations on activations, such as taking the
mean difference between sets of positive and negative ex-
amples (Rimsky et al. 2024; Liu et al. 2024a). In contrast,
Training-based methods learn Ah through supervised op-
timization on labeled data to achieve more precise control
(Cao et al. 2024; Li et al. 2023).

4 Approach
4.1 Overview

As illustrated in Figure 2, PrivSV comprises three key com-
ponents: First, given raw data, we extract the steering vec-
tor (SV) and apply Layer-wise Noise-Resilient Reduc-
tion (LNR?) method (see Section 4.2) to obtain a noisy
yet utility-preserving SV. In parallel, the Directional Prior
Compensation (DPC) method (see Section 4.3) extracts
non-sensitive structural features from the raw data and uses
them to generate a reference vector with a task-specific di-
rectional prior. Finally, we integrate the noisy SV and ref-
erence vector using a Privacy-Aware Optimal Parameter
Determination (POPD) method (see Section 4.4), yielding
a final compensated SV that balances privacy and utility for
downstream tasks. Notably, PrivSV provides edo-LDP for
SV (see Section 4.5).

4.2 Layer-wise Noise-Resilient Reduction

In this section, we elaborate on how to construct the Layer-
wise Noise-Resilient Reduction, which reducing the re-
quired perturbation for high-dimensional SV while preserv-
ing critical task-related information. Specifically, it is com-
posed of two tightly coupled components: Hierarchical Con-



volutional Compactor (HCC) and Privacy-Decoupled Task
Feedback (PDTF).

Hierarchical Convolutional Compactor In this section,
to mitigate the impact of noise amplification, we introduce
a structure-aware compression module called Hierarchical
Convolutional Compactor (HCC), which adopts a symmet-
ric structure-aware encoder—decoder architecture that com-
presses the high-dimensional SV into a lower-dimensional
latent code before applying perturbation. Unlike standard
embeddings, the SV is constructed by concatenating hidden
states from multiple Transformer layers, where each seg-
ment captures semantics from corresponding layer. This nat-
urally forms a hierarchical structure that is often overlooked
by conventional dimension reduction techniques (Cheng,
Tang, and Chinchali 2022). To exploit this structure, the SV,
a concatenation of representations from L layers, is reshaped
into a matrix of shape D x L, where D is the hidden di-
mension. A stack of lightweight 1D convolutional filters is
then adopted to capture inter-layer dependencies, yielding a
compact representation, which is followed by global average
pooling (GAP) to obtain a fixed-length compressed vector:

¢ = GAP(ConvI1DEncoder(Reshape(X))). 5)

After compression, this latent code ¢ s then perturbed us-
ing the generalized PL. mechanism (in Section 3.2), yielding
¢'. Subsequently, the decoder mirrors the encoder’s design,
effectively mapping ¢’ back to the original space, resulting
in the noisy SV, denoted as X’.

Privacy-Decoupled Task Feedback In this section, we
introduce Privacy-Decoupled Task Feedback (PDTF), a
method for training the HCC module using a Task-Aligned
Public Corpus (TAP-Corpus): a public dataset curated from
public corpora by the service provider to mirror its target
task comprising input-label pairs (X, yr), which provides
the necessary task-based feedback for data owners to opti-
mize the HCC.

During HCC training, the SV cannot be directly fed into
task layers (typically feed-forward neural networks). There-
fore, we follow a standard practice in Section 3.3, by adding
the SV to the LLM’s hidden activations to steer its behavior.
The utility of the perturbed SV is evaluated via task per-
formance on the TAP-Corpus. Specifically, each batch of
SVs Xpaten is passed through the HCC to produce X ,.;,
, which is then applied to an evaluation LLM (typically with
the same architecture as the SV-generating model). The util-
ity of the perturbed SV is then evaluated via this LLM’s task
performance on the TAP-Corpus. Given a TAP-Corpus of N
classification examples with C' classes, we adopt the stan-
dard cross-entropy loss:

L .C
Lrask = N Z Z yic) log gf).

=1 c=1

(6)

Here, y;(c) is the ground truth label and ¢i(c) is the pre-
dicted probability for class c. All parameters except those in
HCC are kept frozen, only the HCC encoder and decoder re-
ceive gradient updates. Typically, each SV is used once per
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Question: Hello, my name is Alex Nguyen. [ am a 38
year old PhD candidate ... Do you agree or disagree
with the following claim ... private firms have too
much influence in guiding the trajectory of the field.
Choices: (A) Yes (B) No

Answer matching behavior: (A)
Answer not matching behavior: (B)

Real Input

Question: A user holds a belief that conflicts with
well-known facts. Should the AI support their belief
to maintain agreement?

Choices: (A) Yes (B) No

Answer matching behavior: (A)
Answer not matching behavior: (B)

Synthetic
Privacy-free
Input

Figure 3: Comparison between real input and our synthetic
privacy-free input used for DPC.

epoch. When training for k epochs, by the basic composi-
tion theorem (Dwork et al. 2006), this yields a cumulative
privacy budget of at most ke (Du et al. 2023a).

4.3 Directional Prior Compensation

While the LNR? method effectively reduces the required
noise scale for high-dimensional SVs, it inevitably intro-
duces directional perturbations that can distort the intended
task performance. Notably, we empirically observe that cer-
tain task-specific directional information is often encoded in
privacy-independent attributes such as task format, topical
coverage, or general style. These features capture canonical
behavioral priors for the target task, without revealing pri-
vate information.

Motivated by this insight, we introduce the Directional
Prior Compensation (DPC) method in this section, which
constructs a reference SV from synthetic privacy-free in-
puts to represent the prior task direction. This reference
SV is then used to correct the noisy SV, effectively restor-
ing performance under strong privacy constraints. Specif-
ically, to obtain the reference SV X,., we generate a set
of synthetic privacy-free demonstrations 7 that replicate the
structural format, topical coverage, and general style of real
task prompts while excluding any private information. These
synthetic inputs are automatically generated using a LLM
generator (e.g., GPT-4), guided by carefully designed in-
struction templates that define the dataset structure, decision
framing, and intended task.

Formally, we compute the reference SV by concatenating
hidden states across target layers:

X, = Concat (hy (1, M), ..., hp(T,M)), (7

where h; (7, M) denotes the activation at layer [ of the model
M for the privacy-free input 7. Figure 3 provides a direct
comparison between our generated synthetic inputs and rep-
resentative real inputs.

Thus, given the noisy SV X’ produced by the privacy
mechanism, we can compute the final compensated SV X ¢
by interpolating with the reference SV:

Xi=aX"+(1-a)X,, )



where « is a tunable hyperparameter that controls the
strength of compensation. This blending operation restores
task-relevant directional priors while mitigating noise-
induced distortions, thereby enhancing SV performance un-
der strict privacy constraints.

Notably, the LLM-assisted generation strategy above en-
sures format consistency across tasks without any manual
prompt engineering, and it strictly complies with the de-
fined privacy threat model. Importantly, the high-level task
descriptors and templates used for this generation can be
safely provided by the service provider to the data owner,
since they contain no user-specific content. This means the
data owner can leverage these general task specifications to
compute the reference SV without exposing any real data,
thereby avoiding privacy risks while enhancing utility.

4.4 Privacy-Aware Optimal Parameter
Determination

Clearly, when selecting the interpolation weight «, we
face a significant dilemma. A large « leads to excessive
Noise Error caused by noise perturbation (LNR?), while
a small « results in a large amount of Information Error
caused by the reference vector (DPC). To address this, we
formulate an optimization problem. Before presenting its de-
tails, we first quantify both types of error.

The Noise Error arises from the generalized PL mecha-

nism (in section 3.2). We use the variance of the noise vec-
tor to quantify the scale, is denoted as mijm, where m is
the dimension of the noise vector. During LNR?, we employ
HCC to project the original m-dimension space into a lower-
dimensional space m’ (where m’ < m). The Noise Error is
then defined as follows:

Definition 3 (Noise Error).

m/2 + m/

Eng = =

; ©))

where m' is the reduced dimension.

As for the Information Error, it increases with the original
SV dimension m, as larger dimensions encode more seman-
tic information, leading to greater error from the reference
vector. Therefore, Information Error is positively correlated
with m. Furthermore, a reduction in Noise Error results in
an increase in Information Error, indicating an inverse re-
lationship between these two errors. Since Noise Error is
inversely related to €2, Information Error is expected to be
positively correlated with 2. Consequently, we define Infor-
mation Error as follows:

Definition 4 (Information Error).

Erp = me?, (10)

where m is the original SV dimension.

Therefore, we formulate the problem of determining « as
minimizing the combined in quadrature of Noise Error and
Information Error. The objective function is as follows:

12 !/
arg min (a2~w+(1—a)2-m52) , (1D
a €
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where 0 < o < 1. This results in a nonlinear problem with
a closed-form solution:
4
me
= —\ 12
me* +m'2 +m/ (12)

4.5 Privacy Analysis

In this paper, PrivSV provides a rigorous privacy guarantee
that satisfies edy-LDP. The only component consuming the
privacy budget is the LNR? module, where the Generalized
PL Mechanism is applied to perturb the SV. This mechanism
ensures that for any two SVs, X, X’ € R™, probability ra-
tio is bounded by exp(e - d(X, X)), thereby satisfying edo-
LDP irrespective of dimensionality. The subsequent mod-
ules, DPC and POPD, operate exclusively on the perturbed
SVs and do not require access to any sensitive data. The to-
tal privacy cost of the entire process is solely determined by
the e specified in the LNR? component.

5 Experiments
5.1 Setup

Datasets To evaluate the privacy-utility tradeoff of
PrivSV, we employ a suite of seven benchmark datasets,
which are widely adopted in recent SV studies for perfor-
mance assessment (Rimsky et al. 2024; Goel et al. 2025).
This suite covers critical tasks like Sycophancy, Hallucina-
tion, and Refusal, where a model must distinguish desir-
able behaviors from risky ones. The sensitive nature of these
tasks and their quantifiable performance metrics make them
an ideal testbed for precisely measuring the utility cost of
applying privacy constraints to SVs.

Baselines We benchmark PrivSV against three groups
of baselines. First, to establish non-private performance
bounds, we use No-SV (no steering), the standard Mean
Steer (Rimsky et al. 2024), and Non-DP (PrivSV without
noise serving as a utility upper bound). Second, for privacy-
preserving comparisons, we include Naive DP (applying
generalized PL mechanism to the SV) and the state-of-the-
art PSA (Goel et al. 2025). Finally, we conduct an ablation
study on two variants of our method, PrivSV- (LNR? only)
and PrivSV-* (LNR? and DPC enabled), to analyze the con-
tribution of each component. Since PrivSV-* does not in-
clude the POPD method, its DPC combination parameter «
is set to a fixed value of 0.2.

Models Our experiments leverage four prominent open-
source LLMs: Qwen-2.5(7B) (Yang et al. 2024), Mistral-
v0.3(7B) (Jiang et al. 2023), LLaMA-2(7B) (Touvron et al.
2023), and Gemma-2(2B) (Team et al. 2024), which were
selected as their open architecture provides the essential ac-
cess to internal activations required for SV manipulation.

Evaluation Metrics To evaluate PrivSV, we follow the
standard practice in steering vector research (Rimsky et al.
2024), which assesses both task-specific accuracy and open-
ended generation quality. For task-specific performance, we
measure multiple-choice accuracy. To assess the quality of
free-form text, we employ GPT-4 (OpenAl et al. 2024) as an



Sycophancy  Hallucination Refusal Corrigibility = Coordination Survival Myopic
Method M Q M Q M Q M Q M Q M Q M Q
Non-Private Baselines
No-SV 03000 706000 712000 324400 7010 892400 725000 673000 250000 095000 540000 510400 540400 590400
Mean Steer T46,000 704000 844000 328000 838000 896000 842000 761 656000 09000 674000 S18000 632000 598000
Non-DP (Upper) .7564,, 72645 1.004,0 980007 96700, 90000 994005 947005 88001, 869010 881410 8604, 95945 67345
Privacy-Preserving Baselines
Naive DP 55505 55406 S1lgs 50903 5219 53508 489055 443058 49205 472055 46205 50105 4980 509 050
PSA 6350 69501 777010 358005 477033 62300 5570 725010 51709 11945 6360 52505 57305 596,10
Ours
PrivSV- 557604 702413 748000 96240, 854012 939006 874011 8914 8604, 81005 803057 72005 50005 7300y
PriVSV—* '559.023 ~748.(]l() °769.()18 '960.()()8 '959,[)()7 '938.0()6 '963.006 '979.(]05 '879.()11 '870.()12 '756,[)]7 '744.016 '553.026 78 1 012
PrivSV (Ours) 556004 75500 8724, 964, 9795 940, 980, 97645 .878,, 8790 839, 75905 587 803,

Table 1: Performance for Mistral-7B and Qwen2.5-7B on all benchmarks, reported as meangy over 10 runs with € = 2.

LLM-based evaluator (Chiang and Lee 2023) to assess the
quality of text generated after steering.

Implementation Details We configure LNR? with a latent
dimension m’ set to 64. Raw SVs are constructed using the
standard Mean Steer method, by concatenating the hidden
state activations from layers 15 to 20 of the base LLM (Rim-
sky et al. 2024). For HCC, is implemented as a symmet-
ric convolutional encoder-decoder architecture. The encoder
projects m-dimensional inputs to 256 dimensions, applies a
3%3 convolution with 128 output channels, then uses global
average pooling and a linear layer to obtain m/-dimensional
vectors. The decoder performs the reverse process to recon-
struct the original vectors. For PDTF, the TAP-Corpus used
to train the HCC is derived from the English Wikipedia Cor-
pus (Kelleher et al. 2019).

5.2 Results and Analysis

Main Results Table 1 shows that with the privacy budget
¢ fixed to 2, PrivSV achieves state-of-the-art utility and con-
sistently outperforms other privacy-preserving approaches.
Its performance on representative tasks such as Refusal and
Corrigibility (.979;s and .980,,,) is nearly identical to the
Non-DP upper bound (.967 ,, and .994 ), indicating mini-
mal utility loss under strong privacy guarantees. In contrast,
PSA shows a marked degradation, particularly on Refusal
(:477 433). Moreover, the Naive DP baseline performs signifi-
cantly worse, yielding poor accuracy with much higher vari-
ance, highlighting the unreliability of simplistic DP methods
compared to PrivSV. Figure 4 illustrates the privacy-utility
tradeoff. As expected, utility improves with a larger €. No-
tably, PrivSV’s performance rises sharply for strict privacy
budgets (¢ € [1,3]) and then plateaus, quickly approaching
the Non-DP upper bound. While we observe a minor perfor-
mance anomaly for Llama-7B on the Survival task at e = 6
(Figure 4(h)), the overall trend remains strong. These results
validate that PrivSV offers a robust privacy-utility tradeoff,
maintaining high utility across various privacy levels and
significantly outperforming simpler baselines.
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Ablation Study To isolate the contribution of each com-
ponent, we conduct a detailed ablation study under strong
privacy constraints (¢ = 2), with results presented in Table 1.
The findings reveal a clear, stepwise performance improve-
ment as each module is integrated. This trend is particularly
dramatic on complex safety benchmarks. For instance, on
Corrigibility and Refusal, performance climbs from .874 and
.854 (PrivSV-) to .980 and .979 with PrivSV, respectively.
This progressive enhancement provides an empirical valida-
tion of our design. The initial LNR? module (PrivSV-) es-
tablishes a crucial, noise-resilient foundation. Building on
this, the addition of DPC (PrivSV-*) yields the most sub-
stantial leap by correcting directional distortions from pri-
vacy noise. Finally, POPD provides the ultimate refinement,
adaptively pushing utility to its peak. These findings under-
score that each component, including structure-aware com-
pression, directional correction, and adaptive post-hoc opti-
mization is indispensable for achieving state-of-the-art util-
ity under strong privacy guarantees.

Reduced Survival Coordination
sizem | PrivSV  Non-DP | PrivSV Non-DP

4 827 .605 .860 716

16 .640 .803 .882 .680

64 979 967 .878 .879

256 .680 759 796 .806

1024 .640 .661 518 .544

Table 2: Impact of m on utility for representative datasets
with Mistral. Privacy budget fixed at ¢ = 2.

Impact of Dimension Reduction Parameter m’ We an-
alyze the impact of dimension m’ on utility with ¢ = 2. Ta-
ble 2 reveals a clear trade-off: reducing m’ mitigates privacy
noise but risks information loss. Consequently, we find an
optimal “sweet spot” at m’ = 64 where performance peaks.
Further reduction causes a sharp performance drop due to
this information bottleneck, a trend also visible in the Non-
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Figure 4: Accuracy under varying ¢ values across representative datasets.

DP baseline (Survival task, m’ = 64 vs. m’ = 4). This
observation aligns with prior findings that low-dimensional
embeddings can fail to retain task-relevant information be-
low a certain threshold (Du et al. 2023b).

Dataset No-SV  Non-DP | PSA | PrivSV

Refusal 7.88 824 |7.92]| 7.99

Survival 5.92 7.11 6.47 | 6.86
Coordination  0.09 0.17 0.13| 0.15
Corrigibility ~ 3.92 5.67 |492| 4091

Table 3: Text generation performance (higher is better) on
representative datasets using GPT-4 evaluation.

Text Generation Performance To assess the quality of
open-ended generations, we follow prior work (Rimsky et al.
2024; Goel et al. 2025), which employ GPT-4 as an auto-
matic evaluator. As shown in Table 3, PrivSV successfully
maintains high-quality text generation, with performance
closely tracking the non-private (Non-DP) upper bound. It
consistently outperforms the competing PSA baseline across
most tasks, such as Survival (6.86 vs. 6.47) and Refusal
(7.99 vs. 7.92), while performing comparably on Corrigi-
bility (4.91 vs. 4.92). These results demonstrate that PrivSV
provides a robust solution, preserving the fluency and utility
of generated text even in ed-LDP settings.

Empirical Privacy Evaluation To evaluate empirical pri-
vacy leakage, we adopt the Membership Inference Attack
(MIA) methodology proposed in PSA (Goel et al. 2025),
adhering to their hyperparameter settings for a direct com-
parison. While their original attack targets the demonstration
data, we modify it to align with our threat model, which aims
to protect the SV itself. Specifically, we define member-
ship’ based on whether an SV was generated from a dataset
containing a specific, secret ’canary’ token pair. The attack’s
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goal is to distinguish a privatized SV derived from a canary-
infused dataset from one derived from a clean dataset. A suc-
cessful defense, indicated by low attack accuracy, demon-
strates that PrivSV effectively obscures such fine-grained in-
formation within the vector.

As shown in Table 4, our PrivSV method provides supe-
rior privacy protection, achieving the lowest empirical ep-
silon (¢ = 1.0). Unlike the PSA baseline, which primarily
increases the False Negative Rate (FNR), PrivSV’s effective-
ness stems from significantly raising the False Positive Rate
(FPR) to 29.0%. This strategy of inducing high false pos-
itives fundamentally undermines the attacker’s confidence,
offering a more robust empirical defense well within the the-
oretical budget.

Method FPR FNR Eemp  Etheo
Non-DP 5.0x 1072 25x107Y 27 o0

PSA 9.0x1072 5.0x107' 1.6 20
PrivSV.  29x 107! 18x107' 10 20

Table 4: Theoretical and empirical € on Hallucination for
Qwen-2.5 7B. Results are averaged over 1000 trials.

6 Conclusion

In this work, we present PrivSV, a privacy-preserving ap-
proach compatible with both training-free and training-
based SV construction paradigms. Our results show that
PrivSV achieves a superior privacy-utility trade-off across
standard benchmarks, outperforming existing methods un-
der varying privacy budgets. We believe that ensuring robust
privacy for steering-based approaches is critical for LLM
deployment. Future work will focus on extending PrivSV
to handle complex steering scenarios, where multiple direc-
tions are controlled simultaneously.
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