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Abstract

Training data detection is critical for enforcing copyright and
data licensing, as Large Language Models (LLM) are trained
on massive text corpora scraped from the internet. We present
SPECTRA, a watermarking approach that makes training
data reliably detectable even when it comprises less than
0.001% of the training corpus. SPECTRA works by para-
phrasing text using an LLM and assigning a score based on
how likely each paraphrase is, according to a separate scor-
ing model. A paraphrase is chosen so that its score closely
matches that of the original text, to avoid introducing any
distribution shifts. To test whether a suspect model has been
trained on the watermarked data, we compare its token prob-
abilities against those of the scoring model. We demonstrate
that SPECTRA achieves a consistent p-value gap of over
nine orders of magnitude when detecting data used for train-
ing versus data not used for training, which is greater than
all baselines tested. SPECTRA equips data owners with a
scalable, deploy-before-release watermark that survives even
large-scale LLM training.

Extended version — https://arxiv.org/abs/2512.17075

Introduction

Contemporary large language models (LLMs) utilize exten-
sive datasets sourced from the internet for pretraining, which
lead to their general-purpose abilities, but may include con-
tent scraped without permission. Although these large cor-
pora are necessary for the emergent abilities of LLMs, this
practice raises several ethical and legal concerns. Firstly,
the utilization of copyrighted material in the training pro-
cess may violate its licensing terms. Secondly, the incorpo-
ration of widely recognized benchmarking datasets during
pretraining could compromise the integrity of model evalu-
ation. Many open-weight models are released without dis-
closing their training data, which leaves model end-users
vulnerable to liability for damages and can hinder the adop-
tion of open-source models.

Several recent lawsuits have focused on the unauthorized
use of pay-walled data that was used for training models
(Stempel 2023; Brittain 2024). As more and more content
is consumed online through various intermediate LLMs like
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Figure 1: Overview of our problem setting. I/P and O/P refer
to input and output, respectively.

ChatGPT, it becomes vital to ensure that content creators
are appropriately incentivized to produce new content. Oth-
erwise, the data collection practices of most LLM providers
may lead to an “extractive dead end” (Rosenblat, O’Reilly,
and Strauss 2025). Consequently, there is an important need
to detect unauthorized use of data for training.

Many recent techniques have been developed to detect
training data (Yeom et al. 2018; Zhang et al. 2025, 2024).
Membership Inference Attack (MIA) techniques build on
the idea that training leads to changes in the probabilities
output by the model, which is measured by comparing these
probabilities (MIA scores) for training data (also called
member data) against a held-out or non-member dataset
from the same domain that was not used for training. A con-
tent creator must provide the suspect data and held-out data,
which can be used to test a target model. However, MIA
techniques are sensitive to small distribution shifts between
the suspect and held-out data that can lead to spurious per-
formance (Duan et al. 2024; Maini et al. 2024; Zhao et al.
2025).

Given the limitations of standard MIA techniques, it is
necessary to find alternative ways through which content
creators can protect their content. STAMP (Rastogi, Maini,
and Pruthi 2025) is a recent effort in this direction that wa-
termarks text using the KGW scheme (Kirchenbauer et al.
2023) multiple times with different keys, with one version
made public and the rest kept private by the content cre-



ator. If their data is used for training, content creators can
compare the perplexity of the public rephrases against the
private rephrases to establish membership (included in the
training data). In contrast to MIA, which detects the mem-
bership of each document, STAMP performs inference over
the entire dataset, enabling it to be robust to noise in indi-
vidual examples. STAMP requires storing a large number
of private rephrases for each document. This method also
requires access to the decoding layers of an LLM to gener-
ate watermarked text, which may be inaccessible due to the
large amount of GPU resources required. The p-values be-
tween member and non-member datasets are at most three
orders of magnitude apart in STAMP, which we argue is not
sufficient for such a task with significant legal implications.

To address these limitations, we introduce Score sampled
rePhrasing to detECt TRAining data (SPECTRA) (Figure
1). We assume that a content creator creates textual content
and, before making it publicly available, watermarks a por-
tion of it using SPECTRA. Such content might be openly
accessible, placed behind a paywall, or protected by licenses
explicitly prohibiting web scraping for model training. If the
content creator suspects a particular model of unauthorized
use of their data, they or an authorized intermediary can con-
duct a statistical test to confirm whether the watermarked
data was indeed part of that model’s training data.

The SPECTRA approach can be divided into two
phases: watermarking and verification. During watermark-
ing, SPECTRA generates several paraphrases using an
LLM without needing to modify its decoding process. A
score that provides a membership signal is computed over
the paraphrases using a scoring model that has not been
trained on this data. Specifically, we compute the Min-
K%++ (Zhang et al. 2025) score, which is the normalized
log probability averaged over the lowest K% tokens (high-
est surprisal tokens) in a document. Our key insight is that
existing MIA scores are designed to measure changes in the
loss surface between a model before and after it is trained on
specific data, but in practice, we seldom have access to the
model before training. We employ the scoring model as a
proxy for this initial (pre-trained) state, allowing us to detect
changes attributable to training reliably. To avoid introduc-
ing systematic bias, paraphrases are carefully selected using
a sampling strategy that we designed, such that their Min-
K%-++ scores remain close to the original document’s score.
This constraint ensures that the watermarking procedure it-
self does not introduce any false-positive membership sig-
nals. In the verification phase, we construct a statistical test
in which the scores from the Min-K%++ scores from the
scoring model are compared against the scores from the sus-
pected model to obtain a p-value. Unlike other MIA meth-
ods, SPECTRA does not require a non-member dataset. We
find that SPECTRA yields a statistically significant result
for identifying membership in all datasets used for training,
without yielding false positives. SPECTRA will equip con-
tent creators with the tools to enforce their intended data-use
policies.

Our contributions are as follows:

1. We show that SPECTRA can be used to watermark pre-
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training data and that the watermark can be measured af-
ter continued pre-training with 5 billion tokens. Each of
our datasets constitute less than 0.001% of the training
corpus.

2. We design a strategy to sample paraphrases that outper-
forms other sampling approaches, such as random sam-
pling or selecting paraphrases with the maximum Min-
K%++ score.

3. We benchmark against existing methods for detecting
training data and find that SPECTRA is the only one that
yields a statistically significant result to identify member-
ship for all datasets tested. Moreover, SPECTRA gave
the largest change in p-values between non-members and
members, yielding a consistent difference of at least nine
orders of magnitude across datasets using 500 samples
each.

Related Work

Membership Inference Attack (MIA). In the context of
LLMs, recent studies have proposed several Membership In-
ference Attack methods that use scores derived from the log
probabilities output by the model to differentiate member
data (used during training) from non-member data (not used
during training). The datasets employed to evaluate these
methods, such as WikiMIA (Shi et al. 2023) and PatentMIA
(Zhang et al. 2024), were constructed by collecting data pub-
lished before (member) and after (non-member) the LLM’s
knowledge cutoff date. It was later observed that these MIA
techniques primarily detected temporal artifacts. Subsequent
work showed that when member and non-member datasets
were sampled homogeneously—thereby removing temporal
signals—all tested MIA methods performed no better than
random classifiers (Duan et al. 2024; Maini et al. 2024; Das,
Zhang, and Tranter 2025).

Data Watermarks. Data watermarks are modifications
made to a text to make it more detectable when used to train
a model. Wei, Wang, and Jia (2024) insert hash strings into
a model and show that models trained on such hashes occur-
ring multiple times in the dataset memorize the hash. Other
works have proposed backdoor attacks that insert carefully
picked tokens into the text, which can be detected post-
training by using a secret prompt (Bouaziz et al. 2025; Yan,
Gupta, and Ren 2022). The assumption underlying these
works is that LLM trainers collect large quantities of data
from the internet and are likely to collect data containing
such watermarks. The challenge is that such watermarks af-
fect the meaning and readability of the text and are thus not
suitable when the text is meant for human readers. More re-
cently, STAMP addresses this issue by rephrasing text from
instruction tuning benchmarks using the Llama3-70b model
and watermarking the text using the KGW scheme.

Dataset Inference. In contrast to MIA, Maini et al. (2024)
propose Dataset Inference (DI) where the goal is not to ob-
tain accurate labels over every document in the dataset but to
obtain a measure of confidence over the entire dataset being
tested. As LLM trainers tend to scrape each source compre-
hensively, it is likely that related documents from a single
source will all be used for training. Using multiple docu-



ments also enhances the signal available for detecting mem-
bership and makes the inference less susceptible to noise due
to outliers. Our work takes inspiration from this.

Problem Setup

Consider a content creator who possesses a dataset D, which
they wish to make available online. D could consist of arti-
cles from sources such as news providers or academic pub-
lishers. The creator, however, wishes to prevent unautho-
rized use of this dataset for training LLMs.

To enable detection of unauthorized use, the creator ap-
plies a watermarking procedure W to transform the original
dataset D into a modified dataset D’ = W (D). The creator
retains D and only publishes D’.

After publication, the content creator may seek to test
whether a particular target model M has been trained on
the watermarked dataset D’. We assume a grey-box setting,
where the model M is queried and provides log probabil-
ities over tokens, but the model weights and architecture
are not necessarily known. This scenario is typical of open-
weight models, some of which are used commercially. For
closed-source models, testing may be facilitated through a
neutral third-party arbiter with grey-box access (say, a court-
appointed arbiter). Given D, D’ and grey-box access to M,
the content creator or arbiter applies a statistical test T' to
determine if the model M was trained on D’. Note that this
procedure detects membership of the entire dataset and not
each document, which can be noisier.

The research question we address is: How can we opti-
mally design the watermarking procedure W and the statis-
tical test 7" such that:

1. If the model M is indeed trained on the watermarked
dataset D', then T reliably identifies this fact with high

confidence.

Conversely, if M is not trained on D’, then T' does not
yield false-positive outcomes.

In the sections that follow, we propose a method to
achieve these objectives and empirically validate its efficacy.

Training Data Detection Signals

Some common scores in the literature that are computed to
determine membership in the training data of a model are
described below. In our scenario, M is an autoregressive
language model that generates a probability distribution for
each subsequent token, denoted as P(x; | z<; M).

1. Loss (Yeom et al. 2018): This method relies on mea-
suring the loss of a given target sequence x under the
model M. The membership inference score is directly
defined as: f(xz; M) = L(z; M) where L(x; M) denotes
the negative log-likelihood (loss) of the target sequence
according to the model M.

Min-K% (Shi et al. 2023): This method focuses specifi-
cally on the K% of tokens that have the lowest likelihood
under the model M. The membership inference score is
computed as the average log probability over these to-
kens.
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3. Min-K%++ (Zhang et al. 2025) Min-K%++ enhances
the original Min-K% score by incorporating normaliza-
tion relative to the mean and variance of token log prob-
abilities.

We focus on Min-K%-++ in this work, which we describe
in greater detail next.

Min-K%++ score

Formally, given an autoregressive model M and a token se-
quence x = (x1, 3, . .., Ty ), define the token-level normal-

ized log probability as:
log P s M) — g
Z(l‘t;M) _ 0og (mt | T<t; ) Kz oy
Ozt
where
Hxoy = Esz(-\z<t;M) [log P(Z | x<t;M)}7

Oace = \/Bap(ioinn) [108 P2 | 32; M) — pra,)?]:

Here, 1, _, represents the expectation of the log probability
distribution for the next token given the prefix 7 ¢, and o, _,
denotes the corresponding standard deviation.

The Min-K%-++ score for a sequence x is defined as the
average of the normalized log probabilities z(x¢; M) over
the K% of tokens in the sequence with the lowest values
(indicating highest surprisal):

_ 1

inKoort (T3 M) =
fM n-K% ++(CU ) |m1n—K(x)\

z(xe; M).

>

2 €min-K(z)

This normalization allows Min-K%++ to better distin-
guish sequences that are part of the training data from those
that are not, by highlighting the relative surprisal of the most
unlikely tokens while making it robust to absolute prob-
ability shifts across tokens. Critically, prior work (Zhang
et al. 2025) has shown that the Min-K%++ score theoret-
ically corresponds to measuring the negative trace of the
Hessian of the log-likelihood log P(z; | x<;). Intuitively,
training via maximume-likelihood directly reduces the curva-
ture (Hessian trace) of the loss landscape at training exam-
ples, thereby causing their corresponding Min-K%++ scores
to increase. We evaluate the performance of various MIA
scores on three datasets (Table 1) that were not used during
the pretraining of Pythia models. When the datasets, each
containing 500 samples (at most 512 tokens each), are used
for training with an additional 500 million text tokens, Min-
K%-++ has the best performance among all methods. How-
ever, as reported by prior work (Duan et al. 2024), the ef-
fectiveness of Min-K%-++ diminishes significantly at larger
scales of training (5 billion tokens), dropping to performance
indistinguishable from random. Based on these observa-
tions, we hypothesize that while Min-K%-++ inherently cap-
tures strong training signals, its effectiveness at large scales
of training may be hindered by distributional homogeneity
when measured against non-member data, and that chang-
ing the reference point for measurement would enable us to
capture a stronger training signal.

'See appendix for more details



\ Metrics Wiki HN PubMed

Dataset Loss 0.71 0.73 0.63

503 as.‘il.s DC-PDD! 077 079  0.64
+ 1 lf“ 100 | N ink % 076 079  0.65
okens Min-K%++ 0.85 0.84  0.72

b Loss 055 054 052

Salt)‘:‘li?ts DC-PDD 055 052 050

+ k“"“ Min-k % 0.56 0.55 0.52

tokens Min-K%++ 055 055 051

Table 1: ROC-AUC of classifying training data used for con-
tinued pretraining of a Pythia 410m model against a held-out
dataset from the same domain. The ROC-AUC is computed
using the MIA scores below. 500 million or 5 billion tokens
are used during continued pretraining.

Watermarking with SPECTRA

This phase takes place after a content creator writes their
content and before they publish it. To watermark a dataset,
we generate multiple paraphrases of each document using a
large language model and compute their Min-K%++ scores
using a separate scoring model that has not been trained on
the dataset being watermarked. This scoring model approx-
imates the pre-training state of the target model. In practice,
such a model is easy to find as D and D’ are unpublished at
the time of scoring. One can pick an open-source model with
a knowledge cut-off prior to the release date of the dataset.
We sample one paraphrase as the watermarked sample ac-
cording to Algorithm 1.

The sampling favors paraphrases with scores close to the
original score. For each side (above or below the original),
we define a categorical distribution over candidate indices
using weights proportional to exp(—a|r;; —1|) where o > 0
controls the sharpness of the distribution. A higher « causes
the algorithm to favor paraphrases with scores close to the
original more strongly. In practice, we pick the largest « that
does not lead to numerical underflow issues (o = 100).

If both above- and below-original paraphrases are avail-
able, the side is chosen probabilistically in inverse propor-
tion to how often each type appears globally across the
dataset, helping to avoid systematic score shifts. This sam-
pling strategy ensures that the distribution of scores for the
watermarked dataset remains similar to the original, reduc-
ing the likelihood of false positives when testing against
models not trained on D’. Importantly, because the Min-
K%++ scores of watermarked text tend to increase after
training, the score distribution after training becomes distin-
guishable from the pre-training state. Notably, if paraphrases
were consistently selected only from the high-score side,
it would create a detectable signature even without train-
ing—leading to false positives. SPECTRA avoids this by
balancing selection, ensuring a reliable signal only when
training has occurred.
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Algorithm 1: Sampling paraphrases

Input: Original scores {SEO)}f\Ll, paraphrased scores
{Si = {si1,--,8im} }}L,, paraphrases

{T; = {ti1, .-, tim} }\,, parameter o = 100
Output: Sampled paraphrases {t;;, };¥ ;

1. Pre-computation: define r;; = s;; /sgo), then A = {i :

Tij < 17Vj}, BZ{Z 1T > 1,V]}

2. Global side-balance:
B 0.5 if|A|+|B|=0
T+ = % otherwise ’
m_=1—my.

. For each datapoint¢ = 1,..., N:

(a) Partition: RE_) ={j:ry <1}, R§+) ={j:ry>
1}.

(b) Side s;: if one set empty, choose the other; else sample
from {4+, —} w.p. 4, 7m_.

(©) Let R = R{™.

(d) Weights: w;; = exp(—alr;; — 1|) for j € R.

(e) Normalize: w;; < wij/ >, cr Wik

(f) Sample j; from categorical{w;; } jer.

4. Return {t;;, }V ;.

Verification with SPECTRA

During this phase, the content is released to the public and
it is suspected that the data may have been used in an unau-
thorized manner for training. Given an original document
2 € D and its watermarked counterpart ' € D’, we define
the score ratio under a model M as

_ fMin—K%++(x/; M)
Ivinkeoss (23 M)

Let Mg denote the scoring model (not trained on D’),
My denote the target model (potentially trained on D’),
and My denote the checkpoint of Mg before it was
trained on D’. Given that Min-K%++ scores rise af-
ter training, we can write E. e pr[fvinkas(2'; MT)] >
E. e pr [ fminka++ (2'; My )]. However, in practice, we do not
have access to My and so we approximate it using Mg.
However, because Mg and Mr may differ in architecture
or baseline predictions, we normalize each watermarked
score by the corresponding original document score to allow
meaningful comparisons between the two models. Thus, un-
der the null hypothesis Hy, the ratio of scores under My is
equal to that under Mg when D’ is not used for training M,
ie.,

r(z,2'; M)

Hy: By r(z,2’s Mp)] = Ey o [r(z, 2'; Mg)].

where the expectation is taken over x € D and 2’ € D'. The
alternate hypothesis H; states that the ratio of scores under
the target model is lower relative to the scoring model when
D’ was used for training, i.e.,

Hy : By |r(z,a’; Mp)| < Ey o [r(z,2'; Mg)).
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Figure 2: Overview of SPECTRA. Watermarking Phase: We use an LLM to generate multiple paraphrases of the original
text. We sample one paraphrase that has a Min-K%-++ score close to the original text. Verification Phase: Given a target LLM
suspected of being trained on the watermarked data, we compute the Min-K%++ scores of the watermarked and original data
and compare against the scores previously generated by the scoring model. Membership is detected through a paired t-test.

where the expectation is taken over x € D and ' € D'.
Note that the inequality flips sign here as Min-K%++ val-
ues in the denominator are always negative. We test these
hypotheses by computing these ratios for all pairs (z,z’)
in each dataset and performing a 1-sided paired t-test. A
low p-value would indicate rejection of the null hypothesis
Hy, providing statistically significant evidence that the tar-
get model M7 has indeed been trained on the watermarked
dataset D’.

Results
Datasets

We ensure that the datasets we use for training have not
previously been used to train our target model of interest.
Thus we are limited to training models where the training
data is known transparently. Two prominent model fami-
lies that meet this criterion are the Pythia models and the
OLMo (Groeneveld et al. 2024) models along with their cor-
responding training datasets, The Pile and Dolma.

1. The Pile: We use the deduplicated subsets of the Pile
(Gao et al. 2020; Duan et al. 2024) from the domains of
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Wikipedia (Wiki), Hackernews (HN), and Pubmed Cen-
tral abstracts (PubMed) that were held out from training.

. Dolma: We use the PeS20 held-out subset of Dolma ob-
tained from Paloma (Soldaini et al. 2024; Magnusson
et al. 2024). All text in this subset was released after the
release date of the Pile, making it non-member for Pythia
models.

Models

The watermarking pipeline and evaluation consists of 3 dif-
ferent types of models:

1. Paraphraser model: We use the Llama 3.1-405b model
and generate 10 paraphrases per document (Grattafiori
et al. 2024).

Scoring model: We use the Pythia 2.8b-deduped model
for the Pile datasets. We use a model that is known not
to have been trained on our datasets, as otherwise, the
distribution of the Min-K%++ scores would shift higher.
Pythia 2.8b-deduped has different weights but is from the
same model family as our target model, i.e., Pythia 410m.
Consequently, for PeS20 we use the OLMo-1b model to



investigate the effect of using a different model architec-
ture between the scoring and target model.

. Target model: This is the model that we suspect has been
trained using D’. We use the vanilla Pythia 410m model
and Pythia 410m on which we do continued pretrain-
ing using watermarked datasets, as target models. Dur-
ing continued pretraining, in addition to the watermarked
text, we sample 5 billion tokens of text from the Common
Pile dataset (Kandpal et al. 2025).

Baselines
We adopt the following baselines.

1. Maximum: pick the paraphrase with the highest Min-
K%++ score.

2. Random: pick one of the paraphrases randomly.

Additionally, STAMP and LLM-DI are described in the
appendix.

Evaluation of Watermarking

We measure statistical significance (p-values) for detecting
the watermark in each dataset. Specifically, we compute
member p-values from the Pythia-410m model trained on
the watermarked datasets and non-member p-values from
the original Pythia 410m model that has not encountered the
watermarked data during training.

We see from the results (Table 2) that SPECTRA is
the only one that correctly detects membership for each
dataset in the study under a threshold of p < 10~%. Un-
der a naive approach of selecting paraphrases that maxi-
mize the Min-K%-++ shift, the resulting pre-training shift is
so large that subsequent training does not further amplify
it, making pre- and post-training distributions indistinguish-
able and thus undetectable in practice. The random base-
line also fails as non-member Wiki results in false positives,
while with PeS2o, it fails to detect membership. This indi-
cates that the sampling strategy employed for paraphrases in
SPECTRA is crucial to ensuring its performance. SPEC-
TRA consistently has a high ratio of p-value between mem-
ber data and non-member data (> 10”) which is higher than
the baselines. Notably, SPECTRA correctly detects mem-
bership for PeS20, demonstrating that SPECTRA remains
effective even as the scoring model and target model archi-
tecture differ. As suggested in Huh et al. (2024), different
LLMs follow similar training objectives, and as the amount
of training data and tasks gets scaled up, the space of accept-
able representations narrows dramatically, leading to similar
learned representations.

In contrast, STAMP and LLM-DI fail to reliably detect
members under our strict threshold (p < 10~%). Although
these methods achieve significance for certain datasets when
adopting a more permissive threshold p < 0.05, we argue
that due to the significant implications of falsely identifying
datasets as training data in LLMs, a more stringent threshold
is necessary and justified.

Validating Quality of Paraphrases

We validate the quality of paraphrasing by using the P-SP
metric (Wieting et al. 2022). The P-SP metric is widely used
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Figure 3: Heatmap showing fraction of evaluator scores for
which the paraphrases received a rating > 3.

to measure paraphrasing quality (Rastogi, Maini, and Pruthi
2025; Krishna et al. 2023). For a human-generated para-
phrase, the average P-SP is 0.78 (Krishna et al. 2023). Ex-
cept for Hackernews, all watermarked datasets had a P-SP
score above 0.88 (Table 3). The lower scores for Hackernews
are explored next.

Human evaluation. We randomly select 54 watermarked
documents from our datasets and distribute them among four
evaluators. This distribution ensures that each evaluator re-
views 27 documents, with each document being assessed by
two different evaluators. The evaluation focuses on whether
the paraphrasing preserves the (i) meaning, (ii) structure,
and (iii) author tone of the original text. Evaluators evalu-
ate on a Likert scale (Likert 1932) of 1-5, with 5 being the
best and 1 the worst.

Figure 3 shows the fraction of points that achieved a
mean evaluator score of > 3. While the mean scores for
all three criteria exceeded 4, the scores for the structure
preservation criterion are comparatively lower. Specifically,
for conversational-style text such as on Hackernews, the
paraphraser LLM occasionally fails to maintain the original
structure.

Ablation Studies
Number of Samples

The p-value for any of the datasets we test goes below the
threshold after 100-150 samples, suggesting that this is the
minimum number of samples needed (Figure 4). The p-value
for non-members is always above the threshold.

Ablations on Scoring Model

We investigate the effect of using different scoring models
for the ranking of paraphrases. We aim to ascertain whether
changing the scoring model would substantially affect the
outcomes of SPECTRA. We utilize paraphrases derived
from the PeS20 dataset. The OLMo-1b model was originally
employed for scoring the PeS20 dataset in our experiments.
We compare the rank ordering of paraphrases generated by
OLMo-1b against OLMo-7b, Pythia 2.8b, Pythia 160m, and



Method | PubMed | Wiki | HN | PeS20

/' M NM NMM| M NM NMM| M NM NMM| M NM NMM
LLM-DI | 006 048 767 | 002 044 22 | 049 035 071 | 002 017 850
STAMP 001 048 48 | 017 003 019 | 7E-4 015 214 | 015 046 3.07
Maximum | 0.03 100 333 | 1.00 100 1 3E-6 1.00 3E5 | 095 100 1.5
Random | 1E-7 8E-4 8E3 | 5E-9 2E-5 4E3 |4E-27 010 3E25 | IE3 011 100
SPECTRA | 1E-17 0.02 2EI5 | 4E-19 0.2 5E16 | 3E-60 0.59 2E59 |2E-12 3E-3  2E9

Table 2: p-values for different baselines compared against SPECTRA. Bold indicates a statistically significant result for de-
tecting membership under a threshold of p < 10~% for members (M) using Pythia 410m trained on the watermarked data as
the target model. Note that the paraphrases for datasets used during continued pretraining (meant for detection) are different for
each row and thus result in different target models. Bold also indicates that for non-members (NM), the p-value was above the
threshold, indicating that membership was not falsely detected using Pythia 410m as the target model.

PubMed Wiki
P-SP  0.88 0.93

HN PeS20
076 093

Table 3: P-SP scores on paraphrasing quality. P-SP scores
measure how well the paraphrase preserves the semantic
content of the original document.
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Figure 4: Trend of p-values with number of samples

Pythia 6.9b. Each of these models, along with the original
scoring model, is used to compute Min-K%++ scores for
the paraphrases from the PeS2o0 dataset. The rankings gen-
erated by each model are then used to compute the Spear-
man (Spearman 2010) and Kendall (Kendall 1938) rank cor-
relation scores between the original scoring model (OLMo-
1b) and the additional scoring models.

For three out of the four additional models, the Spear-
man’s rank correlation coefficient (p) values exceed 0.8 (Ta-
ble 4). The correlation for the Pythia 160m model is lower
than that of others. The correlation is above 0.8 for models
with more than 2.8b parameters, indicating that the correla-
tion stabilizes for larger models. For Kendall’s 7, a value of
> (.6 is considered a strong agreement (Lyu et al. 2021). For
three out of four datasets, the 7 score > 0.6. These findings
suggest that SPECTRA is robust to changing the scoring
model as long as the model is sufficiently capable.
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Additional Model Spearman p  Kendall 7
Olmo-7b 0.826 0.639
Pythia-2.8b-deduped 0.824 0.635
Pythia-160m-deduped 0.699 0.514
Pythia-6.9b 0.818 0.631

Table 4: Rank-correlation coefficients between OLMo-1b
and other scoring models.

Conclusions

We presented SPECTRA, a watermarking approach that en-
ables content creators to test if their data was used to train
an LLM. Unlike previous approaches, SPECTRA does not
need access to the decoding layer of a large LLM. SPEC-
TRA also does not require access to a held-out dataset from
the same domain that is typically necessary for MIA. We
empirically show that SPECTRA can achieve a p-value gap
of at least nine orders of magnitude between member and
non-member data with 500 samples, making this a reliable
test of membership.

We highlight some important limitations of our study. We
continue to pre-train the Pythia 410m model over a large
number of tokens instead of training an LLM from scratch
due to computational constraints. We assume access to the
log probabilities output by the model, which can be chal-
lenging to achieve for proprietary models. Our approach will
not help content creators who have already published their
content, but can only help them going forward, as the water-
marking must be done before publishing. For text data with
some structure in it, such as conversational text, our para-
phrasing approach does not perform very well.

In terms of future directions, there is a need to develop
watermarking techniques that can be used to verify mem-
bership not only by the content creator but also by interested
third parties. Additional verification of our techniques at the
scale of pre-training a model would inspire greater confi-
dence that it can be employed in the event of any legal chal-
lenges.
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