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Abstract

The release of open-weight large language models (LLMs)
creates a tension between advancing accessible research and
preventing misuse, such as malicious fine-tuning to elicit harm-
ful content. Current safety measures struggle to preserve the
general capabilities of the LLM while resisting a determined
adversary with full access to the model’s weights and architec-
ture, who can use full-parameter fine-tuning to erase existing
safeguards. To address this, we introduce AntiDote, a bi-level
optimization procedure for training LLMs to be resistant to
such tampering. AntiDote involves an auxiliary adversary hy-
pernetwork that learns to generate malicious Low-Rank Adap-
tation (LoRA) weights conditioned on the defender model’s
internal activations. The defender LLM is then trained with an
objective to nullify the effect of these adversarial weight addi-
tions, forcing it to maintain its safety alignment. We validate
this approach against a diverse suite of 52 red-teaming attacks,
including jailbreak prompting, latent space manipulation, and
direct weight-space attacks. AntiDote is upto 27.4% more
robust against adversarial attacks compared to both tamper-
resistance and unlearning baselines. Crucially, this robustness
is achieved with a minimal trade-off in utility, incurring a per-
formance degradation of upto less than 0.5% across capability
benchmarks including MMLU, HellaSwag, and GSM8K. Our
work offers a practical and compute efficient methodology for
building open-weight models where safety is a more integral
and resilient property.

Code — https://github.com/respailab/Antidote
Extended version — https://arxiv.org/pdf/2509.08000

1 Introduction
The increasing capability of open-weight large language mod-
els (LLMs) (Team et al. 2025; Yang et al. 2025; Grattafiori
et al. 2024; DeepSeek-AI et al. 2025; AI et al. 2025; Üstün
et al. 2024; Almazrouei et al. 2023) has democratized access
to state-of-the-art AI, fueling rapid innovation and adoption in
both academic and production environments. This openness,
however, introduces a critical security vulnerability: with full
access to model weights, a malicious actor can perform tar-
geted fine-tuning to override built-in safety mechanisms and
repurpose the model for harmful ends (Greshake et al. 2023;
Shayegani et al. 2023; Shen et al. 2023; Shayegani, Dong,
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and Abu-Ghazaleh 2023; Anil et al. 2024). While guardrails
offer protection for black-box models (Sanyal and Mandal
2025; Pawelczyk, Neel, and Lakkaraju 2024; Muresanu et al.
2024), they are irrelevant in a setting where the adversary
has complete control. The central challenge, therefore, is to
create models that are inherently resilient to such tampering,
wedding the benefits of open-source transparency with the
robust safety expected of closed-source systems. This pa-
per addresses this challenge directly, proposing a method to
instill tamper-resistance into open-weight LLMs by design.

This problem is particularly challenging due to the un-
restricted threat model and the limitations of existing ap-
proaches. Approaches to this challenge largely fall into two
paradigms. While early work focused on post-hoc detection
via trojan signatures (Youssef et al. 2025) or output water-
marking (Che et al. 2025; Kuditipudi et al. 2023; Nemecek,
Jiang, and Ayday 2024), these methods are often brittle and
can be bypassed (Che et al. 2025; Nemecek, Jiang, and Ayday
2024). A more robust paradigm, and the one we adopt, is to
instill inherent resilience by design. However, even state-of-
the-art methods in this domain (Tamirisa et al. 2024; Zhang
and Koushanfar 2024; Huang et al. 2025a; ?) suffer from
two primary drawbacks. First, many rely on computationally
prohibitive inner-outer loop optimization to simulate attacks
(Tamirisa et al. 2024; Li et al. 2024). Second, they frequently
struggle with a difficult trade-off, where increasing robust-
ness against attacks leads to a significant degradation of the
model’s general-purpose capabilities (Tamirisa et al. 2024;
Li et al. 2024; Huang et al. 2025c; Huang, Hu, and Liu 2024).
These dual issues of efficiency and compromised utility have
left a critical gap for a solution that is both effective and
practical.

To bridge this gap, we introduce AntiDote, a computa-
tionally efficient bilevel optimization framework. Our key
insight is to replace the expensive process of full adversar-
ial fine-tuning with a parameter-efficient proxy: an auxiliary
adversarial hypernetwork (Xiao et al. 2023; Lin et al. 2025).
This dynamic is driven by a shared optimization objective
based on Direct Preference Optimization (DPO) (Rafailov
et al. 2024) using the BeaverTails (Ji et al. 2023) and the
do-not-answer (Wang et al. 2023) datasets. Specifically, we
create an adversarial game where the two players co-evolve:
the hypernetwork is trained to generate Low-Rank Adap-
tation (LoRA) weights (Hu et al. 2021) that maximize the

The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

32893



likelihood of harmful responses, while the defender’s own set
of LoRA parameters are trained with the opposing objective
to minimize that same likelihood even when the adversarial
weights are applied. To address the safety-utility trade-off,
we decouple this resistance training from capability preserva-
tion. In a separate optimization phase, without the adversarial
LoRA weights, the model is tuned on a curated mixture of
general-purpose datasets using a combined cross-entropy and
KL-divergence loss against the base model. As our ablations
demonstrate, this decoupled approach and diverse data mix
are crucial for preventing catastrophic forgetting and preserv-
ing broad capabilities.

We conduct an exhaustive empirical validation to demon-
strate that AntiDote is not only robust but also practical and
general-purpose. Our analysis is built on three pillars: a large-
scale evaluation of robustness across ten modern LLMs span-
ning from 0.6B to 27B parameters (Yang et al. 2025; Team
et al. 2025); a granular stress test of resilience against a di-
verse suite of 52 red-teaming attacks; and a critical analysis
of the safety-utility trade-off on standard capability bench-
marks (Hendrycks et al. 2021a; Cobbe et al. 2021; Zellers
et al. 2019; Saparov and He 2023). Across all evaluations,
AntiDote consistently establishes a new state-of-the-art. It
proves uniquely capable of instilling deep-seated safety, as
evidenced by its superior performance on our granular attack
suite, while simultaneously resolving the critical trade-off
dilemma. As shown in our results, AntiDote consistently
preserves, and often improves, fine-tune accuracy on benign
tasks, demonstrating that robust safety does not have to come
at the cost of the model’s essential utility.

In summary, our contributions are:

1. A Novel Bilevel Optimization Game for Resilience: We
introduce AntiDote, a new training paradigm that pits a
state-aware adversarial hypernetwork against a parameter-
efficient defender. The adversary learns to attack the
model’s internal activation patterns, forcing the defender
to learn a deep and generalizable resilience.

2. Efficient and Scalable Implementation: We demon-
strate the practical viability of our framework, achieved
through a combination of fully parameter-efficient train-
ing, a reference-free DPO implementation that minimizes
memory usage, and strategic CPU offloading during our
interleaved training schedule.

3. State-of-the-Art and Broad-Spectrum Robustness:
Across a diverse suite of 10 models and an extensive
gauntlet of 52 red-teaming attacks, AntiDote achieves up
to a 78% reduction in Harmful Score compared to the SFT
baseline, decisively outperforming all prior art.

4. Principled Mitigation of the Safety-Utility Trade-off:
We introduce and validate a decoupled optimization strat-
egy that computes capability losses on a clean, unattacked
model. This ensures gradient purity and allows ‘Anti-
dote‘ to achieve its state-of-the-art safety with virtually
no degradation to the model’s core utility.

Figure 1: An overview of the Antidote training framework.
When a harmful prompt is processed, the defender LLM’s
internal activations are fed to an adversarial hypernetwork.
The adversary is trained via DPO loss to generate a mali-
cious LoRA patch designed to compromise the defender. The
defender, in turn, is trained with two distinct, decoupled ob-
jectives: a tamper-resistance loss computed on the attacked
model to build resilience, and a capability-preservation loss
computed on the clean model to maintain utility. This dy-
namic co-evolution forges a model that is not just aligned,
but resilient by design.

2 Adversarial Tamper Resistance
2.1 Problem formulation
Our goal is to develop a language model that is inherently
resilient to malicious fine-tuning while retaining its core ca-
pabilities. To anchor this abstract goal, consider a concrete
attack: an adversary fine-tunes a public, open-weight model
with the specific goal of making it generate malicious code
when given a seemingly benign programming query. Our task
is to create a model that resists this manipulation by design.

The Base Model and Data Distributions We consider a
pre-trained open-weight language model, M , parameterized
by weights θ ∈ Rd. The model is trained to generate a re-
sponse y given a prompt x, conditioned on its parameters:
P (y|x; θ). The initial state of our model, θbase, is assumed to
be aligned for safety and general utility. The model’s behavior
is shaped by two distinct data distributions:

1. The Safety Distribution, Dsafe: This distribution consists
of prompts designed to probe for harmful or unsafe behav-
ior. for each prompt xs ∼ Dsafe, we have a corresponding
pair of responses: a preferred safe response, ys, and a
rejected harmful response, yh. This distribution is critical
for evaluating and training safety alignment.

2. The Capability Distribution, Dcap: This distribution rep-
resents general-purpose instruction following and reason-
ing tasks. for each prompt xc ∼ Dcap, we have a desired
high-quality response, yc. This distribution is used to en-
sure the model’s core utility is not compromised.

The Adversarial Threat Model We operate under a
strong threat model where an adversary has full, unrestricted
access to the model’s parameters, θ. The adversary’s
goal is to corrupt the model via fine-tuning to produce
a compromised set of parameters, θadv. We deliberately
assume this powerful adversary, one who is not limited by a
specific attack algorithm or budget, to ensure our defense is
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robust against unforeseen and future attack strategies. Such
an adversary can easily bypass naive defenses, like simple
weight regularization, which may penalize the magnitude of
parameter changes but not their targeted, malicious direction.
The adversary’s objective is to select a fine-tuning action A
from the space of all possible strategies, A, to maximize the
model’s propensity to generate harmful content:

max
A∈A

E(xs,ys,yh)∼Dsafe [logP (yh|xs;A(θ))] (1)

The Objective of Tamper-Resistance Our objective is
to find a new set of model parameters, θ∗, that are resilient
to the adversary’s manipulations. A truly resilient model is
one that maintains its safety alignment even after the adver-
sary has performed their worst-case attack. This naturally
leads to a min-max optimization problem, where we seek to
find parameters θ that minimize the harm after the adversary
has done their best to maximize it, all while preserving the
model’s core utility.

formally, we aim to solve for the optimal parameters θ∗
as follows:

θ∗ = argmin
θ

(
max
A∈A

Lharm(A(θ))

)
subject to Lcap(θ) ≤ ϵ

(2)

where:

• The negative DPO safety loss is defined as Lharm(θ) =
−E(xs,ys,yh)∼Dsafe [log σ(πθ(ys|xs)−πθ(yh|xs))]. We se-
lect the DPO loss as it directly models the adversary’s
goal: to invert the model’s learned safety preferences by
making it prefer the harmful response yh over the safe
one ys. πθ represents the model’s log-probabilities. This
choice aligns with prior work that also leveraged DPO
loss for its inherent suitability to this problem (Tamirisa
et al. 2024).

• Lcap(θ) is a loss function measuring performance on the
capability distribution Dcap.

• ϵ is a small constant representing the maximum tolerable
degradation in general capabilities.

Solving this min-max problem directly is intractable. The
inner maximization over the adversary’s action space A
would require a complete, nested fine-tuning optimization
to find the optimal attack A∗ for every single gradient step
of the outer minimization over θ. The computational cost of
such a procedure makes it infeasible for modern LLMs. This
intractability motivates our core contribution: a novel frame-
work that creates a computationally feasible and effective
proxy for this intractable optimization, which we detail in the
following sections.

2.2 The Adversarial Hypernetwork
The direct optimization of the min-max objective in Equa-
tion 2 is intractable. The inner loop, maxA∈A Lharm(A(θ)),
requires finding the optimal fine-tuning strategy A∗, a full op-
timization process in itself. Performing this for every gradient
step of the outer minimization is computationally infeasible
for modern LLMs and introduces severe optimization chal-
lenges, as the function A(θ) is not differentiable with respect

to θ. This forces existing methods to rely on first-order ap-
proximations of the inner loop, leading to biased gradients
that may underestimate the true adversarial threat.

To address this intractability, we introduce our core con-
tribution: we replace the non-differentiable and expensive
fine-tuning adversary with a differentiable neural network
proxy, an adversarial hypernetwork. This approach offers
two profound advantages:

1. Computational Efficiency: The hypernetwork has a
fixed, modest size, and its forward pass (generating an
attack) is orders of magnitude faster than performing even
a single step of fine-tuning. This efficiency is constant,
regardless of the size of the target LLM.

2. Gradient Purity: The entire process becomes fully differ-
entiable. The hypernetwork acts as a function that maps
the base model’s state to adversarial parameters, allowing
for clean, end-to-end gradient flow without the need for
biased approximations.

We formally define our adversarial hypernetwork as Hϕ,
parameterized by weights ϕ. Its purpose is to generate a
low-rank update, represented by LoRA matrices (U, V ), that
maximally compromises a specific linear layer l within the
base model Mθ.

Architecture Inspired by Function The architecture of
Hϕ is not monolithic; it is a multi-stage network where each
component is chosen to solve a specific challenge in generat-
ing these adversarial weights.

• Input: State-Aware Attack Generation The choice of
input to Hϕ is central to our framework’s efficacy. In-
stead of using a static embedding of the harmful prompt,
we use the internal state of the target LLM itself. for-
mally, for a given prompt x and a target layer l, the
input to the hypernetwork is the set of activation vec-
tors Xl = {a1, a2, ..., aN} produced by that layer while
processing the prompt. This makes our adversary state-
aware, attacking the model’s algorithm and reasoning
process, not just the data’s semantic content. By observ-
ing the model’s internal “thoughts”, the hypernetwork can
adapt its attack in real-time as the base model’s defenses
evolve.

• Core: From Set to Representation The hypernetwork
must process this set of activation vectors. We first employ
a self-attention mechanism over the projected activations.
This moves beyond a simple mean, allowing the network
to learn a relational inductive bias and identify the most
salient or “vulnerable” activation patterns within the set.
The context-aware outputs are then pooled and processed
by a deep stack of Residual Feed-forward Blocks, granting
the network the expressive power needed to learn the
complex mapping from activation statistics to optimal
adversarial parameters.

• Output: Heterogeneity-Aware LoRA Generation An
LLM contains many linear layers with varying dimen-
sions (e.g., “q proj” vs. “mlp.down proj”). To handle this
heterogeneity, Hϕ employs a multi-headed architecture
(Cordonnier, Loukas, and Jaggi 2021). It uses specialized,
dimension-specific input and output heads for each unique
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layer configuration, all connected to the shared core. This
design allows for positive knowledge transfer and param-
eter efficiency. For a target layer l with input dimension
din and output dimension dout, the hypernetwork selects
the corresponding output heads to generate the LoRA
matrices:

(Ul, Vl) = Hϕ(Xl(x; θ)) (3)

where Ul ∈ Rr×din and Vl ∈ Rdout×r are the generated
LoRA matrices of rank r. The adversarial update to the target
layer’s weights, Wl, is then simply ∆Wl = V T

l Ul.
In this section, we have defined our adversary; a nimble,

state-aware, and efficient hypernetwork. Now, we will detail
how this adversary is trained in a game against the base model
to instill robust, lasting resilience.

2.3 The Bi-level Optimization Game
Having established our differentiable adversary, Hϕ, we now
embed it within a bi-level optimization framework, a concept
with deep roots in robust optimization and meta-learning.
This framework operationalizes the min-max objective from
Equation (2) as a practical, iterative game between two play-
ers: the Adversary (the hypernetwork Hϕ) and the Defender
(a set of trainable LoRA weights, θD, applied to the base
model Mθbase ).

The training proceeds in an interleaved k : k schedule,
where we alternate between optimizing the adversary and
the defender. This dynamic co-evolution is critical: a static
adversary would quickly become obsolete as the defender
learns. By periodically re-training the adversary against the
improving defender, we ensure the model is hardened against
a continuously adapting threat, a significant advantage over
methods that use a fixed attack simulation.

Phase 1: The Adversary’s Turn (Maximization) In this
phase, our goal is to strengthen the adversary. We freeze
the defender’s parameters, θD, and train the hypernetwork’s
parameters, ϕ, to become more effective at compromis-
ing the current state of the defended model. For a given
harmful prompt xs, the hypernetwork generates an adver-
sarial LoRA patch based on the model’s internal state. Let
Xl(xs; θbase + θD) denote the set of activations from a tar-
get layer l when processing prompt xs. The patch is then
generated as (Ul, Vl) = Hϕ(Xl(xs; θbase + θD)). This patch
is dynamically applied to the defended model, creating a
temporarily compromised model, θadv.1

The adversary’s objective is to find parameters ϕ that max-
imize the DPO loss, thereby training the compromised model
to prefer the harmful response yh over the safe one ys. for-
mally, using a mini-batch stochastic estimate of the expecta-
tion, we update ϕ by ascending the gradient of the objective:

Ladv(ϕ) = E(xs,ys,yh)∼Dsafe

[log σ (πθadv(yh|xs)− πθadv(ys|xs))]
(4)

1Here, θadv = (θbase + θD)⊕Hϕ(·) where ⊕ denotes the oper-
ation of adding the generated LoRA weights (Ul, Vl) to the corre-
sponding target layers l of the defended model.

In practice, this maximization is achieved by minimizing
−Ladv via gradient descent.

Phase 2: The Defender’s Turn (Minimization) In the
second phase, we freeze the now-strengthened adversary, Hϕ,
and train the defender’s LoRA parameters, θD. This phase
has two distinct objectives, which we handle with a decoupled
loss to ensure gradient purity2 and training stability.

1. Safety Objective: Resisting the Attack. The primary
goal is to make the model resilient. Using the frozen
adversary, we generate the worst-case attack patch for a
harmful prompt and apply it to the model. The defender’s
parameters, θD, are then updated to minimize the very
same DPO loss that the adversary sought to maximize,
forcing it to learn weights that counteract the adversarial
patch. The safety loss is:

Lsafe(θD) = −E(xs,ys,yh)∼Dsafe

[log σ (πθadv(ys|xs)− πθadv(yh|xs))]
(5)

2. Capability Objective: Preserving Utility. Simultane-
ously, we must ensure the model remains helpful. This
objective is computed on the clean defended model,
Mθbase+θD , after the adversarial patch has been removed.
This decoupling is vital, as it provides a stable, station-
ary learning target for utility. The capability loss is a
combination of a standard language modeling loss and
a KL-divergence term to regularize against the original,
unaligned base model:

Lcap(θD) = Exc,yc∼Dcap [LCE(Mθbase+θD )]

+β ·DKL (P (y|xc; θbase + θD) || P (y|xc; θbase))
(6)

The total loss for the defender is a weighted sum of these
objectives: Ldefender = Lsafe + λLCE + βLKL. The hyperpa-
rameters λ and β, which balance the safety-utility trade-off,
were empirically set to 0.8 and 0.3 respectively, a choice
validated in our ablation studies (Section 5.5). This bi-level
game, by separating the players and their objectives, creates
a stable yet challenging curriculum that forges a model that
is not only aligned by default but resilient by design.

3 Experimental Setup
3.1 Datasets
Our evaluation is grounded in a diverse and challenging suite
of datasets. To train for safety (Dsafe), we combine Beaver-
Tails and the do-not-answer dataset, exposing our hypernet-
work to 16 unique harm categories (detailed in Appendix)
to ensure it learns a generalizable concept of unsafe activa-
tion patterns. To preserve utility (Dcap), we curate a diverse
mix from LIMA (Zhou et al. 2023), Unnatural Instructions
(Honovich et al. 2022), and the MATH dataset (Hendrycks

2By “gradient purity”, we mean that the gradients for the capa-
bility objective are computed on the clean model, ensuring they are
not “contaminated” by the presence of the adversarial patch and
solely reflect the goal of utility preservation.
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Figure 2: Per-Attack Harmfulness Comparison Across 52 Red-Teaming Attacks. A granular stress test evaluating each
defense method against 52 distinct red-teaming vectors, from simple prompt injections to sophisticated, multi-layered attacks.
A heatmap where rows are defenses and columns are attacks. Darker green indicates a lower, better Harmful Score (HS). The
bottom bar for AntiDote demonstrates its broad-spectrum effectiveness. Its state-aware mechanism excels against attacks that
manipulate the model’s internal state, such as role-playing (Adv 4) and adversarial suffixes (Adv 19), where gradient-based
methods are often blind.

et al. 2021b), deliberately fostering a broad set of skills in
instruction following, creativity, and reasoning. Finally, our
models are evaluated on a comprehensive test set comprising
1,300 harmful instructions from BeaverTails (Ji et al. 2023),
StrongREJECT (Souly et al. 2024), HarmBench (Mazeika
et al. 2024), XSTest (Röttger et al. 2024), and a “do-anything-
now” (Shen et al. 2024) evaluation set for Harmful Score,
and 3,500 samples from MMLU (Hendrycks et al. 2021a),
GSM8K (Cobbe et al. 2021), HellaSwag (Zellers et al. 2019),
and PrOntoQA (Saparov and He 2023) for Fine-tune Accu-
racy.

3.2 Models and Baselines
To demonstrate the architectural and scale-agnostic nature
of our framework, we conduct experiments on a suite of
10 distinct open-weight models from six providers, with
sizes ranging from 0.6B to 27B parameters. This diverse
set, including models from the Qwen, Llama, Falcon, Aya,
Gemma, and Mistral families (Yang et al. 2025; Grattafiori
et al. 2024; Almazrouei et al. 2023; ?; ?), ensures our results
are not an artifact of a single architecture. We compare An-
tidote against a comprehensive set of six strong baselines,
including standard SFT, unlearning methods (RMU), and
state-of-the-art alignment-stage defenses (TAR, RepNoise,
Vaccine, and Booster), allowing for a clear assessment of the
current state-of-the-art.

3.3 Metrics
To rigorously quantify the central safety-utility trade-off, we
adopt the dual-metric standard from prior work (Huang et al.
2025b; Huang, Hu, and Liu 2024). We evaluate performance
on two primary axes. Utility is measured via Finetune Ac-
curacy (FA) on the test set of each capability benchmark.
Concurrently, we measure safety via Harmful Score (HS),
which is the percentage of unsafe outputs on our harmfulness
test set, as judged by the classifier from (Ji et al. 2023). This
dual-axis evaluation allows for a complete and fair compari-
son of all methods. Detailed FA calculation methodologies
are provided in the Appendix.

Figure 3: AntiDote Achieves State-of-the-Art Robustness
Across Diverse Models. We compare the post-attack Harm-
ful Score (HS) of AntiDote against strong baselines after
fine-tuning on a mixed dataset. While gradient-based meth-
ods like Booster effectively penalize the immediate harmful
loss, AntiDote’s hypernetwork learns to recognize and coun-
teract the underlying compromised activation states that lead
to failure.

3.4 Compute and Reproducibility
All experiments were conducted with 3 NVIDIA A6000
GPUs. We used the AdamW optimizer for both the Anti-
dote adversary and the defender, training for 8 epochs. The
defender’s LoRA parameters were configured with a rank
of 16 and an alpha of 32. The adversary being the smaller
model, was trained with a learning rate of 2e-4 and the de-
fender was trained with a more conservative learning rate of
3e-5 to ensure stable convergence to a robust final state.

4 Experiments and Results
Robustness to Harmful training To simulate a realistic
attack scenario, all models were fine-tuned on a dataset with
a 20:80 mixture of harmful to benign data, and were evaluated
on a held out set containing a 50:50 mixture of harmful to
benign data. The comprehensive results across ten different
models are presented in Table 2, with further analysis on
different harmful data ratios delegated to Appendix.
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Models MMLU GSM8K HellaSwag PrOntoQA Average

FA ↑ HS ↓ FA ↑ HS ↓ FA ↑ HS ↓ FA ↑ HS ↓ FA ↑ HS ↓
SFT 75.2 ± 0.03 15.5 ± 0.04 35.1 ± 0.06 14.8 ± 0.05 85.6 ± 0.02 16.1 ± 0.03 68.9 ± 0.03 14.2 ± 0.04 66.2 ± 0.04 15.2 ± 0.04
RMU 73.1 ± 0.04 12.4 ± 0.03 33.5 ± 0.05 11.9 ± 0.06 83.9 ± 0.03 13.0 ± 0.03 66.2 ± 0.04 11.5 ± 0.04 64.2 ± 0.04 12.2 ± 0.04
Booster 75.0 ± 0.02 7.1 ± 0.03 34.3 ± 0.05 6.5 ± 0.04 85.4 ± 0.02 8.8 ± 0.02 68.0 ± 0.03 6.9 ± 0.03 65.8 ± 0.03 7.3 ± 0.03
TAR 74.5 ± 0.03 9.8 ± 0.04 34.2 ± 0.06 9.1 ± 0.05 84.8 ± 0.02 10.5 ± 0.03 67.5 ± 0.04 9.5 ± 0.04 65.3 ± 0.04 9.7 ± 0.04
RepNoise 74.1 ± 0.04 11.5 ± 0.03 33.9 ± 0.06 10.8 ± 0.06 84.2 ± 0.03 12.1 ± 0.02 67.0 ± 0.05 11.1 ± 0.03 64.8 ± 0.05 11.4 ± 0.04
Vaccine 74.8 ± 0.03 8.5 ± 0.02 34.5 ± 0.05 7.9 ± 0.05 85.1 ± 0.02 8.5 ± 0.03 67.9 ± 0.03 8.1 ± 0.03 65.6 ± 0.03 8.4 ± 0.03
AntiDote 75.8 ± 0.03 3.1 ± 0.01 35.5 ± 0.04 8.8 ± 0.03 86.1 ± 0.05 6.4 ± 0.03 68.3 ± 0.02 6.8 ± 0.02 66.4 ± 0.01 6.3 ± 0.04

Table 1: This experiment tests the critical safety-utility trade-off. We fine-tuned aligned models on four standard, benign capability
benchmarks and measured their resulting task accuracy and safety. A successful method should maintain a high FA and a low
HS. Most baselines show a clear compromise—improving safety often comes at the cost of task performance. AntiDote is the
exception, achieving the highest average scores for both metrics. This is because our decoupled loss function trains for utility on
a clean, unattacked model.

The results demonstrate AntiDote’s ability to balance
safety and utility across all scales. For instance, on the 27B
parameter Gemma-3 model, AntiDote achieves a Harmful
Score (HS) of only 9.8, a 78% reduction compared to the
standard SFT baseline, while simultaneously achieving the
highest Fine-tune Accuracy (FA) of 95.3. This pattern is
consistent across the board.

The superior FA score of both Antidote and Booster over
the SFT baseline suggests their respective regularization
schemes effectively prevent overfitting, promoting better gen-
eralization. However, the crucial distinction lies in their safety
mechanisms. Antidote’s state-aware hypernetwork learns to
recognize and counteract the model’s internal failure modes
directly. This provides a more fundamental defense than the
gradient-based penalties of prior work, which can be by-
passed by attacks designed to mask their semantic intent.
This principle also explains the struggles of unlearning meth-
ods like RMU; their approach of targeting individual data
points proves insufficient for resisting systemic, behavioral
manipulation.

To visualize these trends more directly, Figure 3 presents
the Harmful Score results for four representative models, re-
inforcing our primary claim of AntiDote providing a defense
that both highly effective and consistently scalable across
different model architectures and sizes.

Utility Preservation For this experiment, models aligned
by each defense method were fine-tuned using a 20:80
harmful-to-benign data split on each benchmark dataset. We
then measure both their task-specific Fine-tune Accuracy
(FA) and their resulting Harmful Score (HS).

The results, detailed in Table 1, reveal that AntiDote
uniquely excels on both axes, demonstrating a clear break
from the compromises made by prior methods. On aver-
age, AntiDote achieves the highest Fine-tune Accuracy while
simultaneously recording the lowest Harmful Score. This per-
formance is attributed to the decoupled optimization strategy
detailed in Section 3.3, as we have detailed in Appendix. By
computing the capability preservation loss (Lcap) on the clean,
unattacked model, we ensure the gradient signal for utility
is pure and unconfounded by the adversarial objective. This
allows the defender’s LoRA weights to learn how to be help-
ful and how to be safe as two independent, non-interfering
skills.

Figure 4: AntiDote Breaks the Safety-Utility Trade-off
Frontier. We evaluate the trade-off between model utility
(Average FA) and safety (HS). Most defenses operate along a
trade-off curve, sacrificing utility for safety. AntiDote places
itself in the optimal quadrant because our decoupled opti-
mization computes the capability loss on a clean, unattacked
model, providing unconfounded gradient signal for utility.

In contrast, other methods clearly exhibit the trade-off.
Unlearning-based methods like RMU achieve a lower HS
than the SFT baseline, but at a steep cost to utility. Booster
once again proves to be a strong baseline, finding an effective
balance and even slightly improving FA over SFT. However,
its unified loss function still forces a compromise, resulting
in a higher HS and lower FA compared to AntiDote. The
same dynamic is best visualized in the trade-off frontier plot
in Figure 4, where AntiDote resides in the optimal quadrant
as compared to its baselines.

Red-teaming Attacks We evaluated our aligned models
against our comprehensive suite of 52 distinct red-teaming
attacks (refer to Appendix for details). The results are visual-
ized in the heatmap in Figure 2, which provides a stark visual
narrative of each defense’s strengths and weaknesses.

The immediate takeaway from the figure is the effective-
ness of AntiDote. As we can observe in the bottom row,
AntiDote maintains low Harmful Score across the vast ma-
jority of attack vectors. This visual evidence provides strong
support for our central claim: AntiDote offers a defense that
is both powerful and general-purpose.
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Models SFT RMU Booster TAR Repnoise Vaccine AntiDote

FA ↑ HS ↓ FA ↑ HS ↓ FA ↑ HS ↓ FA ↑ HS ↓ FA ↑ HS ↓ FA ↑ HS ↓ FA ↑ HS ↓
Qwen-2.5-0.6B 88.1 31.5 85.2 28.1 88.0 8.1 87.5 24.1 87.9 30.8 87.8 26.5 88.5 5.1
Llama-3.2-3B 90.2 33.7 87.1 29.5 90.3 8.3 89.4 25.8 90.1 32.9 90.9 28.3 90.8 5.3
Falcon-H1-7B 89.5 36.2 88.4 31.8 91.1 8.6 91.4 27.2 91.3 35.1 91.1 30.1 91.9 5.7
Llama-3.1-8B 90.9 38.1 89.0 33.2 92.3 8.8 91.5 28.5 92.2 37.5 92.0 31.8 92.8 5.9
Qwen-2.5-7B 91.8 37.5 88.7 32.6 91.7 9.1 90.9 28.1 91.9 36.8 91.3 30.9 92.2 6.9
Aya expanse-8B 90.9 39.4 89.5 34.1 92.8 9.6 92.0 29.8 92.7 38.6 93.1 32.7 93.3 9.8
Gemma-3-12B 93.5 40.8 90.1 35.5 93.4 9.5 92.6 30.4 93.3 40.1 93.1 34.0 93.9 9.4
Qwen-2.5-14B 93.8 41.5 90.5 36.2 93.7 9.9 92.9 31.0 93.6 40.8 93.4 34.8 93.2 7.2
Mistral-Small-24B 93.6 43.1 91.2 37.8 94.5 10.8 93.7 32.1 94.4 42.4 94.8 36.2 95.0 8.5
Gemma-3-27B 94.1 44.2 91.5 38.9 95.0 13.5 94.2 33.0 94.9 43.5 94.7 37.1 95.3 9.8

Table 2: We evaluate AntiDote against state-of-the-art baselines on ten different open-weight models with Fine-tune Accuracy,
measuring utility, and Harmful Score, measuring safety. Unlearning methods like RMU often sacrifice FA for safety. Strong
alignment-stage defenses like Booster find a better balance. Antidote consistently achieves the highest FA while simultaneously
recording the lowest HS. This is a direct result of our framework’s ability to learn a robust defense without interfering with the
model’s core knowledge.

Attacks like Adversarial Suffixes (Adv 19) or Role-
Playing (Adv 4) succeed not by using overtly “harmful” to-
kens, but by subtly manipulating the model’s internal compu-
tational state into a vulnerable configuration. Booster, which
relies on the local gradient of the harmful loss, can be blind
to these manipulations as the semantic gradient is weak. An-
tiDote’s hypernetwork is trained to recognize the anomalous
activation patterns that these attacks produce, allowing it to
identify and counteract the threat at a more fundamental level.
It defends against the compromised state itself, not just the
prompt that caused it.

However, for attacks that leverage Hypothetical Framing
(Adv 37) or Distractor Instructions (Adv 17), Booster and
TAR achieve marginally better scores than AntiDote. These
specific attacks succeed by making the model’s internal state
appear overwhelmingly benign, by “diluting” the harmful
signal with a flood of safe instructions. In these specific
cases, AntiDote’s hypernetwork, which looks for anomalous
activation patterns, is effectively “fooled” by the seemingly
normal internal state. The more direct, gradient-based check
of a method like Booster is less susceptible to this high-level
contextual misdirection.

Computational Efficiency A practical defense must also
be computationally viable. While methods like RepNoise and
TAR incur significant overhead, Antidote’s resource usage is
highly competitive. Notably, for the 12B parameter model,
Antidote is nearly as fast as the strong Booster baseline while
requiring significantly less GPU memory (73.6 GB vs. 82.5
GB). This efficiency stems from three deliberate engineering
choices:

1. Fully Parameter-Efficient Training: Both our defender
and our hypernetwork adversary are trained using LoRA.
This means that at any given time, we are only updating
a tiny fraction of the total model parameters, drastically
reducing the optimizer’s memory footprint and the time
required for each gradient update.

2. A memory-optimized DPO implementation Our fully
parameter-efficient approach naturally enables a highly

memory-optimized DPO implementation. We obviate the
need to store a full reference model in VRAM, as the
reference state can be dynamically reproduced by simply
changing the defender’s LoRA adapter to the original
adapter.

5 Conclusion
In this work, we addressed the critical challenge of making
open-weight large language models resilient to malicious fine-
tuning. We moved beyond traditional defenses by proposing
Antidote, a novel bilevel optimization framework where a
state-aware adversarial hypernetwork learns to find and ex-
ploit vulnerabilities in the model’s internal representations.
The base model, in turn, is trained to defend against this
adaptive, evolving adversary, forging a deep and durable re-
silience. Our comprehensive experiments demonstrate that
Antidote establishes a new state-of-the-art. It consistently and
significantly outperforms existing methods across a diverse
suite of models and 52 red-teaming attacks. Crucially, by
cleanly decoupling the objectives for safety and capability,
Antidote breaks the long-standing trade-off frontier, deliver-
ing a model that is both safer and more capable than those
produced by prior art. Our approach shifts the paradigm from
post-hoc patching to proactive immunization, showing that
resilience can be woven into the fabric of the model itself.
While our framework marks a significant step forward, key
challenges remain, such as extending this dynamic defense
to novel attack classes beyond our extensive test suite (see
Appendix for a full discussion of limitations). We hope this
work inspires a renewed focus on resilience as a foundational
property of open-source AI.
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