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Abstract

Large language models (LLMs) concentrate substantial
knowledge in specialized domains due to extensive pretrain-
ing and instruction tuning, and they are now central to com-
mercial and scientific practice. Yet access is usually limited to
costly, rate-limited interfaces, which motivates methods that
can extract targeted domain knowledge with minimal query-
ing effort. A further challenge is that the target domain may
be unknown in advance, so naive or generic prompts waste
queries and fail to expose the underlying concepts and rela-
tions that structure the domain. In this work, we introduce
a query-efficient approach for domain-specific knowledge
stealing from black-box language models. Rather than issu-
ing random questions or generic templates, our framework
performs self-directed exploration that lets the model find the
direction and mine domain knowledge by itself. Starting from
a small and diverse seed, it discovers salient domain entities
and induces their relations through structured question fami-
lies that elicit definitional, functional, and compositional in-
formation. A feedback-driven controller analyzes the errors
and uncertainty of the extracted surrogate model and uses
this signal to refine subsequent queries, all without relying
on prior domain knowledge or external resources. We eval-
uate the method in two expert-centric settings, medicine and
finance, and observe consistently better performance while
requiring significantly fewer queries.

Introduction

Large language models (LLMs) have demonstrated sub-
stantial utility in high-stakes domains such as healthcare
and finance. Domain-specialized LLMs, such as Med-PaLM
2 (Singhal et al. 2023) and BloombergGPT (Wu et al.
2023), deliver expert-level capabilities to clinicians and fi-
nancial analysts. These models embody significant commer-
cial value (Hosanagar and Krishnan 2024; Lin et al. 2024)
and are increasingly deployed across a broad range of verti-
cal applications (Wu et al. 2024; Jeong 2023). Consequently,
they are often treated as critical intellectual property (IP)
by their developers. To make these capabilities accessible,
providers typically deploy such models via the LLM-as-a-
Service (LLMaaS) paradigm (Yin et al. 2024; La Malfa et al.
2024), exposing them through cloud-hosted APIs (Zhang
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et al. 2024; Xu et al. 2025). However, this deployment
model introduces significant security vulnerabilities. In par-
ticular, model stealing attacks have emerged as a pressing
threat (Sha and Zhang 2024; He et al. 2024), in which ad-
versaries systematically query public APIs to reconstruct a
functionally equivalent surrogate model. This allows adver-
saries to reproduce the proprietary capabilities with mini-
mal cost, effectively bypassing the intensive resources re-
quired for model development, and leading to unauthorized
use of intellectual property that results in significant finan-
cial losses for the model owner.

Extensive research has revealed that LLMs are highly vul-
nerable to model stealing attacks (Aguilera-Martinez and
Berzal 2025; Abdali et al. 2024), where adversaries can
replicate a surrogate model simply by querying the tar-
get model (Sha and Zhang 2024). However, when target-
ing domain-specific LLMs, such attacks often require ac-
cess to prior domain knowledge in order to craft effec-
tive queries and successfully replicate the model’s special-
ized capabilities (Ran et al. 2025). Recent efforts in LLM
stealing (Birch et al. 2023; Carlini et al. 2023; Finlayson,
Ren, and Swayamdipta 2024) have achieved notable suc-
cess, but they often depend on millions to tens of mil-
lions of API queries and rely heavily on domain-specific
prompts as input. Approaches like Model Leeching (Birch
et al. 2023) and EvoKD (Liu et al. 2024) have attempted
to improve query efficiency via advanced prompt engineer-
ing or reinforcement learning. Nevertheless, these meth-
ods fundamentally assume access to the target domain and
are incapable of stealing LLMs from completely unknown
domains. However, in traditional machine learning, some
recent works (Truong et al. 2021; Zhuang et al. 2024)
have demonstrated the feasibility of model stealing with-
out any domain knowledge by generating synthetic queries
from noise distributions, successfully replicating proprietary
models. However, directly transferring such strategies to
LLMs is non-trivial due to the fundamental mismatch be-
tween continuous feature-based inputs in traditional models
and the discrete nature of textual inputs in LLMs. As a re-
sult, stealing domain-specific LLMs without any manually
provided domain knowledge remains an underexplored and
technically challenging frontier.

However, stealing domain-specific knowledge from an



LLM remains exceptionally challenging due to several key
obstacles. (1) Lack of domain-specific entities: Without any
prior knowledge, it is difficult to even identify the core con-
cepts, entities, or terminology that characterize the target do-
main. (2) Difficulty in constructing relations: Even if some
domain-relevant entities are identified, constructing coher-
ent and contextually grounded relationships among them
remains a challenging task that is critical for formulating
effective queries. (3) Extensive Query Demand: Effective
model stealing typically requires a substantial number of
queries to extract sufficient knowledge for training a high-
fidelity surrogate model. The need for large-scale and infor-
mative querying becomes especially prohibitive when the
generated queries are misaligned with the target domain.
These challenges collectively highlight the inherent diffi-
culty of stealing LLMs from entirely unfamiliar domains,
where both query formulation and knowledge alignment re-
main largely underexplored and technically underdeveloped.

To address these challenges, we propose a novel frame-
work that enables efficient domain knowledge stealing
from LLMs without requiring manually provided domain
knowledge or domain-specific prompts. Our method allows
the model to autonomously explore and uncover domain-
specific concepts, relationships, and terminology—thereby
extracting specialized knowledge from the target model
without external guidance. Specifically, our method consists
of three key components: First, we employ an active query
exploration mechanism to rapidly probe the target model
and discover domain-relevant entities. We initialize this pro-
cess with a small set of domain-agnostic prompts that do not
contain domain-specific terms. This step enables the gen-
eration of highly informative and domain-aligned queries,
even without explicit domain-specific supervision. Second,
we extract answers from the target model and segment
them into fine-grained textual chunks, from which we ex-
tract lightweight semantic cues (e.g., SBERT similarity) to
group related entities. This chunk-level analysis helps pro-
gressively approximate the structure of the target domain.
Finally, we introduce a Chain-of-Question mechanism that
adaptively composes follow-up queries to improve coverage
and stability. By leveraging the surrogate model’s current
understanding, we dynamically refine the querying process
to actively acquire uncertain or unexplored knowledge re-
gions. Together, these components form a largely automated
domain knowledge stealing pipeline that helps reduce the
overall query cost compared with prior methods while en-
abling faithful imitation of domain-specific behaviors.

Our contributions can be summarized in three-fold:

¢ Domain Knowledge Stealing. To the best of our knowl-
edge, we are among the first to study the challenge of
stealing domain-specific knowledge from a target LLM
without relying on manually provided domain knowl-
edge or domain-specific prompts.

Self-Directed Knowledge Discovery. We propose a
framework that enables the model to autonomously un-
cover domain knowledge, including identifying domain-
specific entities and extraction lightweight semantic cues
that link related concepts without external guidance.
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* Comprehensive Evaluation. Extensive experiments
across Medicine and Finance show that our method
achieves strong performance and competitive query ef-
ficiency compared with prior approaches.

Preliminaries
Notations

We use lowercase letters (e.g., a) to denote scalar variables,
and bold lowercase letters (e.g., b) to represent vectors. Cal-
ligraphic uppercase letters (e.g., Q) denote sets, and we use
q to represent a single query instance. A query ¢ is instan-
tiated using a domain entity e and a semantic prompt type
t, such that ¢ = G(e, t), where G(+) is a prompt generation
function. The target and surrogate models are denoted by 7T’
and S, respectively.

Problem Statement

Model Stealing. We study model stealing against large
language models (LLMs) under black-box API ac-
cess (Orekondy, Schiele, and Fritz 2019; Sun et al. 2024).
The adversary can query a proprietary target model 7" and
aims to construct a surrogate model S that imitates its be-
havior. The adversary has no access to the internal archi-
tecture, training data, or manually provided domain-specific
information used by 7', and can only observe the output
responses returned by the API. Formally, given an input
query ¢ € Q, the adversary receives T'(g) and accumu-
lates a query-response dataset {(q,7(¢))}qecq to train S.
The goal is for S to approximate the behavior of 7" over un-
seen queries.

Domain Knowledge. LLMs deployed in specialized
fields (e.g., medicine, finance) implicitly encode extensive
domain-specific knowledge, including entities, hierarchical
concepts, and associations among them. In this paper, we
consider a challenging setting in which the adversary has
no manually provided domain knowledge—such as pre-
defined entity lists, knowledge bases, or exemplar docu-
ments—to guide the stealing process. Instead, the adversary
must rely solely on black-box querying to uncover domain-
relevant entities and extract lightweight semantic cues that
relate them. Our objective is to develop a black-box stealing
framework that can progressively approximate the domain-
relevant knowledge expressed by the target model through
its responses.

Methodology

Our objective is to extract domain-specific knowledge from
a black-box large language model (LLM) under strict query
constraints, without relying on labeled data or predefined on-
tologies. To this end, we propose a fully automated, data-free
distillation framework that incrementally constructs a high-
coverage question-answer corpus tailored to the target do-
main. The framework tackles three fundamental challenges:
(1) identifying domain-relevant entities in the absence of
supervision, (2) uncovering implicit semantic relationships
among those entities, and (3) minimizing query overhead
while enabling the training of a high-fidelity surrogate



model. Figure 1 illustrates the overall pipeline, which com-
prises three key stages: Identifying Domain-Specific Enti-
ties, Discovering Implicit Semantic Relations, and Query-
Efficient Exploration via Perplexity-Guided Scheduling.

Identifying Domain-Specific Entities

The first challenge arises from the lack of prior domain
knowledge: without any labeled data or external resources,
it is unclear what entities, terminology, or concepts are rel-
evant to the target domain. To overcome this, we propose a
fully automated pipeline that discovers domain-specific enti-
ties through interaction with the black-box model itself. This
is achieved through iterative prompting, entity extraction,
and lightweight relevance filtering applied directly to the tar-
get model’s responses. We begin by issuing a small set of
open-ended, domain-agnostic prompts to 7, which encour-
age the model to expose the terminology it considers central
to the underlying domain. From these responses, we extract
candidate domain entities using a pretrained named-entity
extractor. We filter responses that exhibit low sentence-
level semantic coherence using a coherence-based heuristic
answer_is_broad, which detects responses whose consecu-
tive sentences are semantically distant or mix unrelated top-
ics. Formally, we define the initial entity set as

£ = | ExtractEntities(T'(Prompt,)).
=1

For each discovered entity e € £ (SO), we generate struc-
tured queries using four canonical prompt templates corre-
sponding to semantic roles: DEF (definition), CAT (classifi-
cation), FUN (function), and PART (part-of). This equation
yields a seed query pool:

Qo = {G(e,t) |ee 5;0), te {DEF,CAT,FUN,PART}}.

The choice of these four templates is grounded in con-
verging evidence from ontology engineering, lexical seman-
tics, question classification, and educational theory. Ontol-
ogy frameworks commonly rely on primitive relations such
as IS_A, PART_OF, and HAS_FUNCTION (Smith, Arp, and
Spear 2015), which map directly to our prompts for defi-
nition, composition, and function. Lexical semantics, par-
ticularly in the Generative Lexicon framework (Pustejovsky
1995), identifies the Formal, Constitutive, and Telic qualia
roles as essential to concept representation, aligning closely
with our semantic templates. Additionally, standard QA tax-
onomies treat definition, list, purpose, and meronymy as
distinct and sufficient classes for factual inquiry (Li and
Roth 2002; Craswell et al. 2020). Finally, pedagogical mod-
els like Bloom’s taxonomy and SOLO taxonomy recognize
these four dimensions as the minimal set required for con-
ceptual mastery (Bloom 1956; LW et al. 2001; Biggs and
Collis 1982). Taken together, these perspectives validate our
use of these four prompt types as both semantically com-
plete and practically efficient for exploring domain knowl-

edge. Although 550) is constructed without domain supervi-
sion, we apply a simple but effective constraint to maintain

Algorithm 1: Query-Efficient Stealing Loop

Require: Initial seed entities £; from target domain d, sur-
rogate model S, target model 7', query budget B, cor-
rection threshold 7y, clustering interval R

1: Initialize query pool Q < Generate four prompts (DEF,
CAT, FUN, PART) foreach e € &,
2: fort =1to B do
3:  ¢* + argmax,co PPLg(q) // Select the question
with highest perplexity to target the weakest area
4:  (ap,as) < (T(q*),S(q*)) // Query both target and
surrogate models to compare responses

5:  Add (¢*, ar) to training dataset
6:  if SBERT cos(ar,as) < Teorr then
7: Generate correction prompt using ag and ¢*, then
query 7" for explanation
8: Add explanation and corrected answer to training
cache
9: endif
10:  if answer_is_broad(ar) then
11: Segment a7 into coherent chunks via SBERT and
clustering
12: Generate one follow-up question per chunk and en-
queue them into Q
13:  endif
14:  if t mod R = 0 then
15: Encode recent ar answers via SBERT and cluster
them
16: Identify least-covered cluster and enqueue a repre-
sentative query from it
17:  endif

18:  Update S using current training dataset
19: end for
20: return Trained surrogate model S

topical relevance. Specifically, we issue simple refinement
prompts (e.g., “list only the domain-specific concepts”) and
retain only entities that consistently reappear in these con-
strained responses, ensuring topical relevance without ex-
ternal supervision. Only entities confirmed by these con-
strained responses are retained. This iterative refinement
yields a domain-aligned entity set &; that reflects the ter-
minology emphasized by 7', without relying on external cor-
pora or ontologies. It serves as the foundation for subsequent
relation discovery and knowledge extraction.

Discovering Implicit Semantic Relations

The second challenge concerns the difficulty of construct-
ing meaningful relationships between discovered entities.
While isolated facts can be extracted through static prompt-
ing, a coherent representation requires capturing distinctions
or contextual conditions that connect related concepts. To
this end, we develop a two-pronged strategy that leverages
the black-box model’s own feedback to uncover and refine
latent semantic structure. We detect discrepancies between
the surrogate and target answers using SBERT-based seman-
tic similarity. Let ¢* denote the current highest-priority ques-
tion according to perplexity-based sampling. After obtain-
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Figure 1: Overview of our query-efficient domain knowledge extraction pipeline. We begin with structured question templates
and extract seed entities from the target model’s responses. These are used to generate an evolving question pool, which is
queried against the target LLM to obtain answers. The surrogate model answers the same questions and we rank them by the
perplexity of its generated outputs. Questions with high perplexity or large SBERT-based semantic deviation are sent to the
target for correction or CoQ-style follow-up. Corrected answers are added to the surrogate’s training cache. Cluster-guided
exploration is triggered every /N rounds to improve conceptual coverage.

ing the answer pair (ar,as) = (T(¢*),S(q*)), we mea-
sure semantic divergence via SBERT-based cosine similar-
ity (Reimers and Gurevych 2019). When the similarity falls
below a pre-defined threshold 7., we prompt the target
model to explain the error, producing a targeted corrective
prompt such as: Explain why S(¢*) is incorrect and
what the correct answer is. The target’s explana-
tion typically highlights details the surrogate missed, such
as subtype differences, causal factors, or contextual condi-
tions. From these explanations, we extract new queries us-
ing the same entity extraction and templating logic as in
Section . This corrective feedback loop not only improves
surrogate coverage but also reveals subtle distinctions be-
tween closely related concepts. Complementary to this is
our chunk-based CoQ (Chain-of-Questioning) mechanism,
which transforms vague or overly broad answers into finer-
grained knowledge. To detect such cases, we define a heuris-
tic answer_is_broad(a) = W¥[min; cos(s;, $;4+1) < 7], where
s; and s;41 are consecutive sentence embeddings from a
pre-trained SBERT model, and 7 is a coherence threshold.
If any two adjacent sentences are semantically disjoint, such
answers are treated as overly broad because they bundle
multiple topics together, which triggers chunk-based follow-
up. When T'(¢*) is flagged as overgeneral, we segment the
response into logical chunks and construct a follow-up ques-
tion for each. These follow-up questions typically take the
form of elaborations on specific answer segments (e.g., Can
you elaborate on: ‘‘chunk_i’’?).

To help visualize our pipeline, we consolidate key illus-
trative examples across four modules into a unified walk-
through. This includes structured prompting, correction,
fine-grained follow-up, and entity extraction. This recur-
sive refinement breaks high-level or multi-topic answers into
more specific components, enabling finer-grained coverage
of the domain, especially when the model’s initial answer
spans multiple distinct concepts. Together, the correction-
based prompting and chain-of-questioning routines consti-
tute a model-guided mechanism for uncovering lightweight
semantic cues that indicate how concepts relate or differ.
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Rather than relying on a predefined schema, we rely on the
model’s own explanations and decompositions to reveal use-
ful distinctions, which in turn enables adaptive and grounded
discovery of domain relationships.

Seed Entity: Anaphylaxis Definition Prompt: What is
anaphylaxis in clinical medicine?

Classification Prompt: What are the major types or cate-
gories of anaphylaxis?

Function Prompt: What is the physiological role or con-
sequence of anaphylaxis?

FPart-of Prompt: Anaphylaxis is part of which broader
medical condition or syndrome?

Model Feedback-Driven Prompts:

Correction Prompt: The surrogate answer incorrectly
states that anaphylaxis is a chronic condition. Can you
explain the correct nature of anaphylaxis?

Chunked CoQ Prompts:

- What are the typical symptoms of anaphylaxis during
the early phase?

- How does anaphylaxis affect the respiratory system?

- What is the standard emergency treatment for severe
anaphylaxis?

Query-Efficient Exploration via Perplexity-Guided
Scheduling

The final challenge arises from the high query cost in black-
box extraction. Since each API call incurs cost and la-
tency, it is essential to allocate a limited query budget to-
ward interactions that are expected to provide the largest im-
provement to the surrogate. We therefore design a schedul-
ing strategy centered around the perplexity of the surrogate
model’s generated answer, which we use as a lightweight
signal of uncertainty. At iteration ¢, let ag(q) denote the
surrogate-generated answer to a question q. We compute
its answer perplexity PPLg(as(q)) and prioritize questions
with higher perplexity values. Formally, the next query is



selected as
q" = argmax PPLg (CLS(Q))'
qeQ

Although perplexity is not a direct measure of epistemic
uncertainty, higher answer perplexity often coincides with
cases where the surrogate lacks stable lexical or seman-
tic expectations. We therefore treat it as a simple, model-
agnostic proxy for identifying queries that the surrogate
finds most difficult. This ensures that the surrogate is con-
sistently challenged with inputs that expose gaps in its cur-
rent knowledge distribution, maximizing learning gain per
query. To further encourage conceptual breadth, we intro-
duce a periodic diversity booster. Every R iterations, we
collect a fixed-size window of recent surrogate outputs, em-
bed them using SBERT, and apply a standard distance-based
clustering method (e.g., k-means). We identify the smallest
cluster—corresponding to concepts that have received the
least attention—and promote one of its questions to the top
of the queue. Formally, if C = {C4,...,C}\} denotes the
clusters, we sample a representative ¢ from arg min; |C;|
and schedule it next.

This dual mechanism—combining uncertainty-driven pri-
oritization with diversity-aware reranking—ensures bal-
anced depth and coverage in knowledge extraction. Rather
than passively sampling or following hand-designed trajec-
tories, the surrogate actively guides interactions toward re-
gions where its representation is weakest. As shown in Al-
gorithm 1, this scheduling strategy integrates with entity dis-
covery and relation refinement, enabling higher-fidelity sur-
rogates under tight query budgets.

Experimental Evaluations

To guide our empirical study, we organize our evalua-
tion around the following research questions (RQs): RQ1
(Effectiveness): How well does our surrogate model per-
form on domain-specific QA tasks compared to strong
black-box baselines? RQ2 (Query Efficiency): Does our
method match or exceed prior approaches while using fewer
queries? RQ3 (Ablation Study): How much does each com-
ponent contribute to the overall performance?

Downstream Task and Datasets. To evaluate whether
our query-efficient framework improves downstream per-
formance under constrained budgets (RQ1), we conduct
experiments on six question-answering benchmarks across
two knowledge-intensive domains: medicine and finance.
In the medical domain, we use MedQA (Jin et al. 2020),
a benchmark of professional clinical multiple-choice exam
questions; PubMedQA (Jin et al. 2019), a biomedical fac-
tual QA dataset based on research abstracts; and ChemProt
(Kringelum et al. 2016), a chemical—protein relation classi-
fication task. In the financial domain, we use FOMC (Shah,
Paturi, and Chava 2023), which evaluates understanding
of U.S. Federal Reserve monetary policy texts; HeadLine
(Sinha and Khandait 2020), a causal inference dataset for
financial headlines; and FPB (Malo et al. 2014), a phrase-
level sentiment classification task from financial analyst re-
ports. We compare the following systems: (1) two untuned
base models: LLaMA-3.1 8B Instruct and Gemma-9B In-
struct; (2) domain-specific targets, obtained by fine-tuning
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LLaMA-3.1 8B on domain-relevant corpora; (3) two black-
box baselines, EvoKD (Liu et al. 2024) and Model Leech-
ing, both constrained to the same query budget; and (4) our
LoRA surrogate, trained using QA pairs produced by our
structured, query-efficient distillation framework. All results
are reported using accuracy, measuring the percentage of
correctly answered instances. This unified metric allows fair
comparison across datasets and systems, and directly reflects
the effectiveness of each method in improving downstream
task performance (Hu et al. 2021). This evaluation setup ad-
dresses RQ1 by testing whether our method delivers stronger
task-specific performance under the same black-box query-
ing constraints.

Baselines. To ensure a fair and controlled evaluation, we
re-implement two representative black-box distillation base-
lines: Model Leeching (Birch et al. 2023) and EvoKD (Liu
et al. 2024). Our goal is to isolate the effects of prompt de-
sign and query scheduling under identical model, budget,
and optimization conditions. For Model Leeching, we fol-
low Birch et al., where the attacker passively queries the
target LLM with natural-language prompts and collects the
answers without feedback or refinement. To reproduce this
setup, we generate 500 simple QA-style prompts using only
the question texts from two domain-relevant public datasets:
MedMCQA (medical QA) and finance-related subsets of
MMLU (e.g., macroeconomics, microeconomics, account-
ing). These datasets are used solely as sources of ques-
tion templates; their labels are never used. This preserves
the passive nature of Model Leeching and ensures that any
performance differences arise from querying strategy rather
than domain supervision. For EvoKD, we implement the
entropy-guided scheduling strategy proposed by Liu et al.
To make the comparison focus solely on query-ordering ef-
fects, we keep EvoKD’s iterative selection and conversa-
tional structure, but replace its free-form prompt generation
with the same QA-style seed prompts used above. Thus,
both methods receive identical prompt content, and only
the prioritization mechanism differs. Across both baselines,
we fix the surrogate architecture, optimization hyperparame-
ters, 500-query budget, and evaluation protocol to match our
framework. This consistent setup ensures that observed dif-
ferences in performance directly reflect the querying strat-
egy and structured prompt design.

Effectiveness of Domain Knowledge Stealing

To evaluate RQ1, we examine whether our surrogate mod-
els, trained with only 500 high-quality QA pairs, can ef-
fectively extract domain-specific knowledge from black-
box LLMs and outperform existing baselines across six
QA benchmarks. As shown in Table 1, our method con-
sistently outperforms both baselines under the same query
budget, indicating that uncertainty-guided scheduling uses
each query more efficiently during surrogate training. In the
medical domain, our LLaMA-3.1-based surrogate reaches
62.0% on MedQA, 74.9% on PubMedQA, and 43.1% on
ChemProt, outperforming EvoKD on all three tasks (60.5%,
72.8%, 40.3%) while remaining close to Model Leeching
on ChemProt. Our Gemma-2-based surrogate further ad-
vances performance, achieving 64.6% on MedQA, 67.3%



Medicine Finance
Method / Model MedQA  PubMedQA  ChemProt FOMC HeadLine FPB
ChatGPT-4.1 (Target Model) 75.5 80.1 64.9 67.1 88.3 73.0
LLaMA-3.1 8B (Base) 49.0 55.3 24.7 41.0 78.7 65.9
EvoKD 60.5+0.7 72.8+0.9 40.3£1.0 43.5+1.0 80941.1 66.0+1.0
Model Leeching 58.1+£0.2 74.3+£0.9 44.7+04 48.5+1.1 804+1.0 66.7+0.5
Ours 62.0+1.0 74.91+0.8 431404 54.0+1.0 83.9+0.9 68.8+0.9
Gemma-2 9B (Base) 57.1 54.6 20.8 49.8 77.4 41.9
EvoKD 62.0+0.3 61.8+0.4 39.94+0.3 49.540.6 78.5+£04 57.940.5
Model Leeching 60.2+0.4 63.6+0.5 424404 50.1£0.5 79.0+£0.6 60.1+0.4
Ours 64.6+0.2 67.31+0.5 44.5+0.3 54.2+04 80.4+0.2 68.5+0.3
Table 1: Accuracy (%) of all methods on six QA benchmarks across Medicine and Finance.
Ours EvoKD Model Leeching
751
60+ 841
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(b) Medical: PubMedQA
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Figure 2: Query efficiency comparison across different domains. Our method consistently achieves faster convergence and

higher final accuracy.

on PubMedQA, and 44.5% on ChemProt, clearly outper-
forming the base model by large margins and surpassing
both baselines on all three tasks. In the financial domain, our
LLaMA-based surrogate again delivers the highest accuracy
across all three financial benchmarks, obtaining 54.0% on
FOMC, 83.9% on HeadLine, and 68.8% on FPB, improving
over EvoKD (43.5%, 80.9%, 66.0%) and Model Leeching
(48.5%, 80.4%, 66.7%). Similarly, our Gemma-based surro-
gate outperforms its base by wide margins and exceeds both
distillation baselines, reaching 54.2% on FOMC, 80.4% on
HeadLine, and 68.5% on FPB. These results indicate that
our method enables effective domain knowledge transfer
even under strict black-box conditions, consistently surpass-
ing both untuned foundations and strong distillation alterna-
tives across diverse domains.

Efficiency of Domain Knowledge Stealing

To evaluate RQ2, we examine whether our method can reach
high accuracy with fewer target queries, reflecting stronger
query efficiency compared with prior approaches. As shown
in Figure 2, we measure performance on three representative
datasets—MedQA, PubMedQA, and HeadLine—by gradu-
ally increasing the number of QA pairs from 0% to 100% of
the 500-query budget. For fairness, all methods are trained
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with the same LoRA surrogate, the same optimization setup,
and the same 500-query constraint. Under each subset size,
we fine-tune surrogate models using our method, EvoKD,
and Model Leeching under matched configurations. Across
all stages of the query process, our approach consistently
achieves higher accuracy and faster convergence than both
baselines. On MedQA, our model reaches 59.5% accuracy
with only 30% of the queries, already surpassing EvoKD
and Model Leeching at their full budgets, and continues to
climb to over 62% as more queries are used. On PubMedQA,
the performance gap emerges even earlier, with our method
achieving over 74% accuracy at 60% of the budget while
both baselines plateau below 73%. A similar trend is ob-
served on HeadLine, where our approach quickly reaches
84% accuracy with just 50% of the queries, while EvoKD
and Model Leeching converge more slowly and saturate
around 81%. These results demonstrate that our framework
not only achieves better final accuracy, but also converges
significantly faster, offering a more efficient use of queries
under black-box constraints.

Ablation Study

To address RQ3, we conduct ablation experiments on two
representative datasets—MedQA and FOMC—to quantify



Task Full w/o Cluster w/o CoQ w/oFB
MedQA 62.0 60.8 59.1 58.9
FOMC 540 53.4 52.2 53.9

Table 2: Ablation study on MedQA and FOMC.

the individual contributions of core components in our
framework. As shown in Table 2, removing any one of
the three modules leads to performance degradation, con-
firming their necessity. The most substantial drop occurs
when CoQ is removed, with MedQA falling from 62.0% to
59.1% and FOMC from 54.0% to 52.2%, highlighting the
critical role of structured multi-turn reasoning in extract-
ing fine-grained domain knowledge. Disabling Feedback-
Guided Scheduling (FB) also harms performance, particu-
larly on FOMC, where accuracy decreases to 53.9%, sug-
gesting that uncertainty-aware prompt prioritization signifi-
cantly improves sample efficiency in decision-heavy tasks.
Removing Cluster-Guided Exploration results in a more
moderate decline, indicating that while topic clustering en-
hances coverage diversity, it plays a more supportive role
compared to the other modules. These findings imply that
components promoting follow-up reasoning and adaptive
sampling contribute more directly to knowledge acquisition
than purely coverage-based strategies, especially in complex
domains like medicine and finance where useful knowledge
often lies in nuanced or sparsely distributed contexts.

Related Work

Research on black-box model extraction has expanded
rapidly alongside the development of large language models
(LLMs). In black-box settings, an adversary interacts with
a proprietary model only through its outputs, and attempts
to reconstruct a surrogate that captures the target’s behav-
ior. Prior work spans multiple directions, including function
cloning, knowledge distillation, and active query design. We
summarize the most relevant studies below.

Black-Box Model Extraction. Early efforts examined the
feasibility of stealing shallow or classical models using only
prediction APIs (Tramer et al. 2016). Later work demon-
strated that neural NLP systems could also be cloned with
modest query budgets: Krishna et al. (2020) reproduced
BERT-based translation behavior, and Wallace, Stern, and
Song (2020) observed similar vulnerabilities in commercial
MT services. Recent studies shift attention to large language
models, showing extraction via hard-label outputs (Sha and
Zhang 2024) or even partial reconstruction of internal log-
its (Finlayson, Ren, and Swayamdipta 2024). These ad-
vances highlight that LLMs remain susceptible to extrac-
tion even when only coarse outputs are available. However,
most existing methods focus on general-purpose behaviors
or benchmark-oriented tasks. They rarely address how to or-
ganize queries in domains with rich terminology, or how
to adapt query selection based on surrogate’s uncertainty.
Complementary work such as ZeroGen (Ye et al. 2022) re-
lies on PLMs to synthesize task data without interacting with
the target model; while for data-free model compression,
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such approaches assume full access to a generator and do
not operate in truly restricted black-box environments.
Query-Efficient Domain Knowledge Stealing. Another
branch of research studies how to use limited model outputs
to build effective domain-aware surrogates. Early zero-shot
or data-free distillation methods (Wang 2021) emphasized
training without labeled datasets. Subsequent works incor-
porate active querying: Model Leeching (Birch et al. 2023)
and Lion (Jiang et al. 2023) show that basic prompt engi-
neering can substantially reduce the number of API calls,
while Orca (Mukherjee et al. 2023) highlights the useful-
ness of extracting explanation traces. EvoKD (Liu et al.
2024) further introduces evolutionary query scheduling to
identify weaknesses in the surrogate. These methods collec-
tively demonstrate that the structure and ordering of queries
strongly influence distillation quality.

Despite these advances, existing approaches often depend
on manually crafted prompts, rely on external domain cor-
pora, or require repeated reinforcement-style optimization.
Few methods explicitly leverage the hierarchical structure
of domain concepts or adapt follow-up queries based on se-
mantic inconsistencies between the surrogate and the target.
Our work differs by initializing the process with structured,
concept-grounded templates and then expanding the query
space through uncertainty- and feedback-driven refinement.
This design enables efficient exploration while operating un-
der strict black-box and data-free constraints.

Conclusion

We presented an automated framework for extracting
domain-relevant knowledge from proprietary large language
models through black-box APIs. The method generates se-
mantically grounded prompts from a small set of initial con-
cepts and expands them using uncertainty-driven follow-up
queries and diversity-guided exploration, enabling more ef-
ficient coverage of domain topics. These findings suggest
that effective query design plays an important role in model
extraction and underline the need for stronger safeguards for
deployed LLMs.

Discussion

Our framework improves accuracy and query efficiency, but
its evaluation is limited to a small set of classification-style
tasks, which cannot represent broader domain reasoning or
long-form abilities; future work will extend testing to more
complex domains. This study also highlights a security risk:
all experiments followed standard API rules, and under-
standing how structured querying accelerates knowledge ex-
traction may help providers design stronger defenses such as
rate limiting, monitoring, or response perturbation.
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