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Abstract

In recent years, transformer-based models have achieved re-
markable success in sensitive domains, including healthcare,
finance and personalized services, but their deployment raises
significant privacy concerns. Existing secure inference stud-
ies have introduced cryptographic techniques such as Homo-
morphic Encryption (HE) and Secure Multi-Party Compu-
tation (MPC). However, these approaches either target iso-
lated model components or incur prohibitive computational
and communication overheads, failing to support latency-
sensitive or resource-limited environments. In our investiga-
tion, we identify substantial redundancy in the nonlinear op-
erations and their alternation with linear layers in deep learn-
ing. Motivated by this observation, we propose PCFormer,
a universal optimization methodology tailored for sequences
of linear and nonlinear computations in the Transformer.
PCFormer introduces structure-aware partition and combi-
nation techniques specially designed for Multi-Head Atten-
tion (MHA) and Feed-Forward Network (FFN). Specifically,
we reveal the discrete sources of redundancy in the Softmax
and GeLU functions during inference, implementing parti-
tions at the token and channel levels, respectively. Subse-
quently, these reductions are then combined with the pre-
ceding and succeeding linear operations, thereby enhancing
both computational and communication efficiency. Experi-
mental results on GLUE benchmarks demonstrate that PC-
Former achieves a 1.9x speedup in both computation and
communication without compromising accuracy, compared
to existing privacy-preserving Transformer frameworks. Fur-
thermore, we demonstrate that PCFormer generalizes effec-
tively to other deep learning architectures involving struc-
tured linear-nonlinear compositions under cryptographic con-
straints.

Introduction

In recent years, Transformer-based models (Vaswani et al.
2017; Singla et al. 2024) have been the driving force be-
hind significant advances in natural language processing
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Figure 1: Conceptual illustration of the core principle of PC-
Former: accelerating private-preserving inference by parti-
tioning nonlinear operations and combining the linear oper-
ations that surround the redundant pathways.

(NLP). As these models are increasingly deployed in real-
world services, particularly under the Transformer-as-a-
Service (TaaS) paradigm (Radford et al. 2018), they have
become integral to a wide range of sectors, including health-
care (Mayer, Cabrio, and Villata 2020), finance (Yang et al.
2022), and legal services (Yuan 2024), where applications
often involve processing highly sensitive user data (Hahn
and Rofin 2024). This has raised growing concerns about
privacy, and driven the demand for secure Al deployment,
bringing privacy-preserving computation techniques, such
as Homomorphic Encryption (HE) (Brakerski, Gentry, and
Vaikuntanathan 2014; Brakerski and Vaikuntanathan 2014,
Fan and Vercauteren 2012; Cheon et al. 2017) and Secure
Multi-Party Computation (MPC) (Yao 1986; Shamir 1979;
Brassard, Crépeau, and Robert 1986), to the forefront. These
techniques offer promising solutions to enable secure infer-
ence without compromising data confidentiality (Pang et al.
2024), and have demonstrated feasibility on toy models (He
et al. 2024; Zeng et al. 2026).

However, applying these techniques directly to more com-
plex architectures with nonlinear operations, such as Trans-
formers, poses significant challenges (Devlin et al. 2019;



Radford et al. 2019). Transformers feature deep, layered
structures with frequent alternation between linear and non-
linear operations, such as the Softmax in attention mech-
anisms and GeLU in feed-forward networks, which sig-
nificantly increase computational and communication costs
under secure protocols (Hao et al. 2022). The prevail-
ing methodology (Pang et al. 2024) is the hybrid protocol
that judiciously integrates both HE and MPC. While this
paradigm achieves a favorable trade-off in simpler mod-
els by assigning linear computations to HE and nonlinear
operations to MPC (Lu et al. 2023), the intricate structure
of Transformers still renders hybrid protocols impractical
for private inference (Zhang et al. 2025b). A major bottle-
neck lies in the dense alternation between linear and non-
linear layers, where functions like Softmax and GeL.U incur
high computational and communication costs (Zhang et al.
2025a).

Prior works have explored various solutions. A body of
research, including Iron (Hao et al. 2022), Bolt (Pang et al.
2024), and BumbleBee (Lu et al. 2023), focuses on accel-
erating matrix multiplication under homomorphic encryp-
tion to improve computational protocols. However, this di-
rection faces a core limitation: the high baseline overhead
of homomorphic operations remains unresolved, restrict-
ing overall performance gains. Another line of work, repre-
sented by CipherPrune (Zhang et al. 2025b) and Comet (Yan
et al. 2025), tackles the problem architecturally by lever-
aging Transformer sparsity. Yet, these structural modifica-
tions risk compromising both information flow and model
integrity, making it difficult to preserve the original function-
ality. Some studies instead pursue efficiency through non-
homomorphic approximations (Kei and Chow 2025) or new
security assumptions (Li et al. 2024). However, these alter-
natives have brought only limited practical improvements.

Motivated by advances in Model Compression (Zhu et al.
2024) and Diffusion Step Skipping techniques (Ye et al.
2025), we investigate the inherent computational sparsity
within Transformer architectures. As detailed in Section
Motivation, our analysis reveals that certain computational
pathways contribute negligibly to the final output, indicating
significant redundancy in Transformer inference. However,
key challenges arise in accurately estimating sparsity, effec-
tively managing the bypassed redundant data to maintain
representational integrity, and ensuring the approach gener-
alizes across various Transformer variants and their differing
nonlinear operations.

Building on our observation, we propose PCFormer, a
universal optimization framework grounded in a “partition
and combination” paradigm, as depicted in Figure 1. PC-
Former is tailored to sequential linear-nonlinear structures,
markedly enhancing the efficiency of private inference. In
essence, our methodology leverages nonlinear sparsity anal-
ysis to identify and circumvent computational pathways
whose impact is negligible. This allows critical data to pro-
ceed immediately to nonlinear computation, while redun-
dant elements bypass this stage and are routed directly to
the subsequent linear layer. Moreover, as the disparate lin-
ear operations can be consolidated into a single execu-
tion, their time cost is substantially lower than the interac-
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tive latency inherent in nonlinear computations; when ex-
ecuted in parallel, their overhead becomes negligible. This
methodology is universally applicable to any continuous
linear-nonlinear structure. Additionally, to maintain infer-
ence accuracy despite aggressive optimization, we employ
an iterative, architecture-aware fine-tuning technique that
progressively adapts the model to the modified computa-
tion pathways. Experimental results on the GLUE bench-
mark demonstrate that our proposed PCFormer achieves
significant improvements in both computational efficiency
and communication overhead. Compared to state-of-the-art
(SOTA) methods, PCFormer delivers a 1.9x enhancement
in both computational performance and communication ef-
ficiency, thereby enabling more potent and impactful appli-
cations in real-world scenarios. In summary, our principal
contributions are as follows:

* We propose a universal optimization framework in pri-
vate inference that leverages nonlinear sparsity to fuse
adjacent linear operations and bypass redundant com-
putation, fundamentally mitigating the efficiency bottle-
necks in privacy-preserving deep learning.

We implement the framework as PCFormer, a uni-
versal optimization technique for Transformers, which
enhances the efficiency of MHA (Softmax) and FFN
(GeLU) by leveraging token-level and channel-level
sparsity, respectively.

* We deploy PCFormer on BERT and GPT2, and our ex-
periments show that compared to the previous SOTA
model, PCFormer achieved a 1.9x reduction in end-to-
end computation and communication costs without com-
promising accuracy. PCFormer also generalizes to other
activation functions such as ReLU and SiLU, demon-
strating broad applicability under linear-nonlinear cryp-
tographic constraints.

Related Work

Privacy-preserving Transformers primarily rely on
HE (Brakerski, Gentry, and Vaikuntanathan 2014; Brakerski
and Vaikuntanathan 2014; Fan and Vercauteren 2012;
Cheon et al. 2017) and MPC (Yao 1986; Shamir 1979,
Brassard, Crépeau, and Robert 1986) to secure data trans-
mission. Research in this area focuses on reducing the
significant overhead of these protocols to enable practical
deployment (Yan et al. 2024). Existing approaches fall into
two main categories: optimizing cryptographic protocols
and removing redundant computations at the Transformer
architecture level (Zeng et al. 2025).

Efficient Computations at Protocol

Frameworks such as Iron (Hao et al. 2022) and Bumble-
Bee (Lu et al. 2023) have concentrated on accelerating
the linear operations performed under homomorphic en-
cryption, enhancing overall efficiency by speeding up ho-
momorphic matrix multiplication in MHA. Concurrently,
Bolt (Pang et al. 2024) demonstrates that it is possible
to further curtail the number of time-intensive homomor-
phic rotation operations. On another front, SecFormer (Luo
et al. 2024) and SHAFT (Kei and Chow 2025) have turned



their attention to enhancing the computational performance
of nonlinear functions within the privacy-preserving con-
text. NEXUS (Zhang et al. 2025a) employs a purely ho-
momorphic encryption-based approach to optimize both lin-
ear and nonlinear computations, thereby constructing a non-
interactive Transformer inference architecture.

Elimination of Redundancies at Architecture

Existing studies have observed that certain operations within
the Transformer’s computational graph are of negligible
consequence to the final output. Comet (Yan et al. 2025),
for instance, identifies the phenomenon of activation spar-
sity, leveraging it to bypass inconsequential computations in
nonlinear activation functions and thereby enhance overall
efficiency. CipherPrune (Zhang et al. 2025b) approaches the
problem from a token-centric viewpoint, analyzing the rela-
tionship between tokens and Softmax redundancy to con-
struct its corresponding pruning strategy. PrivCirNet (Xu
et al. 2024), in a similar vein, employs structured sparse
matrices to construct circulant blocks that approximate the
original weight matrices. While these schemes can indeed
directly curtail computational workload, their channel-level
redundancy elimination strategies fail to fundamentally re-
duce the communication overhead, which remains propor-
tional to the number of layers. Although Nimbus (Li et al.
2024) does take this bottleneck into consideration, its imple-
mentation alters the computational protocol by offloading a
greater share of the computation to the client. This approach
is inherently flawed within the typical TaaS paradigm, where
clients are often computationally constrained, rendering any
performance gains under such resource-limited conditions
marginal at best.

Preliminaries

In this section, we provide a concise overview of the foun-
dational concepts pertinent to this work, encompassing the
Transformer architecture and fundamental cryptographic
primitives.

Transformer Architecture

The architecture of the Transformer, as depicted in the left
part of Figure 2, derives its principal computational work-
load from the MHA and FFN modules. The MHA mod-
ule processes Query (Q), Key (K), and Value (V) matrices
through matrix-matrix multiplication, after which the Soft-
max is applied to the intermediate result to introduce non-
linearity. This sequence of operations can be formally ex-
QK

pressed by the following equation:
|2 ey
i)

where k is the dimension of K. The FFN module, in turn,
primarily involves matrix-vector multiplication, and the re-
sultant vector is subsequently processed by GeLU. This op-
eration is formulated as follows:

T

MHA((x) = Softmax <

FFN(J?) = W2 - GeLU (Wl - T+ bl) + bg,
where b; and by are the biases.

@
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Cryptographic Primitives

Our architecture employs a hybrid protocol, mainly integrat-
ing HE based on Ring Learning with Errors (RLWE) prob-
lem and Additive Secret Sharing (ASS). These are strategi-
cally deployed to leverage their respective strengths in com-
puting linear and nonlinear operations.

Homomorphic Encryption. In HE schemes based on the
RLWE problem (BFV used in this work), a plaintext vector
m is first encoded into a polynomial representation, 7, with
respect to a plaintext modulus p. This polynomial is subse-
quently encrypted, yielding a ciphertext [m] = (b, &) under a
distinct ciphertext modulus g. The homomorphic property of
the scheme permits both additions and multiplications to be
performed directly on these ciphertexts, and the decrypted
result is the same as it directly on the plaintext.

Additive Secret Sharing. For a given secret value x to be
shared between two parties, each participant is allocated a
specific share. One party receives 1 = 7 and the other re-
ceives xo = x — r, where r is a randomly generated value.
A key property of this additive secret sharing construction is
that each share, when viewed in isolation, is statistically in-
distinguishable from a random number. The original secret,
x, can be correctly reconstructed if, and only if, both parties
combine their respective, untampered shares.

Threat Model

In this study, analogous to the frameworks presented in (Hao
et al. 2022) and (Pang et al. 2024), we address a canonical
two-party Private Inference (PI) scenario, a setting preva-
lent in protocols such as HE and MPC. This scenario in-
volves two participating entities: the server possesses a pre-
trained Transformer model and the client holds the sensitive
input data (e.g., images, text, or audio). We operate under
the semi-honest security model, wherein each party adheres
to the protocol’s procedures but may attempt to infer private
information from the exchanged data. This paradigm entails
dual, symmetrical privacy goals: the client seeks to protect
its data throughout inference, while the server aims to safe-
guard its model parameters from disclosure.

Method

This section provides a detailed exposition of the PCFormer,
with its core framework illustrated in Figure 2. A founda-
tional principle of our design is that the formation of any
structural component invariably adheres to a two-phase pro-
cess: Partition and Combination. Within this section, we will
further elaborate on how this methodology is specifically ap-
plied to the Transformer’s MHA and FFN modules.

Motivation

To lucidly articulate our objective, we formalize the typical
Transformer inference process as follows:

Output = Transformer(xz) = frofr_10---0f1(x), (3)

where each submodule f; comprises a linear mapping and a
nonlinear activation, which can be deconstructed as f;(x)
¢;(W,;x), where W; represents the linear weights and ¢;(+)
is the nonlinear activation function (e.g., Softmax, GeLU). It
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Figure 2: The framework of PCFormer. The left part delineates the foundational MHA and FFN modules, the central part
illustrates the partition of the nonlinear Softmax and GeLU functions, while the right part reveals the combination of preceding
and subsequent linear computations that address redundant data.

is thus evident that nonlinear operations are an inescapable
component of every layer.

During our exploration shown in Figure 3, we discovere
that Transformers contain a significant number of redundant
(optimizable) channels and tokens, which contribute mini-
mally to the final prediction. Consequently, if one could ac-
curately identify this redundancy and circumvent its corre-
sponding nonlinear pathways, it would be possible to drasti-
cally reduce the nonlinear computation and communication
overhead while preserving model accuracy.

The logical structure of nonlinear operations inherently
contains significant redundancy, which is directly correlated
with the dimensionality of the data, while changes in data
dimensionality primarily take place within linear operations.
Crucially, server-side linear weights are maintained in plain-
text. By merging the linear weights preceding and succeed-
ing redundant nonlinear operations, new combined weights
can be precomputed directly in plaintext. This precomputa-
tion enables the combined weights to be processed in full
parallelism with the remaining computational path, with-
out interference. Moreover, this resultant linear layer can be
made trainable during the fine-tuning phase, presenting fur-
ther augment the model’s expressive capacity.

To this end, we propose a universal framework for nonlin-
ear partition and linear combination. During the fine-tuning
phases, our framework actively guides the model to concen-
trate its critical representations within a minority of “impor-
tant channels” and “important tokens”. This strategic con-
centration allows a vast number of redundant channels and
positions to be transformed into purely linear pathways dur-
ing inference, rendering them amenable to subsequent merg-
ing and acceleration.

Token-wise Partition and Combination in MHA

Within the Transformer architecture, the MHA module
serves as the cornerstone for modeling long-range depen-
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privacy-preserving inference on BERT-Base.

dencies. The Softmax function operates row-wise upon the
attention scores to yield a probability distribution for each
token. In PI scenario, the Softmax operation poses a par-
ticular challenge due to its reliance on exponentiation and
normalization, making it significantly more costly than pre-
ceding linear computations. To address this, we propose a
novel token-wise partitioning strategy, which selectively ap-
plies the expensive Softmax function only to a subset of crit-
ical tokens.

We utilize a structural reconstruction of the attention path-
way within the MHA. Given a token importance mask m €
{0,1}¥, learned during the training phase, we partition the
full set of tokens into two disjoint subsets: 1) The selected
token set, 7, = {i | m; = 1}, comprising the important
tokens; 2) The redundant token set, 7, = {i | m; = 0}. Ac-
cordingly, we reformulate the attention calculation into two
parallel paths, i.e., Activated Path and CoLinear Path.

Q.K.
Vks
For Activated Path, the standard attention mechanism is ap-

plied exclusively to the subset of important tokens, where
Qs, K, and V; are the representations corresponding to the

Yactive = Softmax ( ) Vs, Yeotinear = Weolinear * Try (4)



Algorithm 1: MHA inference protocol in PCFormer

Algorithm 2: Iterative and Structure-aware fine-tuning

Input: ASS shares (z°
Output: ASS shares (
1: z = ss_to_he(x® +z )
2: (x4, x,) = Partition_token(z)
3: y = MHA(xz;) + colinear(z,)
4: return (y° + y©) = he_to_ss(y)

) of client and server
y©) after MHA

selected tokens x, € T,. For CoLinear Path, the attention
path for redundant tokens is approximated by a single, di-
rect linear transformation where we simplify this path to a
unified linear mapping to the redundant token z,. € 7,. and
the matrix Wesjineqr 1 learnable during fine-tuning.

This design preserves the expressive capacity of mod-
els for the most salient tokens during training, while con-
currently leveraging linear consolidation at inference time
to transform the computational pathways of non-essential
tokens into highly efficient linear operations, thereby aug-
menting the inference process.

Operationally, the Activated Path benefits from substan-
tially enhanced processing speed and communication effi-
ciency when executed under MPC, owing to the reduced
scale of its input data. Concurrently, CoLinear Path, which
consists of the consolidated linear operation, requiring no
communications. And due to parallel execution, it intro-
duces no additional latency to the critical path; its output
is simply computed and held pending combination with the
result from the Activated Path. Finally, our inference pro-
tocol in MHA is shown in Algorithm 1, and for details of
cryptographic functions such as ss_to_he and he_to_ss are
described in the Supplementary Materials.

Channel-wise Partition and Combination in FFN

The FFN within the Transformer architecture is typically
composed of two linear layers separated by GeLLU. Within
this module, the nonlinear activation is applied exclusively
to the intermediate, or hidden, channel dimension. In the
context of PI, the GeLU function requisites high-order poly-
nomial approximations or interactive protocols drastically
increase latency and resource consumption.

Notably, whereas the redundancy in the MHA’s Softmax
function is intrinsically linked to the sequence length (i.e., at
the token level), the redundancy associated with the GeLU
activation is predominantly channel-centric due to its com-
putational form.

Our objective is therefore to identify critical channels dur-
ing fine-tune, partitioning the activation function exclusively
to this subset while combing a purely linear path for all other
channels. Drawing an analogy to the token-level branching
structure previously described, we introduce a channel im-
portance mask, m € {0, 1}dh, to partition the intermediate
channels into two distinct sets: 1) The selected channel set,
Cs = {i | m; = 1}, designating those channels that will
pass through the GeLU activation; 2) The redundant chan-
nel set, C,. = {i | m; = 0}, containing the channels that will
bypass the nonlinear pathway.
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Input: Fine-tuned model fy, training data D, epochs T,
sparsity weights Atok, Achn

Output: Lightweight Transformer fy-
// Phase 1: Add learnable gates and bypass modules

1: for each Transformer block do

2: Add MHA token gate Gk, colinear layer I/VCOhn
3: Add FFEN channel gate Gy, colinear layer chl?rllm
// Phase 2: Joint training with sparsity-aware loss
4: for epocht = 1to T do
5: Sample batch (z,y) ~ D
Generate soft masks:
Mtoka Mchn — GumbelSOftmaX(Gtoka Gchn)
Forward pass with split paths:
Attention output: .
Rattn = Mok - MHA(.I) + (1 - Mtok) : Wtc;)llm(x)
FEN output:
hin = Mepn - FFN(J}) + (1 - chn) WCOhn( )
Combine and predict:
Ypred = f0 (l’, hattna hf'fn)
Loss:
Liask + CrossEntropy (ypred ¥)
ﬁtotal <~ ﬁtask + )\tok ||Mtok||1 + >\chn ”Mchn”l
6: Backpropagate and update 6, G, and W0l
// Phase 3: Finalize structure
7: Threshold Giok,Genn  to  obtain  binary masks
Mt/ok’ Méhn
8: For redundant units (:m = 0), retain their learned linear
bypass Wcolin
9: Reparameterize fy — fo- with fixed structure
10: return fy

We can therefore rewrite the FFN module as the sum of a
nonlinear path and a linear path:
FFN(‘T) = W2(S) - GeLU (Wl(b) : IS) + Weolinear * Ty, (5
where z; € C,, z, € C,, and Wl(s) and Wés) are the sub-
matrices of the weight tensors corresponding to the activated
channels. The term W_ineqr, Which incorporates biases, is
learnable and represents the consolidated linear mapping for
the redundant path.
Building on the same core idea, we deconstruct the non-
linear function, employing a reasoning protocol similar to

that used in the MHA. The complete protocol is detailed in
the Supplementary Materials.

Iterative and Structure-aware Fine-tuning

To implement the “partition and combination” strategy
within the MHA and FFN modules during Transformer in-
ference, it is imperative to fine-tune the model to adapt to
this new architectural paradigm. This undertaking is non-
trivial, as our modifications to the Transformer architecture
introduce considerable challenges, principally for two rea-
sons. On the one hand, fine-tuning is predicated upon a
pre-trained model wherein the informational inputs to each



BERT-Medium  BERT-Base BERT-Large
Method  Time Comm. Time Comm. Time Comm.
Iron 3504 1249 609.9 282.6 1888.3 746.6
Bolt 102.2 145 260.5 26.0 648.4 78.4
CipherPrune 50.7 7.8 104.9 12.1 210.9 25.3
PCFormer 40.5 59 62.2 7.1 110.6 13.2

Table 1: End-to-end efficiency of PCFormer and baselines
on BERT. Time is measured in seconds (s) while the com-
munication overhead (Comm.) is in gigabytes (GB).

nonlinear function have been meticulously allocated. Con-
sequently, effecting structural alterations to this established
configuration presents significant difficulty. On the other
hand, our modifications are comprehensive, encompassing
both the MHA and FFN modules, and are therefore substan-
tial in their scope.

To surmount these obstacles, we propose an iterative,
structure-aware fine-tuning methodology, as delineated in
Algorithm 2. Our approach decouples the processes of
structural modification and model training. We employ
a simple yet efficacious heuristic, the magnitude of the
weights, to govern the partitioning decisions. Subsequently,
a brief period of retraining is conducted to allow the model
to assimilate these structural changes. The model is concur-
rently engaged in two learning objectives via Liota): (1) re-
fining its classificatory accuracy by updating the weights 6;
(2) dynamically learning which tokens and channels are to
be partitioned by updating the masks Giox, Gehn -

Experiments

This section empirically validates PCFormer, evaluating its
Computational and Communication Overhead, Accuracy
Changes and Ablation Studies. We begin with the exper-
imental setup, followed by detailed results. More experi-
ments about GPT2 and other details are provided in the Sup-
plementary Materials.

Experiment Setup

We evaluate our solution on three BERT (Devlin et al. 2019)
variants (Medium, Base, Large) and GPT2-Base (Radford
et al. 2019). Following prior work (Pang et al. 2024;
Zhang et al. 2025b), BERT models are fine-tuned on four
GLUE (Wang et al. 2018) tasks: MNLI, QNLI, SST-2, and
MRPC. We use the EzPC (Chandran et al. 2017) framework
and SEAL (Microsoft Research 2023) HE library, under two
simulated network conditions: LAN (3 Gbps, 0.8 ms) and
WAN (20 Mbps, 40 ms). All tests run on a server with Intel
Xeon Gold 6430 (2.10 GHz, 120 GB RAM) and an NVIDIA
RTX 4090 GPU for fine-tuning.

Main Result

End-to-end performance. We conduct a series of end-to-
end benchmarks under a LAN setting, evaluating PCFormer
against the antecedent SOTA methodologies: Iron (Hao et al.
2022), Bolt (Pang et al. 2024), and CipherPrune (Zhang et al.
2025b). The resultant execution times and communication
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overheads are systematically documented in Table 1. The
results reveal that PCFormer unequivocally achieves supe-
rior performance in private inference across all three BERT
model scales, demonstrating substantial enhancements in
both temporal efficiency and communication economy. No-
tably, when deployed on the BERT-Large architecture, PC-
Former delivers a 1.9x improvement in execution speed and
communication when compared to CipherPrune, the most
competitive prior method.

Computational overhead breakdown. To gain a more
granular understanding, we conduct an in-depth analysis of
the computation time required by each functional block dur-
ing inference. We extend this analysis to a WAN scenario to
assess performance variations across different network envi-
ronments, with the results depicted in Figure 4(a)&(b).

A primary observation is that, under both LAN and WAN
conditions, PCFormer consistently exhibits lower compu-
tation times for every functional block when compared to
Bolt and CipherPrune. Notably, PCFormer incurs no over-
head for pruning at inference time, as its architecture is
definitively established during the fine-tuning phase. Fur-
thermore, our analysis reveals that in the LAN environment,
where computational resources are ample, the primary over-
head stems from the linear layers due to the introduction
of HE operations at deployment. Conversely, in the WAN
setting, the latency associated with nonlinear operations,
namely Softmax, GeLLU, and LayerNorm, escalates dramat-
ically. This increase is attributable to their implementation
via MPC, where reduced network bandwidth directly im-
pacts communication-intensive protocols. Regardless of the
network conditions, however, PCFormer’s ability to reduce
the computational dimensionality of both linear and nonlin-
ear operations results in marked performance gains across
all functional modules. Furthermore, as illustrated in Fig-
ure 4(c), our analysis extends to the impact of token se-
quence length on the GPT2-Base model. While execution
times predictably scale with the number of tokens for all
methods, PCFormer still maintains performance advantages.

Accuracy Changes

A key distinction among Bolt, CipherPrune, and PCFormer
lies in their approach to data dimensionality. While all three
methodologies involve dimensional alterations, Bolt and
CipherPrune rely on conventional pruning strategies. PC-
Former, in contrast, re-engineers the Transformer architec-
ture through its “partition and combine” paradigm.

We assessed the accuracy of these models on four down-
stream tasks, i.e., MNLI, QNLI, SST-2, and MPRC. The re-
sults, as delineated in Table 2, demonstrate that PCFormer
maintains a comparably high level of accuracy across all
four benchmarks. This sustained performance is attributable
to its fundamental divergence from direct pruning. Instead of
merely excising redundant components, PCFormer strategi-
cally recombines them to furnish auxiliary information for
the final prediction. Crucially, as established by the pre-
ceding theoretical and experimental analyses, this recom-
bination process, executed within a parallel computational
framework, incurs no additional computational or commu-
nication overhead.



750

30
Bolt Bolt Bolt
120 CipherPrune 625 CipherPrune 95 CipherPrune
PCFormer PCFormer PCFormer
100
500 —~o0
@ @ geY
> 80 = £
3 Y =
s 5375 215
= 60 ] 3
a A K
250
40 10
20 125 5
0

Linear Softmax GeLU LayerNorm Prune

(a) BERT-Base in LAN

Linear Softmax GeLU LayerNorm Prune

(b) BERT-Base in WAN

32 64 128

Num of tokens

(c) GPT2-Base Changes as Token

256 512

Figure 4: Computational overhead for the BERT-Base and GPT2-Base models. Figures 4(a) and 4(b) delineate a detailed
breakdown of the BERT-Base runtime under LAN and WAN conditions, respectively. Figure 4(c) illustrates the variation in

runtime for GPT2-Base as the number of the token changes.
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Figure 5: Impact of hyperparameters Ao and Aqn, On accu-
racy.

Accuracy(%) 1
Method  "MNLI QNLI SST2 MRpC Time(s) |
Bolt 8471 89.94 9274 8995  260.5
CipherPrune 84.68 90.11 92.66 90.18  104.8
PCFormer  84.73 9022 9275 90.21 62.2

Table 2: Accuracy changes of different methods on four
downstream fine-tuning tasks of GLUE.

Ablation Studies

Impact of fine-tuning hyperparameters. We proceed to
investigate the impact of key hyperparameters on the final
model performance during the fine-tuning phase. The hy-
perparameters in question are Aok and Aqh,, Which respec-
tively govern the sparsity ratio of tokens processed by the
Softmax and of channels processed by the GeLU. Our find-
ings from experiments conduct on the BERT-Base model are
illustrated in Figure 5. A key observation is that the model’s
performance exhibits greater sensitivity to variations in to-
ken sparsity (Aiox) compared to channel sparsity (Achn)-
Nevertheless, when both Aok and Ag,, are maintained be-
low a threshold of 0.05, the model’s accuracy remains sta-
ble and robust. Beyond this threshold, however, a more pro-
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Baseline PCFormer
TYyPe Linear NonLin Total Linear NonLin CoLin Total
ReLU 7235 505 7743 228.7 284 89.7 2571

SiLU 2673.3 1277.2 3950.5 816.8 216.5 2834 1033.3

Table 3: Latency(ms) for ReL.U and SiLU structures. “Non-
Lin” and “CoLin” are abbreviations for NonLinear and Co-
Linear, respectively.

nounced increase in sparsity leads to a significant degrada-
tion in model accuracy.

Impact of layer type. Our proposed “partition and combina-
tion” method is a universal framework designed for “linear-
nonlinear” architectural patterns. To validate its versatility,
we evaluate the efficiency gains when applying our method
to two other prevalent nonlinear activation functions in deep
learning: the Rectified Linear Unit (ReLU) and the Sig-
moid Linear Unit (SiLU). As presented in Table 3, by de-
constructing the nonlinear computation, the reduced dimen-
sionality of the data entering the original activation pathway
leads to substantial performance enhancements. Simultane-
ously, the partitioned linear component is processed in par-
allel, culminating in a significant overall acceleration of the
entire composite linear-nonlinear operation.

Conclusion

To reduce the substantial computational and communication
overhead introduced in privacy-preserving deep learning, we
propose a universal partition and combination framework
specifically designed for common linear—nonlinear struc-
tures. Applying this framework to the Transformer, we pro-
pose PCFormer, a novel model that analyzes and reduces
nonlinear redundancy within MHA and FFN modules. Ex-
periments demonstrate that PCFormer achieves significant
improvements in computational efficiency and communica-
tion overhead compared to prior methods. Furthermore, the
underlying framework exhibits broad applicability across di-
verse deep learning architectures.
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