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Abstract

Formal verification has emerged as a promising method to
ensure the safety and reliability of neural networks. However,
many relevant properties, such as fairness or global robust-
ness, pertain to the entire input space. If one applies verifica-
tion techniques naively, the neural network is checked even
on inputs that do not occur in the real world and have no
meaning. To tackle this shortcoming, we propose the Veri-
Flow architecture as a flow-based density model tailored to
allow any verification approach to restrict its search to some
data distribution of interest. We argue that our architecture is
particularly well suited for this purpose because of two major
properties. First, we show that the transformation that is de-
fined by our model is piecewise affine. Therefore, the model
allows the usage of verifiers based on constraint solving with
linear arithmetic. Second, upper density level sets (UDL) of
the data distribution are definable via linear constraints in
the latent space. As a consequence, representations of UDLs
specified by a given probability are effectively computable in
the latent space. This property allows for effective verification
with a fine-grained, probabilistically interpretable control of
how (a-)typical the inputs subject to verification are.

Introduction

The outstanding performance of neural networks in tasks
such as object detection (Zhao et al. 2019), image classi-
fication, anomaly detection, and natural language process-
ing, made them a popular solution for many real-world-
applications, including safety-critical ones. With the increas-
ing popularity of neural networks, defects and limitations of
these systems have been witnessed by the general public.
The Al incident database' keeps track of harms and near-
harms caused by AI-Systems in the real world.

Ideally, the safety and fairness properties of such inher-
ently opaque neural networks should be formally guaran-
teed when used in safety-critical applications. As a solution,
formal verification can be used to check whether a neural
network satisfies a given safety property for the entire in-
put space or whether there exists some (synthetic) input for
which the desired property is violated. This is in contrast to
the statistical testing methods classically employed in ma-
chine learning, where the output of the neural network is
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checked against a finite set of samples, usually from a held-
out test set.

However, state-of-the-art formal verification methods are
designed to verify either global or local properties. Global
properties ensure a specific behavior of the neural network
on the whole input space. As an example, fairness prop-
erties require the neural network to predict the same out-
put for any two inputs that only differ in some sensitive at-
tribute. Local properties, on the other hand, ensure a spe-
cific behavior of the neural network only in some part of
the input space that is usually restricted using the training
set. One well-studied example for a local property is adver-
sarial robustness, which requires from the neural network
for any point from the data set that any minor perturba-
tion of that point does not significantly change the predic-
tion (Szegedy et al. 2014). However, both global and lo-
cal properties have shortcomings limiting their applicability.
Local properties suffer from the same problem as statistical
testing, i.e., they rely on a high-quality data set that the ver-
ification property is based on. Global properties refer to the
entire input space, including regions that we may not need
to verify, such as noise-inputs or regions of the input space
for which there are only very few training samples available
(epistemic uncertainty). In order to restrict global properties
to some data distribution of interest, generative adversarial
networks (GANs) (Goodfellow et al. 2014b) and variational
autoencoders (VAEs) (Kingma and Welling 2014) can be
used to verify the global property only in the high-density
region of the data distribution. However, while these models
are indeed able to capture the data distribution, they do not
allow for probabilistic interpretability. For example, varia-
tional autoencoders are generally not designed to ensure that
the low-density (high-density) data points from the training
data set are mapped to the tail (center) of the latent space
distribution.

To overcome this issue, we design a flow model tailored
towards the application in neural network verification. We
leverage our flow model to restrict the input space of the
neural network under verification to the underlying data dis-
tribution. This allows restricting the verification of global
properties to the data distribution of interest. In contrast to
GANSs and VAEs, our VeriFlow architecture does not only
allow for efficient sampling but also provides probabilis-
tic interpretability via tractable likelihoods (Papamakarios



et al. 2021a; Goodfellow et al. 2014a; Rezende and Mo-
hamed 2015; Dinh, Krueger, and Bengio 2015). This feature
is unique to our flow architecture and important to facilitate
fine-grained probabilistic control when restricting the input
space to typical inputs during verification. This approach
makes the verification property less reliant on the dataset,
while still keeping the input space focused on meaningful
data.

Summary’ The goal of VeriFlow is to enable restricting
the verification of a neural network to a probabilistically
meaningful subset of the input space. While this approach
no longer provides a formal safety guarantee over the en-
tire input space, it instead offers a proof of safety over the
likely inputs identified by a secondary neural network: our
flow model. To this end, we propose a bijective, invertible,
and piecewise linear flow model that preserves monotonic
relationship between latent and learned densities by map-
ping high-density (and low-density) regions in the data dis-
tribution to high-density (and low-density) regions in the
base distribution. Crucially, high-density regions are de-
fined in terms of /;-norms in the base distribution, al-
lowing us to express the high-density data region as a set
of linear constraints. These constraints, in turn, can be in-
corporated into the specification of downstream verification
tasks. In the following two sections, we formally introduce
all bolded properties and sketch the VeriFlow architecture.
In our experiments, we present a novel notion of global
robustness, and evaluate VeriFlow’s learning ability.

Preliminaries

Verifying neural networks involves checking if a net-
work f satisfies a semantic property P, often expressed as
¢(xr) = P(f(x)), where ¢ and ) are pre- and postcon-
ditions. Two conceptually different verification approaches
are relevant for this paper: constraint-based verification and
abstract interpretation. We briefly explain the core idea of
each verification approach. In constraint-based verifica-
tion, the network f and property P are translated into a
logical formula V¢ p, whose validity implies that f satis-
fies P. Verifying W p involves checking the unsatisfiabil-
ity of =W p. If =W p is satisfiable, a counterexample ex-
ists witnessing a violation of p by f. Efficient SMT solvers
like Marabou 2 (Wu et al. 2024a) handle these formulas for
networks with piece wise linear components such as ReLU
activations. Constraint-based verification methods are com-
plete and always provide counterexamples when the prop-
erty is violated, though their runtime can be high for posi-
tive proofs. Abstract Interpretation symbolically executes
a neural network using geometric abstract domains, such as
zonotopes or star sets, which over-approximate input sets.
By propagating these through the network, the procedure
over-approximates possible outputs. Verification succeeds if
the output lies entirely within the “safe space” defined by
the semantic property . If outputs are outside, the property
fails; partial overlap leaves the result inconclusive due to the
over-approximation in the process.

2A complete version of this work is available on arXiv and con-
tains additional experiments and all proofs (arXiv:2406.14265).
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Flow-based models are a class of neural networks de-
signed to learn complex data distributions, supporting both
sample generation and density estimation. Specifically, these
models learn a bijective, continuously differentiable trans-
formation — known as a diffeomorphism — that maps a
simple base distribution B with probability density function
pp to acomplex data distribution D with probability density
function pp. In our setting, we define the flow in the direc-
tion from the base distribution to the data distribution, that is,
from latent to observed variables. Let F' denote the learned
transformation, implemented as an invertible neural net-
work. The invertibility of F' allows us to leverage the model
for two complementary tasks: 1. Sampling: Draw a sample
z ~ B, then apply the forward map to obtain z = F'(z). The
result, x, is a new synthetic sample from the learned data
distribution. 2. Density estimation: Given a data point z,
compute its likelihood under the model using the change-of—

pB(F~H(x).

is constant, the we say

. —1
variables formula: pp (x) = ‘det %FT

If the determinant of the det 65;;1

that the flow is uniformly scaling.

Base Distributions

The most commonly used base distribution is the isotropic
Gaussian, a multivariate normal distribution with zero mean
and identity covariance matrix. When a flow model uses this
distribution as its base, it is referred to as a normalizing flow.
While the Gaussian distribution is a natural choice, it is by
no means the only option. In fact, the Knothe-Rosenblatt
Rearrangement Theorem (Knothe 1957; Rosenblatt 1952)
guarantees that for any two absolutely continuous probabil-
ity distributions, there exists a smooth, invertible mapping
(a diffeomorphism) that transforms one distribution into the
other. This foundational result justifies using alternative base
distributions: the expressive power of flow models is theoret-
ically unaffected by the choice, as long as the flow is flexible
enough.

Alternative base distributions relevant to us are those that
are k-radial monotonic, where the probability density de-
pends solely on the ¢;-norm of the input:

Definition 1 (Radial Distributions and Radial Profile)
Let k € Nsg U {0}, and let X be a random variable in
R? with density function p(x). We say that X is k-radially
distributed if there exists a function g : Ry — R such that
p(z) = g(|z|x), where |z|i, denotes the {-norm of x. The
function g is called the radial profile of X. If g is strictly
decreasing, then X is called k-radial monotonic.

Intuitively, a k-radial distribution is one where all points
at the same ¢;-distance from the origin have the same den-
sity. If the density decreases as the norm increases, the distri-
bution is radially monotonic. This includes well-known dis-
tributions like the Gaussian (for £ = 2) and the Laplace dis-
tribution (for £ = 1). Importantly, k-radial distributions are
completely determined by the distribution of the ¢;-norm.
Here, the norm distribution w.r.t. a random variable X refers
to the distribution of | X|j. The following definition makes
this explicit by showing how to construct a k-radial distribu-
tion from a one-dimensional norm distribution:



Definition 2 (k-Radial Distribution Construction) Let

p : Ry — Ry be a one-dimensional probability density
Sunction, and let k € Nsg U {oc}. The profile of the k-radial
distribution in d-dimensional space with norm distribution p

—1
is given by g(r) = p(r) (é)v’“i{ir(r)) , where V,4(r) denotes
the volume of the {y.-ball of radius r in RY.

9
. V. (r) .

Here, the derivative —%>— captures the rate at which the
volume increases as we move outward in norm, i.e. g(r) de-
scribes the density of the corresponding radial distribution
at points x with |x|; = r. The formula ensures that when we
integrate the density over spherical shells, i.e., sets of points
with the same norm, we recover the desired norm distribu-
tion p.

Although the above construction enables precise density
estimation for every point via the norm distribution, density
estimators are often used more coarsely — such as in our
work — to determine whether a point lies in a high- or low-
density region. To formalize this, we define upper and lower
density level sets, which represent regions containing high-
density samples (center of the distribution) and low-density
samples (tail of the distribution), respectively.

2]

Definition 3 Given the density of the input distribution
pp : RY — R, the set of points whose density exceeds
a given threshold t is called the upper density level set
(UDL) and is defined as L}(t) = {x € R? | pp(x) > t}.
Conversely, the lower density level set (LDL) con-
tains the set of points subceeding the density threshold:
Ly (t) = {x e R? | pp(x) <t} =RI\ L}, If for ¢ €
[0, 1] there is a UDL of D with probability q, then we write
UDLp(q) = inft{Lg(t) | PD(Lg(t)) = q} to denote the
minimal UDL of probability q.

Note that the existence UDLp(q) for all ¢ € [0,1] is
guaranteed if Pp({z |p(x)p =t})=0 for all ¢ > 0,
where Pp denotes the probability induced by pp, defined
as P(z € S) :== [y pp(z)dz.

Crucial for our application is the fact that density level
sets of k-radial distributions can be described in terms of
quantiles of the radial profile. Clearly, each density-level set
is the union of k-spherical shells, i.e. UDLx(q) = {z |
|z|x € R} for some R C RT. Therefore, in order to de-
scribe UDL x (q), it is sufficient to describe its norm projec-
tion R = {|z|x | # € UDLx(q)}, which has a very simple
box shape for radial monotonic distributions:

Observation 1 Let X be a k-radially distributed ran-
dom variable with radial profile g. Then {|z|; | = €
UDLx(q)} {r | g(r) > t}, where t
quantile (| x|, (1 — q). Moreover, if X is radial monotonic,
then {|z|, | * € UDLx(q)} = [0, quantile |, (q)).

Piecewise Affine Flows

A function f : X — ) is piecewise affine, if there exists
a partition of the domain X = A; U .- U &), such that
f restricted to X; is affine for every i. We call X1,..., X,
affine regions of f. As we argued earlier, piecewise affin-
ity is crucial for efficient SMT-based verification. Therefore,
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our flow transformation should be piecewise affine, which
we can achieve e.g., by using ReLLU networks. If we can
ensure that the defined function is bijective, then we obtain
a continuous piecewise affine bijection where the affine re-
gions can be represented as intersections of open and closed
half-spaces (Moser et al. 2022). Hence, the regions are con-
tained in the Borel algebra B(R?).

Proposition 1 asserts that the change of variables formula
remains valid for piecewise affine bijections (instead of dif-
feomorphisms), provided that the affine regions are Borel
sets.

Proposition 1 Ler F : R? — R be a piecewise affine
bijection, with affine regions X,...,X, € B(R)? and
let B be an absolutely continuous random variable. Then,

pr)(T) = pa(F~1(2)) ‘det ag;l

of F~1 is evaluated piecewise, according to the affine re-
gions.

, where the Jacobian

VeriFlow: A Density-Preserving Architecture

In this section, we build upon the preliminary results and
present the novel property of VeriFlow: the preservation of
density level sets between the data distribution and learned
distribution. This relationship distinguishes uniformly scal-
ing flows from most other flow classes and justifies using the
density level sets of the base distribution as a presentation
for those of the data distribution. Specifically, Proposition 2
shows that uniformly scaling flows preserve a monotonic re-
lationship between latent and learned densities:

Proposition 2 (Density Level Set Preservation) Let F' be
a uniformly scaling flow with base distribution B. Then
F' maps upper density level sets of the base distribu-
tion to upper density level sets of the data distribution:
UDLp(py(q) = F(UDLg(q)), where F(B) is the ran-
dom variable defined by F' with base distribution B and
F(UDLg(q)) is the image of UDLp(q) under F.

Combining Proposition 2 and Observation 1 yields that uni-
formly scaling flows with radial base distributions (w.r.t /1
or £, norm) allow for simple density level set descriptions
via linear constraints in latent space:

Corollary 1 Let F be a uniformly scaling flow and B
a k-radial base distribution with radial profile g. Then
{(IF7'(@)lx | = € UDLpy(@)} = {r | g(r) > t}
where t = quantile g, (1 — q). Moreover, if B is ra-
dial monotonic, then {|F~(2)|x | * € UDLpp)(q)} =
[0, quantile g, (q))-

In particular, for a radial base distribution w.r.t. the 1- or the
oo-norm, density level sets of the learned distribution can be
defined in latent space using linear constraints.

The Components of VeriFlow To identify learnable
building blocks that satisfy our aforementioned require-
ments, we survey established flow architectures. A cen-
tral finding is that additive conditioning layers with ReLU
activations, such as additive coupling, yield precisely the
kind of networks we seek. These include additive cou-
pling layers (Dinh, Krueger, and Bengio 2015), additive



auto-regressive layers (Kingma et al. 2017; Papamakarios,
Pavlakou, and Murray 2017), and masked additive convo-
Iutional flows such as MACow (Ma et al. 2019b). Further-
more, bijective affine transformations parameterized by LU-
decomposed matrices, named LUNets (Chan, Penquitt, and
Gottschalk 2023), are also suitable. LU layers constitute a
powerful replacement for the permutations or masks that
were originally proposed to be combined with coupling-like
layers. Although this addition turned out to be very benefi-
cial, we note that the number of parameters scales quadrat-
ically with the dimension, which is a bottleneck in high di-
mensions. The poor scalability of vanilla LU-layers led us
to propose one-star-convolutions — convolutions with ker-
nel size 1 along all spatial dimensions, adapted to input
topology (e.g., 1D for sequences, 2D for images). We apply
one-star-convolutions together with LU-decomposed bijec-
tive channel transforms, providing a natural way to define a
LU-decomposed bijective affine transformations on the en-
tire set of input components via parameter sharing (Kingma
and Dhariwal 2018). An in-depth analysis of the above men-
tioned layers can be found in the supplementary material.

Finally, we propose the VeriFlow architecture. We build
VeriFlow from blocks of shape B; = A; ' o C; o A;, where
A; is an affine transform given by a one-star-convolution
with LU decomposed bijective channel transform and C
is an additive coupling layer. This shape is motivated by
the above analysis and results from the normalizing flow
literature showing that applying an adjoint group action
with respect to the subgroup of affine transforms of the
group of diffeomorphisms over R? to a coupling layer
is more beneficial than simply alternating coupling and
affine transforms (Hoogeboom, van den Berg, and Welling
2019; Ma et al. 2019a). The complete flow is of shape
F=A,110B,0B,_10---0Bj, where the final affine
transform ensures that the flow can have an arbitrary (con-
stant) Jacobian determinant. Note that each block is volume
preserving since determinants of A; and A;l cancel each
other, and additive coupling layers are volume preserving
by design (Dinh, Krueger, and Bengio 2015). In conclusion,
we obtain the following results for our architecture.

Observation 2 (VeriFlow is Uniformly Scaling)

Observation 3 (VeriFlow is Piecewise Affine)

The Neuro-Symbolic Verification Pipeline

The key idea of the neuro-symbolic verification framework
as proposed by Xie, Kersting, and Neider (2022) is to use
neural networks as part of the specification to enable the ver-
ification of a variety of complex properties. Our approach is
aligned with the Neuro-Symbolic verification framework as
we enable the verification of neural network properties over
the UDLs or LDLs of proxy distributions learned by Ver-
iFlow. The UDL in latent space captures likely inputs un-
der the base distribution, while the UDL in the target (data)
space captures typical inputs resembling those in the dataset.
Verifying properties within a UDL thus proves/falsifies that
the property holds for all likely inputs.

The verification pipeline proceeds as follows. First, we
define a density level set in the latent space using linear
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constraints (Corollary 1). These constraints are transformed
through the flow model into output constraints that precisely
characterize the corresponding upper density level set in the
data space, when a constraint-based verification tool is em-
ployed (Proposition 2). This is enabled by the piecewise lin-
earity of the flow model (Proposition 1). In contrast, abstract
interpretation uses the input bounds to compute an over-
approximation of the output region, yielding a sound but
conservative approximation of the same density level set. We
illustrate this pipeline using an abstract interpretation-based
verifier in Figure 1.

To ensure their reliability in formal verification settings,
we carefully evaluate and validate the trained flow models.

Validation and Calibration Capturing the true input dis-
tribution by the flow as closely as possible is crucial for
meaningful verification results. Therefore, assessing the de-
viation between true and learned distribution empirically is
a natural part of the verification pipeline. For normalizing
flows, typical assessment methods exploit that the maximum
likelihood objective of the flow training is equivalent to min-
imizing the KL divergence between the empirical and the
defined base distribution. One can therefore measure dis-
crepancies in the latent space (Papamakarios et al. 2021b;
Linhart, Gramfort, and Rodrigues 2023). Here, we use the
term empirical base distribution to denote the pre-image of
the true data distribution under the flow.

Since we work with radial base distributions and are fo-
cused on density level sets, we test for discrepancies in norm
distribution and radiality separately. More precisely, we pro-
pose the following measures to assess the quality of the em-
pirical latent norm distribution and the defined norm dis-
tribution in the latent space: (i) KS Statistic which quanti-
fies the maximum difference between two cumulative distri-
bution functions: sup,.cg+ |CDF|p-1(x)|() — CDFg(7)],
(i) and kernel density estimates (KDEs) and probabil-
ity—probability (PP) plots using a consistent non-parametric
estimator. KDEs visualize the density of the transformed and
base distributions, while PP-plots compare their empirical
quantiles by plotting their cumulative distributions against
each other. These measures give us quantitative informa-
tion about the maximal and the local deviation between the
learned and the true distribution, measured in probability.
Since we project into the one-dimensional norm-space, we
can obtain reliable estimates in a sample-efficient way. The
tests regarding the norm-distribution are complemented by
two radiality tests: (i) We assess sign symmetry using a bi-
nomial test — that is, whether positive and negative signs in
the latent dimensions appear with equal frequency, as would
be expected in a truly symmetric radial distribution, (ii)) We
apply an energy distance test to the normalized absolute
values of the latent vectors to assess whether these direc-
tions are uniformly distributed over the simplex (projection
to the positive part of ¢ sphere), another key property of a
radial distribution (Dodge 2008; Rizzo and Székely 2016).
All tests provide p-values, which we can combine into a
single rejection criterion by applying Bonferroni correc-
tion (Dunn 1961). The separate assessment of norm distribu-
tion and radiality allows us to distinguish different types of



Latent UDL Data UDL

I:' Exact Set

I:' Over-approximation

Classifier
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Figure 1: Visualization of a verification pipeline for an in-distribution verification of a classifier using VeriFlow. The procedure
starts by defining the UDL exactly in the latent space. The true classification range w.r.t. the UDL equals the result of pushing
the set consecutively through the flow and the classifier. An over-approximation can be obtained via abstract interpretation.

discrepancies. For instance, a well-aligned empirical norm-
distribution but with discrepancies in radiality indicates that
the flow over-approximated the true distribution: A match-
ing norm distribution indicates that the learned UDLs have
approximately the correct probability under the true distri-
bution. However, a failed radiality test suggests that some
areas of the latent UDL encode OOD data (since we do not
find corresponding data in the data set). Hence, the described
scenario provides evidence that the learned UDLSs are super-
sets of the true UDLs.

In case that moderate discrepancies in the norm distribu-
tion have been identified, e.g. 0.05 > p > 0.0001, we may
use the norm distribution of the empirical base distribution
for recalibration: We adjust the thresholds for the base dis-
tribution such that the returned density level set in the target
distribution contains the desired fraction of the data.

Interpretability Recalibration of density level sets allows
to maintain interpretability, even in the presence of dis-
crepancies between the true and the learned distribution:
Calibration against a test set D¢, ensures that a density
level set with target probability ¢ will indeed contain a ¢-
fraction of Dc,. Hence, a successful verification will al-
ways establish a stronger statement than the empirical check
Pyropey(6(x)) > ¢, since an infinite number of variants are
verified along with the contained data.

Experiments

Implementation We implement the VeriFlow as an open-
source Python library that can be trained on all datasets
mentioned in this paper in an out-of-the-box fashion. Our
library ensures that definable flows guarantee all the theo-
retical properties outlined in this paper and implements gen-
eral radial distributions with learnable norm distribution for
various norms. The resulting flow models can be exported
in ONNX format, relying exclusively on ONNX node types
that are supported by the VNN-LIB standard (Demarchi
et al. 2023). Additionally, we provide evaluation methods
for the previously outlined quality assessment of the flow.

Evaluation & Validation A crucial step before using Ver-
iFlow in verification is to empirically check whether the data
distribution was learned faithfully. To this end, we show-
case our validation procedure on flows that were trained on
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MNIST digits, which are of particular interest for the ver-
ification experiments. As proposed earlier, we use KS Sta-
tisticand PP-Plots for validation. Results are shown in Fig-
ure 3 for all digits. Both validation methods show that the
latent norm distribution of the data matches the defined la-
tent norm distribution almost perfectly. For the KS statistic,
we provide an example with the flow trained on digit 0 and
confirm that the KS value of 0.0375 (p = 0.152 > 0.05)
gives no statistically significant evidence for discrepancies.
The other digits yield similar results, though not all directly
meet the acceptance criterion. The radiality test, however,
fails. Despite an average p-value of 0.0778, only about half
of the dimensions pass the Bonferroni corrected sign sym-
metry test (p > 0.05/(2-784)). Similarly, the projected uni-
formity test fails with p being numerically 0. We conclude
that the learned UDLs contain the corresponding true data
UDLs very well but are also likely to contain some OOD
data (over approximation).

Robustness Verification

We demonstrate one use case of VeriFlow in the context of
local robustness — a popular benchmark specification (Brix
et al. 2024). Local robustness involves checking whether a
neural network’s prediction remains unchanged for minor
perturbations. More formally, let ¢ : R™ — R™ be a classi-
fier, let D C R™ be a dataset. The network is locally robust
for a point z € D w.r.t. a distance metric dist and radius
€ > 0, if the following specification is satisfied:

¢: {w,a’ e R"}
yeelo) of o cla)
¥: {dist(z,2’) < € = argmaxy = argmaxy'}
3 7

This Hoare (1969) triple notation {¢} assignments {¢}
corresponds to the logical form ¢(z) = ¢(f(z)) from the
background section. Clearly, the runtime for verifying local
robustness over the entire dataset increases linearly with its
size | D.

To tackle this scalability problem, we demonstrate how to
leverage our flow model to verify local robustness on mul-
tiple instances with only one verification run. To formalize
this, let F' : R™ — R"™ be a flow model with base distribu-
tion B and ¢ : R™ — R™ be a classifier. Then, we propose



verifying the following global robustness specification:
¢: {zy € UDLp(q),z" € R"}
2y F(mg) y <+ clxy) oy ()

¢ {dist(z¢,2') < € = argmaxy = argmaxy'}
K3 1

where ¢ € [0,1] is a probability density threshold. By the
design of our flow model, the data contained in the UDL,
{F(x¢) | z¢ € UDLg(q)}, includes 1 — ¢ fraction of the
dataset D. Intuitively, our specification is a new notion of
global robustness as our formulation becomes independent
of the dataset D, but still keeps the input space restricted
to meaningful inputs aligned with the data distribution D.
In other words, we verify robustness for all likely inputs.
Therefore, a certificate produced for our global robustness
specification also holds for the instance-wise local robust-
ness specification for a 1 — g fraction of the dataset D. Note
that the inverse direction does not apply: a robustness cer-
tificate for some fraction of the dataset D does not imply
global robustness as proposed in our specification due to the
additional synthetic data that may be contained in our flow
model.

In order to practically evaluate how the runtime of ver-
ifying global robustness compares to verifying local ro-
bustness, we conduct experiments on the MNIST dataset.
Specifically, we aim to analyze after how many instance-
wise verifications the overhead of integrating a flow model
into the specification is paid off. To this end, we train our
VeriFlow model F : R28x28 _y R28x28 op digit-zero sam-
ples from the MNIST dataset. Our convolutional flow model
has one coupling block with the same adjoint coupling ar-
chitecture as presented in the main section and uses a 1-
radial lognormal base distribution. Training is performed
using the Adam optimizer. For classification, we employ a
two-layer ReLU network with 91% test-accuracy defined
as ¢ : R?8x28 _ R0 We note that VeriFlow places
no restrictions on the classifier. We use a small classifier
to ensure that our runtime measurements reflect the flow
model rather than the classifier’s complexity. We employ
the SOTA verification tools Marabou 2 (Wu et al. 2024b),
and the ABCrown framework’s alpha-crown implementa-
tion (Xu et al. 2021) with branch-and-bound for complete
verification. Specifically, we use (only) Marabou 2 to verify
our global robustness specification since ABCrown does not
support the type of specification proposed here (Alberti et al.
2025). To conduct the local robustness verification, we use
both Marabou 2 and ABCrown. Specifically, we conduct two
variations of this experiment. One where the perturbation is
high (e 0.1) for measuring the runtime for falsification
when the network is not robust, and one where the perturba-
tion is low (¢ = 0.001) for verification when the network is
indeed robust for all inputs. We visualize both experiments
in the same plot in Figure 2. Unfortunately, due to the erratic
behavior of the verification tool when integrating multiple
neural networks, the input space in our experiments devi-
ates slightly from the intended specification: instead of being
constrained by the UDL, the values of x are restricted to a
small box centered within the high-density region of the dis-
tribution, containing less than 1% of the UDL. To keep the
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Figure 2: Robustness verification and falsification

experiment consistent, we sample from the aforementioned
box of the flow model as input for the instance-wise local
robustness verification (instead of picking points from the
dataset D as presented earlier). By doing so, we ensure that
the robustness certificate of the flow-based specification still
implies instance-wise robustness. While the results shown
in Figure 2 may represent an optimistic estimate of the run-
times for the intended specification, they still provide insight
into how many instance-wise verifications are needed before
the additional overhead introduced by the flow model can
become worthwhile. Specifically, Figure 2 plots the cumula-
tive runtime of instance-wise verification (falsification) runs
to the runtime of our global robustness verification (falsifi-
cation). There, we can observe that after around 170 samples
for Marabou and 160 samples for ABCrown, the runtime for
instance-wise verification exceeds the runtime of our global
robustness verification of 3.7 seconds. For falsification, we
can observe that after around 23 samples with Marabou and
7 samples with ABCrown, the cumulative runtime of local
robustness falsification exceeds the runtime of our global ro-
bustness falsification. We conjecture that verification than
falsification in our experiments due to the bound propagation
method used in Marabou already simplifying or trivializing
the MILP formulation. Since the MNIST test set contains
around 1000 instances for each digit, a (successful) verifica-
tion of our global robustness specification could already pay
off after 20% of the test cases.

Ablation Study

In this section, we show the effectiveness of our architecture
as a density estimator and generative model. Specifically,
we compare VeriFlow against MACow (Ma et al. 2019b),
a well-established flow-based model built exclusively from
masked additive convolutional coupling layers. Hence, MA-
Cow is uniformly scaling and shares the properties described
in Proposition 2 and Corollary 1 with VeriFlow. To the au-
thors knowledge, MACow is currently the strongest uni-
formly scaling flow baseline. The key difference between
these two architectures is that VeriFlow extends MACow by
applying an adjoint affine group action to the coupling lay-
ers. Furthermore, VeriFlow uses a custom radial base distri-
bution with a mixture of gammas norm-distribution, while
MACow uses the classical standard normal. Otherwise, the



Dataset MACow Veriflow (Ours)
MNIST digit0  —1719.908 -2320.757
MNIST digit 1  —1577.637 -3123.905
MNIST digit2  —1026.944 -2176.636
MNIST digit3  —1237.165 -2531.264
MNIST digit4  —1033.265 -2254.180
MNIST digit5 —1651.304 -3013.184
MNIST digit6  —1331.267 -2820.397
MNIST digit 7 —891.180 -2238.973
MNIST digit 8 —1694.938 -2971.620
MNIST digit9  —2006.115 -3062.877

Full MNIST —1250.627 -2389.460
Fashion MNIST  —847.522 -1386.659
CIFAR-10 —4215.694 -4500.373

Table 1: Negative log-likelihood (NLL) comparison.
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Figure 3: VeriFlow’s Latent norm PP-plot for selected
MNIST digits.

parametrization is kept the same, except for a learning rate of
1073 and a patience of 3, i.e. early stopping after 3 consec-
utive epochs without validation loss improvement, for Veri-
Flow and a learning rate of 10~° a patience of 10 for MA-
Cow — this was necessitated because the training of MA-
Cow was unstable otherwise. We use 5 coupling blocks (ex-
cept for CIFAR-10, where we use 10 blocks) and 3 layers
per conditioner with a uniform kernel size of 3 for both. We
use the SophiaG optimizer (Liu et al. 2023).

We train our models on several widely used, moderate-
dimensional image datasets, including individual MNIST
digits, full MNIST, FashionMNIST, and CIFAR-10, using
an IdeaPad laptop with a Ryzen 7 7735HS processor and 16
GB of RAM. As usual for density estimation on (8 bit) im-
ages, we used uniform dequantization, i.e. adding uniform
noise sampled from [0, 1/255], to obtain a continuous distri-
bution, and report the NLL of dequantized images (Tsubota
and Aizawa 2023). We summarize our results in Table 1.
Overall, we observed more stable training and considerably
higher likelihoods with our architecture.
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Related Work & Conclusion

Flow models are on the forefront of modern density esti-
mation and have received significant attention over the last
decade (Papamakarios et al. 2019). A constant Jacobian de-
terminant is usually observed at the time of the introduc-
tion of the respective layer in the context of the likelihood
computation (Dinh, Krueger, and Bengio 2015; Ma et al.
2019b; Kingma et al. 2017; Papamakarios, Pavlakou, and
Murray 2017), although typically without further investiga-
tion of the induced properties. The role of the Jacobian deter-
minant in general has been investigated in the context of the
exploding determinant phenomenon (Kim et al. 2020; Liao
and He 2021; Lyu et al. 2022). Deeper investigations of uni-
formly scaling flows have been conducted in (Maziarka et al.
2022), where connections to DeepSVDDs are established by
training flows with a volume minimization objective and, re-
cently, in (Draxler et al. 2024), which shows that learnable
norm-distributions are necessary for the universality of uni-
formly scaling flows. The latter result confirms observations
that we made during our experiments and that led us to im-
plement learnable norm-distributions via mixture models.

Using neural networks as part of the specification to
capture semantic properties — such as meaningful pertur-
bations for improving robustness verification — has been
explored in prior work (Mirman, Gehr, and Vechev 2020;
Mohapatra et al. 2020; Wu et al. 2023). The neuro-symbolic
verification framework generalizes this idea by proposing
a specification language that supports the verification of a
neural network with properties specified by other neural net-
works. (Xie, Kersting, and Neider 2022).

Most verification infrastructure supports the neural ar-
chitecture of our flow model and are able to precisely rep-
resent the shape of its UDL. Specifically, Polytopes, Zono-
topes, or even simple boxes are sufficient for representing
the UDL of our flow model in the latent space precisely. This
enables the use of a variety of domains that are based on
the aforementioned shapes, such as Deepzono (Singh et al.
2018). Besides Marabou and ABCrown, all other verifiers
that support the VNN-Lib standard (Demarchi et al. 2023)
are conceivable for verification with VeriFlow.

In the past, global robustness specifications have been
proposed by Leino, Wang, and Fredrikson (2021); Katz et al.
(2017); Chen et al. (2021); Gopinath et al. (2018); Kabaha
and Drachsler-Cohen (2024). However, while some works
restrict the input space in their global robustness specifica-
tion, none of these restrictions are based on the notion of
probabilistic interpretability.

Conclusion We have presented VeriFlow, a flow-based
density model that enables effective verification of neural
networks within a learned proxy distribution and fits in ex-
isting verification infrastructure.
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